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REPORT
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The Committee on Foreign Relations, to which was referred the
Council of Europe Convention on Cybercrime (Treaty Doc. 108-11)
(hereafter “the Convention”), signed by the United States at Buda-
pest on November 23, 2001, having considered the same, reports fa-
vorably thereon with six reservations and five declarations as indi-
cated in the resolution of advice and consent, and recommends that
the Senate give its advice and consent to ratification thereof, as set
forth in this report and the accompanying resolution of advice and

consent.

CONTENTS

]

[
uQ

@

I. Purpose .......
II. Background ............... et
III. Summary of Key Provisions of the
IV. Implementing Legislation ...........ccccccceevvuveeenneen.
V. Committee ACtion ........cccceeeveeeeeirieeeiieeeeciieeenns .
VI. Committee Recommendation and Comments ..........cccoccveeeriieenncieeennieeennns
VII. Text of Resolution of Advice and Consent to Ratification ............ccccuevennee.

I. PURPOSE

WO N DN

The Convention is the only multilateral treaty to specifically ad-
dress computer-related crime and the gathering of electronic evi-
dence. It is designed to enhance the investigation and prosecution
of cross-border computer-related crimes by eliminating or reducing
procedural and jurisdictional obstacles to international cooperation.
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II. BACKGROUND

The growth of the Internet has brought with it a rising number
of attacks on computer networks. The United States is heavily de-
pendent on computer networks to support its critical infrastructure,
including the military, satellite networks, transportation and com-
munications systems, and large utilities. Attacks on these systems,
as well as on U.S. Government networks, constitute a threat to
U.S. economic and national security. Major U.S. financial institu-
tions have also been the target of such attacks, resulting in signifi-
cant financial losses. In addition to the threat to computer net-
works, computers increasingly have been used to conduct more tra-
ditional crimes, such as fraud, copyright piracy, and child pornog-
raphy. Moreover, organized crime syndicates and terrorist groups
have been known to use the Internet to facilitate planning and
communications.

In 1997, the Council of Europe (“COE”) responded to these prob-
lems by establishing the Committee of Experts on Crime in Cyber-
space to negotiate a convention on cybercrime. This committee was
composed of representatives of COE member states and four non-
COE “observer” states (the United States, Canada, Japan, and
South Africa). The United States expects the Convention to have
significant law enforcement benefits and was a leading participant
in the negotiations. The Council of Europe, at the urging of the
United States and other countries, made several drafts publicly
available and distributed comments it received to all negotiators
for consideration. U.S. negotiators also received input directly from
interested groups, including through several meetings they held
with U.S. industry and other interested groups, such as privacy
and civil liberties organizations.

The Committee of Experts finished its work in May 2001, and
the Convention was adopted by the COE Committee of Ministers
on November 8th of that year. On November 23, 2001, the Conven-
tion was opened for signature to all COE member states and the
four observer states that participated in the negotiations, and was
signed by 30 states, including the four observer states. The Con-
vention entered into force on July 1, 2004, and now has 11 parties.
Thirty-one other states have signed but not yet ratified the instru-
ment. The Convention permits other non-COE member states to ac-
cede to the Convention, but only with the unanimous consent of all
of its parties.

III. SUMMARY OF KEY PROVISIONS OF THE CONVENTION

A detailed article-by-article discussion of the Convention may be
found in the Letter of Submittal from the Secretary of State to the
President, which is reprinted in full in Treaty Document 108-11.
A summary of the key provisions of the Convention is set forth
below.

The Convention requires parties to prohibit certain computer-re-
lated crimes under their domestic laws, to develop certain inves-
tigative methods with respect to computer-related crimes and elec-
tronic evidence of other crimes, and to cooperate with other parties
to investigate and prosecute such crimes.
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Articles 2 through 6 of the Convention require parties to crim-
inalize unauthorized access to a computer system; unauthorized
interception of data from a computer system; unauthorized damage
to or deletion of computer data; unauthorized interference with the
operation of a computer system; and the possession, production,
sale, procurement for use, import, distribution, or otherwise mak-
ing available of devices designed to commit any of these offenses
or of computer access information, such as passwords, with the in-
tent that they be used to commit such offenses. In addition to these
offenses related to computer security, articles 7 through 10 of the
Convention obligate parties to establish the offenses of computer-
related forgery and computer-related fraud, as well as various as-
pects of the production, possession, procurement, and distribution
of child pornography using computers, and infringement of copy-
right and related rights by means of a computer and on a commer-
cial scale. U.S. law already prohibits such conduct, and the reserva-
tions and declarations proposed by the committee (see Section VI
below) would ensure that the United States may implement these
obligations consistent with existing U.S. law.

Under articles 16 through 21 of the Convention, parties must de-
velop and be prepared to use certain investigative techniques de-
signed to improve the effective investigation of the crimes set forth
under the Convention and other criminal offenses committed by
means of computer systems, as well as the collection of electronic
evidence of criminal offenses. These techniques include the ability
to preserve, search, and seize stored computer data; the ability to
collect in real time and preserve “traffic data” being communicated
between computers; and the ability to intercept certain content of
the data. It bears emphasis that all of these investigative tools are
already provided for under U.S. domestic law. Therefore, the Con-
vention will not establish new police powers in the United States
or otherwise alter U.S. civil liberties protections. Article 15 of the
Convention requires each party to ensure that the establishment,
implementation and application of these powers and procedures are
subject to conditions and safeguards to be provided for under its
domestic law that adequately protect human rights and liberties.
For the United States, the conditions and safeguards that would
apply may be found in the U.S. Constitution, including particularly
the Fourth and Fifth Amendments, and various federal statutes,
such as those set forth in the Federal Rules of Criminal Procedure
and Title 18 of the U.S. Code, which require, among other things,
judicial supervision of any requests for interception or disclosure of
electronic communications.

Article 15, paragraph 3 requires each Party, to the extent con-
sistent with the public interest, to consider the impact of these
powers and procedures on the rights, responsibilities and legiti-
mate interests of third parties. In this regard, the committee notes
that paragraph 148 of the explanatory report accompanying the
Convention reflects the understanding of the Parties that such
third parties include internet service providers. It states that “ini-
tial consideration is given to the sound administration of justice
and other public interests (e.g. public safety and public health and
other interests, including the interests of victims and the respect
for private life). To the extent consistent with the public interest,
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consideration would ordinarily also be given to such issues as
minimising disruption of consumer services, protection from liabil-
ity for disclosure or facilitating disclosure under this chapter, or
protection of proprietary interests.”

Chapter Three of the Convention addresses international co-
operation, including extradition and mutual legal assistance among
the parties. Article 24 of the Convention adds the crimes estab-
lished under the Convention to those offenses for which extradition
may be sought under extradition treaties in force among parties to
the Convention, and permits, but does not require, parties to use
the Convention as a basis for extradition in the absence of such
treaties. For the United States, the Convention will not provide an
independent legal basis for extradition, which will continue to be
based on U.S. domestic law and applicable bilateral treaties. It will,
however, effectively expand the scope of offenses covered under cer-
tain existing bilateral extradition treaties (those that specifically
list the offenses for which extradition may be granted).

Articles 25 through 35 of the Convention relate to mutual legal
assistance among the parties. Article 25 provides a general obliga-
tion that parties shall afford each other mutual assistance “to the
widest extent possible for the purpose of investigations or pro-
ceedings concerning criminal offenses related to computer systems
and data, or for the collection of evidence in electronic form.” Arti-
cles 29 through 31, and 33 provide specific obligations for such as-
sistance, including assistance that would involve the use of the in-
vestigative techniques for collection of computerized evidence that
articles 16 through 21 of the Convention oblige parties to establish
under their domestic law. It should be noted that although article
34 permits parties to request assistance in the interception of con-
tent data, it is narrowly drawn; indeed, there is no general obliga-
tion to provide this form of cooperation, as assistance is available
“only to the extent” already permitted by applicable mutual legal
assistance treaties and domestic law. In the United States, that
law is subject to close judicial supervision, and in no case will a for-
eign authority be able to obtain information on terms that are less
restrictive than for U.S. law enforcement. Currently, there is no
authority to intercept communications based solely on the request
of a foreign government; the only instance in which the United
States would be in a position to accommodate such a request would
be if the interception of the communications were independently
authorized as part of a related or parallel investigation in the
United States, and disclosing the contents of the intercepted com-
munications were otherwise appropriate (see 18 U.S.C. sec.
2517(7)). Under U.S. law, a search warrant is insufficient authority
to intercept the content of communications in transmission, as that
collection is governed by the wiretap and interception statutes (18
U.S.C. sec. 2510, et seq.), as noted above. Although a search war-
rant may be used to obtain stored data, it must involve a crime rec-
ognized under U.S. law.

Notably, assistance in collecting electronic evidence is not limited
to the crimes established in the Convention, and the Convention
does not require, as a precondition to assistance, that the offense
being investigated also constitute a crime in the state receiving the
request (“dual criminality”). This lack of a dual criminality require-
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ment is hardly a novelty. In the last two decades, the Senate has
approved, and the President has ratified, 43 bilateral mutual legal
assistance treaties that do not contain such a requirement for all
types of cooperation. This is in the interest of U.S. law enforce-
ment, which aggressively utilizes these treaties to gain evidence
abroad and would be hamstrung by a rigid dual criminality provi-
sion in all cases. Therefore, the United States will be able to use
this Convention to obtain electronic evidence in cases involving
money laundering, conspiracy, racketeering, and other offenses
under U.S. law that may not have been criminalized in all other
countries.

At the same time, the Convention contains sufficient safeguards
to ensure that the lack of a “dual criminality” requirement will not
result in the provision of assistance by the United States in any in-
appropriate situations. The Convention provides the same high
standard of protection of U.S. Constitutional interests that is con-
tained in U.S. bilateral MLATSs. Assistance is to be provided in ac-
cordance with the provisions of mutual legal assistance treaties be-
tween the parties where they exist. Where no such treaties exist
between parties, article 27 of the Convention provides a procedural
mechanism for cooperation to be applied between them, including
the grounds for refusal of such requests (in addition to any grounds
provided under the law of the requested party). The grounds for re-
fusal contained in paragraph 4 of article 27 are analogous to those
contained in U.S. bilateral MLATSs. A requested party may refuse
any request concerning a political offense or that is likely to preju-
dice its sovereignty, security, ordre public or other essential inter-
ests. In response to questions from the committee, executive branch
officials confirmed that this provision authorizes the United States
to deny a request where providing the assistance would impinge on
U.S. Constitutional protections, such as free speech, and that the
executive branch intends to deny assistance in such situations. In
addition, they committed that “[Tlhe Department of Justice will
carefully review each request, regardless of the country from which
it comes, to ensure that compliance with it would not impinge on
U.S. fundamental principles and policy, and that U.S. implementa-
tion of foreign requests would not be inconsistent with Constitu-
tional protections.”

The committee also wishes to emphasize that the United States
will not rely upon authorities created in the USA PATRIOT Act to
meet its obligations under the Convention. The Convention was
substantially drafted prior to the enactment of the USA PATRIOT
Act, and is entirely consistent with United States law as it existed
at that time. Accordingly, for example, the Convention does not re-
quire, and the United States does not contemplate, the use of the
delayed notice search warrants authorized by Title 18, United
States Code, Section 3103a for implementation of the Convention.
Similarly, because the Convention will be implemented consistent
with existing procedures for mutual legal assistance, the United
States does not and will not use tools authorized under Foreign In-
telligence Surveillance Act procedures or administrative subpoenas
to meet its treaty obligations. Instead, longstanding statutory and
mutual legal assistance treaty and agreement procedures will be
used consistently with the judicial oversight provided under those
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treaties and laws, in full compliance with the rights guaranteed
under the United States Constitution. For example, as with domes-
tic cases, U.S. execution of foreign government requests for collec-
tior}; or disclosure of electronic evidence would require judicial over-
sight.

The Convention is expected to improve computer security without
creating an undue burden on internet service providers (“ISPs”).
The Convention does not impose any general requirement on ISPs
to collect or retain data. Rather, in specific cases, they may be re-
quired to collect, preserve, or disclose specified data, just as they
are under existing U.S. procedural law. In response to questions
posed by the committee, executive branch officials indicated that
the Department of Justice will continue its current practice under
other mutual legal assistance instruments of reviewing requests for
assistance and alerting the ISPs as to the appropriate urgency of
such requests. They also confirmed that the Convention will have
no effect on existing U.S. law or policy governing reimbursement
of costs incurred by ISPs in responding to such requests.

The committee notes that articles 24, 25, 27 through 31, and 33
of the Convention, on extradition and mutual legal assistance, are
intended to operate in the same way as similar provisions con-
tained in bilateral extradition and mutual legal assistance treaties.
As with such provisions in bilateral treaties, these provisions are
self-executing. They will be implemented by the United States in
conjunction with applicable federal statutes. Additionally, the exec-
utive branch has indicated that they are not intended to create any
private rights of action. The committee notes that the lack of a pri-
vate right of action does not affect the ability of a person whose ex-
tradition is sought to raise any available defense in the context of
the extradition proceeding.

IV. IMPLEMENTING LEGISLATION

No new implementing legislation is required for the Convention.
An existing body of federal laws will suffice to implement the obli-
gations of the Convention, although some minor reservations and
declarations are needed, as discussed below.

V. COMMITTEE ACTION

The Committee on Foreign Relations held a public hearing on the
Convention on June 17, 2004, at which it heard testimony from
representatives of the Departments of State and Justice (S. Hrg.
108-721). On July 26, 2005, the committee considered the Conven-
tion and ordered it favorably reported by voice vote, with the rec-
ommendation that the Senate give its advice and consent to its
ratification, subject to the reservations and declarations contained
in the resolution of advice and consent.

VI. COMMITTEE RECOMMENDATION AND COMMENTS

The Committee on Foreign Relations believes that the proposed
Convention is in the interest of the United States and urges the
Senate to act promptly to give advice and consent to its ratification,
subject to the reservations and declarations contained in the reso-
lution of advice and consent.
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The committee has included a number of reservations and dec-
larations in the resolution of advice and consent. Section two of the
resolution contains six reservations. The first four reservations re-
late to the obligations under articles 4 (data interference), 6 (mis-
use of devices), 9 (offenses related to child pornography) and 10 (of-
fenses related to infringements of copyright and related rights) of
the Convention to criminalize certain conduct. Consistent with the
recommendations of the executive branch, the committee has in-
cluded these four technical reservations permitted by the Conven-
tion in order to ensure that the United States may implement
these obligations consistent with existing U.S. law.

The fifth reservation concerns the scope of the Convention. Arti-
cle 22 of the Convention requires each party to establish jurisdic-
tion in respect of the offenses established under the Convention
when committed in its territory or on board a vessel flying its flag
or an aircraft registered under its laws. U.S. law does not expressly
extend U.S. jurisdiction over these particular crimes when com-
mitted on board U.S. vessels and aircraft outside of U.S. territory,
although in certain cases U.S. jurisdiction may exist on other juris-
dictional bases. Because the United States cannot ensure its ability
to exercise jurisdiction in all such cases, the committee concurs
with an executive branch recommendation that the United States
enter a reservation limiting the obligation of the United States con-
sistent with the reach of U.S. law, as permitted by the Convention.

The sixth reservation relates to the federal system in the United
States. Although U.S. federal law prohibits the conduct proscribed
by the Convention, federal criminal law generally covers conduct
involving interstate or foreign commerce or another important fed-
eral interest. Because U.S. state, not federal law, would apply to
a narrow category of conduct that does not implicate a foreign,
interstate, or other federal interest (e.g., an attack on a stand-alone
computer), the executive branch recommended that the United
States reserve against these obligations in these narrow cir-
cumstances, as permitted by the Convention. The committee agrees
with this recommendation.

Section three of the resolution contains five declarations. The
first three declarations relate to the obligations under articles 2 (il-
legal access), 6 (misuse of devices) and 7 (computer-related forgery)
of the Convention to criminalize certain conduct. Consistent with
the recommendations of the executive branch, the committee has
included these three technical declarations permitted by the Con-
vention in order to ensure that the United States may implement
these obligations consistent with existing U.S. law.

The fourth declaration relates to procedures to be followed in the
case of urgent requests for mutual legal assistance. Article 27,
paragraph 9(a) of the Convention permits urgent requests to be
made directly to the judicial authorities of a party unless, for effi-
ciency reasons, that party declares at the time of ratification that
such requests should instead be sent to its central authority. The
committee concurs with the executive branch recommendation that
the United States make such a declaration.

The last declaration relates to U.S. implementation of the Con-
vention under existing U.S. law. The executive branch rec-
ommended that the United States include an understanding to
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clarify that the United States intends to comply with the Conven-
tion based on existing law. The committee has included such a
statement in the resolution, formulated as a declaration in accord-
ance with recent committee practice.

Under article 37, any State not a member of the Council of Eu-
rope and which has not participated in the formulation of the Con-
vention may accede to it, but it may only do so upon invitation.
Such invitation requires the unanimous consent of the parties to
the Convention. The United States would therefore have a voice in
the accession of any state. While the committee believes that broad
adherence to the Convention among both members and non-mem-
bers of the Council of Europe could be beneficial to U.S. law en-
forcement interests, it has concerns about potential mutual legal
assistance relationships with authoritarian states. The Convention
provides a broad framework for sharing of electronic evidence—not
merely that involving cyber-crime—and is thus a significant legal
assistance tool. The committee believes that, given the nature of
the evidence-sharing requirements in the Convention, it is impor-
tant that the United States, in consultation with other parties,
work to ensure that all parties “accept the principles of the rule of
law,” as the Council of Europe requires of its own members.

VII. TEXT OF RESOLUTION OF ADVICE AND CONSENT TO
RATIFICATION

Resolved (two-thirds of the Senators present concurring therein),

SECTION 1. SENATE ADVICE AND CONSENT SUBJECT TO RESERVA-
TIONS AND DECLARATIONS

The Senate advises and consents to the ratification of the Council

of Europe Convention on Cybercrime (“the Convention”), signed by

the United States on November 23, 2001 (T. Doc. 108-11), subject

to the reservations of section 2, and the declarations of section 3.

SECTION 2. RESERVATIONS

The advice and consent of the Senate under section 1 is subject
to the following reservations, which shall be included in the United
States instrument of ratification:

(1) The United States of America, pursuant to Articles 4 and 42,
reserves the right to require that the conduct result in serious
harm, which shall be determined in accordance with applicable
United States federal law.

(2) The United States of America, pursuant to Articles 6 and 42,
reserves the right not to apply paragraphs (1)(a)(i) and (1)(b) of Ar-
ticle 6 (“Misuse of devices”) with respect to devices designed or
adapted primarily for the purpose of committing the offenses estab-
lished in Article 4 (“Data interference”) and Article 5 (“System in-
terference”).

(3) The United States of America, pursuant to Articles 9 and 42,
reserves the right to apply paragraphs (2)(b) and (c) of Article 9
only to the extent consistent with the Constitution of the United
States as interpreted by the United States and as provided for
under its federal law, which includes, for example, crimes of dis-
tribution of material considered to be obscene under applicable
United States standards.
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(4) The United States of America, pursuant to Articles 10 and 42,
reserves the right to impose other effective remedies in lieu of
criminal liability under paragraphs 1 and 2 of Article 10 (“Offenses
related to infringement of copyright and related rights”) with re-
spect to infringements of certain rental rights to the extent the
criminalization of such infringements is not required pursuant to
the obligations the United States has undertaken under the agree-
ments referenced in paragraphs 1 and 2.

(5) The United States of America, pursuant to Articles 22 and 42,
reserves the right not to apply in part paragraphs (1)(b), (c¢) and (d)
of Article 22 (“Jurisdiction”). The United States does not provide
for plenary jurisdiction over offenses that are committed outside its
territory by its citizens or on board ships flying its flag or aircraft
registered under its laws. However, United States law does provide
for jurisdiction over a number of offenses to be established under
the Convention that are committed abroad by United States na-
tionals in circumstances implicating particular federal interests, as
well as over a number of such offenses committed on board United
States-flagged ships or aircraft registered under United States law.
Accordingly, the United States will implement paragraphs (1)(b),
(c) and (d) to the extent provided for under its federal law.

(6) The United States of America, pursuant to Articles 41 and 42,
reserves the right to assume obligations under Chapter II of the
Convention in a manner consistent with its fundamental principles
of federalism.

SECTION 3. DECLARATIONS

(1) The advice and consent of the Senate under section 1 is sub-
ject to the following declarations, which shall be included in the
United States instrument of ratification:

(a) The United States of America declares, pursuant to Arti-
cles 2 and 40, that under United States law, the offense set
forth in Article 2 (“Illegal access”) includes an additional re-
quirement of intent to obtain computer data.

(b) The United States of America declares, pursuant to Arti-
cles 6 and 40, that under United States law, the offense set
forth in paragraph (1)(b) of Article 6 (“Misuse of devices”) in-
cludes a requirement that a minimum number of items be pos-
sessed. The minimum number shall be the same as that pro-
vided for by applicable United States federal law.

(c) The United States of America declares, pursuant to Arti-
cles 7 and 40, that under United States law, the offense set
forth in Article 7 (“Computer-related forgery”) includes a re-
quirement of intent to defraud.

(d) The United States of America declares, pursuant to Arti-
cles 27 and 40, that requests made to the United States of
America under paragraph 9(e) of Article 27 (“Procedures per-
taining to mutual assistance requests in the absence of appli-
cable international agreements”) are to be addressed to its cen-
tral authority for mutual assistance.

(2) The advice and consent of the Senate under section 1 is also
subject to the following declaration:
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The United States of America declares that, in view of its res-
ervation pursuant to Article 41 of the Convention, current United
States federal law fulfills the obligations of Chapter II of the Con-
vention for the United States. Accordingly, the United States does
not intend to enact new legislation to fulfill its obligations under
Chapter II.

O
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