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To enhance the protections of the Internet and the critical infrastructure
of the United States, and for other purposes.

IN THE SENATE OF THE UNITED STATES

APRIL 13, 2000
Mr. HarcH (for himself, Mr. SCHUMER, Mr. ABRAHAM, and Mr. KYL) intro-
duced the following bill; which was read twice and referred to the Com-
mittee on the Judiciary
OCTOBER 5 (legislative day, SEPTEMBER 22), 2000
Reported by Mr. HaTCH, with an amendment

[Strike out all after the enacting clause and insert the part printed in italic]

A BILL

To enhance the protections of the Internet and the critical

infrastructure of the United States, and for other purposes.

Be it enacted by the Senate and House of Representa-
twves of the United States of America in Congress assembled,
SECTION 1. SHORT TITLE; TABLE OF CONTENTS.
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1 Fht Fagstts ok Cosepaers— 4 he thle of comtents for
2 this Aet 15 as folows:
See: - Short tithe; table of contents:
PITLE I CYBERIACKING

éyee— -1-93— lﬁﬁh-a-needeeeﬁhﬁﬂ-ﬁeﬁef%-eéef&}&geﬁﬁee—

sSeer H04: Deterrine javentle involvement i eomputer ertmes:

See: 105 Additional defense to efvil aetions relating to preserving reeords in re-
spotise to governtent request

sees H06: Aathority to tercept wire; oral; and eleetronte communteations relat-
e to eomputer frand and abuse:

THEE F—NATONAL SECHRIFY AND cRFHEAR
PIFRASTRUCTURE PROTECTION

*laiiii]ig,.

Tawss
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SEC. 101. DETERRENCE AND PREVENTION OF FRAUD,
ABUSE; AND CRIMINAL ACTS IN CONNECTION
WITH COMPUTERS.
“oand? at the ends
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B a fine under this fite; tmprisontient for not

not oeenr after & convietion for another offense

=4 w fiie whder this #ider #nprsotent for

offense whder subseetton (aHBHAT or faHoHB): ot

1 the defendhnt tseds of attempted to

#se; & person less than 18 years of age to ecom-
ertttsech—
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O
=tH toss to otte oF Hote persots dii-

veadtes

ot potential modtfteation o thpatrment; of

went; of eare of one or more thdividuals:
“CHD physteal mjury to any persots
=G o tHhreeat to prbhe health o

safetys or

system wsed by or for a eovernment entity

offense under subseetion (HOHA) or (a5 or
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1 L oeeurs after a convietion for ahnother
2 offense under stbseetion faHHHA) or faHHHBY
4 subparagraph (A and

5 ) a fine under this tide; Hnprisonment for
7 offetse thder stbseetton HHY of o H B o
9 this subparagraph; that—

10 4 wordd otherwise be punishable under
11 subparagraph (B); and

12 “H eeenrs after o convietton for another
13 offense under subseetton fHAHNY) or taHHB)
14 for wwhich the defendant was punished under
15 subparaeraph (B); and

17 seetion; at the diseretion of the eonrt; termination of
19 seeondary eduention that 13 avatable under Federad
21 other prshient deserthed e this stbseettor—

22 Fht P —Shsection ted o that seebion s
23 amended—
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7
e & computer loeated outside the United States™
t2) 1 paragraph (1 by steidng “and” at the
e
the end and insertine a semieolon; and
jadieation of juventle delinqueney for a violation of
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firr eduentional institrbions fnancial instibution
10 &  CErRrErearroN—That  seettorn 18 further
11 amended—
12 1 by redestenatine subseetion b as sub-
13 seetton (s and
15 fowthe new subseetton i
16 “hHH A offerser of o attetipt to cottt o of-
17 ferse; nnder subsection G BHAY LI o frHBHEY
20 tetbB); or
21 B the Frited States Adtorney ecertiftes to the
23 there 18 a substantial Federal interest i the offense
25 over the offetses
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o att anhtad basts a report on the nmber of proseentions
SEG: 102; CRIMINAL AND CPVIE FORFEITURE FOR COM-
PUTER FRAUD AND ABUSE.
soh eonvieted of a violatton of this seettor; shal orders
erty; whether real or persenal; that was used or 1
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person obtained; whether direety or mdireety as a
Fipe
thenr:
that 13 used or mtended to be used to commit or to
Hot:
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SEG: 103 ENHANCED COORDINATION OF FEDERAL AGEN-
CIES.
amended—
SEC. 104. DETERRING JUVENILE INVOLVEMENT IN COM-
PUTER CRIMES:
paragraph—
e “seetion 1H002{a) and
(eoHBHANE; o aHBHANH) of this tithe
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SEG: 105: ADDIFIONAL DEFENSE TO CIVIE ACTIONS REEAT-

ING TO PRESERVING RECORDS IN RESPONSE
TO GOVERNMENT REQUEST:
atended—
() by redesignating paragraphs (2) and (3} as
SEG: 106. AUTHORITY TO INTERCEPT WIRE; ORAL; AND
ELECTRONIC COMMUNICATIONS RELATING

TO COMPUTER FRAUD AND ABUSE:

fraad)ys and insertine Sseetion 1341 {relatine to mudl
frad)s & felony viokation of seetion 1030 (relatine to com-
SEC. 107 FORFEITURE OF DEVICES USED IN COMPUTER

SOFTWARE COUNTERFEITING AND INTEL-

EECTUAL PROPERTY THEFT.

_H%_ ]ﬂy 1'],15 oyt “H }77 bef Hav v 777

S 2448 RS



© 00O N O 0o B~ W N PP

N NN NN R PR R R R R RR R
5E W N B O © 0 N O O M W N R O

13
sertine -5 and of any repheator or other deviee or
thine wsed to eopy or produece the eomputer program
£3} by addine at the end the followine:
chiding any seizvte and disposition of the propertys ahd
soverned by the provisions of seetion 413 {other than sub-
853y
SEC. 108. SENTENCING DIRECTIVES FOR COMPUTER
CRIMES.

its anthority under seetion 994p) of title 28 Hnited
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6 Aet);

12 4 whether or not steh an offense was eom-
13 wtted For prieposes of commereind] advantaee or pri-
14 vate finanetal benefit;

15 5} whether or not the defendant thvolved a ju-
17 {6} whether or not the defendant aeted with
18 mahetots Hitent to eatse harm i committtne sueh
19 att offense;

20 1 the extent to which such an offense violated
22 ferrses and

23 &) any other factor the Commission eonstders
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3 SEC. 109. ASSISTANCE TO FEDERAL, STATE, AND LOCAL

4
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24
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COMPUTER CRIME ENFORCEMENT AND ES-
TABEISHMENT OF NATIONAL CYBER-CRIME
TECHNICAL SUPPORT CENTER-

R ER—

9 to serve as a eentralized technteal re-
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MENT—

ment of Justice shall make & erant to each State;
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ertes; atd
24 Asstraveis—Fe be ehetble to reeetye =

eratt thder this stbseetiots; a State shall provide as-

S 2448 RS
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operation of or dental of aeeess to a eom-
tem; or eomputer network:

90 pereent of the totad cost of a proeram or proposal
of this paragraphs
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tion; of which $20;000,000 shall be avatlable solely
TITEE H—-ANTI-FRAUD
PROTECTIONS

SEC: 201. PROTECTION FROM FRAUDULENT UNSOLICITED

EEECTRONIC MAIL:
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wh offerse™s ahd
“H) i the ease of a violation of subseetion
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weht;
“4h the term Internet domain’ means & spe-

etfte compurter system {eommonly referred o as &
asstened a speetfte referenee pomt on the Internet
Internet domains;

message or advertisement that 1s part of a plan; pro-
sueh persen has a prier relationship; ineludine a
a sottree to rectptents swhere steh reetpients; or thetr
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that term in seetion 230((1 of the Commmhien-
tions et of 1934 (47 T-S-€: 2360

TITEE HI—PRIVACY AND CON-
KFIDENTIALITY PROTECTIONS

SEC. 301, PRIVACY PROTECTION CONCERNING PEN REG-
ISTERS AND TRAP AND TRACE DEVICES:
tHons
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2 feeted"=
4 sueh tite 15 amended—

6 (eo8
7 2} by strikine the period at the end of para-
9 3} by addine at the end the followine new

10 paragraph:
11 =65 o desertptton of the faets onr whieh the cer-

13 SEC. 302. PRIVACY PROTECTION FOR SUBSCRIBERS OF

14 SATELLITE TELEVISION SERVICES.
15 o By GENERAE—Seetion 631 of the Communien-

17 at the end the followine:

18 <SEC. 631A. PRIVACY OF SUBSCRIBER INFORMATION FOR

19 SUBSCRIBERS OF SATELLITE TELEVISION
20 SERVICE.
22 ey Boeevrtebtl Baeoraberto—2t the e of e

24 wiewtte serviee to o stbsertbers and not dess often than
25 anntaly thereafter; o satellite earrter or distributor shal

S 2448 RS
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1 provide tottee tt the formr of o seporates sertten o elees

4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

mation coleeted or to be eoleeted with respeet to
the subseriber as a result of the provision of sueh
oty

42} the natare; frequeney; and prarpose of any

25 PurorRroNn-—
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eraph {2); & satellite earrier or distributor shall not

e
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sertber or the satelite earrter or distributor:

] Liselose ing on deseribed i

S 2448 RS

Y Heeessaey to pendets o cotdiet a de-
otttate bastiess aetivity related to; a eable or
“Bt t0 o kv enforeettent apetes priste
State warrant; o Federal or State erand juey
Federad or Strte strbrber e 8 eoret oeder

and
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“H the extent of any viewthe or
the satelite earrier or distributor; or
i e Hhe ense of o State soverttent o
thoritys sueh & eourt order shall not isswe #f
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elite earrter or distributor; may gaash or mod-
eolleeted and maintained by a satellite earrter or dis-
subsertber at reasenable Himes and at a conventent place
ey ReP—
any aet of a satelite earrier or distributor 1 wola-
tionr of this seetton may brme a et action 1 a dis-
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$100 a dav for each day of wiolation or $1006;
of a satellite earrter or distributor that are used m

Pr[lE)JY_T(\
Py [N

eraph (2); a satellite earrter or distributer whoe has
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that date:
apphy with respeet to ahy agreement nnder which a
SEC. 304. FRAUD IN ONLINE COLLECTION AND DISSEMINA-
TION OF PERSONALLY IDENTIFIABLE INFOR-
MATION.
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2 section G
5 to & person other than the consumer eoncerned any per-
6 somslly identifiable on: maless

9 oraph 2 the tpes of persons to whom steh mfor
10 mation may be diselosed: and

11 B the eotstet s ofven—

12 S} the oppertumity; before the time that
13 steh information is mitially discloseds to direet
14 thett stieh ffortrtion not be diselosed to stk
15 persons

16 “iy an exphustion of how the eonsumer
17 etm exereise that nondisdesure eption available
18 pcder elese (i

19 2} At the e of establishing o estorer relation-

20 ship with & consumer and before eollectine any persenally
22 eomptter serviee skl provide to the comstner o diselo-
24 wetive cotprter setvtee of be aeeesstble by o Bvpertext bk
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8 tomers; and

13 stmer H streh disedostre +s—

14 A weith the eotsent o ot the divecton of the
15 cotstmer Gheladine the use of an eleetronte agent
16 to provide stteh consent or diveetion

17 “B} to proteet the confidentiahty or seenrty of
18 the reeords of the nteraetive eompttter serviee per-
19 Fatite o the consters:

20 S to protect aenatnst or prevent acttal or po-
21 tettad fratd o tathortred treatrsetots:

22 =D to persons holdie o feerd o betrefierd He
23 terest relating to the eonsumer;

24 S to persons aethe 1 oa fiduetaey or rep-
25 resettbrtive capaeity on behal of the consimer: o
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Lews or regulations; or other appheable legal re-
eftrerents;
“ to comply with a properly authorized
or
Farves
ney; or any State Adtorney General may maintain o et
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SYBY The term ‘enstomers with respeet to an
for atthorized representative of a consumert of a

nteractive eomputer serviee which 18 provided by &
=Dy Fhe ternr e of estabhishite o etstomer

Divsssawan
“EE} ! ' S ot ' S s )

mation from or about the users of or ¥isttors to
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“H amone the several States or with
+ or more foreten nattons; and
Hoh: oF
SR Phe term ‘personatly identifiable in
vided onthne by g constner to st tertetive eots
L A home or other physteal address; -
chidine a street name and name of & ety or

towh:

S 2448 RS



© 00O N O 0o B~ W N PP

N NN NN R P R R R R R R R e
5E WO N B O © 0 N O O M W N R O

40
L) A telephone nmbers
et A eredit eard tmber or eharee eards

SEG: 305: NATIONAL MEDIA CAMPAIGN ON PUBLIC AWARE-

NESS REGARDING ONEINE SECURIFY AND
PRIVACY.
leetaand Property; may earey out a national media

erat tay—
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8 websttes;
10 eothe farrtbe with aetions that ean be taken to pro-
13 mstsed by o tHhird partss
16 atrel
17 = o ot Setterts of Federad erties pe-
18 katthe to comprter frand and abuse; and of the pun-
19 thents for steh ertness
23 iehrdine—
24 1 pubhe service annotneements;
25 1 advertisemients on television and eadio:

S 2448 RS
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3 websttes;

4 4 newspapers and magazines; thehrding adver-
8 6 infermation threneh a toll-free telephone
10 bery: and

11 4 other appropriate media and outlets:

13 paeN—

14 B iRt frds aeatable for the
15 campien may be ased as folows:

16 =9 Fo proposes wthrenees fvor oF oppose
18 treaty; or other proviston of faws

19 B4 0w peetisetn pobtieal prposes
20 {6} Exeept as provided i paragraph (2
21 to ferttte any elected offtetnh person seekine
22 eleeted office; eabietdevel offterd; or Federad
23 offtetal employed parsuant to Schedule € under
24 seetton 243 of tithe 5; Code of Federal Reenda-
25 Hohs:

S 2448 RS
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shall enter into an agreement with a qualified eer-

Hyes a report on the assesstent obtatned thder

S 2448 RS
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13 for PeRsoNaERY IbEvrHRBHE ByoryroN Di-
16 HO30H6HET of Hitde 4o Frited States Code s atended
17 b seetion S0+ of this et
19 H AErHeoRPrroN—There 15 Bereby anthor-
20 tzed to be appropriated for the Department of Jus-
22 2000008 for prrposes of the catpaton mnder
23 this seetions

© 00 N O 0o B~ W N PP
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4 SEC. 306. FRAUDULENT ACCESS TO PERSONALLY IDENTIFI-
5 ABLE INFORMATION.

9 seetton o

10 “Hoth Exeept as provided m paragraphs (2) and
11 3); whoever knowinely with mtent to defrand obtains; or
13 able tdormettion of an fteretive compiter serviee relat-
14 e to atother person withont steh persot’s eonsent or
15 authortratton—

16 A by mridkttre o fadser fretitorss of feandident
17 statement or representation to an offteer; emplovee;
18 o deett of i Herretve cotiptet setvtees

19 “EB by ket s fabses Pretitions: or Praodident
20 statement or representation to a eustomer of an
21 Htepnetve comphter serviee; or

23 employee; or agent of an interactive computer serv-
24 teer khowte tht the doctrent 15 foroeds cottter-
25 ferts of stolets was feadidenthe obtatteds of cottbis

S 2448 RS
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a false; fietittons; or frandulent statement or rep-
resettattots
oty
neeheence on the part of any offieer; employee; or

© 00O N O O B~ W N P
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20 “3 No proviston of this seetion shall be constraed

i
© o

22 plavee: o aeeney of i tstistiee stitations from obtaine-
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order——

TITLE IV—NATIONAL SECURITY
AND CRITICAL INFRASTRUC-
TURE PROTECTION

SECG: 401 DEPUTY ASSISTANT ATFORNEY GENERAL FOR

COMPUTER CRIME AND INTELEEECTUAL

PROPERTY-:

“3¥ 507a. Deputy Assistant Atterney General for Com-
puter Crime and InteHeetual Property

S 2448 RS
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garding responses to threats of comptiter erime and
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who holds the posttion of head of the Comprter Crinre ad
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SEC. 402. NATIONAL INFRASTRUCTURE PROTECTION CEN-
TER-
poses:
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SEC. 403 PERSONNEL EXCHANGE PROGRAMS FOR CRIT-

ICAL INFRASTRUCTURE PROTECTION TRAIN-
ING:

atended—

)

S 2448 RS



© 00O N O 0o B~ W N PP

N NN NN R P R R R R R R R e
5E W N B O © 0 N O U A W N R O

D2

I ity and Critient Infe e I :

TITLE V—INTERNATIONAL COM-
PUTER CRIME ENFORCE-
MENT

SEC. 502. DISCLOSURE OF COMPUTER CRIME EVIDENCE TO

FOREIGN LAW ENFORCEMENT AUTHORITIES
REEATING TO ENFORCEMENT OF FOREIGN
COMPUTER CRIME LAWS.

S 2448 RS
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1 wey Generall to a foreten lw enforeement aunthority to
lated or 13 abott to wtolate a foreten comptiter ertne

23 11 enforetne sueh o foreten ecomptter erte
R
10 v Regtaktsp—The Mtorhey Generad tay not pro-
12 stbseetion frid exeept prrstiatt o the provistons of o cot
15 wnder this Htles

© 00 N O 01 b

16 SEC. 503. INVESTIGATIVE ASSISTANCE TO FOREIGN LAW

17 ENFORCEMENT AUTHORITIES TO OBTAIN
18 COMPUTER CRIME EVIDENCE RELATING TO
19 ENFORCEMENT OF FOREIGN COMPUTER
20 CRIME LAWS.

21 By Gvrt—=hieet to the provistons of this
22 seetton and seetion SH5; the Atorney General of the
24 seetior tht to wssist o foreten bre enforectrent athority—

S 2448 RS
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1 H 1 determinine whether a person has wto-
2 fated or 1s abont to violate a foreton eomptter ertne
4 foreement atthorty: or

5 {2} 11 enforeine such a foreten computer ertme
6 R

10 Geterat as folores:

12 Federal comprter ertne tasvs:

13 B Fo provide evidenee obtained as g re-
15 to the foreten law enforeement authorty eon-
16 certeds

19 eraph {1 and evidence obtatned throueh suweh -
22 cotchiet vestented violates any Federad comptiter
23 ertme laws

S 2448 RS
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2 of a foreten law enforeement anthority exeept pursuant to

6

7

8

9
10
11
12
13
14
15
16
17
18
19

General tnder this seetton shall subntt a request for
prove of deny; I whele or 1 part; & reguest sub-
& reeaest under this subseetion that has been dented

21 tion wnder this seetion to otve testhnony oF o statements

22 ot to prodhee o doctent or other thites 1 viokton of

S 2448 RS
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26
SEC. 504. COURT ORDERS TO PROVIDE ASSISTANCE TO
FOREIGN LAW ENFORCEMENT AUTHORITIES
REEATING TO ENFORCEMENT OF FOREIGN
COMPUTER CRIME LAWS.
made i aceordance with a eomputer erime mutual assist-
Stertes distriet cott for the distrret Howvhieh o person re-
et of other thites to the Xtorhes Genernd 1 order to
assist a foreten law enforcement anthority eovered by the
rereement
H i1 determinine whether a person has wo-
lated or 13 about to violate a foreien eomputer ertme
foreement atthorty: or
{2} 11 enforemne such a foreten computer ertme
foves
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cotstrted 0 precttde o peeson e the brdted States from
a doettment or other thine; 1 ahy muhher aeceptable to
the person for use th an tvesteatton by a foreten haw
SEC. 505. LIMITATIONS ON ACTIVITIES UNDER COMPUTER
CRIME MUTUAL ASSISTANCE AGREEMENTS:
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and

S 2448 RS



© 00O N O O B~ W N PP

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

60
prevent the diselostre of comptiter ertme evidenee o a de-
ney General for a violation of any Federal lavw if the diselo-
for an order under seetion 504 wwith respeet to a eomputer
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SEG: 508. COMPUTER CRIME MUTUAL ASSISTANCE AGREE-

MENTS:.
By ek —
econstst of a written agreement; or written memo-
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Frited States and a foreten state or regionad eeco-
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recetved tder seetton 5025 5035 or 904 and
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of sueh diselosure or use; after having re-
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with respeet to computer erime evidenee pro-
rhre hefore o orand joy and with respeet to sehieh

with respeet to which a parterndarized need for
B) a foreten computer ertme law admints-
ment authority shall be eonstdered to be a State
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order or a steeessor order; or

B} swith respeet to which a determination

2013 et see
before a computer ertne mttaal assistanee aeree-

and

B} a reguest for puble comment with re-
speet to the text
makes o modifteatton of a computer ertne mtuaal
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atrel
than 45 days after a computer ertme mutaal assist-
o or terminated; or an agreement that makes &
modifieation of a computer ertme mutaal assistanee
makes & modifieation to a computer ertme mu-
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atd
which & eopy of the computer ertme mutual
of the Senate and House of Representatives a report—
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dentinlity requivements appheabl Lop

RS
th speeifying the identity of each foreign state;
ertme evidenee;
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destenated by the Attorney General as & Federal
& foreten state; or of a regional economie mtegration
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oreantzation; that is substantially stmiar to a Fed-
e to econdunet prohibtted by a Federsd compnter
Heats o eovernmental entity of a foreten state or re-
with respeet to—
ton; and
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TITLE VI—SEVERABILITY
SECTION 1. SHORT TITLE.
This Act may be cited as the “Internet Integrity and
Critical Infrastructure Protection Act of 2000”.
SEC. 2. DEPUTY ASSISTANT ATTORNEY GENERAL FOR COM-
PUTER CRIME AND INTELLECTUAL PROP-
ERTY.
(a) ESTABLISHMENT OF POSITION.—(1) Chapter 31 of
title 28, Unated States Code, 1s amended by inserting after

section 507 the following new section:
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“§507a. Deputy Assistant Attorney General for Com-

puter Crime and Intellectual Property

“(a) The Attorney General shall appoint a Deputy As-
sistant Attorney General for Computer Crime and Intellec-
tual Property.

“(b) The Deputy Assistant Attorney General shall be
the head of the Computer Crime and Intellectual Property
Section (CCIPS) of the Department of Justice.

“(c) The duties of the Deputy Assistant Attorney Gen-
eral shall include the following:

“(1) To advise Federal prosecutors and law en-
Jorcement personnel regarding computer crime and
wtellectual property crime.

“2) To coordinate national and international
law enforcement activities relating to combatting
computer crime.

“(3) To provide guidance and assistance to Fed-
eral, State, and local law enforcement agencies and
personnel, and appropriate foreign entities, regarding
responses to threats of computer crime and cyber-ter-
rorism.

“(4) To serve as the liaison of the Attorney Gen-
eral to the National Infrastructure Protection Center
(NIPC), the Department of Defense, the National Se-
curity Agency, and the Central Intelligence Agency on

matters relating to computer crime.
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“(5) To coordinate training for Federal, State,

and local prosecutors and law enforcement personnel
on laws pertaining to computer crime.

“(6) To propose and comment upon legislation
concerning computer crime, intellectual property
crime, encryption, electronic privacy, and electronic
commerce, and concerning the search and seizure of
computers.

“(7) Such other duties as the Attorney General
may require, including duties carried out by the head
of the Computer Crime and Intellectual Property Sec-
tion of the Department of Justice as of the date of the
enactment of the Internet Integrity and Critical In-
Sfrastructure Protection Act of 2000.”.

(2) The table of sections at the beginning of such chap-
ter is amended by inserting after the item relating to section

507 the following new item:

“507a. Deputy Assistant Attorney General for Computer Crime and Intellectual
Property.”.

(b) FIRST APPOINTMENT TO POSITION OF DEPUTY AS-
SISTANT ATTORNEY GENERAL—(1) The individual who
holds the position of head of the Computer Crime and Intel-
lectual Property Section (CCIPS) of the Department of Jus-
tice as of the date of the enactment of this Act shall act
as the Deputy Assistant Attorney General for Computer

Crime and Intellectual Property under section 507a of title
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28, United States Code, until the Attorney General appoints

an individual to hold the position of Deputy Assistant At-
torney General for Computer Crime and Intellectual Prop-
erty under that section.

(2) The individual first appointed as Deputy Assistant
Attorney General for Computer Crime and Intellectual
Property after the date of the enactment of this Act may
be the individual who holds the position of head of the Com-
puter Crime and Intellectual Property Section of the De-
partment of Justice as of that date.

(¢) AUTHORIZATION OF APPROPRIATIONS FOR
CCIPS.—There is hereby authorized to be appropriated for
the Department of Justice for fiscal year 2001, $5,000,000

for the Computer Crime and Intellectual Property Section

of the Department for purposes of the discharge of the duties

of the Deputy Assistant Attorney General for Computer

Crime and Intellectual Property under section 507a of title

28, Unated States Code (as so added), during that fiscal

year.

SEC. 3. DETERRENCE AND PREVENTION OF FRAUD, ABUSE,
AND CRIMINAL ACTS IN CONNECTION WITH
COMPUTERS.

(a) CLARIFICATION OF PROTECTION OF PROTECTED

CoMPUTERS.—Subsection (a)(5) of section 1030 of title 18,

United States Code, is amended—
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(1) by inserting “(1)” after “(4)”;

(2) by redesignated subparagraphs (B) and (C)
as clauses (11) and (111), respectively, of subparagraph
(4);

(3) by adding “and” at the end of clause (i11),
as so redesignated; and

(4) by adding at the end the following new sub-
paragraph:

“(B) the conduct described in clause (1), (1), or
(11r) of subparagraph (A) caused (or, in the case of
an attempted offense, would, if completed, have
caused)—

“(1) loss to 1 or more persons during any
1-year period (including loss resulting from a re-
lated course of conduct affecting 1 or more other
protected computers) aggregating at least $5,000
m value;

“(1n) the modification or impairment, or
potential modification or vmpairment, of the
medical examination, diagnosis, treatment, or
care of 1 or more indiwviduals;

“(11) physical injury to any person;

“(w) a threat to public health or safety; or

“(v) damage affecting a computer system

used by or for a government entity in further-

S 2448 RS
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ance of the administration of justice, national
defense, or national security;”.

PrOTECTION FroM EXTORTION.—Subsection

(a)(7) of that section is amended by striking *, firm, asso-

cration, educational institution, financial institution, gov-

ernmental entity, or other legal entity,”.

(¢c) PENALTIES.—Subsection (¢) of that section 1is

amended—

S 2448 RS

(1) in paragraph (2)—

(A) in subparagraph (A)—

(1) by inserting “except as provided in
subparagraph (B),” before “a fine’’;

(11) by striking “(a)(5)(C)” and insert-
mg “(a)(5)(A)(1)7; and

(111) by striking “and” at the end;

(B) n subparagraph (B), by inserting “or
an attempt to commit an offense punishable
under this subparagraph,” after “subsection
(a)(2),” in the matter preceding clause (v); and

(C) in subparagraph (C), by striking “and”
at the end;

(2) in paragraph (3)—

(A) by striking “, (a)(5)(A), (a)(5)(B),”

both places it appears; and

(B) by striking “and” at the end; and
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(3) by adding at the end the following new para-
graphs:

“(4)(A) a fine under this title, tmprisonment for
not more than 10 years, or both, in the case of an of-
fense under subsection (a)(5)(A)(1), or an attempt to
commit an offense punishable under this subpara-
graph;

“(B) a fine under this title, imprisonment for
not more than 5 years, or both, in the case of an of-
fense under subsection (a)(5)(4)(1r), or an attempt to
commit an offense punishable under this subpara-
graph;

“(C) a fine under this title, imprisonment for
not more than 20 years, or both, in the case of an of-
Jense under subsection (a)(5)(A)(v) or (a)(5)(A)(ir), or
an attempt to commit an offense punishable under
this subparagraph, that occurs after a conviction for
another offense under this section; and

“(5) in the case of any felony offense under this
section, at the discretion of the court, termination of
and neligibility for any financial assistance for edu-
cation at a post-secondary institution that s avail-
able under Federal law, which punishment shall be in
addition to any other punishment described in this

subsection.”.
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(d) DEFINITIONS.—Subsection (e) of that section 1s
amended—

(1) wn paragraph (2)(B), by inserting *, includ-
g a computer located outside the United States” be-
Jore the semicolon;

(2) in paragraph (7), by striking “and” at the
end;

(3) by striking paragraph (8) and inserting the
Jollowing new paragraph (8):

“(8) the term ‘damage’ means any imparrment
to the integrity or availability of data, a program, a
system, or information;”

(4) in paragraph (9), by striking the period at
the end and inserting a semicolon; and

(5) by adding at the end the following new para-
graphs:

“(10) the term ‘conviction’ shall include—

“tA) an adjudication of juvenile delin-
quency for a violation of this section; and
“(B) a conviction under the law of any

State for a crime punishable by 1mprisonment

Jor more than 1 year, an element of which 1s un-

authorized access, or exceeding authorized access,

to a computer;

S 2448 RS
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“(11) the term ‘loss’ means any reasonable cost
to any victim, including the cost of responding to an
offense, conducting a damage assessment, and restor-
g the data, program, system, or information to its
condition prior to the offense, and any revenue lost,
cost incurred, or other consequential damages in-
curred because of interruption of service;

“(12) the term ‘person’ means any individual,
firm, corporation, educational institution, financial
wstitution, governmental entity, or legal or other en-
tity;”.

(¢) DAMAGES IN Crvil, ACTIONS.—Subsection (g) of

that section 1s amended—

(1) by striking the second sentence and inserting
the following new sentences: “A suit for a violation of
subsection (a)(5) may be brought only if the conduct
mvolves one of the factors enumerated in subsection
(a)(5)(B). Damages for a violation involving only
conduct described in subsection (a)(5)(B)(t) are lim-
ted to economic damages.”; and

(2) by adding at the end the following new sen-
tence: “No action may be brought under this sub-
section for the negligent design or manufacture of
computer  hardware,  computer  software,  or

Sirmware.”.
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SEC. 4. CRIMINAL AND CIVIL FORFEITURE FOR COMPUTER

FRAUD AND ABUSE.
(a) CRIMINAL FORFEITURE.—Section 1030 of title 18,

Unated States Code, as amended by section 102 of this Act,

(1) by redesignating subsection (h) as subsection

1

2

3

4

S s further amended—
6

7 (1); and

8 (2) by inserting after subsection (g) the following
9 new subsection (h):

10 “(h)(1) The court, in imposing sentence on any person
11 convicted of a violation of this section, shall order, in addi-
12 tion to any other sentence imposed and irrespective of any

13 provision of State law, that such person forfeit to the United
14 States—

15 “(A) the interest of such person in any personal
16 property that was used or intended to be used to com-
17 mit or to facilitate the commission of such violation;
18 and

19 “(B) any property, whether real or personal,
20 constituting or derived from any proceeds that such
21 person obtained, whether directly or indirectly, as a
22 result of such violation.

23 “2) The crimanal forfeiture of property under this

24 subsection, any seizure and disposition thereof, and any ad-
25 manistrative or judicial proceeding relating thereto, shall

26 be governed by the provisions of section 413 of the Com-
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prehensive Drug Abuse Prevention and Control Act of 1970

(21 U.S.C. 853), except subsection (d) of that section.”.

(b) CviL, FORFEITURE.—That section, as amended by
subsection (a) of this section, is further amended by insert-
g after subsection (h) the following new subsection (i):

“(0)(1) The following shall be subject to forfeiture to
the United States, and no property right shall exist in them:

“(A) Any personal property that is used or in-
tended to be used to commit or to facilitate the com-
misston of any violation of this section.

“(B) Any property, whether real or personal,
that constitutes or is derived from proceeds traceable
to any violation of this section.

“(2) The provisions of chapter 46 of this title relating
to cunl forfeiture shall apply to any seizure or civil for-
Sfeiture under this subsection.”.

SEC. 5. ENHANCED COORDINATION OF FEDERAL AGENCIES.

Section 1030(d) of title 18, United States Code, 1is
amended—

(1) by striking “subsections (a)(2)(A), (a)(2)(B),
(a)(3), (a)(4), (a)(5), and (a)(6) of”’; and

(2) by striking “which shall be entered into by’

and inserting “between”.

S 2448 RS
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SEC. 6. JUVENILE INVOLVEMENT IN COMPUTER CRIMES.

Section 5032 of title 18, United States Code, is amend-
ed in clause (3) of the first undesignated paragraph—

(1) by striking “or section 1002(a)” and insert-

g “section 1002(a)”’; and

(2) by inserting after “of this title,” the fol-

lowing: “or 1s a wviolation of section 1030(a)(1),

(a)(2)(B), (a)(3), or (a)(5)(A)(r) of this title,”.

SEC. 7. ADDITIONAL DEFENSE TO CIVIL ACTIONS RELATING
TO PRESERVING RECORDS IN RESPONSE TO
GOVERNMENT REQUESTS.

Section 2707(e)(1) of title 18, United States Code, 1s
amended by inserting after “or statutory authorization” the
Jollowing: “(including a request of a governmental entity
under section 2703(f) of this title)”.

SEC. 8. AUTHORITY TO INTERCEPT WIRE, ORAL, AND ELEC-
TRONIC COMMUNICATIONS RELATING TO
COMPUTER FRAUD AND ABUSE.

Section 2516(1)(c) of title 18, Unated States Code, s
amended by striking “and section 1341 (relating to mail
fraud),” and inserting “section 1341 (relating to mail
fraud), a felony violation of section 1030 (relating to com-

puter fraud and abuse),”.

S 2448 RS



© 00 N O o b~ W N PP

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26

85
SEC. 9. FORFEITURE OF DEVICES USED IN COMPUTER

SOFTWARE COUNTERFEITING AND INTELLEC-
TUAL PROPERTY THEFT.

(a) IN GENERAL.—Section 2318(d) of title 18, United
States Code, is amended—

(1) by inserting “(1)” before “When;

(2) in paragraph (1), as so designated, by insert-
mg <, and of any replicator or other device or thing
used to copy or produce the computer program or
other item to which the counterfeit labels have been af-
Jixed or which were intended to have had such labels
affixed” before the period; and

(3) by adding at the end the following:

“(2) The forfeiture of property under this section, in-
cluding any seizure and disposition of the property, and
any related judicial or administrative proceeding, shall be
governed by the provisions of section 413 (other than sub-
section (d) of that section) of the Comprehensive Drug Abuse
Prevention and Control Act of 1970 (21 U.S.C. 853).”.

(b) CONFORMING AMENDMENT.—Section 492 of such
title 1s amended i the first undesignated paragraph by
striking “or 1720,” and inserting ©, 1720, or 2318”.

SEC. 10. SENTENCING DIRECTIVES FOR COMPUTER
CRIMES.

(a) AMENDMENT OF SENTENCING GUIDELINES RELAT-

ING TO CERTAIN COMPUTER CRIMES.—Pursuant to its au-
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thority under section 994(p) of title 28, United States Code,

the United States Sentencing Commassion shall amend the
Federal sentencing guidelines and, if appropriate, shall
promulgate guidelines or policy statements or amend exist-
g policy statements to address—

(1) the potential and actual loss resulting from
an offense under section 1030 of title 18, United
States Code (as amended by this Act);

(2) the level of sophistication and planning in-
volved wn such an offense;

(3) the growing incidence of offenses under such
subsections and the need to provide an effective deter-
rent against such offenses;

(4) whether or not such an offense was com-
mitted for purposes of commercial advantage or pri-
vate financial benefit;

(5) whether or not the defendant involved a juve-
nile i the commassion of such an offense;

(6) whether or not the defendant acted with ma-
licious intent to cause harm wn commatting such an
offense;

(7) the extent to which such an offense violated
the privacy rights of individuals harmed by the of-

Jense; and
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(8) any other factor the Commassion considers
appropriate in connection with any amendments
made by this Act with regard to such subsections.

(b) AMENDMENT OF SENTENCING GUIDELINES RELAT-
ING TO CERTAIN COMPUTER FRAUD AND ABUSE.—Pursu-
ant to its authority under section 994(p) of title 28, United
States Code, the United States Sentencing Commaission
shall amend the Federal sentencing guidelines to ensure that
any indwidual  convicted of a wviolation of section
1030(a)(5)(A)(11) or 1030(a)(5)(A)(11) of title 18, United
States Code (as amended by section 3 of this Act), can be
subjected to appropriate penalties, without regard to any
mandatory minvmum term of imprisonment.

(¢) AMENDMENT OF SENTENCING GUIDELINES RELAT-
ING TO USE OF ENCRYPTION.—Pursuant to its authority
under section 994(p) of title 28, United States Code, the
United States Sentencing Commassion shall amend the Fed-
eral sentencing guidelines and, if appropriate, shall pro-
mulgate guidelines or policy statements or amend existing
policy statements to ensure that the guidelines provide suffi-
ciently stringent penalties to deter and punish persons who
mtentionally use encryption in connection with the com-
mission or concealment of criminal acts sentenced under the

guidelines.
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1 (d) EMERGENCY AUTHORITY.—The Commission may
2 promulgate the guidelines or amendments provided for
3 under this section in accordance with the procedures set
4 forth in section 21(a) of the Sentencing Act of 1987, as
S though the authority under that Act had not expired.

6 SEC. 11. ASSISTANCE TO FEDERAL, STATE, AND LOCAL
7 COMPUTER CRIME ENFORCEMENT AND ES-
8 TABLISHMENT OF NATIONAL CYBER CRIME
9 TECHNICAL SUPPORT CENTER.

10 (a) NATIONAL CYBER CRIME TECHNICAL SUPPORT

11 CENTER.—

12 (1) CONSTRUCTION REQUIRED.—The Duirector of
13 the Federal Bureaw of Investigation shall provide for
14 the construction and equipping of the technical sup-
15 port center of the Federal Bureaw of Investigation re-

16 ferred to in section 811(a)(1)(A) of the Antiterrorism

17 and Effective Death Penalty Act of 1996 (Public Law
18 104—132; 110 Stat. 1312; 28 U.S.C. 531 note).

19 (2) NAMING.—The technical support center con-
20 structed and equipped under paragraph (1) shall be
21 known as the “National Cyber Crime Technical Sup-
22 port Center”.

23 (3) FUNCTIONS.—In addition to any other au-
24 thorized functions, the functions of the National Cyber
25 Jrime Technical Support Center shall be—
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(A) to serve as a centralized technical re-
source for Federal, State, and local law enforce-
ment and to provide technical assistance in the
mvestigation of computer-related criminal ac-
twities;

(B) to assist Federal, State, and local law
enforcement n  enforcing Federal, State, and
local criminal laws relating to computer-related
Crime;

(C) to provide training and education for
Federal, State, and local law enforcement per-
sonnel regarding investigative technologies and
Jorensic analyses pertaiming to computer-rvelated
crime;

(D) to conduct research and to develop tech-
nologies for assistance in investigations and fo-
rensic analyses of evidence related to computer-
related crimes;

(E) to facilitate and promote efficiencies in
the sharing of Federal law enforcement expertise,
mvestigative technologies, and forensic analysis
pertaining to computer-related crime with State
and local law enforcement personnel, prosecutors,

regional computer forensic laboratories, and
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multiyyurisdictional computer crime task forces;
and

(F) to carry out such other activities as the
Director considers appropriate.

(b) DEVELOPMENT AND SUPPORT OF COMPUTER KO-
RENSIC AcTIVITIES.—The Director shall take appropriate
actions to develop at least 10 regional computer forensic
laboratories, and to provide support, education, and assist-
ance for existing computer forensic laboratories, in order
that such computer forensic laboratories have the
capability—

(1) to provide forensic examinations with
respect to seized or intercepted computer evidence
relating to criminal activity;

(2) to provide training and education for
Federal, State, and local law enforcement per-
sonnel and prosecutors regarding investigations,
Jorensic analyses, and prosecutions of computer-
related crime;

(3) to assist Federal, State, and local law
enforcement n enforcing Federal, State, and
local criminal laws relating to computer-related
crime;

(4) to facilitate and promote the sharing of

Federal law enforcement expertise and informa-
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tion about the investigation, analysis, and pros-

ecution of computer-related crime with State and

local law enforcement personnel and prosecutors,

mceluding  the use of multypurisdictional task

Jforces; and

(5) to carry out such other activities as the

Director considers appropriate.
(¢c) AUTHORIZATION OF APPROPRIATIONS.—

(1) AUTHORIZATION.—There s hereby author-
wed to be appropriated for fiscal year 2001,
$100,000,000 for purposes of carrying out this sec-
tion, of which $20,000,000 shall be available solely for
activities under subsection (D).

(2) AVAILABILITY.—Amounts appropriated pur-
suant to the authorization of appropriations in para-

graph (1) shall remain available until expended.
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