PUBLIC LAW 109-347—OCT. 13, 2006

SECURITY AND ACCOUNTABILITY FOR EVERY
PORT ACT OF 2006



120 STAT. 1884 PUBLIC LAW 109-347—OCT. 13, 2006

Oct. 13, 2006

[H.R. 4954]

Security and
Accountability
For Every Port
Act of 2006.

6 USC 901 note.

Public Law 109-347
109th Congress
An Act

To improve maritime and cargo security through enhanced layered defenses, and
for other purposes.

Be it enacted by the Senate and House of Representatives of
the United States of America in Congress assembled,
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Sec.
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SEC. 2. DEFINITIONS.

In this Act:

(1) APPROPRIATE CONGRESSIONAL COMMITTEES.—Except as
otherwise provided, the term “appropriate congressional
committees” means—

(A) the Committee on Appropriations of the Senate;

(B) the Committee on Commerce, Science, and
Transportation of the Senate;

(C) the Committee on Finance of the Senate;

(D) the Committee on Homeland Security and Govern-
mental Affairs of the Senate;

(E) the Committee on Appropriations of the House
of Representatives;

(F) the Committee on Homeland Security of the House
of Representatives;

(G) the Committee on Transportation and Infrastruc-
ture of the House of Representatives;

(H) the Committee on Ways and Means of the House
of Representatives; and

(I) other congressional committees, as appropriate.

(2) COMMERCIAL OPERATIONS ADVISORY COMMITTEE.—The
term “Commercial Operations Advisory Committee” means the
Advisory Committee established pursuant to section 9503(c)
of the Omnibus Budget Reconciliation Act of 1987 (19 U.S.C.
2071 note) or any successor committee.

(3) COMMERCIAL SEAPORT PERSONNEL.—The term “commer-
cial seaport personnel” includes any person engaged in an
activity relating to the loading or unloading of cargo or pas-
sengers, the movement or tracking of cargo, the maintenance
and repair of intermodal equipment, the operation of cargo-
related equipment (whether or not integral to the vessel), and
the handling of mooring lines on the dock when a vessel is
made fast or let go in the United States.

(4) CoMMISSIONER.—The term “Commissioner” means the
Commissioner responsible for the United States Customs and
Border Protection of the Department of Homeland Security.

(5) CONTAINER.—The term “container” has the meaning
given the term in the International Convention for Safe Con-
tainers, with annexes, done at Geneva, December 2, 1972 (29
UST 3707).

(6) CONTAINER SECURITY DEVICE.—The term “container
security device” means a device, or system, designed, at a
minimum, to identify positively a container, to detect and record
the unauthorized intrusion of a container, and to secure a
container against tampering throughout the supply chain. Such
a device, or system, shall have a low false alarm rate as
determined by the Secretary.

(7) DEPARTMENT.—The term “Department” means the
Department of Homeland Security.
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(8) EXAMINATION.—The term “examination” means an
inspection of cargo to detect the presence of misdeclared,
restricted, or prohibited items that wutilizes nonintrusive
imaging and detection technology.

(9) INSPECTION.—The term “inspection” means the com-
prehensive process used by the United States Customs and
Border Protection to assess goods entering the United States
to appraise them for duty purposes, to detect the presence
of restricted or prohibited items, and to ensure compliance
with all applicable laws. The process may include screening,
conducting an examination, or conducting a search.

(10) INTERNATIONAL SUPPLY CHAIN.—The term “inter-
national supply chain” means the end-to-end process for ship-
ping goods to or from the United States beginning at the
point of origin (including manufacturer, supplier, or vendor)
through a point of distribution to the destination.

(11) RADIATION DETECTION EQUIPMENT.—The term “radi-
ation detection equipment” means any technology that is
capable of detecting or identifying nuclear and radiological
material or nuclear and radiological explosive devices.

(12) ScAN.—The term “scan” means utilizing nonintrusive
imaging equipment, radiation detection equipment, or both,
to capture data, including images of a container.

(13) SCREENING.—The term “screening” means a visual
or automated review of information about goods, including
manifest or entry documentation accompanying a shipment
being imported into the United States, to determine the pres-
ence of misdeclared, restricted, or prohibited items and assess
the level of threat posed by such cargo.

(14) SEARCH.—The term “search” means an intrusive exam-
ination in which a container is opened and its contents are
devanned and visually inspected for the presence of
misdeclared, restricted, or prohibited items.

(15) SECRETARY.—The term “Secretary” means the Sec-
retary of Homeland Security.

(16) TRANSPORTATION DISRUPTION.—The term “transpor-
tation disruption” means any significant delay, interruption,
or stoppage in the flow of trade caused by a natural disaster,
heightened threat level, an act of terrorism, or any transpor-
tation security incident (as defined in section 70101(6) of title
46, United States Code).

(17) TRANSPORTATION SECURITY INCIDENT.—The term
“transportation security incident” has the meaning given the
term in section 70101(6) of title 46, United States Code.

TITLE I—SECURITY OF UNITED STATES
SEAPORTS

Subtitle A—General Provisions

SEC. 101. AREA MARITIME TRANSPORTATION SECURITY PLAN TO
INCLUDE SALVAGE RESPONSE PLAN.

Section 70103(b)(2) of title 46, United States Code, is
amended—
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Citizenship.

(1) in subparagraph (E), by striking “and” after the semi-
colon;
(2) by redesignating subparagraph (F) as subparagraph
(G); and
(3) by inserting after subparagraph (E) the following:
“(F) include a salvage response plan—
“(i) to identify salvage equipment capable of restoring
operational trade capacity; and
“(i1) to ensure that the waterways are cleared and
the flow of commerce through United States ports is
reestablished as efficiently and quickly as possible after
a maritime transportation security incident; and”.

SEC. 102. REQUIREMENTS RELATING TO MARITIME FACILITY SECU-
RITY PLANS.

Section 70103(c) of title 46, United States Code, is amended—

(1) in paragraph (3)—

(A) in subparagraph (C)(ii), by striking “facility” and
inserting “facility, including access by persons engaged in
the surface transportation of intermodal containers in or
out of a port facility”;

(B) in subparagraph (F), by striking “and” at the end;

(C) in subparagraph (G), by striking the period at
the end and inserting “; and”; and

(D) by adding at the end the following:

“(H) in the case of a security plan for a facility, be resub-
mitted for approval of each change in the ownership or operator
of the facility that may substantially affect the security of
the facility.”; and

(2) by adding at the end the following:

“(8)(A) The Secretary shall require that the qualified individual
having full authority to implement security actions for a facility
described in paragraph (2) shall be a citizen of the United States.

“(B) The Secretary may waive the requirement of subparagraph
(A) with respect to an individual if the Secretary determines that
it is appropriate to do so based on a complete background check
of the individual and a review of all terrorist watch lists to ensure
ichat the individual is not identified on any such terrorist watch
ist.”.

SEC. 103. UNANNOUNCED INSPECTIONS OF MARITIME FACILITIES.

Section 70103(c)(4)(D) of title 46, United States Code, is
amended to read as follows:

“(D) subject to the availability of appropriations, verify
the effectiveness of each such facility security plan periodically,
but not less than 2 times per year, at least 1 of which shall
be an inspection of the facility that is conducted without notice
to the facility.”.

SEC. 104. TRANSPORTATION SECURITY CARD.

(a) IN GENERAL.—Section 70105 of title 46, United States Code,
is amended by adding at the end the following:

“(g) APPLICATIONS FOR MERCHANT MARINERS’ DOCUMENTS.—
The Assistant Secretary of Homeland Security for the Transpor-
tation Security Administration and the Commandant of the Coast
Guard shall concurrently process an application from an individual
for merchant mariner’s documents under chapter 73 of title 46,
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United States Code, and an application from that individual for
a transportation security card under this section.

“(h) FEES.—The Secretary shall ensure that the fees charged
each individual applying for a transportation security card under
this section who has passed a background check under section
5103a(d) of title 49, United States Code, and who has a current
hazardous materials endorsement in accordance with section 1572
of title 49, Code of Federal Regulations, and each individual with
a current merchant mariners’ document who has passed a criminal
background check under section 7302(d)—

“(1) are for costs associated with the issuance, production,
and management of the transportation security card, as deter-
mined by the Secretary; and

“(2) do not include costs associated with performing a back-
ground check for that individual, except for any incremental
costs in the event that the scope of such background checks
diverge.

“i) IMPLEMENTATION SCHEDULE.—In implementing the
transportation security card program under this section, the Sec-
retary shall—

“(1) establish a priority for each United States port based
on risk, including vulnerabilities assessed under section 70102,
and

“(2) implement the program, based upon such risk and Deadlines.
other factors as determined by the Secretary, at all facilities
regulated under this chapter at—

“(A) the 10 United States ports that the Secretary
designates top priority not later than July 1, 2007;

“(B) the 40 United States ports that are next in order
of priority to the ports described in subparagraph (A) not
later than January 1, 2008; and

“C) all other United States ports not later than
January 1, 2009.

“(j) TRANSPORTATION SECURITY CARD PROCESSING DEADLINE.—
Not later than January 1, 2009, the Secretary shall process and
issue or deny each application for a transportation security card
under this section for individuals with current and valid merchant
mariners’ documents on the date of the enactment of the SAFE
Port Act.

“(k) DEPLOYMENT OF TRANSPORTATION SECURITY CARD
READERS.—

“(1) PILOT PROGRAM.—

“(A) IN GENERAL.—The Secretary shall conduct a pilot
program to test the business processes, technology, and
operational impacts required to deploy transportation secu-
rity card readers at secure areas of the marine transpor-
tation system.

“(B) GEOGRAPHIC LOCATIONS.—The pilot program shall
take place at not fewer than 5 distinct geographic locations,
to include vessels and facilities in a variety of environ-
mental settings.

“(C) COMMENCEMENT.—The pilot program shall com-
mence not later than 180 days after the date of the enact-
ment of the SAFE Port Act.

“(2) CORRELATION WITH TRANSPORTATION SECURITY
CARDS.—



120 STAT. 1890 PUBLIC LAW 109-347—OCT. 13, 2006

Deadline.
Notice.
Public comment.

“(A) IN GENERAL.—The pilot program described in para-
graph (1) shall be conducted concurrently with the issuance
of the transportation security cards described in subsection
(b) to ensure card and card reader interoperability.

“(B) FEE.—An individual charged a fee for a transpor-
tation security card issued under this section may not
be charged an additional fee if the Secretary determines
different transportation security cards are needed based
on the results of the pilot program described in paragraph
(1) or for other reasons related to the technology require-
ments for the transportation security card program.

“3) REGULATIONS.—Not later than 2 years after the
commencement of the pilot program under paragraph (1)(C),
the Secretary, after a notice and comment period that includes
at least 1 public hearing, shall promulgate final regulations
that require the deployment of transportation security card
readers that are consistent with the findings of the pilot pro-
gram and build upon the regulations prescribed under sub-
section (a).

“(4) REPORT.—Not later than 120 days before the promulga-
tion of regulations under paragraph (3), the Secretary shall
submit a comprehensive report to the appropriate congressional
committees (as defined in section 2(1) of SAFE Port Act) that
includes—

“(A) the findings of the pilot program with respect
to technical and operational impacts of implementing a
transportation security card reader system;

“(B) any actions that may be necessary to ensure that
all vessels and facilities to which this section applies are
able to comply with such regulations; and

“(C) an analysis of the viability of equipment under
the extreme weather conditions of the marine environment.

“(1) PROGRESS REPORTS.—Not later than 6 months after the
date of the enactment of the SAFE Port Act, and every 6 months
thereafter until the requirements under this section are fully imple-
mented, the Secretary shall submit a report on progress being
made in implementing such requirements to the appropriate
congressional committees (as defined in section 2(1) of the SAFE
Port Act).

“(m) LIMITATION.—The Secretary may not require the place-
ment of an electronic reader for transportation security cards on
a vessel unless—

“(1) the vessel has more individuals on the crew that are
required to have a transportation security card than the number
the Secretary determines, by regulation issued under subsection
(k)(3), warrants such a reader; or

“(2) the Secretary determines that the vessel is at risk
of a severe transportation security incident.”.

(b) CLARIFICATION OF ELIGIBILITY FOR TRANSPORTATION SECU-
RITY CARDS.—Section 70105 of title 46, United States Code, is
amended—

(1) in subsection (b)(2)—

(A) in subparagraph (E), by striking “and” at the end;

(B) in subparagraph (F), by striking the period at the
end and inserting “; and”; and

(C) by adding at the end the following:
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“(G) other individuals as determined appropriate by
the Secretary including individuals employed at a port
not otherwise covered by this subsection.”; and
(2) in subsection (c)(2), by inserting “subparagraph (A),

(B), or (D)” before “paragraph (1)”.

(c) DEADLINE FOR SECTION 70105 REGULATIONS.—Not later than 46 USC 70105
January 1, 2007, the Secretary shall promulgate final regulations note.
implementing the requirements for issuing transportation security
cards under section 70105 of title 46, United States Code. The
regulations shall include a background check process to enable
newly hired workers to begin working unless the Secretary makes
an initial determination that the worker poses a security risk.
Such process shall include a check against the consolidated and
integrated terrorist watch list maintained by the Federal Govern-
ment.

SEC. 105. STUDY TO IDENTIFY REDUNDANT BACKGROUND RECORDS
CHECKS.

(a) STuDY.—The Comptroller General of the United States shall
conduct a study of background records checks carried out for the
Department that are similar to the background records check
required under section 5103a of title 49, United States Code, to
identify redundancies and inefficiencies in connection with such
checks.

(b) REPORT.—Not later than 6 months after the date of the
enactment of this Act, the Comptroller General of the United States
shall submit a report to Congress on the results of the study,
including—

(1) an identification of redundancies and inefficiencies
referred to in subsection (a); and

(2) recommendations for eliminating such redundancies and
inefficiencies.

SEC. 106. PROHIBITION OF ISSUANCE OF TRANSPORTATION SECURITY 46 USC 70105
CARDS TO PERSONS CONVICTED OF CERTAIN FELONIES. note.

The Secretary, in issuing a final rule pursuant to section 70105
of title 46, United States Code, shall provide for the disqualification
of individuals who have been found guilty or have been found
not guilty by reason of insanity of a felony, involving—

(1) treason, or conspiracy to commit treason;

(2) espionage, or conspiracy to commit espionage;

(3) sedition, or conspiracy to commit sedition; or

(4) a crime listed in chapter 113B of title 18, United States

Code, a comparable State law, or conspiracy to commit such

crime.

SEC. 107. LONG-RANGE VESSEL TRACKING.

(a) REGULATIONS.—Section 70115 of title 46, United States
Code, is amended in the first sentence by striking “The Secretary”
and inserting “Not later than April 1, 2007, the Secretary”.

(b) VOLUNTARY PROGRAM.—The Secretary may issue regulations 46 USC 70105
to establish a voluntary long-range automated vessel tracking note.
system for vessels described in section 70115 of title 46, United
States Code, during the period before regulations are issued under
such section.
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Deadline.

SEC. 108. ESTABLISHMENT OF INTERAGENCY OPERATIONAL CENTERS
FOR PORT SECURITY.

(a) IN GENERAL.—Chapter 701 of title 46, United States Code,
is amended by inserting after section 70107 the following:

“§70107A. Interagency operational centers for port security

“(a) IN GENERAL.—The Secretary shall establish interagency
operational centers for port security at all high-priority ports not
later than 3 years after the date of the enactment of the SAFE
Port Act.

“(b) CHARACTERISTICS.—The interagency operational centers
established under this section shall—

“(1) utilize, as appropriate, the compositional and oper-
ational characteristics of existing centers, including—

“(A) the pilot project interagency operational centers
for port security in Miami, Florida; Norfolk/Hampton

Roads, Virginia; Charleston, South Carolina; and San

Diego, California; and

“(B) the virtual operation center of the Port of New

York and New Jersey;

“(2) be organized to fit the security needs, requirements,
and resources of the individual port area at which each is
operating;

“(3) in addition to the Coast Guard, provide, as the Sec-
retary determines appropriate, for participation by representa-
tives of the United States Customs and Border Protection,
the United States Immigration and Customs Enforcement, the
Transportation Security Administration, the Department of
Justice, the Department of Defense, and other Federal agencies,
State and local law enforcement or port security personnel,
members of the Area Maritime Security Committee, and other
public and private sector stakeholders adversely affected by
a transportation security incident or transportation disruption;
and

“(4) be incorporated in the implementation and administra-
tion of—

“(A) maritime transportation security plans developed

under section 70103;

“(B) maritime intelligence activities under section

70113 and information sharing activities consistent with

section 1016 of the National Security Intelligence Reform

Act of 2004 (6 U.S.C. 485) and the Homeland Security

Information Sharing Act (6 U.S.C. 481 et seq.);

“(C) short- and long-range vessel tracking under sec-

tions 70114 and 70115;

“D) protocols under section 201(b)(10) of the SAFE

Port Act;

“(E) the transportation security incident response plans
required by section 70104; and
“(F) other activities, as determined by the Secretary.

“(c) SECURITY CLEARANCES.—The Secretary shall sponsor and
expedite individuals participating in interagency operational centers
in gaining or maintaining their security clearances. Through the
Captain of the Port, the Secretary may identify key individuals
who should participate. The port or other entities may appeal
to the Captain of the Port for sponsorship.
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“(d) SECURITY INCIDENTS.—During a transportation security
incident on or adjacent to waters subject to the jurisdiction of
the United States, the Coast Guard Captain of the Port designated
by the Commandant of the Coast Guard in a maritime security
command center described in subsection (a) shall act as the incident
commander, unless otherwise directed by the President.

“(e) RULE OF CONSTRUCTION.—Nothing in this section shall
be construed to affect the normal command and control procedures
for operational entities in the Department, unless so directed by
the Secretary.

“(f) AUTHORIZATION OF APPROPRIATIONS.—There are authorized
to be appropriated $60,000,000 for each of the fiscal years 2007
through 2012 to carry out this section.”.

(b) REPORT REQUIREMENT.—Nothing in this section or the 46 USC 70107A
amendments made by this section relieves the Commandant of note.
the Coast Guard from complying with the requirements of section
807 of the Coast Guard and Maritime Transportation Act of 2004
(Public Law 108-293; 118 Stat. 1082). The Commandant shall uti-
lize the information developed in making the report required by
that section in carrying out the requirements of this section.

(c) BUDGET AND COST-SHARING ANALYSIS.—Not later than 180 Deadline.
days after the date of the enactment of this Act, the Secretary
of the department in which the Coast Guard is operating shall
submit to the appropriate congressional committees a proposed
budget analysis for implementing section 70107A of title 46, United
States Code, as added by subsection (a), including cost-sharing
arrangements with other Federal departments and agencies
involved in the interagency operation of the centers to be established
under such section.

(d) CLERICAL AMENDMENT.—The chapter analysis for chapter
701 of title 46, United States Code, is amended by inserting after
the item relating to section 70107 the following:

“70107A. Interagency operational centers for port security”.

SEC. 109. NOTICE OF ARRIVAL FOR FOREIGN VESSELS ON THE OUTER 33 USC 1223
CONTINENTAL SHELF. note.

(a) NOTICE OF ARRIVAL.—Not later than 180 days after the Deadline.
date of the enactment of this Act, the Secretary of the department Regulations.
in which the Coast Guard is operating shall update and finalize
the rulemaking on notice of arrival for foreign vessels on the Outer
Continental Shelf.

(b) CONTENT OF REGULATIONS.—The regulations promulgated
pursuant to subsection (a) shall be consistent with information
required under the Notice of Arrival under section 160.206 of title
33, Code of Federal Regulations, as in effect on the date of the
enactment of this Act.

SEC. 110. ENHANCED CREWMEMBER IDENTIFICATION.

Section 70111 of title 46, United States Code, is amended—
(1) in subsection (a) by striking “The” and inserting “Not
later than 1 year after the date of enactment of the SAFE
Port Act, the”; and
(2) in subsection (b) by striking “The” and inserting “Not
later than 1 year after the date of enactment of the SAFE
Port Act, the”.
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46 USC 70103
note.

Subtitle B—Port Security Grants; Training
and Exercise Programs

SEC. 111. RISK ASSESSMENT TOOL.

In updating Area Maritime Security Plans required under sec-
tion 70103(b)(2)(F) of title 46, United States Code, and in applying
for grants under section 70107 of such title, the Secretary of the
Department in which the Coast Guard is operating shall make
available, and Area Maritime Security Committees may use a risk
assessment tool that uses standardized risk criteria, such as the
Maritime Security Risk Assessment Tool used by the Coast Guard.

SEC. 112. PORT SECURITY GRANTS.

(a) BAsiIS FOR GRANTS.—Section 70107(a) of title 46, United
States Code, is amended by striking “for making a fair and equitable
allocalt;ion of funds” and inserting “for the allocation of funds based
on risk”.

(b) ELIGIBLE USES.—Section 70107(b) of title 46, United States
Code, is amended—

(1) in paragraph (2), by inserting after “crewmembers.”
the following: “Grants awarded under this section may not
be used to construct buildings or other physical facilities, except
those which are constructed under terms and conditions con-
sistent with the requirements under section 611(;)(8) of the
Robert T. Stafford Disaster Relief and Emergency Assistance
Act (42 U.S.C. 5121(j)(8)), including those facilities in support
of this paragraph, and specifically approved by the Secretary.
Costs eligible for funding under this paragraph may not exceed
the greater of—

“(A) $1,000,000 per project; or
“(B) such greater amount as may be approved by the

Secretary, which may not exceed 10 percent of the total

amount of the grant.”; and

(2) by adding at the end the following:

“(5) The cost of conducting exercises or training for preven-
tion and detection of, preparedness for, response to, or recovery
from terrorist attacks.

“(6) The cost of establishing or enhancing mechanisms for
sharing terrorism threat information and ensuring that the
mechanisms are interoperable with Federal, State, and local
agencies.

“(7) The cost of equipment (including software) required
to receive, transmit, handle, and store classified information.”.
(c) MULTIPLE-YEAR PROJECTS, ETC.—Section 70107 of title 46,

United States Code, is amended—

(1) by redesignating subsections (e), (f), (g), (h), and (@)
as subsections (i), (j), (k), (1), and (m), respectively, and by
inserting after subsection (d) the following:

“(e) MULTIPLE-YEAR PROJECTS.—

“(1) LETTERS OF INTENT.—The Secretary may execute let-
ters of intent to commit funding to such authorities, operators,
and agencies.

“(2) LIMITATION.—Not more than 20 percent of the grant
funds awarded under this subsection in any fiscal year may
be awarded for projects that span multiple years.
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“f) CONSISTENCY WITH PLANS.—The Secretary shall ensure
that each grant awarded under subsection (e)—

“(1) is used to supplement and support, in a consistent
and coordinated manner, the applicable Area Maritime
Transportation Security Plan; and

“(2) is coordinated with any applicable State or Urban
Area Homeland Security Plan.

“(g) APPLICATIONS.—Any entity subject to an Area Maritime
Transportation Security Plan may submit an application for a grant
under this section, at such time, in such form, and containing
such information and assurances as the Secretary may require.

“(h) REPORTS.—Not later than 180 days after the date of the
enactment of the SAFE Port Act, the Secretary, acting through
the Commandant of the Coast Guard, shall submit a report to
Congress, in a secure format, describing the methodology used
to allocate port security grant funds on the basis of risk.”; and

(2) 1n subsection (i)(1), as redesignated, by striking “pro-
gram” and inserting “Secretary”.

(d) AUTHORIZATION OF APPROPRIATIONS.—Section 70107(1) of
title 46, United States Code, as redesignated, is amended to read
as follows:

“(1) AUTHORIZATION OF APPROPRIATIONS.—There are authorized
to be appropriated $400,000,000 for each of the fiscal years 2007
through 2011 to carry out this section.”.

(e) BAsIsS FOR GRANTS.—Section 70107(a) of title 46, United
States Code, is amended by striking “national economic and stra-
tegic defense concerns” and inserting “national economic, energy,
and strategic defense concerns based upon the most current risk
assessments available”.

SEC. 113. PORT SECURITY TRAINING PROGRAM. 6 USC 911.

(a) IN GENERAL.—The Secretary, acting through the Under
Secretary for Preparedness and in coordination with the Com-
mandant of the Coast Guard, shall establish a Port Security
Training Program (referred to in this section as the “Training
Program”) for the purpose of enhancing the capabilities of each
facility required to submit a plan under section 70103(c) of title
46, United States Code, to prevent, prepare for, respond to, mitigate
against, and recover from threatened or actual acts of terrorism,
natural disasters, and other emergencies.

(b) REQUIREMENTS.—The Training Program shall provide vali-
dated training that—

(1) reaches multiple disciplines, including Federal, State,
and local government officials, commercial seaport personnel
and management, and governmental and nongovernmental
emergency response providers;

(2) provides training at the awareness, performance, and
management and planning levels;

(3) utilizes multiple training mediums and methods;

(4) addresses port security topics, including—

(A) facility security plans and procedures, including
how security plans and procedures are adjusted when
threat levels increase;

(B) facility security force operations and management;

(C) physical security and access control at facilities;

(D) methods of security for preventing and countering
cargo theft;
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(E) container security;

(F) recognition and detection of weapons, dangerous
substances, and devices;

(G) operation and maintenance of security equipment
and systems;

(H) security threats and patterns;

(I) security incident procedures, including procedures
for communicating with governmental and nongovern-
mental emergency response providers; and

(J) evacuation procedures;

(5) is consistent with, and supports implementation of,
the National Incident Management System, the National
Response Plan, the National Infrastructure Protection Plan,
the National Preparedness Guidance, the National Prepared-
ness Goal, the National Maritime Transportation Security Plan,
and other such national initiatives;

(6) is evaluated against clear and consistent performance
measures;

(7) addresses security requirements under facility security
plans; and

(8) educates, trains, and involves individuals in neighbor-
hoods around facilities required to submit a plan under section
70103(c) of title 46, United States Code, on how to observe
and report security risks.

(c) VESSEL AND FACILITY SECURITY PLANS.—Section 70103(c)(3)
of title 46, United States Code, is amended—

(1) by redesignating subparagraphs (F), (G), and (H) (as
added by section 102(1)(D)) as subparagraphs (G), (H), and
(D), respectively; and

(2) by inserting after subparagraph (E) the following:

“(F) provide a strategy and timeline for conducting training
and periodic unannounced drills;”.

(d) CoNSULTATION.—The Secretary shall ensure that, in car-
rying out the Program, the Office of Grants and Training shall
consult with commercial seaport personnel and management.

(e) TRAINING PARTNERS.—In developing and delivering training
under the Training Program, the Secretary, in coordination with
the Maritime Administration of the Department of Transportation,
and consistent with section 109 of the Maritime Transportation
Security Act of 2002 (46 U.S.C. 70101 note), shall—

(1) work with government training facilities, academic
institutions, private organizations, employee organizations, and
other entities that provide specialized, state-of-the-art training
for governmental and nongovernmental emergency responder
pr(zlviders or commercial seaport personnel and management;
an

(2) utilize, as appropriate, government training facilities,
courses provided by community colleges, public safety acad-
emies, State and private universities, and other facilities.

SEC. 114. PORT SECURITY EXERCISE PROGRAM.

(a) IN GENERAL.—The Secretary, acting through the Under
Secretary for Preparedness and in coordination with the Com-
mandant of the Coast Guard, shall establish a Port Security Exer-
cise Program (referred to in this section as the “Exercise Program”)
for the purpose of testing and evaluating the capabilities of Federal,
State, local, and foreign governments, commercial seaport personnel
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and management, governmental and nongovernmental emergency
response providers, the private sector, or any other organization
or entity, as the Secretary determines to be appropriate, to prevent,
prepare for, mitigate against, respond to, and recover from acts
of terrorism, natural disasters, and other emergencies at facilities
required to submit a plan under section 70103(c) of title 46, United
States Code.

(b) REQUIREMENTS.—The Secretary shall ensure that the Exer-
cise Program—

(1) conducts, on a periodic basis, port security exercises

at such facilities that are—

(A) scaled and tailored to the needs of each facility;

(B) live, in the case of the most at-risk facilities;

(C) as realistic as practicable and based on current
risk assessments, including credible threats,
vulnerabilities, and consequences;

(D) consistent with the National Incident Management
System, the National Response Plan, the National Infra-
structure Protection Plan, the National Preparedness Guid-
ance, the National Preparedness Goal, the National Mari-
time Transportation Security Plan, and other such national
initiatives;

(E) evaluated against clear and consistent performance
measures;

(F) assessed to learn best practices, which shall be
shared with appropriate Federal, State, and local officials,
commercial seaport personnel and management, govern-
mental and nongovernmental emergency response pro-
viders, and the private sector; and

(G) followed by remedial action in response to lessons
learned; and
(2) assists State and local governments and facilities in

designing, implementing, and evaluating exercises that—
(A) conform to the requirements of paragraph (1); and
(B) are consistent with any applicable Area Maritime
Transportation Security Plan and State or Urban Area
Homeland Security Plan.
(¢) IMPROVEMENT PLAN.—The Secretary shall establish a port
security exercise improvement plan process to—

(1) identify and analyze each port security exercise for
lessons learned and best practices;

(2) disseminate lessons learned and best practices to
participants in the Exercise Program;

(3) monitor the implementation of lessons learned and best
practices by participants in the Exercise Program; and

(4) conduct remedial action tracking and long-term trend
analysis.

SEC. 115. FACILITY EXERCISE REQUIREMENTS. 6 USC 913.

The Secretary of the Department in which the Coast Guard
is operating shall require each high risk facility to conduct live
or full-scale exercises described in section 105.220(c) of title 33,
Code of Federal Regulations, not less frequently than once every
2 years, in accordance with the facility security plan required under
section 70103(c) of title 46, United States Code.
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6 USC 921.
Deadline.

Deadline.

Deadline.
Reports.

Publication.

Subtitle C—Port Operations

SEC. 121. DOMESTIC RADIATION DETECTION AND IMAGING.

(a) SCANNING CONTAINERS.—Subject to section 1318 of title
19, United States Code, not later than December 31, 2007, all
containers entering the United States through the 22 ports through
which the greatest volume of containers enter the United States
by vessel shall be scanned for radiation. To the extent practicable,
the Secretary shall deploy next generation radiation detection tech-
nology.

(b) STRATEGY.—The Secretary shall develop a strategy for the
deployment of radiation detection capabilities that includes—

(1) a risk-based prioritization of ports of entry at which
radiation detection equipment will be deployed,;

(2) a proposed timeline of when radiation detection equip-
ment will be deployed at each port of entry identified under
paragraph (1);

(3) the type of equipment to be used at each port of entry
identified under paragraph (1), including the joint deployment
and utilization of radiation detection equipment and nonintru-
sive imaging equipment;

(4) standard operating procedures for examining containers
with such equipment, including sensor alarming, networking,
and communications and response protocols;

(5) operator training plans;

(6) an evaluation of the environmental health and safety
impacts of nonintrusive imaging technology and a radiation
risk reduction plan, in consultation with the Nuclear Regulatory
Commission, the Occupational Safety and Health Administra-
tion, and the National Institute for Occupational Safety and
Health, that seeks to minimize radiation exposure of workers
and the public to levels as low as reasonably achievable;

(7) the policy of the Department for using nonintrusive
imaging equipment in tandem with radiation detection equip-
ment; and

(8) a classified annex that—

(A) details plans for covert testing; and
(B) outlines the risk-based prioritization of ports of

entry identified under paragraph (1).

(c) REPORT.—Not later than 90 days after the date of the
enactment of this Act, the Secretary shall submit the strategy
developed under subsection (b) to the appropriate congressional
committees.

(d) UpPDATE.—Not later than 180 days after the date of the
submission of the report under subsection (c), the Secretary shall
provide a more complete evaluation under subsection (b)(6).

(e) OTHER WEAPONS OF MASS DESTRUCTION THREATS.—Not
later than 180 days after the date of the enactment of this Act,
the Secretary shall submit to the appropriate congressional commit-
tees a report on the feasibility of, and a strategy for, the develop-
ment of equipment to detect and prevent shielded nuclear and
radiological threat material and chemical, biological, and other
weapons of mass destruction from entering the United States.

(f) STANDARDS.—The Secretary, acting through the Director
for Domestic Nuclear Detection and in collaboration with the
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National Institute of Standards and Technology, shall publish tech-
nical capability standards and recommended standard operating
procedures for the use of nonintrusive imaging and radiation detec-
tion equipment in the United States. Such standards and
procedures—

(1) should take into account relevant standards and proce-
dures utilized by other Federal departments or agencies as
well as those developed by international bodies; and

(2) shall not be designed so as to endorse specific companies
or create sovereignty conflicts with participating countries.

(g) IMPLEMENTATION.—Not later than 3 years after the date
of the enactment of this Act, the Secretary shall fully implement
the strategy developed under subsection (b).

(h) EXPANSION TO OTHER UNITED STATES PORTS OF ENTRY.—

(1) IN GENERAL.—As soon as practicable after—

(A) implementation of the program for the examination
of containers for radiation at ports of entry described in
subsection (a); and

(B) submission of the strategy developed under sub- Deadline.
section (b) (and updating, if any, of that strategy under
subsection (c)),

but not later than December 31, 2008, the Secretary shall

expand the strategy developed under subsection (b), in a

manner consistent with the requirements of subsection (b),

to provide for the deployment of radiation detection capabilities

at all other United States ports of entry not covered by the

strategy developed under subsection (b).

(2) RISK ASSESSMENT.—In expanding the strategy under
paragraph (1), the Secretary shall identify and assess the risks
to those other ports of entry in order to determine what equip-
ment and practices will best mitigate the risks.

(i) INTERMODAL RAIL RADIATION DETECTION TEST CENTER.—

(1) ESTABLISHMENT.—In accordance with subsection (b),
and in order to comply with this section, the Secretary shall
establish an Intermodal Rail Radiation Detection Test Center
(referred to in this subsection as the “Test Center”).

(2) ProJECTS.—The Secretary shall conduct multiple,
concurrent projects at the Test Center to rapidly identify and
test concepts specific to the challenges posed by on-dock rail.

(3) LOCATION.—The Test Center shall be located within
a public port facility at which a majority of the containerized
carlgo is directly laden from (or unladen to) on-dock, intermodal
rail.

SEC. 122. INSPECTION OF CAR FERRIES ENTERING FROM ABROAD. Deadline.

Not later than 120 days after the date of the enactment of 6 USC 922.
this Act, the Secretary, acting through the Commissioner, and in
coordination with the Secretary of State and in cooperation with
ferry operators and appropriate foreign government officials, shall
seek to develop a plan for the inspection of passengers and vehicles
before such passengers board, or such vehicles are loaded onto,

a ferry bound for a United States facility required to submit a
plan under section 70103(c) of title 46, United States Code.

SEC. 123. RANDOM SEARCHES OF CONTAINERS. Deadline.

Not later than 1 year after the date of the enactment of this 6 USC 923.
Act, the Secretary, acting through the Commissioner, shall develop
and implement a plan, utilizing best practices for empirical scientific
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Deadline.
6 USC 924.

6 USC 925.

6 USC 926.

research design and random sampling, to conduct random searches
of containers in addition to any targeted or preshipment inspection
of such containers required by law or regulation or conducted under
any other program conducted by the Secretary. Nothing in this
section shall be construed to mean that implementation of the
random sampling plan precludes additional searches of containers
not inspected pursuant to the plan.

SEC. 124. WORK STOPPAGES AND EMPLOYEE-EMPLOYER DISPUTES.

Section 70101(6) of title 46, United States Code, is amended
by adding at the end the following: “In this paragraph, the term
‘economic disruption’ does not include a work stoppage or other
employee-related action not related to terrorism and resulting from
an employee-employer dispute.”.

SEC. 125. THREAT ASSESSMENT SCREENING OF PORT TRUCK DRIVERS.

Not later than 90 days after the date of the enactment of
this Act, the Secretary shall implement a threat assessment
screening, including name-based checks against terrorist watch lists
and immigration status check, for all port truck drivers with access
to secure areas of a port who have a commercial driver’s license
but do not have a current and valid hazardous materials endorse-
ment issued in accordance with section 1572 of title 49, Code
of Federal Regulations, that is the same as the threat assessment
screening required for facility employees and longshoremen by the
Commandant of the Coast Guard under Coast Guard Notice USCG-
2006-24189 (Federal Register, Vol. 71, No. 82, Friday, April 28,
2006).

SEC. 126. BORDER PATROL UNIT FOR UNITED STATES VIRGIN ISLANDS.

(a) IN GENERAL.—The Secretary may establish at least 1 Border
Patrol unit for the United States Virgin Islands.

(b) REPORT.—Not later than 180 days after the date of the
enactment of this Act, the Secretary shall submit a report to the
appropriate congressional committees that includes the schedule,
if any, for carrying out subsection (a).

SEC. 127. REPORT ON ARRIVAL AND DEPARTURE MANIFESTS FOR CER-
TAIN COMMERCIAL VESSELS IN THE UNITED STATES
VIRGIN ISLANDS.

Not later than 90 days after the date of the enactment of
this Act, the Secretary shall submit to the appropriate congressional
committees a report on the impact of implementing the require-
ments of section 231 of the Immigration and Nationality Act (8
U.S.C. 1221) (relating to providing United States border officers
with arrival and departure manifests) with respect to commercial
vessels that are fewer than 300 gross tons and operate exclusively
between the territorial waters of the United States Virgin Islands
and the territorial waters of the British Virgin Islands.

SEC. 128. CENTER OF EXCELLENCE FOR MARITIME DOMAIN AWARE-
NESS.

(a) ESTABLISHMENT.—The Secretary shall establish a univer-
sity-based Center for Excellence for Maritime Domain Awareness
following the merit-review processes and procedures that have been
established by the Secretary for selecting university program cen-
ters of excellence.
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(b) DuTIES.—The Center established under subsection (a)
shall—

(1) prioritize its activities based on the “National Plan
To Improve Maritime Domain Awareness” published by the
Department in October 2005;

(2) recognize the extensive previous and ongoing work and
existing competence in the field of maritime domain awareness
at numerous academic and research institutions, such as the
Naval Postgraduate School,

(3) leverage existing knowledge and continue development
of a broad base of expertise within academia and industry
in maritime domain awareness; and

(4) provide educational, technical, and analytical assistance
to Federal agencies with responsibilities for maritime domain
awareness, including the Coast Guard, to focus on the need
for interoperability, information sharing, and common informa-
tion technology standards and architecture.

TITLE II—SECURITY OF THE
INTERNATIONAL SUPPLY CHAIN

Subtitle A—General Provisions

SEC. 201. STRATEGIC PLAN TO ENHANCE THE SECURITY OF THE 6 USC 941.
INTERNATIONAL SUPPLY CHAIN.

(a) STRATEGIC PLAN.—The Secretary, in consultation with
appropriate Federal, State, local, and tribal government agencies
and private sector stakeholders responsible for security matters
that affect or relate to the movement of containers through the
international supply chain, shall develop, implement, and update,
as appropriate, a strategic plan to enhance the security of the
international supply chain.

(b) REQUIREMENTS.—The strategic plan required under sub-
section (a) shall—

(1) describe the roles, responsibilities, and authorities of
Federal, State, local, and tribal government agencies and pri-
vate-sector stakeholders that relate to the security of the move-
ment of containers through the international supply chain;

(2) identify and address gaps and unnecessary overlaps
in the roles, responsibilities, or authorities described in para-
graph (1);

(3) identify and make recommendations regarding legisla-
tive, regulatory, and organizational changes necessary to
improve coordination among the entities or to enhance the
security of the international supply chain;

(4) provide measurable goals, including objectives, mecha-
nisms, and a schedule, for furthering the security of commercial
operations from point of origin to point of destination;

(5) build on available resources and consider costs and
benefits;

(6) provide incentives for additional voluntary measures
to enhance cargo security, as recommended by the Commis-
sioner;

(7) consider the impact of supply chain security require-
ments on small- and medium-sized companies;
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(8) include a process for sharing intelligence and informa-
tion with private-sector stakeholders to assist in their security
efforts;

(9) identify a framework for prudent and measured
response in the event of a transportation security incident
involving the international supply chain;

(10) provide protocols for the expeditious resumption of
the flow of trade in accordance with section 202;

(11) consider the linkages between supply chain security
and security programs within other systems of movement,
including travel security and terrorism finance programs; and

(12) expand upon and relate to existing strategies and
plans, including the National Response Plan, the National Mari-
time Transportation Security Plan, the National Strategy for
Maritime Security, and the 8 supporting plans of the Strategy,
as required by Homeland Security Presidential Directive 13.
(c) CONSULTATION.—In developing protocols under subsection

(b)(10), the Secretary shall consult with Federal, State, local, and
private sector stakeholders, including the National Maritime Secu-
rity Advisory Committee and the Commercial Operations Advisory
Committee.

(d) ComMmUNICATION.—To the extent practicable, the strategic
plan developed under subsection (a) shall provide for coordination
with, and lines of communication among, appropriate Federal, State,
local, and private-sector stakeholders on law enforcement actions,
intermodal rerouting plans, and other strategic infrastructure issues
resulting from a transportation security incident or transportation
disruption.

(e) UTILIZATION OF ADVISORY COMMITTEES.—As part of the
consultations described in subsection (a), the Secretary shall, to
the extent practicable, utilize the Homeland Security Advisory Com-
mittee, the National Maritime Security Advisory Committee, and
the Commercial Operations Advisory Committee to review, as nec-
essary, the draft strategic plan and any subsequent updates to
the strategic plan.

(f) INTERNATIONAL STANDARDS AND PRACTICES.—In furtherance
of the strategic plan required under subsection (a), the Secretary
is encouraged to consider proposed or established standards and
practices of foreign governments and international organizations,
including the International Maritime Organization, the World Cus-
toms Organization, the International Labor Organization, and the
International Organization for Standardization, as appropriate, to
establish standards and best practices for the security of containers
moving through the international supply chain.

(g) REPORT.—

(1) INITIAL REPORT.—Not later than 270 days after the
date of the enactment of this Act, the Secretary shall submit
to the appropriate congressional committees a report that con-
tains the strategic plan required by subsection (a).

(2) FINAL REPORT.—Not later than 3 years after the date
on which the strategic plan is submitted under paragraph (1),
the Secretary shall submit a report to the appropriate congres-
sional committees that contains an update of the strategic
plan.
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SEC. 202. POST-INCIDENT RESUMPTION OF TRADE. 6 USC 942.

(a) IN GENERAL.—The Secretary shall develop and update, as
necessary, protocols for the resumption of trade in accordance with
section 201(b)(10) in the event of a transportation disruption or
a transportation security incident. The protocols shall include—

(1) the identification of the appropriate initial incident
commander, if the Commandant of the Coast Guard is not
the appropriate person, and lead departments, agencies, or
offices to execute such protocols;

(2) a plan to redeploy resources and personnel, as nec-
essary, to reestablish the flow of trade;

(3) a plan to provide training for the periodic instruction
of personnel of the United States Customs and Border Protec-
tion, the Coast Guard, and the Transportation Security
Administration in trade resumption functions and responsibil-
ities; and

(4) appropriate factors for establishing prioritization of ves-
sels and cargo determined by the President to be critical for
response and recovery, including factors relating to public
health, national security, and economic need.

(b) VESSELS.—In determining the prioritization of vessels
accessing facilities (as defined under section 70101 of title 46,
United States Code), the Commandant of the Coast Guard may,
to the extent practicable and consistent with the protocols and
plans required under this section to ensure the safe and secure
transit of vessels to ports in the United States after a transportation
security incident, give priority to a vessel—

(1) that has an approved security plan under section
70103(c) of title 46, United States Code, or a valid international
ship security certificate, as provided under part 104 of title
33, Code of Federal Regulations;

(2) that is manned by individuals who are described in
section 70105(b)(2)(B) of title 46, United States Code; and

(3) that is operated by validated participants in the Cus-
toms-Trade Partnership Against Terrorism program.

(¢c) CARGO.—In determining the prioritization of the resumption
of the flow of cargo and consistent with the protocols established
under this section, the Commissioner may give preference to cargo—

(1) entering a port of entry directly from a foreign seaport
designated under the Container Security Initiative;

(2) from the supply chain of a validated C-TPAT partici-
pant and other private sector entities, as appropriate; or

(3) that has undergone—

(A) a nuclear or radiological detection scan;

(B) an x-ray, density, or other imaging scan; and

(C) a system to positively identify the container at
the last port of departure prior to arrival in the United

States, which data has been evaluated and analyzed by

personnel of the United States Customs and Border Protec-

tion.

(d) COORDINATION.—The Secretary shal