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NOMINATION OF JANE HOLL LUTE

THURSDAY, MARCH 26, 2009

U.S. SENATE,
COMMITTEE ON HOMELAND SECURITY
AND GOVERNMENTAL AFFAIRS,
Washington, DC.

The Committee met, pursuant to notice, at 10:05 a.m., in room
SD-342, Dirksen Senate Office Building, Hon. Joseph I. Lieber-
man, Chairman of the Committee, presiding.

Present: Senators Lieberman, Akaka, Landrieu, Burris, Collins,
Coburn, and Voinovich.

OPENING STATEMENT OF CHAIRMAN LIEBERMAN

Chairman LIEBERMAN. Good morning and welcome to the nomi-
nation hearing of Jane Holl Lute to be Deputy Secretary of the De-
partment of Homeland Security (DHS). We welcome you, Ms. Lute,
and there is a familiar looking gentleman behind you in uniform.
I know your husband, General Doug Lute. The two of you have
really given extraordinary service to our country, and I thank you
both very much for that. I am also glad to welcome the other peo-
ple who are behind you and here to support you.

You have extraordinary credentials, really a remarkable profes-
sional history and very broad national security and management
experience. It is really hard to imagine somebody, in my opinion,
better suited to become Deputy Secretary of Homeland Security
than you are based on the range of experiences you have had.

You have earned five degrees, including a Ph.D. and a law de-
gree. You have had a distinguished career in the military, served
as the European specialist at the National Security Council during
the first Bush and Clinton Administrations, and spent 3 years as
a professor at West Point. That is quite a record.

As Assistant Secretary-General of the United Nations (U.N.) for
the past several years, you have managed a large and complex
Peacekeeping force with responsibility for hundreds of thousands of
military and civilian personnel in over 30 countries, including real
hot spots, trouble spots, such as Kosovo, the Congo, and Darfur.
This was no small accomplishment. Your leadership has helped to
eils],;lre the security and welfare of countless people around the
globe.

Managing the Department of Homeland Security, as you well
know, is also a demanding job which requires a strong, steady, and
smart hand, heart, and head. The Deputy Secretary position car-
ries with it diverse responsibilities, ranging from overseeing efforts
to prevent and, if necessary, respond to a weapon of mass destruc-
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tion (WMD) attack to ensuring on an entirely different level that
the employees of this Department have adequate office space in
which to serve our country.

As you know, the Department of Homeland Security has worked
hard, sometimes struggled, to gain solid footing over the course of
its short life. But I believe, and I am happy to note, that each year,
it has become stronger, and I do not think there is any question
that the country is safer as a result of the Department’s efforts.
But the Department is still not where we want and need it to be,
and I am confident that your leadership will help us get there.

I am going to ask that the rest of my remarks be put in the
record as if read and call now on our distinguished Ranking Mem-
ber, Senator Collins.

[The prepared statement of Chairman Lieberman follows:]

PREPARED STATEMENT OF SENATOR LIEBERMAN

Good morning and welcome to the nomination hearing of Jane Holl Lute to be
Deputy Secretary of the Department of Homeland Security. Welcome, Mrs. Lute.
We’re happy to have you before us today.

Mrs. Lute, you have outstanding credentials, a remarkable professional history,
and broad national security and management experience, all of which is more than
ample training for the position to which you have been nominated.

You have earned five educational degrees—including a Ph.D. and a law degree—
have had a distinguished career in the military, served as the European specialist
at the National Security Council during the first Bush and Clinton Administrations,
and spent 3 years as a professor at West Point.

As Assistant Secretary-General of the United Nations for the past several years,
you have managed a large and complex Peacekeeping workforce, with responsibility
for hundreds of thousands of military and civilian personnel in over 30 countries,
including hotspots such as Kosovo, the Congo, and Darfur, to name just a few. This
was no small accomplishment. Your leadership has helped to ensure the security
and welfare of people around the globe living in unaccommodating and hostile cir-
cumstances.

Managing the Department of Homeland Security is also a demanding job, which,
much like the U.N., requires a smart and steady hand. The Deputy Secretary post
carries with it diverse responsibilities that range from overseeing preparations to
respond to a nuclear terrorist attack to ensuring that DHS employees have adequate
office space.

As you know, the Department of Homeland Security has struggled to gain solid
footing over the course of its short life. Each year it becomes stronger, I am happy
to note. And I do not think there is any question that the country is safer as a result
of the Department’s efforts.

But the Department has a difficult and varied mission and its work is central to
the security of all Americans. So, we must continue to press forward to improve
upon its capabilities.

I am working to draft the Senate’s first authorization bill for the Department as
a means of laying out what I believe should be its priorities and to make the De-
partment more efficient and effective in its missions. Needless to say, we will be
seeking input from the Administration.

I do want to take a moment to mention a couple of my greatest concerns. One
of the biggest problems the Department faces is its management of acquisitions.
Some of the Department’s largest and most troubled acquisition programs—Deep-
water, SBINet, radiation detection portal monitors—need stronger oversight and
more decisive leadership than they have gotten in the past.

Furthermore, the Department’s heavy reliance on contractors to perform basic
services raises serious questions about whether DHS is building sufficient internal
capacity and institutional knowledge. Right now, DHS still has insufficient capacity
to develop requirements and evaluate the technical feasibility of contractors’ pro-
posals. I look forward to hearing your plans for improvement in this area.

The Department’s new initiative to strengthen the security of Federal information
technology systems—the Comprehensive National Cybersecurity Initiative—is an-
other project critical to the security of the American people that I have been over-
seeing with great interest. Given the Administration’s emphasis on transparency, I
hope you will encourage increased openness and information sharing with Congress,
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the private sector, and the American public on this key project to ensure that it is
a success.

Clearly, as the Administration’s announcement and the Secretary’s travel sched-
ule this week indicate, southern border security has become a central focus for the
Department. I intend to request additional resources and personnel for Customs and
Border Protection and Immigration and Customs Enforcement to help stem the flow
of drugs and people moving north into the United States and guns and money mov-
ing south into Mexico. I look forward to a close collaboration with the Department
in this area.

As you know, there are many other challenges facing the Department that must
be met and conquered if DHS is to succeed in its ultimate mission of protecting the
Nation from terrorism and natural disasters. This Committee has always worked co-
operatively with the Department and will continue to do so to ensure its success.

If confirmed, you will play a large part in setting the Department on course to
overcome these challenges. Again, thank you for your many years of service, and
I hope you will serve your Nation for many more.

OPENING STATEMENT OF SENATOR COLLINS

Senator COLLINS. Thank you, Mr. Chairman. I want to join the
Chairman in welcoming Jane Lute to our Committee today as we
consider her nomination to be Deputy Secretary of the Department
of Homeland Security. It is certainly a credit to her that Mayor
Bloomberg has taken the time from his busy schedule to travel to
Washington to introduce her today, and it is certainly a testament
to her that she has such strong support from our Nation’s leading
first responder organizations.

The Deputy Secretary of DHS wields considerable power over the
day-to-day operations of the Department. The Deputy has histori-
cally played an important role in the management of the Depart-
ment, from acquisition policy to personnel management. These
responsibilities are in addition to the many other challenges associ-
ated with the operation of a Department with some 210,000 em-
ployees and a mission to secure our borders, to protect our Nation’s
critical infrastructure, and to help prevent, prepare for, and re-
spond to all hazards.

Last year alone, the Department spent more than $14 billion in
contracts for goods and services, and the Department has encoun-
tered significant challenges in managing those contracts, particu-
larly in the area of information technology. The Chairman and I,
along with other Members of this Committee, have worked hard to
strengthen and reform Federal contracting laws, but strong man-
agement is also required.

Ms. Lute has experience dealing with the troubled acquisition
process at the United Nations. I will be asking her this morning
about that experience and in particular whether a non-competitive
contract award could have been avoided through better planning.

I would note that Ms. Lute does have extraordinary experience
in resolving interagency conflicts. DHS gets involved in those types
of conflicts all of the time, and I look forward to discussing that
issue with her, as well.

The protection of our Nation’s critical infrastructure, the reau-
thorization of port security and chemical facilities security laws,
and emerging threats will also be important priorities for the next
Deputy Secretary.

I am going to follow the Chairman’s lead and ask that my entire
statement be entered into the record so that we can hear from the
Mayor of New York City, who I know has a busy schedule. So, Mr.
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Chairman, I am going to follow your lead, but I do look forward to
questioning our witness today for this very important post.
[The prepared statement of Senator Collins follows:]

PREPARED STATEMENT OF SENATOR COLLINS

I join the Chairman in welcoming Jane Holl Lute to our Committee today as we
consider her nomination to be Deputy Secretary of the Department of Homeland Se-
curity. It is a credit to her that Mayor Bloomberg has taken the time to introduce
her today and that she has strong support from our Nation’s first responder organi-
zations.

The Deputy Secretary of DHS wields considerable power over the day-to-day oper-
ations of the Department. The Deputy has historically played an important role in
the management of the Department—from acquisition policy to personnel manage-
ment. These management responsibilities are in addition to many other challenges
associated with the operation of a Department with 210,000 employees and the mis-
sion to secure our borders, protect our Nation’s critical infrastructure, and to help
prevent, prepare for, and respond to all hazards.

Last year alone, the Department spent more than $14 billion in contracts for
goods and services. The Department has faced significant challenges in many of its
major acquisition programs, particularly in information technology programs. These
acquisitions will need immediate and frequent attention from the Deputy Secretary
to get them on track.

Senator Lieberman and I have been strong advocates for reforms that have re-
sulted in greater competition, accountability, and transparency to Federal con-
tracting. Strong management, however, is also required.

Ms. Lute has experience dealing with a troubled acquisition process, such as the
intensely criticized one at the United Nations. I will be asking her about this experi-
ence, including whether a non-competitive award requested by the U.N. Department
of Field Support could have been avoided through better planning.

From her time at the National Security Council and the U.N., Ms. Lute also has
experience resolving interagency conflicts within the U.S. Government and disputes
between foreign governments and other stakeholders. If she is confirmed, Ms. Lute
will need all these skills, and more, as she attempts to forge consensus and close
collaboration among the Department’s components. She will have to ensure that the
Department’s views and equities are forcefully represented in interagency negotia-
tions with the dozens of departments and agencies that play a role in our Nation’s
homeland security efforts.

The protection of our Nation’s critical infrastructure from emerging threats will
also be an important priority for the next Deputy Secretary. Among the significant
challenges in this area are the need to enhance security at the Nation’s biological
laboratories and throughout our cyber-infrastructure. Laws that I co-authored to im-
prove the security of seaports and chemical facilities will need to be reauthorized
during this Congress.

The next Deputy Secretary will also play a key role in the Department’s emer-
gency preparedness efforts. The Deputy must have a close collaborative relationship
with the FEMA Administrator, so that FEMA continues to work well within DHS
to ensure that as a Nation we are prepared for the next major disaster, whether
natural or man-made. Planning, training, and exercising are important areas in
which DHS has made much progress but still has more work to do. The Deputy Sec-
retary must also ensure that its many partners at the State and local level and in
the private sector are fully involved with DHS initiatives.

I look forward to working with the Secretary and the next Deputy Secretary to
continue to strengthen the Department.

Chairman LIEBERMAN. Thanks very much, Senator Collins.

It really is a great honor to welcome Mayor Bloomberg here. It
is most unusual and, I think, speaks to the extraordinary qualities
of the nominee.

The term “great American” is tossed around here a lot, but in my
opinion, Mayor Bloomberg really is a great American.

Mr. BLOOMBERG. My mother agrees with you. [Laughter.]

Chairman LIEBERMAN. Yes. Actually, she wrote my introduction.
[Laughter.]
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Chairman LIEBERMAN. Why? Because he speaks to all the oppor-
tunity that America offers. He has obviously been an extraordinary
success as a result of very hard work and great creativity, and he
then has given back enormously to our country, both in terms of
the fruits of his success and an extraordinary history of philan-
thropy, but also in taking on the tough job of being Mayor of New
York City and doing it with great success, to the benefit of the city.

I am proud to call him a friend. I am honored to introduce him
now. I hope I do not offend anybody else if I introduce you as
America’s Mayor.

TESTIMONY OF HON. MICHAEL R. BLOOMBERG, MAYOR, CITY
OF NEW YORK, NEW YORK

Mr. BLOOMBERG. You are nice to say so. Thank you, Senator. Mr.
Chairman, Ranking Member Collins, Senator Akaka, Senator
Coburn, Senator Voinovich, thank you for having me and good
morning.

Usually these days, it seems like mayors and other executives
come before Congress asking for something. Today, I am pleased to
actually be bringing you something instead, the President’s sterling
nominee for Deputy Secretary of the U.S. Department of Homeland
Security, Jane Holl Lute.

With more than 30 years of experience, ranging from the highest
levels of government to the heart of international conflict, Ms. Lute
really does have a deep understanding of what it takes to secure
our homeland and protect us against terrorism. I have long known
of Ms. Lute’s reputation and have come to know her personally in
the last few years. During that time, it has become abundantly
clear to me that she really is a dedicated public servant, a skilled
manager, and a visionary thinker, and she is precisely the kind of
leader that I think we need at the Department of Homeland Secu-
rity.

I am sure Ms. Lute’s background is well known to Members of
this Committee. She began her career in public service as an officer
in the U.S. Army and was deployed to the Gulf during Operation
Desert Storm, where she served on Central Command staff. She
went on to serve two Presidents at the National Security Council,
and she more recently served as the Assistant Secretary-General of
the United Nations.

At United Nations Peacekeeping, she ran operations support for
the second-largest deployed military presence in the world. She has
led and developed the most significant reform and realignment of
U.N. headquarters operations since the U.N. Department of Peace-
keeping Operations was established in 1992. She consolidated busi-
ness practices and strengthened existing structures to meet field
demands that have quintupled over the past decade. She also effec-
tively managed the growth of United Nations Peacekeeping from a
$1.8 billion endeavor to a nearly $8 billion operation.

Now, I realize that some have questioned the effectiveness of the
United Nations, but to me, there is no question about the com-
petency, leadership, and judgment of Jane Holl Lute. She brings to
this job a lifetime of experience confronting the issues at the core
of the Department’s mission. She has managed crisis and emer-
gency support, operations in some of the most difficult and dan-
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gerous places in the world, including Sudan, Timor, Congo, and the
war in Lebanon.

There is no doubt that she will bring to the Department a deep
and broad understanding of what it takes to effectively prepare for
and rapidly respond to emergencies and contingencies of all kinds,
and that is of particular concern to the citizens of New York, who
have experienced the pain and devastation of terrorism firsthand.

Every day, we depend on a strong line of defense involving
Homeland Security, the Coast Guard, Customs and Immigration,
and have a strong partnership between our Federal Government,
State Government, and our local government, and we simply just
cannot afford to let our guard down. And with Ms. Lute as part of
the executive team, I am confident that we will not.

Mr. Chairman, Members of the Committee, thank you for the op-
portunity to share my unconditional support for this phenomenally
talented nominee. As Mayor of New York City, I know what it
takes to manage a crisis, and I am confident that she really does
have the management skills and the dedication and the willingness
to serve this country that we desperately need.

She is a lifelong public servant, a strong and tested leader. She
knows how to get things done, and my admiration is not just for
her, but for her family. We all talk about service to this country.
Both Ms. Lute and her husband have devoted their lives to service
to this country, and I just wish we had more role models like them.
It is a family that all of us should admire and try to copy, and I
am just extremely proud and deeply supportive of the President’s
nomination for her for this critical position, and I would certainly
urge you to consider it carefully.

We need experience in this agency. We need dedication. We need
somebody who is willing to be accountable and knows how to get
things done. Jane Holl Lute is all of those things.

I am going to head back to New York and make sure that the
city is still there. Senator Coburn, you have a child there, as I re-
member.

Senator COBURN. I do.

Mr. BLOOMBERG. I am going back just to take care of her.

Senator COBURN. I am very appreciative of that. [Laughter.]

Mr. BLOOMBERG. And my daughters, as well.

Thank you very much for your consideration. This is as good an
appointment as I think has ever come before Congress. She has all
the skills for this job, and I would just urge you to consider it very
carefully, and thank you for your time.

Chairman LIEBERMAN. Mayor, thanks a lot. Your endorsement,
your introduction means a lot to us on the Committee. You have
a lot of experience with people working for you and with you, so
your willingness to come here to testify on behalf of Ms. Lute really
means a lot.

I was thinking as you were speaking, your presence here means
a lot to me because when you are here, it greatly increases the
number of elected officials who are Independents. [Laughter.]

Mr. BLOOMBERG. I am happy to be able to do that. [Laughter.]

Now I am going back to New York, where I will be one of the
few. [Laughter.]

All the best. Thank you.
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Chairman LIEBERMAN. Take care. Thank you.

Mr. BLOOMBERG. Good luck. All the best.

Chairman LIEBERMAN. Safe travels.

We will now proceed. Jane Holl Lute has filed responses to a bio-
graphical and financial questionnaire, answered pre-hearing ques-
tions submitted by the Committee, and had her financial state-
ments reviewed by the Office of Government Ethics. Without objec-
tion, this information will be made part of the hearing record, with
the exception of the financial data, which are on file and available
for public inspection in the Committee offices.

Our Committee rules require that all witnesses at nomination
hearings give their testimony under oath, so Ms. Lute, I would ask
you to please stand and raise your right hand.

Do you swear that the testimony you are about to give to the
Committee will be the truth, the whole truth, and nothing but the
truth, so help you, God?

Ms. Lute. I do.

Chairman LIEBERMAN. Thank you very much. Please be seated,
and we would now welcome your opening statement. If there are
people here you would like to recognize, this would be a good time
to do it.

TESTIMONY OF JANE HOLL LUTE! TO BE DEPUTY SECRETARY,
U.S. DEPARTMENT OF HOMELAND SECURITY

Ms. LuTtE. Well, thank you very much, Mr. Chairman. Mr. Chair-
man, Ranking Member Collins, Members of the Committee, I am
deeply honored by the President’s nomination and the opportunity
to appear before you today.

I want to thank the Mayor for those very kind words. I have
been told repeatedly a nominee is advised not to make news in a
confirmation hearing. I fear we may have already made some. It
is not often you hear a New Yorker say such nice things about a
Jersey girl. [Laughter.]

So on behalf of Jersey girls everywhere, I want to thank the
Mayor for his very nice remarks.

But in all seriousness, despite my roots across the river, I have
been a proud New Yorker for some time and have had a front row
seat watching Mayor Bloomberg lead New York City in the shadow
of September 11, 2001. I want to thank him for his leadership and
for making the trip down here today.

Mr. Chairman, Ranking Member Collins, Members of the Com-
mittee, I am also honored to be joined today by my husband, Gen-
eral Douglas Lute, whom some of you know, and the other mem-
bers of my family, our eldest daughter, Amy Kyleen Lute; my
brother, John; his son, John; my sister, Adele; our dear friend,
Grace Carman; my sister-in-law, Noelle; her daughter, Brittany;
my brother-in-law, Miles; my husband’s sister, Pat Lute; and her
husband, Charles Smith. Our other daughters

Chairman LIEBERMAN. Is there anyone here not related to the
nominee? [Laughter.]

1The prepared statement of Ms. Lute appears in the Appendix on page 39.
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Ms. LUTE. My parents, God rest their soul in heaven, I think are
here, as well. Our daughters, Adellyn and Camryn, are not here.
Adellyn is away at school, and Camryn would steal the show.

A special word about my husband, Doug. He told me a moment
ago he felt like a prop. Maybe he is, but he is my prop. He is the
loving husband this morning, and I could not imagine my life with-
out him and without his support. I am deeply blessed.

My husband and I, as the Mayor said, Mr. Chairman and Rank-
ing Member Collins and Members of the Committee, are public
servants. My husband and I were called to service some time ago—
a long time ago, it turns out—as soldiers in the U.S. Army, and
that service brought me to Berlin, Germany, at the height of the
Cold War, to the Middle East for Operation Desert Storm, to the
National Security Council staff under both President George H.W.
Bush and President Clinton, to U.N. Peacekeeping, where I ran
support operations for the second-largest deployed military pres-
ence in the world.

That call to service has also brought me here today before you.
I am deeply honored by President Obama’s nomination and by Sec-
retary Napolitano’s confidence, and if confirmed, I will continue
this tradition of service.

Sitting here, I am struck by the breadth and weight of the chal-
lenges that confront the Department of Homeland Security, but I
am also deeply impressed by the men and women who have made
the work of securing the American homeland their calling. I am
struck, too, by the collective knowledge, experience, and wisdom in
this room. Few understand the challenges facing the Department
of Homeland Security better than you, the Members of this Com-
mittee, and few understand the challenges of protecting and pre-
paring the American people better than the first responders, fire
fighters, law enforcement, those in emergency response and man-
agement and at State, local, and Tribal governments that span this
great Nation.

In the process of preparing for this hearing, I have reached out
to many of these groups and sought their guidance, wisdom, and
input. Many have joined us today, and I am honored by their pres-
ence.

Let me thank Harold Schaitberger, President of the International
Association of Fire Fighters; Sheriff Kennard of the National Sher-
iffs Association; Mary Fetchet, Founding Director of the Voices of
September 11; and representatives from the International Associa-
tion of Fire Chiefs, the International Association of Chiefs of Police,
the International Emergency Managers Association, who are here
today and who have already provided invaluable counsel. I will
work to strengthen the Department’s relationship with these com-
munities and with the State, local, and Tribal officials, as well.

I have spent my entire adult life working on the issues at the
heart of the Department of Homeland Security, the heart of its
mission—protection, prevention, preparedness, response, recovery,
and resilience. As part of that experience, I have spent a great deal
of time around many different borders and their many issues, in
peace ending conflict, where a balance must be struck between
maintaining safety and security while permitting, while indeed en-
couraging, legitimate trade and travel.
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I know what it is like to be responsible for preparing for and re-
sponding to emergencies when the need to gain accurate informa-
tion, mobilize critical resources, and manage the coordination of
those resources under the pressure of crisis is real. I know what
it is like to be the officer in charge of support to hundreds of thou-
sands of people in far-flung operations from diverse national, insti-
tutional backgrounds, each with legacies, traditions, cultures, and
languages. I know the imperative of creating an integrated, coher-
ent culture while respecting the individuality and uniqueness of its
parts.

While a new Administration brings change, some things will not
change. The Department of Homeland Security must remain fully
committed to its mission of keeping America and Americans safe,
and we must do that while protecting the highest values and prin-
ciples that define this great country. The Department must be re-
sponsible and responsive, proactive and engaged, robust and effi-
cient. It must keep us prepared for the majestic force and might
of Mother Nature, and it must protect us from the cruelty of those
who target civilians.

If confirmed, I will continue that path to keep our country safe,
to keep the population secured and prepared and protected, and to
keep our borders secure.

America is at its best when Americans stand proud and con-
fident, with a confidence that reflects clearly the deep values and
traditions that built this great Nation.

In conclusion, Mr. Chairman, let me underscore how deeply hon-
ored I am by the President’s nomination and how deeply honored
I am to appear before this Committee today. And with that, Mr.
Chairman, I would be delighted to answer any questions the Com-
mittee may have.

Chairman LIEBERMAN. Thank you very much for an excellent
opening statement.

I will begin with the standard questions we ask of all nominees.
First, is there anything you are aware of in your background that
might present a conflict of interest with the duties of the office to
which you have been nominated?

Ms. LUTE. No.

Chairman LIEBERMAN. Do you know of anything personal or oth-
erwise that would in any way prevent you from fully and honorably
discharging the responsibilities of the office to which you have been
nominated?

Ms. LUTE. No.

Chairman LIEBERMAN. And do you agree without reservation to
respond to any reasonable summons to appear and testify before
any duly constituted Committee of Congress if you are confirmed?

Ms. Lute. I do.

Chairman LIEBERMAN. Thank you very much.

Before we start the first round of questioning, I do want to note,
in addition to the distinguished people that you have introduced,
that the Committee has received several letters in support of your
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nomination, and unless there is any objection, I am going to place
them in the record.!

Chairman LIEBERMAN. We are going to now start with the first
round of questions, limited to 7 minutes per member.

I want to build really from your resume and from some of the
things you have said in your opening statement, Ms. Lute, which
is to ask you a two-part question. The first is, in a general sense,
not too discursive, in all the administrative experience you have
had, what are some of the lessons you draw that you think will
best help you fulfill your responsibilities in this job?

And second, from what you know of the Department, what do
you think it needs most in this next chapter? It is a work in
progress. It has made great progress, but there is still more to be
done. So give us an answer to those two questions.

Ms. LUTE. Thank you, Mr. Chairman. I would say, overwhelm-
ingly, the most important lesson I have learned has to do with peo-
ple. People are the most important resource any enterprise or orga-
nization has. They need to feel valued, and they need to be able
to be given the opportunity to contribute value. It is the responsi-
bility of leadership and management to bring out the best that peo-
ple have to offer.

I have learned the importance of active listening, of reaching out
to all the stakeholders who have firsthand knowledge of what are
very complex issues and doing it in a way that does not have to
interfere with getting a job done. You can be inclusive in your con-
sultation process, but you can also be decisive.

These are, I suppose, two of the biggest lessons that I have
learned. Treat people with respect. Value the people who are doing
this job who have made the work their calling. And listen actively
and engage all the stakeholders, but in a systematic way to move
issues forward.

As I have come to learn over the course of preparation for this
hearing, as I mentioned, Mr. Chairman, I am very impressed by
the commitment of the men and women in the Department of
Homeland Security. It is a young Department, many people have
said. It just celebrated its sixth birthday. But in my view, as you
mentioned, the time has come. People have a right to expect that
this Department has its feet under it, that it is very clear about
the centrality of its missions, the resources it needs to get those
missions done, and again working with all stakeholders at State
and local levels, with the Members of this Committee, to move that
mission forward.

Chairman LIEBERMAN. Let me ask the follow-on to that, if in
your discussions with Secretary Napolitano she has identified any
particular areas that she wants you to focus on.

Ms. LUTE. The Secretary and I have discussed this, Mr. Chair-
man. It is her vision, and it is certainly one that I would fully sup-
port if I am confirmed, that I would form part of the leadership
team of this Department, working very closely with her, being fully
cited on all of the operational issues, all of the priorities that are
established, overseeing day-to-day, but also ensuring that the stra-

1The letters of support referenced by Chairman Lieberman appear in the Appendix on page
430.
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tegic development of the Department, the increasing coherence and
integration of its various parts continues.

Chairman LIEBERMAN. Yesterday, the Committee held a hearing
on the Mexican drug cartel violence, both what is happening there
inside Mexico and what we can do to help President Calderon, and
then the effects of the violence here. I will tell you that there was
some evidence that the staff picked up that—and, of course, earlier
this week, Secretary Napolitano announced the redeployment of
some DHS and Justice Department resources to the border, and
personnel—there is not enough coordination at this point between
the Department of Homeland Security, the Department of Justice,
and the Department of State in implementing all of these pro-
grams.

I do not know whether you are in a position to have heard about
that, if you have any thoughts about it. It just seemed to me that
it may be something that you as Deputy could play a hand in, per-
haps even putting together a more formal interagency working
group, because this is a serious problem. Yesterday, the Depart-
ment of Justice representative, the Deputy, told us that today, in
addition to the overflow of some violence and kidnapping from
Mexico into the U.S. border areas, the Mexican drug cartels are the
No. 1 organized crime threat in America.

So have you heard about those problems? If so, do you have any
ideas about how to overcome them?

Ms. LuTeE. Mr. Chairman, I have certainly heard about these
problems. I am aware of the steps that the Administration and the
Department are taking to strengthen the posture, the safety and
security at the border. I am very aware of the importance that the
Administration places on the support of the efforts of the Mexican
government to break the back of these cartels and to deal with this
problem that, as Secretary Napolitano has said, every American
needs to be aware of and engaged with.

This is an area, too, where I think my experience in the inter-
agency process that I have had before and my experience with the
intelligence community will complement Secretary Napolitano’s ex-
perience. As a former governor of a border State, she knows these
issues very well, and I would certainly, if confirmed, look forward
to working very closely with her on this important priority.

Chairman LIEBERMAN. One more question in the time I have re-
maining, another substantive question, and that is about cyber se-
curity. This Committee has been concerned about our cyber secu-
rity. We know that we are under regular attack, both for reasons
of security and also to the commercial and industrial infrastructure
of our country. There is a lot going on in the government. I know
there are reviews going on in the new Administration. Here, too,
there seems not to be a clear focus point of coordination, and I
wanted to ask you to speak, to the extent you want, on how you
assess the cyber security problem, and second, if you have any
ideas going in about what the role of the Department of Homeland
Security should be in our government in making sure that we are
defending against cyber security attacks.

Ms. LUTE. This is an issue area, Mr. Chairman, where the White
House does have a study going on right now to look comprehen-
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sively across the Federal Government about what actions are being
taken to safeguard the cyber networks of this country.

Again, in my own experience, I know how important high-fidel-
ity, reliable, safe and secure data and communications systems are.
They do form part of the critical infrastructure of this country. The
Department of Homeland Security is a key player in the cyber se-
curity framework to protect this country as part of its critical infra-
structure, and I know the study that the White House is con-
ducting is looking comprehensively to make recommendations
about strengthening not only the Department’s role, but the overall
approach to keeping our Nation secure.

Chairman LIEBERMAN. Well, I appreciate your answer to that
and your other answers. We are going to really rely on you and the
Secretary to advise this Committee and particularly to let us know
whether you are receiving the resources and the authority to do
what you need to do to protect the cyber infrastructure of the
United States, which we have reason to believe, unfortunately, by
the nature of unconventional warfare these days, might be one of
the areas of our homeland that would be most likely to be attacked
from afar.

So I thank you for your answer, your focus, and now I would
yield to Senator Collins.

Senator COLLINS. Thank you, Mr. Chairman.

Ms. Lute, you may be aware that our Committee did an in-depth
investigation into the failed response to Hurricane Katrina. It took
most of a year. We did several hearings, issued a report with rec-
ommendations for all levels of government. And we also wrote the
Post-Katrina Emergency Management Reform Act, which was
signed into law. It significantly strengthened the Federal Emer-
gency Management Agency (FEMA), and since that time, I know
the Chairman takes great pride in the fact, as do I, that FEMA’s
response to natural disasters has improved enormously.

Nevertheless, there are some critics who are still calling for
FEMA to be taken out of the Department of Homeland Security to
become an independent entity. Now, I would note that all of the
first responder groups sitting behind you who are indeed on the
front lines agree with the conclusion that this Committee reached,
which is that FEMA needed to be strengthened but kept within
DHS.

What are your thoughts on the location of FEMA?

Ms. LuTE. Thank you, Ranking Member Collins. I am aware of
the issues that have been raised about this and certainly aware of
the conclusions of this Committee, the position of the groups that
are represented here. I am aware of the issues that exist on both
sides of this question. There are some who say that FEMA is in-
deed strengthened by its location in the Department, with the abil-
ity to mobilize resources from other parts of the Department quick-
ly, put them at the disposal of the emergency response anchored
by FEMA, for example, as illustrated in Hurricanes Gustav and
Ike, and there are others who think that FEMA needs degrees of
freedom, perhaps, that an independent status would offer it.

Secretary Napolitano has said that what we really need to focus
on is a strong FEMA, able to discharge its core responsibilities of
protecting and preparing this country for all hazards, and that is
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her focus and certainly one that I would, if I am confirmed, look
to reinforce, as well.

Senator COLLINS. Thank you. We look forward to continuing to
talk with you about that very important issue.

I would now like to turn to the matter that I alluded to in my
opening statement. You and I have discussed at length the procure-
ment failures at the U.N., but I think it is very important for the
public record for me to ask you a series of questions.

The U.N. has the equivalent of an Inspector General. It is called
the Office of Internal Oversight Services (OIOS). In a report dated
January 2 of this year, this office was highly critical of U.N. pro-
curement activities, and in particular it criticized the lack of acqui-
sition planning and contract management involving a sole source
contract that your office requested be directed to a subsidiary of
Lockheed Martin.

First of all, let me ask what your response is to the criticisms
leveled against your office or your management of this contract by
the Inspector General.

Ms. LuTE. Thank you, Senator Collins. It will not surprise you
to learn that I think that some of the criticisms were not justified.
The context of this particular contract is important to establish. It
was a unique recommendation by me and my staff through the ap-
propriate authorities in the United Nations, fully consistent with
the rules and regulations, in order to address the exigencies of the
violence that was unfolding in Darfur. I do not agree with the as-
sessment in this report that there was inadequate planning.

The political circumstances surrounding this deployment were
extremely volatile over a period of many months. As many of you
know, concurrent to the indecision regarding the international com-
munity’s response to Darfur, there were a number of governments,
including the U.S. Government, including many members of this
body, who were urging the rapid deployment of Peacekeepers to
Darfur. This recommendation was made fully consistent with the
rules, fully in the context of evaluation of the circumstances on the
ground for a very small part to facilitate that deployment.

Senator COLLINS. During your time at the U.N., did you make
any other requests for non-competitive contracts to be awarded in
excess of $1 million?

Ms. LuTkE. I did not, Senator.

Senator COLLINS. What exactly was your responsibility for pro-
curement at the U.N.?

Ms. LuTE. My responsibilities were to lead the support oper-
ations to Peacekeeping and peace operations worldwide—personnel,
finance, logistics, supply chain management, aviation, communica-
tions electronics, information technology, and transportation. The
Procurement Division rested in the Department of Management.
One of the citings also, I believe, in the OIOS report was the dif-
ficulty in cross-departmental coordination. It is a problem that ex-
ists. I did not have procurement negotiating authority or contract
award authority at all.

Senator COLLINS. Did contracting officers report to you?

Ms. Lutke. Contracting officers at headquarters reported to the
Department of Management, and in the field, they reported
through their respective mission chains to the head of their mis-
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sion. There was an earlier time when the support in the field had
a dual report to my office and to the heads of mission, but since
the Department of Field Support was established, that dual report
was eliminated, and the field contracting officers report through
their chain into the mission leadership.

Senator COLLINS. Thank you, Mr. Chairman.

Chairman LIEBERMAN. Thank you very much, Senator Collins.

We will call, as is our custom, Senators in order of their arrival,
Xllimﬁl is Senators Akaka, Coburn, Voinovich, and Burris. Senator

aka.

OPENING STATEMENT OF SENATOR AKAKA

Senator AKAKA. Thank you very much, Mr. Chairman.

I want to thank you for taking the time to meet with me, Ms.
Lute. I congratulate you on your nomination and welcome you here
today, and not only you, but your extended family that are here.

Ms. LuTE. Thank you.

Senator AKAKA. It is great to know that you have these sup-
portive relationships.

I want to tell you that your job as the Deputy of DHS, and you
know this, is among the most demanding positions in government.
DHS represents, besides that, the most serious management chal-
lenge in the Federal Government today. Senior leaders of the De-
partment must be ready and eager to take on the challenges that
will face them. Your background, without question, is an impres-
sive one that qualifies you well for the challenge that is ahead.

I want to mention, too, that I really appreciated your remarks on
the importance of investing in people. I want to further urge you
to focus on the Department’s management and integration as they
are central to improving operational functions. You must ensure
that DHS invests in the workforce, empowers the Under Secretary
for Management, encourages strategic planning, and upholds our
civil rights and civil liberties in all circumstances.

Before I move to my questions, Mr. Chairman, I want to ask that
my full statement be made part of the record.

Chairman LIEBERMAN. Without objection.

[The prepared statement of Senator Akaka follows:]

PREPARED STATEMENT OF SENATOR AKAKA

Mr. Chairman, I am pleased to join you in welcoming Jane Holl Lute, the Presi-
dent’s nominee to be Deputy Secretary of the Department of Homeland Security.
Ms. Lute, I welcome you and your family today.

The job for which you have been nominated is among the most demanding posi-
tions in government. DHS represents the most serious management challenge in the
Federal Government today. Senior leaders of this Department must be ready and
eager to take on the challenges that will face them.

Your background is an impressive one that qualifies you well for this challenge.
As an officer in the U.S. Army, you served your country overseas and learned the
lessons of good leadership and management. Your time on the National Security
Council staff undoubtedly left you with a broad understanding of coordinating policy
across large, complex organizations and building consensus in an interagency set-
ting. Finally, your service as an Assistant Secretary-General at the U.N. has al-
lowed you to demonstrate your leadership skills on a global basis, working with a
diverse United Nations staff and many nations’ peacekeeping forces, especially in
areas facing imminent crisis.

As you may know, implementing and transforming the Department of Homeland
Security has been on the Government Accountability Office’s (GAO) “high-risk list”
since 2003. I am pleased that since being confirmed, Secretary Napolitano has put
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management among her top priorities. Just last month, she began a department-
wide efficiency review initiative, which may help lead to programmatic improve-
ments and greater accountability. If you are confirmed, I urge you to focus on the
Department’s management and integration, as they are central to improving its
operational functions. I would like to share with you a few of my top DHS concerns.

DHS must invest in its workforce. For instance, the Department needs to recruit
more acquisition professionals to better develop and oversee contracts. DHS also
must strive to make itself an employer of choice. The most recent Partnership for
Public Service Best Places to Work survey ranked DHS second to last among large
Federal agencies as being an employer of choice based on employee satisfaction and
engagement. Strengthening employee collective bargaining rights and building a
labor-management partnership would help DHS address employee concerns that un-
dermine morale. Toward that end, I support President Obama in granting collective
bargaining rights to Transportation Security Officers. By having a workforce with
the right skills, high morale, and strong employee protections, DHS can improve our
security while it strengthens its internal operations.

In addition, I hope you will partner with the Under Secretary for Management
to improve contract oversight and ensure strategic planning occurs before major ac-
quisitions are undertaken. The U.S. Customs and Border Protection’s Secure Border
Initiative (“SBInet”) virtual fence has suffered both from inadequate planning before
the initial contracting decisions were made as well as the failure to correct problems
as they arose. Also, the Domestic Nuclear Detection Office (DNDO) needs to focus
more on strategic planning to counter the threat of nuclear smuggling to better pro-
tect our security. For instance, DNDO set aside its plan to deploy a variety of Ad-
vanced Spectroscopic Portal (ASP) radiation monitors to detect dangerous nuclear
materials on rail cars, at seaports, at airports, and on mobile platforms to focus on
one type of ASP system. This system has not yet received final certification and,
according to GAO, it may have lifecycle costs well over $1 billion more than antici-
pated by DNDO.

Finally, we must ensure that our Constitutional freedoms are not considered as
an afterthought. DHS’s unique security role requires that it embraces civil rights
and civil liberties in all its actions. I believe that the Department’s policy at the bor-
der, which allows the search of laptops and other electronic equipment, needs to be
reviewed with privacy concerns in mind. There is also the REAL ID Act. Along with
imposing serious costs and burdens on States, this Act raises significant privacy
concerns. The current law does not protect adequately personal information that
would be contained on REAL ID cards and in linked State databases. Also, I believe
that the National Applications Office should more fully resolve civil liberties con-
cerns and compliance with privacy standards before DHS moves forward with mak-
ing intelligence community assets available for domestic purposes such as law en-
forcement and homeland security.

Ms. Lute, your long career in public service, including your willingness to take
on the most challenging assignments in the U.N., serves as an excellent example
of putting service before self. I want to congratulate you on your nomination, and
I look forward to working closely with you to improve our Nation’s homeland secu-
rity.

Thank you Mr. Chairman.

Senator AKAKA. Ms. Lute, according to the most recent Partner-
ship for Public Service Best Places to Work survey, DHS ranks sec-
ond to last among Federal agencies based on employee satisfaction
and engagement. DHS must treat its workforce as its most valued
asset. Therefore, it should work to address recruitment and reten-
tion challenges and ensure that its employees have collective bar-
gaining rights, which will lead to better labor-management rela-
tionships. Will you please discuss your priorities for investing in
the Department’s workforce and making DHS a better place to
work?

Ms. LuTE. Thank you, Senator. I am aware of this survey and
I recognize that it represents a challenge for the Department. I am
also aware that the Department has been viewed and rated as the
most improved over time, as well. But we still have a long way to

go.
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I mentioned before that people, to me, are the most important re-
source an organization has. I am not a person for whom people
have to earn respect. Human beings deserve respect. You do not
have to earn my respect. You deserve that. People have a calling
when they come to Homeland Security. We cannot let it just be-
come a job. We need to build on that calling, build on that commit-
ment and work. Do they have the tools they need to do the job?
Do they have the training? Are their front-line supervisors well
trained and invested? Do they feel like they are adding value? Do
they feel valued in return?

I think, comprehensively, this is an area that, if I am confirmed,
I would want to work at, and I would look to work with and engage
the workforce, the representatives of the workers that exist in the
Department of Homeland Security, to chart a strong way forward.

Senator AKAKA. Ms. Lute, DHS policy allows laptops and other
electronic devices to be searched at the border without suspicion.
Courts have ruled that the Constitution permits this. Nevertheless,
these searches may have significant privacy implications, as many
people keep sensitive information, such as medical and financial
records and work documents, on their laptops. Some companies
have started taking expensive precautions to protect data when
their employees travel abroad. Do you plan to review this policy?
At a minimum, I hope you will ensure that any policy on border
searches of electronic equipment includes strong privacy protec-
tions.

Ms. LUTE. Senator, I am aware of the issues that have been
raised and aware of the concerns. The searches have been rel-
atively few in number, and the Department has taken steps to im-
prove its accounting, keeping records of when this does occur and
ensurcilng that all the rules and regulations of this country are ob-
served.

The recent appointment of a noted privacy expert to that position
is a testimony to the commitment that the Secretary has, and if I
am confirmed, certainly I would support in ensuring that all the
privacy and civil liberties and civil rights of people are maintained,
even as we discharge our duties to secure the borders.

Senator AKAKA. Thank you for that, Ms. Lute.

Executive Order 13434, issued in May 2007, established the Na-
tional Security Professionals Development Program. Among other
things, this program was created to help develop National Security
Professionals by providing them training, education, and experi-
ences to improve interagency coordination and collaboration. How
do you foresee this program impacting DHS’s workforce and De-
partment-wide integration?

Ms. LUTE. I am aware of this program, Senator. I am also aware
that it is designed to create a robust pool and cadre of professionals
who can work across agencies in the national security field. I am
aware that some already at the Department of Homeland Security
have, in fact, been certified as National Security Professionals, and
if I am confirmed, I would look at this program to understand how
it can benefit the Department and how our engagement can
strengthen it across the board.

Senator AKAKA. Well, thank you so much for your responses. I
really appreciate it.
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Thank you, Mr. Chairman.

Chairman LIEBERMAN. Thank you very much, Senator Akaka.

Before I call on Senator Coburn, I do want to respectfully amend
something that Mayor Bloomberg said. If I am not mistaken, while
your daughter pursues her extraordinary career in New York, her
residence is in Connecticut.

Senator COBURN. Unfortunately, she has two residences now——

Chairman LIEBERMAN. All right.

Senator COBURN [continuing]. One in New York and one in Con-
necticut. [Laughter.]

She pays New York City income taxes, let me put it that way.

Chairman LIEBERMAN. Thank you.

Senator COBURN. And Connecticut taxes.

Chairman LIEBERMAN. We are grateful. [Laughter.]

Senator Coburn.

OPENING STATEMENT OF SENATOR COBURN

Senator COBURN. Thank you. Ms. Lute, thank you for being here.
I enjoyed our visit. I want to thank you and your husband, your
family for the dedicated service you have given, not only to our
country but to our world.

As I told you in my office, I believe you have a lot to account for
in your actions at the U.N., and I am going to go through a series
of questions and will use a second round, if necessary, because I
think the facts are not fully exposed as to some major failures
under your leadership at the U.N. I also would ask that the OIOS
report be entered into the record.!

Chairman LIEBERMAN. Without objection, so ordered.

Senator COBURN. I also would note that every report we have
that measures operations under your leadership has documented
serious mismanagement issues. There is not one report that we can
have that has any performance reports that document steps that
you took to respond to the problems, whether there were improve-
ments as a result of those responses. Without this documentation,
I think our Committee is going to have a difficult time measuring
your performance to determine if you truly are qualified to manage
g Department the size of DHS and the security of the United

tates.

A major campaign promise from President Obama is to identify
and eliminate wasteful and duplicative government programs, and
I applaud him for that. I am still waiting for him to do that, but
I applaud him. I know that is in his heart and it is something he
wants to do.

Yet when I asked you to report which Peacekeeping missions you
managed that were wasteful or duplicative or should be deauthor-
ized, you chose not to answer my question. If you were unwilling
to identify waste at the U.N., how do we know you will be willing
to identify and eliminate waste and duplication at the Department
of Homeland Security?

Ms. LUTE. Dr. Coburn, thank you, and also for our chat, which
I appreciate. I am a real believer in the responsibility of manage-

1The OIOS reports submitted for the Record by Senator Coburn appear in the Appendix on
page 449.
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ment not only to achieve its mandates, but to be able to ensure
that operations are run effectively and to account for the resources
that have been entrusted to it. As I worked in the Department of
Peacekeeping in charge of support to Peacekeeping operations
around the world, this was an area across the board, in the area
of personnel, where we were doing our best to reduce times nec-
essary to recruit personnel, where we were putting in place train-
ing programs to ensure that the personnel that we did recruit had
the training they needed so we did not have to recruit again, a
wasteful exercise, in my judgment.

I am very aware that resources in personnel and in missions and
operations do constitute investments, and this is an area that I
worked on very closely. And if I am confirmed, I would expect to
bring the management experience that I have to the Department
of Homeland Security in a responsible way.

Senator COBURN. Will you make a statement to this Committee
that you will comply faithfully on a timely basis to the Federal Ac-
countability and Transparency Act?

Ms. LUTE. Yes, Senator.

Senator COBURN. In the areas under your control, is there any
report that you can share with the Committee that documents
where you recommended or took action to eliminate waste?

Ms. LUTE. In many of the OIOS reports, Senator, that you cited,
there are management responses of which I was a part and author,
where we agreed with a great deal of the recommendations of
OIOS, and where we disagreed, those were noted in the public re-
ports of OIOS.

Senator COBURN. Well, no. I am asking specifically, where is the
report that showed in response to problems that were raised that
problems were solved?

Ms. LUTE. In those reports, also, Senator, it reflects in part the
management response to the findings that were raised by OIOS,
which indicate that management has taken on board, has elimi-
nated waste. For example, there are reports where OIOS pointed
out excess spare parts inventory and noted that management had
taken steps following those findings under my authority to reduce
those excess inventories and put in place a system to ensure that
they are not repeated.

Senator COBURN. Would you be happy to supply those reports to
the Committee?

Ms. LUTE. Senator, I have supported the request for the docu-
ments that have been requested, the public reports that are avail-
able through the U.N. website, and others.

Senator COBURN. It raises a problem that we all should be con-
cerned about. There is absolutely no transparency at the U.N. for
us to even get information with which to evaluate a nominee who
is going to hold a high position in our government. The information
we have is all leaked reports that the average citizen of this world
cannot have access to unless it is leaked, which tells us that we
have great problems.

Let me move on. In several of your responses to my pre-hearing
questions, you diverted responsibility for many of the management
failures documented in U.N. audits and reports. For example, U.N.
auditors found that you failed to apply consistent accountability
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standards for the Peacekeeping personnel you recruited, trained,
and deployed into the field. Your response was you blamed rapid
growth of the department and inexperienced mission personnel.

Leaked U.N. memos reveal that, despite having 18 months to
plan, the contract that Senator Collins discussed with you was
pushed through, increasing the risk for fraud and abuse. You
blamed, and your words were, “unfolding genocide in Darfur,” even
though that tragedy was in the mix and ongoing for several years
and even though the U.N. Security Council had reported about it
2 years prior. You blamed the remote and dangerous conditions of
Darfur.

U.N. auditors found that 43 percent of Peacekeeping procure-
ment that was audited was tainted by bid rigging, kickback
schemes, and other fraud. You again blamed difficult and chal-
lenging environments of Peacekeeping operations. You also blamed
the Security Council for issuing difficult mandates that made it
hard to follow the rules. I do not have any doubt about that. I am
sure that was a high hurdle. I know the difficulty.

There are not many similarities between Peacekeeping and
homeland security, but they both deal with environments and oper-
ating conditions. If you are confirmed and are managing procure-
ment and operations for programs such as FEMA, should we expect
you to excuse management failures or procurement fraud due to
difficult circumstances, such as natural disasters or terrorist at-
tacks?

Ms. LuTE. Dr. Coburn, I believe that my record at the U.N.
shows that I am very associated with efforts not only to implement
mandates on the ground, but to ensure proper oversight and ac-
countability. I was often very closely associated with OIOS, with its
engagement to oversee operations, inviting them in. I was a strong
proponent of the establishment of the Procurement Task Force. I
was a strong voice for making that task force permanent, recog-
nizing that the operating conditions, which you have described and
which I have described, represent challenges that have to be met
to be sure, but we also have to ensure that the proper controls are
in place, as well, and I am associated with that effort. It is clear
while improvement still has to be made, that we have come a long
way, as OIOS has recognized.

Senator COBURN. I have gone over on my time. Thank you, Mr.
Chairman.

Chairman LIEBERMAN. Thank you, Senator Coburn. Next is Sen-
ator Voinovich.

OPENING STATEMENT OF SENATOR VOINOVICH

Senator VOINOVICH. Thank you, Mr. Chairman.

I want to echo the thanks of this Committee and others for your
service to our country and for the service of your husband to our
country, and I am very pleased that you have been willing to con-
tinue your service in the Department of Homeland Security.

Senator Akaka and I have been working quite aggressively to
deal with transformation of the Department. It is the most chal-
lenging reorganization to get 22 agencies and more than 200,000
people to move forward as a Department. I consider you to be part
of the third chapter. The transformation of the Department is on
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the High-Risk List, and one of the things that we have been trying
to do is to get an agreement on the metrics that we would use to
determine whether transformation actually is taking place. There
was a great deal of work done by the Office of Management and
Budget (OMB), DHS, and the Government Accountability Office
(GAO) to reach consensus on what those are.

First, are you familiar with the transformation strategic plan
that was put in place to move forward with the transformation in
the Department, and second, if you are, when are we going to get
back from the three agencies some agreement on metrics so we can
better determine whether or not the transformation is indeed tak-
ing place?

Ms. LUTE. Thank you, Senator. I am aware. I also do know, as
I mentioned earlier, that while many people continue to say that
the Department of Homeland Security is a young department, it is
also time for the Department to get on with its business, to get on
with consolidating, integrating its various functions, and if I am
confirmed, I would look forward very much to delving deeper into
this across the board and to working with you and the other Mem-
bers of this Committee to ensure that we make forward progress.

Senator VOINOVICH. Well, I remain interested in receiving the
piece of paper that shows the agreed upon metrics so we have
something to objectively measure the performance of the Depart-
ment because many of the things that have gone wrong have gone
wrong because we have not moved forward with that trans-
formation. That is why it is on the High-Risk List. It seems to me
that one of the goals of the Department should be to get itself off
the High-Risk List because if it does that, it means DHS has suc-
cessfully completed its transformation. I am going to be focusing in
on that with Senator Akaka because I think that is the only way
that we are going to eliminate some of the things that have gone
wrong in the Department.

We now have a Chief Management Officer in the Department,
and Senator Akaka and I would like to see a 5-year term for that
individual, so we have somebody that can continue the trans-
formation. I would like you to look into that. I am pleased that we
were able to get the Chief Management Officer, but I would like
to have that individual have a term just like I would like to have
it over in the Defense Department. Sometimes I wish you were
going to the Defense Department instead of this Department——
[Laughter.]

Because they need a whole lot of help, too. So I would like you
to look at that issue of having a term.

Ms. LUTE. Yes.

Senator VOINOVICH. As Ranking Member on the Appropriations
Subcommittee on Homeland Security, one of the things that struck
me in my initial review of the budget was that we are spending an
enormous amount of money on securing the border. Mr. Chairman,
I think it is really important that we get a better understanding
of where the money is going.

There is no way that we will be ever able to afford to really se-
cure the border without immigration reform in this country. Today,
we have 33,000 beds around the country where people are brought
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in, kept for 5 or 6 days, and we pay for their medical care, process
them, and send them back to their country.

It is an enormous cost to us, and I look at that cost relative to
other costs in the Department and say to myself, how far can we
go with spending money on this particular issue? And if we were
able to get immigration reform, what impact would that have on
reducing those costs? Because that is our problem.

So I would really like you to look at that issue and the whole
issue of where are we spending the money in the Department.
What are the priorities? There are only X-number of dollars that
you have. I would like to have the Secretary come back and say to
us, I have done an examination of all these things and here is
where I think the dollars could be spent where we could get a bet-
ter return on the investment we are making, considering that we
have limited resources.

One of the other two things that I talked to you about in my of-
fice was the Visa Waiver Program that has been very important to
this country in terms of improving our national security and our
public diplomacy. I would like you to look into the program and get
back to me on where that is. There has been legislation introduced
and referred to the Judiciary Committee that would gut the pro-
gram, and I would like you to look at that.

The other one was the PASS Program. We are trying to get legis-
lation passed that would allow the PASS Card to meet the docu-
mentation requirement for people to travel to Canada and to the
other Caribbean countries instead of a passport.

In closing we are all concerned about the management of the De-
partment. I like your words, empower people, listen, quality man-
agement, and so on and so forth. You have the right nomenclature.
We are hopefully going to see how it all works out.

Ms. LuTE. Thank you, Senator.

Chairman LIEBERMAN. Thank you very much, Senator Voinovich.
Senator Burris.

OPENING STATEMENT OF SENATOR BURRIS

Senator BURRIS. Thank you, Mr. Chairman, and congratulations
to you for your nomination, Ms. Lute.

I am concerned about an experience that I had when I came in
as a cabinet officer of a governor back in 1972, where we had
merged several agencies. I just heard Senator Voinovich raise that
question about transformation. One of the biggest problems I had,
Ms. Lute, was trying to deal with all of those agencies that did not
want to give up their turf, and it got to be quite a situation. As
the Deputy Secretary of Homeland Security, I would imagine that
the Secretary is going to put a lot of that transformation in your
lap. If I am wrong, let me know. But I think that there are still
some areas of consolidation and reorganization and transformation
that has to take place in Homeland Security in order to make that
agency up, running, and functional.

Have you done any assessment of this, and would you know
whether or not this is going to be a major responsibility of yours?

Ms. LUTE. Thank you, Senator. I am certainly aware of the chal-
lenges that have existed, the challenges that were present when
the Department was created from 22 agencies and various parts of
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the government coming together, and the efforts that have been
made over these past 6 years to further the integration, to reduce
duplication, and to strengthen add comparative advantages.

My experience with integration and standing up a new depart-
ment, as I was charged with in creating the Department of Field
Support at the United Nations, is to do it in a way that reflects
not only a respect for the legacies and traditions and the practices
and the roles of the individual elements, but really does insist on
the greater sum of the parts, that people make forward progress
toward the integration that is called for by law, that has been
called for by policy, as well.

And if I am confirmed, I would expect to be given a leading role
in ensuring that the integration of the Department, the further co-
herence of the Department, the proper engagement of the Depart-
ment with the other Federal agencies across the interagency pro-
ceeds in a constructive way, and I would also hope to be able to
work with this Committee very closely in ensuring that we stay on
track.

Senator BURRIS. So do you know whether or not you will be hav-
ing any of these direct responsibilities for trying to complete the
transformation process? Have you talked with the Secretary?

Ms. LUTE. The Secretary and I have spoken, Senator, about that.
She, if I am confirmed, would consider me a full part of the leader-
ship team of the Department, charged with maintaining not only
the operational picture awareness, but movement on the priorities
that the Secretary has herself. So yes, I would expect to be charged
with responsibilities in this area, if I am confirmed.

Senator BURRIS. I have not read all your background, but did you
have disaster experience at your other positions?

Ms. LuTeE. In my previous position, Senator, in fact, I was
charged with leading support operations for Peacekeeping world-
wide. In the course of that, I was also the Officer in Charge of
Peacekeeping during the war in Southern Lebanon that happened
in 2006, managing the emergency evacuation of personnel in that
situation and in other situations, as well. We have had to respond
to massacres and killings of U.N. Peacekeepers, for example, and
I am associated with that, and also associated in mobilizing the
Peacekeeping support element of other crisis response operations.
And in that context, as I mentioned in my opening statement, I am
very aware of the imperatives of establishing a clear information
picture, mobilizing the proper resources, getting those resources
where they need to be on the ground, and then managing the inte-
gration of those resources in the performance of a crisis response.

Senator BURRIS. Ms. Lute, we had another issue in dealing with
our Southern borders. Of course, we have to be concerned a little
bit about our Northern borders, as well. I think the Canadian bor-
der is even bigger than the Southern border. And the question is,
in terms of the drug trafficking that is coming in, do you have any
type of experience with communities where all of these drugs end
up, end users in our communities, Chicago, Centralia, or Mattoon,
Illinois, or anywhere in America, because the small-town commu-
nities are really getting inundated, as well, with these drugs that
are coming in, which will also be a part of Homeland Security’s
interdiction, I would assume?
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Ms. LUTE. Senator, here is an area where I think my experience
would complement the experience of Secretary Napolitano. I have
had a lot of experience over the course of my professional life, in-
deed, beginning in my professional life, in and around borders—
borders during the Cold War, contested borders in the Middle East
and in other areas. In Africa, for example——

Senator BURRIS. When you say your experience, what do you
mean by your experience with borders? What do you mean?

Ms. LUTE. As a young lieutenant, I was assigned to Berlin. The
border of the Cold War——

Senator BURRIS. When were you in Berlin? What years?

Ms. LUTE. Nineteen-seventy-eight to 1982.

Senator BURRIS. Nineteen-seventy-eight to 1982. The war was
still there, right?

Ms. LUTE. Yes, Senator, it was.

Senator BURRIS. Yes, because I studied in Germany, so I was a
little concerned in terms of that.

Ms. LUTE. But I am aware of the effects of conflict, the effects
of the illegal trafficking in weapons, in cash, in illicit contraband
and other commodities, the effects that it has on impoverished com-
munities internationally, and if I am confirmed, I would expect to
bring my experience to complement that of Secretary Napolitano,
who has first-hand experience dealing with these issues in the do-
mestic context as the former governor of a border State.

Senator BURRIS. Thank you very much, and good luck to you.

Ms. LuTE. Thank you.

Senator BURRIS. God bless you.

Ms. LuTk. Thank you.

Chairman LIEBERMAN. Thanks, Senator Burris.

It is actually a tribute to you and an indication of the importance
in which Members of the Committee hold your nomination that we
have more than our normal attendance today, so with that, Senator
Landrieu, it is all yours.

OPENING STATEMENT OF SENATOR LANDRIEU

Senator LANDRIEU. Thank you, Mr. Chairman.

I would not have missed this hearing. I think this is one of the
most important nominations that our President has made, and I
have had the pleasure, Ms. Lute, to meet with you privately at
some length about some of the very pressing issues that are so im-
portant not only to our country, but to the State that I represent
and to the region.

Let me begin, Mr. Chairman, by saying I continue to be ex-
tremely impressed with the quality of the nominees that have come
through my office as well as the offices of many other Senators,
whether it is in the Department of Education, the Department of
Housing and Urban Developmen (HUD), or the Department of
Homeland Security. Just the level of your academic achievements,
of your broad and deep experience, and all of that will come in
handy to run an agency that needs a tremendous amount of work
and effort. Despite the good work of the leadership of this Com-
mittee, there are serious problems, in my view, with Homeland Se-
curity, and I think that your experience will—you will need all of
it to get the job done from where I sit.
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But let me ask you this specifically, and then I will go more
broadly. As we previously discussed, you may be aware of a GAO
report that has indicated that while we have allocated from the
Federal Treasury $120 billion for the recovery efforts in the Gulf
Coast over the last 4 years (it will be 4 years this August), maybe
40 percent of that money was wasted. Some of it is because of in-
ability at the local level, but most of it, according to this report, is
because of the poorly constructed and ill constructed avenues that
FEMA had either not established or had atrophied. Not only was
the money wasted and lots of it unaccounted for, in terms of poor
training, etc., but the real sad part of it is that thousands of eligi-
ble individuals and families went unserved.

So since I represent 4.5 million people that this travesty hap-
pened to, my question is, as we attempt to fix pieces of this, and
we have fixed some but there are some that still have to be fixed,
there are currently several billion dollars that are caught up in a
now 4-year dispute between FEMA and the folks on the ground in
New Orleans and Baton Rouge and Houma and many other places
in our State. Despite repeated efforts in the past, FEMA rejected
any effort to fix it. So I recently added a provision to the stimulus
package to establish an arbitration panel.

What is your understanding of how that will work? Are you com-
mitted to making it work? If so, when will those regulations be in
place to basically move out the $4 to $5 billion that we think are
stuck in the pipeline, as we say, between the Federal Government
and local officials that are desperate for these funds to hit the
ground?

Ms. LuTkE. Thank you, Senator. Secretary Napolitano, as you
know, together with the Secretary of Housing and Urban Develop-
ment, recently made a trip to the Gulf Coast, and the Secretary re-
iterated her commitment and the commitment of the Department
of Homeland Security to the recovery of the region and of the State.
The recent extension of the Office of Gulf Coast Recovery, as well,
is a further sign of the commitment of the Administration to follow
through on this.

I am aware of the strengthening of FEMA as a result of the Post-
Katrina Emergency Management Reform Act and the efforts that
FEMA has been taking and the Department has been taking to fur-
ther strengthen not only FEMA in the performance of its duties,
but its relationship with State and local officials. And if I am con-
firmed, Senator, I would expect to look at this area very closely in
the context that you outlined, working together with you and the
Members of this Committee to ensure that the statutes that are
put in place and the performance of the Department and of FEMA
is what you expect.

Senator LANDRIEU. And the reason I pursue this line of ques-
tioning, and I do have two more brief questions, is because I have
just completed with the good support of this Committee a 9-month
investigation. We conducted over 90 to 120 interviews with individ-
uals, and thousands of documents were reviewed, and what we
found were many failings between FEMA and HUD for lack of a
comprehensive housing recovery plan should a large population be
displaced, and that is the subject for another hearing.
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But the point is this, that our report also showed that the person
who held your job before—I think it was Deputy Secretary Michael
Jackson, is that correct? The report shows that decisions made at
this level, from your position, prevented some of the requests that
FEMA was making to interpret the Stafford Act in a more flexible
way that would have actually brought aid, saved money, and
spared a lot of pain and suffering.

So I bring it to you because if FEMA is going to stay in Home-
land Security, then we have to have faith that the people running
Homeland Security will give FEMA the attention it needs to get
the job done when we have a potential flood, like right now in
North Dakota and Minnesota, and when we have more hurricanes
in the Gulf or the Atlantic.

My second question is actually about the Coast Guard. They
were the one agency of the Federal Government that actually re-
sponded and performed magnificently, and that story will be writ-
ten and it will be a proud moment for the Coast Guard. I under-
stand they had to do a lot of things outside of the chain of com-
mand to get the job done, but that is for another story. They got
it done.

But the Coast Guard has now been tasked with coming up with
new rules and regulations to govern offshore vessels, and while I
am very supportive of that and Thad Allen is a great Commandant
of the Coast Guard, I want you to be mindful that the offshore oil
and gas industry, which exists only in the Gulf of Mexico, with big
vessels and big ships, is very different than the cargo vessels that
come in and out of all of our ports, including Louisiana’s. And I
want to call to your attention that this industry is being threatened
by regulations that refuse to treat them in a different way than
these large cargo vehicles.

Do I have your commitment to look into this issue, report back
to me within a few weeks about what you or the Secretary can do
to give some relief, appropriately without bending any security
rules, for the offshore oil and gas industry?

Ms. LUTE. Senator, if I am confirmed, you certainly have my
commitment to look at these issues, to work with you as part of the
outreach of the Department not only to State and local govern-
ments, the private sector is an important partner, as well, and you
certainly have my commitment.

Senator LANDRIEU. Thank you, Mr. Chairman.

Chairman LIEBERMAN. Thank you very much, Senator Landrieu.

We will go to a second round now. I want to follow up, Ms. Lute,
on some of the questions that Senator Coburn asked about your
time at the United Nations. As I understand it, these United Na-
tions reports are typically confidential unless a member state spe-
cifically requests a report or reports. Am I right in what I have
heard, which is that after meeting with Senator Coburn and hear-
ing his desire to see these reports, you requested that the U.N. re-
lease the particular reports that Senator Coburn had in mind, or
you requested our government to request the reports?

Ms. LUTE. I wrote a request to the Under Secretary-General for
Management at the United Nations——

Chairman LIEBERMAN. Right.
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Ms. LUTE [continuing]. Fully supporting the release of all the
material that was requested. Some of the reports are available pub-
licly when the member state requests them. I am not a member
state. Some of them are internal management documents that re-
main under the control of the United Nations.

Chairman LIEBERMAN. So the problem with the reports and their
openness is not obviously yours. This is the United Nations policy.

Ms. LUTE. Senator, yes.

Chairman LIEBERMAN. Yes. And if we are troubled by it, we may
want to do something about that more generally, but I wanted to
get on the record that you have tried your best to get those reports
made public.

I suppose the relevant follow-on question is whether as Deputy
Secretary you would support open and transparent oversight of the
Department of Homeland Security by the Inspector General (IG),
GAO, Congress, and others?

Ms. LUTE. Yes, Mr. Chairman, I would.

Chairman LIEBERMAN. Senator Coburn referred to a specific
OIOS report and additional reports more generally. If I understand
this correctly, much like an IG report, these reports noted concerns
or problems, which that office investigated. Those reports then
typically offer specific recommendations for corrective actions. So if
I heard you correctly, it was that in your responses to those when
it was relevant, you indicated what you thought of the findings and
what you were intending to do about it.

Ms. Lutk. That is correct, Mr. Chairman. We prepare our de-
tailed management responses to these reports when they come out.
The Office of Internal Oversight Services takes portions of the
management response, incorporates it into its final report, which is
then issued.

Chairman LIEBERMAN. So let me ask you a general question,
which is, because we do not have the documents, would you say
that it was typical more often than not that you agreed with those
recommendations and directed people under your supervision to
take corrective actions?

Ms. LUTE. Yes, Mr. Chairman, overwhelmingly.

Chairman LIEBERMAN. Again, I am going to ask you to go from
your memory, since you do not have the documents. Can you pro-
vide some examples of steps that you took to improve the acquisi-
tions process at the Department of Peacekeeping Operations?

Ms. LUTE. In direct response to not only concerns raised by
OIOS, but our own operational concerns that the system was being
overwhelmed, I sought a senior level meeting, and we established
a senior-level engagement on specifically this question. I instituted
a requirements review panel. I instituted a mission start-up, a
monitoring process, what we called the traffic lights process—red,
yellow, green—to have senior-level attention of the key support
issues that were unfolding at the time of the mission start-up,
which is a critical time. I worked with the Department of Manage-
ment. My staff worked with them to expand the core requirements
list to facilitate direct procurement on the ground where a lot of it
occurs. We also worked with OIOS to bring them in at mission
start-up so that they could be present.
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As I mentioned, Mr. Chairman, I was a strong supporter of the
Procurement Task Force, of making that task force permanent, and
of instituting policies within the Department to be responsive to
the Procurement Task Force and OIOS.

Chairman LIEBERMAN. In regard to the Procurement Task Force,
I do want to note that there is a very relevant and, I would say,
remarkable letter! filed with the Committee by Robert M. Apple-
ton, former Chairman of the United Nations Procurement Task
Force—that was a task force set up by the Secretary General of the
U.N. in 2006, following the Iraqi Oil for Food scandal. Mr. Appleton
says of you, “Ms. Lute continuously supported the task force’s in-
vestigations and our efforts to minimize the risks posed to the or-
ganization as a result of the significant amount of funds used for
DPKO,” the Department of Peacekeeping Operations, “procure-
ment. While program managers in the U.N. are not formally re-
quired to follow or accept the conclusions and recommendations of
oversight bodies,” which is quite interesting itself, “Ms. Lute never-
theless reacted swiftly and responsibly and took immediate correc-
tive action where we found corruption, fraud, or violations of inter-
nal rules or procedures of the U.N.”

I mean, that is from an outside investigator, and then there is
another letter? filed with the Committee by Christopher Burnham,
an American citizen who was then at the U.N. as Under Secretary-
General for Management. I happen to know Mr. Burnham. I did
not know he wrote the letter until just now. But he does not offer
these superlatives too often. “Jane Lute was not a good manager,
she was a great manager. Inheriting the single most difficult mis-
sion at the entire U.N., Peacekeeping, she supported my efforts at
good governance and controls and advocated for even stiffer con-
trols within Peacekeeping, such as the creation of an Inspector
General within Peacekeeping.”

I understand the questions that are being raised, but I do think
that these are very significant statements filed on your behalf, and
I appreciate the answers that you have given to my questions.
Thank you. Senator Collins.

Senator COLLINS. Thank you, Mr. Chairman.

Let me continue with this line of questioning because I am trying
to sort out here exactly what your responsibilities were and what
your responses were to some of these reports. Like the Chairman,
I have heard from people whom I respect that you are an extraor-
dinarily good manager, and so I take those testaments very seri-
ously. On the other hand, I am very troubled by the Procurement
Task Force’s findings.

During the 18-month period that the Task Force did its inves-
tigations, it completed 63 investigations. It issued 22 reports. It
identified more than 10 significant fraud and corruption schemes
in cases involving contracts. That is an extraordinary level of fraud
and corruption. It led to convictions in some cases for bribery, wire
fraud, and mail fraud.

1The letter from Mr. Appleton referenced by Chairman Lieberman appears in the Appendix
on page 430.

2The letter from Mr. Burnham referenced by Chairman Lieberman appears in the Appendix
on page 434.
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What troubles me is that this indicates systemic weaknesses if
the percentage is that high and the degree of fraud and corruption
that great. Of these contracts that were reviewed and found to
have significant fraud and corruption, what were your responsibil-
ities for these contracts?

Ms. LUTE. Senator Collins, as I mentioned earlier, my respon-
sibilities were to ensure the support operations in the area of per-
sonnel, finance, logistics, aviation, communications, and IT, that
those operations were mounted and sustained for Peacekeeping op-
erations worldwide. We had the responsibility to raise require-
ments on the ground where the field staff were concerned, and my
staff at headquarters had the responsibility for the technical review
of bids, the technical evaluation of the sufficiency. The negotiation
and award of contracts rested with the Department of Manage-
ment.

Senator COLLINS. Right, but you are establishing the require-
ments, correct? The people who reported directly to you?

Ms. LUTE. Senator, the people who were raising the require-
ments on the ground were mission personnel, and there were some
removed, but certainly those on the support side, particularly early
on, as I mentioned, without going into the complexities of the U.N.
reporting chain, fell under my responsibility.

Senator COLLINS. So when you became aware of the extent of cor-
ruption and fraud, what actions did you take? There were 22 re-
ports, and I could go through them, asking you what you did in re-
sponse to each one, but give me an answer on what actions you
took when the Procurement Task Force found widespread fraud
and corruption that indicated there were systemic weaknesses that
allowed this to occur.

Ms. LUTE. Senator, some of the actions I took directly—in fact,
some of the cases, we referred to the Procurement Task Force.
Without the ability to recall those for you precisely, I do know that
is, in fact, the case. Whenever an allegation was raised, we took
immediate steps, if necessary, to suspend people from the duties
that they were performing to ensure that a full investigation was
conducted and then that appropriate action, management action,
was taken in response to that investigation.

Now, we also addressed——

Senator COLLINS. Those are personnel actions, so that was one
response.

Ms. LuTE. Right, and——

Senator COLLINS. But did you put into the system additional re-
views or safeguards or higher-level approvals to ensure the integ-
rity of the procurement process?

Ms. LUTE. As I mentioned earlier, Senator, we did. I instituted
a Requirements Review Board at a senior level to ensure that sig-
nificant requirements being raised in the field had an additional
layer of evaluation. I instituted the traffic light system that I men-
tioned earlier, particularly at the beginning phase, to deal with
start-ups of operations because they were coming fast and furiously
at the U.N. and it was essential that we have senior-level engage-
ment and oversight. And this was a weekly meeting that I myself
chaired, together with senior personnel on the ground in the field,
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with a common framework of the support issues that were being
engaged, including major procurements.

We worked very closely with the Department of Management on
the issue of personnel. For example, part of our problem, in my
view, was the fact that we were always short of experienced pro-
curement personnel with the expertise necessary for these very
complex commercial transactions. I am very aware of the chal-
lenges that exist in raising requirements accurately, that can be ac-
curately costed, and the importance of being able to present those
requirements to the procurement officials. We instituted a program
to identify, recruit, train, and bring on board procurement people
because while they do exist in the world, those who can function
with an expertise, fluent in English, fluent in other languages, in
remote and difficult parts of the world, are relatively few in num-
ber. So this was part of our structural problem we had to address.

Senator COLLINS. Thank you, Mr. Chairman.

Chairman LIEBERMAN. Thanks again, Senator Collins. Senator
Coburn.

Senator COBURN. Thank you.

Ms. Lute, would you give us copies of the letters you wrote urg-
ing the U.N. to disclose the reports?

Ms. LUTE. Yes, Senator.

Senator COBURN. Thank you. I would also note for the record
that Mr. Appleton never audited Ms. Lute’s performance or her re-
sponse or the outcomes. He only spoke of her verbal commitment
to react.

I would also remind my colleagues on this panel that we voted
97-0 for transparency within the U.N. When it went to conference,
that came out. So the problems that we are having today are not
Ms. Lute’s fault in terms of having knowledge, it is our fault be-
cause we chose to make transparency important to the United Na-
tions, and then when it went to conference, we pulled it out, even
though 97 of us said we should have that transparency. I would
hope that we would not allow that to happen this year on the for-
eign operations appropriation budget.

Ms. Lute, in my pre-hearing questions, I asked you how many
no-bid contracts were issued for Peacekeeping missions you de-
ployed. You did not answer that question, but you offered that you
only participated in one of those, and we have discussed that al-
ready, and that may or may not have been appropriate. I cannot
judge that. Do you know the answer to my original question? How
many no-bid contracts were issued under your authority?

Ms. LUuTE. Under my authority, Dr. Coburn, as I said, I had no
authority to negotiate or award contracts.

Senator COBURN. Well, you issued one, the one to Lockheed.

Ms. LUuTE. I made a recommendation to the authorities that
based on the analysis of our staff at the time, this would be a solu-
tion for a very limited portion of one phase of the complex deploy-
ment to Darfur.

Senator COBURN. In other areas outside of your direct involve-
ment,?how many other recommendations were made for no-bid con-
tracts?

Ms. Lute. Dr. Coburn, I do not have the knowledge to answer
your question.
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Senator COBURN. From the people that worked for you, you do
not know that answer?

Ms. LUTE. I am not aware of any other time at which we rec-
ommended a sole source solution.

Senator COBURN. OK.

Ms. LUTE. I certainly did not.

Senator COBURN. When I asked you about the 2007 report by the
U.N. Office of Internal Oversight Services that found inconsistent
accountability standards applied to personnel you recruited and de-
ployed, you mentioned that you did not have access to these types
of reports on your performance. How can you be an effective man-
ager if you have no access to your own performance data?

Ms. LUTE. Dr. Coburn, in response to the OIOS reports, we wrote
detailed management letters. In many cases, overwhelmingly, we
agreed with the findings of OIOS that we could improve the way
we were doing business. Peacekeeping experienced unprecedented
growth in the 60-year history of Peacekeeping during my time
there. It was our commitment to not only fulfill the responsibilities
that were being given to us by the members of the Security Coun-
cil, of which the United States is a member, but also that we would
improve the way we ran ourselves and account.

Senator COBURN. But you would agree that field procurement
was under your purview?

Ms. LUTE. Again, Dr. Coburn, without going into the intricacies
of the U.N. organization, those personnel on the ground in the var-
ious missions reported to their individual missions.

Senator COBURN. I understand that, and I understand the com-
plexity, but either it was under your purview or it was not. Is that
a yes or a no?

Ms. LUTE. Field procurement was an area of Peacekeeping pro-
curement, was an area that under the general responsibility of sup-
port to Peacekeeping operations——

Senator COBURN. So the answer is yes. Was there at any time
after you became aware of the significant problems in terms of pro-
curement and fraud and kickbacks and everything else that you ac-
tually addressed the Security Council on those issues with the
depth of the problem, made them aware of the depth of the prob-
lem, so that they, in fact, could make changes at that level at the
U.N.?

Ms. LuTE. Dr. Coburn, the Security Council and the General As-
sembly have different sets of responsibilities

Senator COBURN. I understand that. I want you to answer my
question. Was there any time at which you made the members of
the Security Council aware of the depth of the problem and the sig-
nificant complications associated with Peacekeeping procurement?

Ms. LUTE. I am aware many times, Dr. Coburn, when I spoke to
member states of the United Nations in various forums, in various
oversight committees

Senator COBURN. Let me ask it a different way. Was there ever
an opportunity presented to you that you could have made the en-
tire Security Council aware?

Ms. LUTE. Again, Dr. Coburn, as the Security Council, I do not
recall. This is not normally an area of the Security Council’s pur-
view. It is a member—it belongs to the General Assembly under
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the arrangements of the United Nations. But the oversight body is
the Fifth Committee

Senator COBURN. So you never had an opportunity to make them
aware of it?

Ms. LuTE. The members of the Security Council were certainly
aware of the challenges that Peacekeeping faced

Senator COBURN. A different question.

Ms. LUTE [continuing]. And of our

Senator COBURN. Did you ever make them aware of the signifi-
cant difficulties in the Peacekeeping procurement?

Ms. LuTE. I personally made member states of the United Na-
tions

Senator COBURN. No, I am talking——

Ms. LUTE [continuing]. Including members of the Security Coun-
cil

Senator COBURN. Did you at any time in the collective body
where you had an opportunity to make them aware? Of the Secu-
rity Council.

Ms. LUTE. I would have to recall, Dr. Coburn, if the Security
Council ever took up this issue specifically. If they had, I would
have appeared.

Senator COBURN. Let me go on to another area. The 2008 U.N.
audit of your Liberia mission found that you deployed the mission
without adequate safety and health programs, that your personnel
were suffering from a high rate of malaria and dengue fever. When
I asked you about this in the pre-hearing questions, you stated you
were not aware of the details associated with Peacekeeping’s re-
sponse to the report and blamed the high rate of infection due to
personnel you trained and deployed not taking medicines.

The U.N. spends hundreds of millions of dollars annually on ma-
laria prevention programs. Why did you not mobilize this resource
and expertise to protect your own personnel?

Ms. LUTE. Dr. Coburn, the care and safety of Peacekeepers in the
field is the responsibility of all of the leadership of Peacekeeping.
Peacekeepers, when they are deployed, begin in the countries that
they come from. There is rigorous training that a number of coun-
tries put their troops through, including safety and health matters,
as well. That training is reiterated in missions at many opportuni-
ties, and it is an area—the safety, again, and health of the troops
is one for which

Senator COBURN. Were you aware of how your Department re-
sponded to the alarming report that they, in fact, had high rates
of malaria infection?

Ms. LUTE. Earlier, Dr. Coburn, I was aware when these issues
came up in other mission areas, and I was aware of it at an earlier
time when there was concern about malaria in Liberia, and we did
take steps to ensure that training was in place and that appro-
priate medicines and medical procedures were in place, as well.

Senator COBURN. If it were not for this U.N. audit, would you
have been aware of the high infection rates?

Ms. LuTk. If that were the case, Dr. Coburn, yes, we would have
been aware because it deeply impacts the ability of a mission to
perform its assigned tasks.

Senator COBURN. All right. I am out of time.
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Chairman LIEBERMAN. Thanks, Senator Coburn. I think Senator
Collins and I just have one more question each. I do not want to
cut you off, but I cannot stay for too——

Senator COBURN. I do not have many more questions.

Chairman LIEBERMAN. So we will do one more 7-minute round,
but I think I am only going to take one question worth of it.

So just to pull back a bit from the U.N. and even from manage-
ment, I want to ask you this substantive question. What would you
say should be the first one, two, or three policy priorities, homeland
security priorities of the Department as you are considered to be
its Deputy Secretary?

Ms. LuTE. Certainly, Mr. Chairman, as the Secretary has herself
said, the primary focus of the Department is to keep this country
and keep Americans safe from the threat of terrorism from any fu-
ture terrorist attacks. But the Department equally has a big job to
do. It has unique missions in the areas of maritime security, avia-
tion security, border security, as well, and it is mobilizing, as the
Secretary has said to this Committee, to address an immediate re-
sponse on the Southern border. If I were confirmed, I would expect
to work with the Secretary on these priorities, the priorities also
dealing with immigration, and the other challenges that the De-
partment of Homeland Security has been given.

Chairman LIEBERMAN. I want to just pick up from something you
said and draw out on it a bit. It has been a priority of this Com-
mittee to improve the security of non-aviation transportation. We
have done a very good job, I think, at improving aviation transpor-
tation, but we have a ways to go on trains, buses, and, of course,
just following the history of terrorism, Mumbai, the earlier Mumbai
rail attack, London, Madrid, unfortunately, terrorists tend to move
in that direction. Do you have any ideas about that?

Ms. LUTE. I am certainly aware, Mr. Chairman, that concern ex-
ists that this is an area that needs greater focus by the Depart-
ment, and it would be an area, if I am confirmed, where I would
expect to hear from and engage extensively with State and local of-
ficials as well as with the private sector. The critical infrastructure
on the ground in this country in many cases is in private hands,
in municipal hands, and we need to work jointly to ensure that it
has the priority that aviation security has had.

Chairman LIEBERMAN. Good. Thank you. I have no further ques-
tions. Senator Collins.

Senator COLLINS. Thank you, Mr. Chairman. I am going to sub-
mit for the record several questions that I did not get to today, but
I do want to bring up two final points.

First, in June, DHS will implement the Western Hemisphere
Travel Initiative at the land ports of entry, which will require trav-
elers to provide compliant documents for entry into the United
States. I am concerned, however, that the technological infrastruc-
ture that is necessary to process those documents, including pass-
port cards, efficiently will not be in place by June at all of the land
ports of entry, and let me give you an example from my home State
of Maine.

The port of entry in Calais, Maine, is the sixth busiest on the
Northern border. It is under construction, and it will not be com-
pleted until the end of this year. Until the port is completed and
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the new technology is in place, the processing of passengers and ve-
hicles at this port of entry could be backed up and slowed when the
new Western Hemisphere Travel Initiative goes into full effect in
June.

Now, it is clearly important that the Federal Government con-
tinue its efforts to strengthen our border security and to protect the
Nation from terrorist threats, but we have to do so in a way that
does not unnecessarily hinder the travel of legitimate individuals
who regularly cross the border and obviously pose no threat to our
national security.

What will you do to ensure that the Travel Initiative is imple-
mented in a way that takes into account the fact that we have not
done the investments in infrastructure at all of the land ports of
entry?

Ms. LUTE. Senator Collins, I am aware of the concerns regarding
the aging infrastructure. On average, the ports of entry are over 40
years old, and in particular, in the context of fielding the Western
Hemisphere Travel Initiative, the Department has a three-part
strategy, as you know: One, to get the documents ready; two, to en-
sure that the technology is in place and functioning; and three,
that there is an aggressive outreach program to ensure that people
are aware of what the requirements are, and the Secretary has
said that the Department will continue to be on track for the June
deadline.

And if I am confirmed, I would expect to look at this very closely
to see that we do strike the right balance, as I mentioned earlier,
between the safety and security of our borders, but facilitating and,
indeed, encouraging legitimate trade and travel, and I would hope
to work with you and with other Senators from Northern border
States where ports of entry exist to ensure that this is the case.

Senator COLLINS. Thank you. In response to Senator Lieberman’s
standard questions of all nominees, you indicated your willingness
to respond to requests for information from this Committee. I
would be remiss in my duties as the Ranking Minority Member if
I did not ask that you also treat requests from the Minority in the
same manner as you do from the Chairman, although I think you
will find that almost always our requests will be joint.

Ms. LUTE. You have my commitment.

Senator COLLINS. Thank you. Thank you, Mr. Chairman.

Chairman LIEBERMAN. Thanks again, Senator Collins. Senator
Coburn.

Senator COBURN. First of all, we are going to be allowed ques-
tions for the record?

Chairman LIEBERMAN. We are.

Senator COBURN. I would ask unanimous consent that if we do
that, we do not have a Committee markup of this nomination until
those responses are returned.

Chairman LIEBERMAN. I am going to reserve the right to object.
Here is my problem, my friend. Secretary Napolitano, every time
she sees me, before we get to substantive matters, says, when are
you going to act on the nomination of Jane Holl Lute? I need a
Deputy. So as you know, I think it is the intention of the Com-
mittee to mark up this nomination and other matters next Wednes-
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day. So, frankly, that depends on how many questions you are

going to ask.

4 Senator COBURN. There are not going to be more than maybe a
ozen.

Chairman LIEBERMAN. I suppose there is always the possibility
that the nominee could say she cannot answer the questions, right?

Senator COBURN. That is what we have received so far.

Chairman LIEBERMAN. Well, with that understanding, I am not
going to object. We are going to ask that the questions be filed by
the end of business tomorrow——

Senator COBURN. Without a problem.

Chairman LIEBERMAN [continuing]. So that we can move them
quickly and give you some time before the markup on Wednesday.

Senator COLLINS. Mr. Chairman, in view of the conversation you
have just had, I would suggest that the questions be provided by
the end of today because if we are going to be fair to the nomi-
nee——

Senator COBURN. Absolutely. We will do our best to do that.

Chairman LIEBERMAN. Excellent. We will do that.

Senator COBURN. Ms. Lute, you were responsible for the U.N.s
response to the sexual abuse and exploitation of refugees by the
personnel that were deployed by your Department to the field. The
most recent assessment of how you responded comes from Human
Rights Watch, which reports there was a lack of speed of investiga-
tions, a lack of transparency and follow-through, and a lack of
breadth of the investigations. My staff also spoke individually to
independent workers and observers on the ground of several mis-
sions where abuse took place, and we are told there are dozens of
children victimized by Peacekeeping personnel that 4 years later—
4 years later—still have not received U.N. assistance or had their
basic victims’ rights protected.

Why do we have no record of the number of victims you assisted,
the type of care you provided, or the number of U.N. personnel that
have been successfully prosecuted?

Ms. LUTE. Dr. Coburn, I was in charge, as you outlined, with the
U.N.’s effort to fix what is an inexcusable and terrible problem. I
began that effort and dealt with it structurally and comprehen-
sively to put in place a program of prevention in terms of clarifying
what the standards were, undertaking to make those standards ap-
plicable to all personnel, training, awareness, of putting in place in
every mission a conduct and discipline team that never existed be-
fore to ensure that steady progress and improvement would be
made in this area.

In the area of enforcement, we undertook expeditiously to work
with OIOS so that when issues were raised, they were addressed
properly.

Senator COBURN. I understand that, but the question I asked you
is why do we not have a record of the number of victims that were
assisted, the type of care that was actually provided? You are talk-
ing about the prevention in the future, which I recognize is part
of your function, as well, and the number of U.N. people who were
prosecuted. Why do we not have that record?

Ms. LUTE. Dr. Coburn, in terms of victims’ assistance and reme-
diation, there is in place as a result of one of the working groups
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on the task force that I chaired a comprehensive victims’ assistance
policy that was approved by the General Assembly about a year
ago.

Senator COBURN. Yes, let us go to that. In response to my pre-
hearing questions, you stated that in 2007, you convened a high-
level meeting that issued a statement of commitment with stand-
ards of behavior. Why did it take 2 years to implement standards
of behavior against abusing refugees under the U.N.’s care? Why
did it take 2 years?

Ms. LUTE. Dr. Coburn, let me share your frustration. Let me
share a lack of understanding why things like this take as long as
they do. No one can be satisfied that it took us as long as it did
to put in place programs to address victims’ concerns. But a pro-
gram is in place. Programs are also in place—it is not possible now
for someone to deploy to a Peacekeeping mission and not know
what the standards are. It is not possible for a leader in Peace-
keeping to not know that they are personally held accountable to
the Secretary-General for being aware of the conduct and discipline
within their missions. And the organization is also taking steps to
implement the victims’ assistance policy, which was approved by
the General Assembly.

Senator COBURN. The victims’ assistance policy, you were in
charge of that 2-year effort to have them adopt a victims’ support
strategy. That was in 2008. That was 4 years after the scandal
erupted. Is 4 years a long time to develop a victims’ assistance pro-
gram, and what did we do for all the victims that were abused
prior to 2008?

Ms. LuTk. Dr. Coburn, I agree with you that it took a long time,
and no one can be satisfied with how long it has taken to address
these issues in a comprehensive structural way. The policy that we
put in place before the formal victims’ assistance policy was adopt-
ed by the General Assembly was that Peacekeeping missions would
work with U.N. sister agencies, in particular UNICEF, who would
in turn work with nongovernmental organizations on the ground to
provide victims’ assistance. But it was our aim with this victims’
assistance policy to engage missions more directly in that process.

Senator COBURN. One other question. After it became evident to
you that Peacekeeping abuse was a widespread problem in these
operations, why did we not then require countries to prosecute
their troops caught abusing refugees as a condition of working with
the U.N.?

Ms. LUTE. The member states of the United Nations retain the
sovereign rights and authorities over their troops. I think on part
of my behalf this morning, the Committee has a letter from Prince
Zeid, the Jordanian Ambassador to the United States,! who was in
charge of a comprehensive review of this challenge as directed by
the Secretary-General in 2004. He indicated that the member
states do have to take responsibility and follow up on these actions.

We did institute a policy in Peacekeeping where we reduced the
amount of time in following up on member states on the actions
that were taken when soldiers were found to have engaged in this
inexcusable behavior. We reduced the amount of time and we insti-

1The letter from Prince Zeid referenced by Ms. Lute appears in the Appendix on page 444.
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tuted a more thorough process of following up with the member
states, but the authority rests with them.

Senator COBURN. You would agree that there was nothing that
required you to take troops from countries that had legalized
pedophilia?

Ms. LUTE. Dr. Coburn, I was very associated with the message
in the United Nations that if soldiers were not prepared to uphold
the standards of the United Nations, then the United Nations
should be prepared to do without their services.

Senator COBURN. Thank you.

Mr. Chairman, I will submit the rest of my questions for the
record. I would just ask the nominee, first of all, you have been
very cooperative. Thank you. You had a tough job there, I do not
doubt that at all. But I would hope that you will answer the ques-
tions that I submit rather than defer not to answering them. I
think it will speak much to your character if you do so. Thank you.

Chairman LIEBERMAN. Thanks, Senator Coburn.

Incidentally, when I said that you might not answer all the ques-
tions in time, I meant if it required more time to get documents
from elsewhere to submit back to us prior to the markup next
Wednesday. I know you will answer all the questions of Senator
Coburn and other Members to the best of your ability.

Ms. LUTE. Yes, Mr. Chairman.

Chairman LIEBERMAN. I do want to say, Senator Coburn has
asked some very tough but important questions, and my own con-
clusion about these, based on the documents, the work of our staff,
the documents before the Committee, our overall record, is that the
problems here were in the U.N., and that actually by the testimony
of the two people whose letters I quoted earlier, including the out-
side investigator, and the letter from His Royal Highness Prince
Zeid, who was then Jordan’s Ambassador to the U.N. and was
charged by Kofi Annan to investigate these cases of sexual abuse
and exploitation by U.N. Peacekeepers, you rose up as unusual in
trying to take on those problems.

And I will just quote briefly from Prince Zeid’s statement. “From
the very minute I began to work on this,” which was an assignment
Kofi Annan had given him, “Assistant Secretary-General Lute was
fiercely committed to ridding the U.N. of this dreadful phe-
nomenon,” the sexual exploitation, “and when most of her col-
leagues (in and out of the U.N. Secretariat) were largely dismissive
of the allegations against Peacekeepers, she would have none of it.
Instead, she fought with equal determination to unwrap these dis-
turbing practices. It is worth noting in this context that in earlier
years, an allegation against a U.N. Peacekeeper would predictably
be concealed from public view by a very embarrassed United Na-
tions. Ms. Lute sought to change all that.”

So I think Senator Coburn is really focusing on some real prob-
lems that ought to concern us in regard to the U.N., to which we
give a substantial amount of money every year, but I think ulti-
mately, you stood up in the midst of all that against all that, and
so that is why I am so comfortable in supporting you.

I want to thank you for appearing before the Committee today.

Without objection, I am going to amend this from what we nor-
mally say. The record will be kept open until the end of business
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today for the submission of any written questions. Tomorrow at the
end of business will be the deadline for any additional statements
for the record from yourself or anybody on the Committee. And
then we will look forward to going to markup on your nomination
along with a lot of other business we have next Wednesday.

I thank you very much.

Ms. LUTE. Thank you, Mr. Chairman.

Chairman LIEBERMAN. I wish you the best.

The hearing is adjourned.

[Whereupon, at 12 p.m., the Committee was adjourned.]
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Before the
United States Senate Committee
on Homeland Security and Governmental Affairs

March 26, 2009

10:00 a.m.
342 Dirksen Senate Office Building

(39)
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Jane Holl Lute — Opening Statement as Prepared for the Record

Mr. Chairman, Ranking Member Collins, Members of the Committee, I am deeply
honored by the President’s nomination and the opportunity to appear before you today.

I am joined this morning by my husband, General Douglas Lute — who many of you
know and know that he has served proudly as an American soldier, and has been most
recently serving at the White House under both President Bush and now President
Obama.

Neither my husband nor I are politicians. We are public servants. Both of us were called
to serve our country some time ago as soldiers in the United States Army. That call to
service brought me to Berlin at the height of the Cold War; to the Middle East for
Operation Desert Storm; to the National Security Council staffs under President George
H.W. Bush and President William Jefferson Clinton; to United Nations Peacekeeping —
where I ran support operations for the second largest deployed military force in the
world.

That call to service has also brought me here, today, before you. I am deeply honored by
President Obama’s nomination — and Secretary Napolitano’s confidence - and, if
confirmed, will continue this tradition of service.

Sitting here, I am struck by the sheer array and enormity of the challenges that confront
the Department of Homeland Security. But I am also deeply impressed by the men and
women who have made the work of securing the American homeland their calling. 1am
also struck by the collective knowledge, experience, and wisdom in this room. Few
understand the challenges facing the Department of Homeland Security better than you,
the Members of this Committee, and few understand the challenges of protecting and
preparing the American people better than the first-responders, the firefighters, the police
officers, the sheriffs, those in the emergency medical services, the emergency managers,
the state, local, and tribal governments across this great Nation. In the process of
preparing for this Hearing, I have reached out to many of these groups and sought their
guidance, their input, their direction.

The Department of Homeland Security must enhance its relationship with state and local
stakeholders. Secretary Napolitano is deeply committed to that objective and, if
confirmed, 1 will work with her to ensure that that these relationships are built, protected,
and improved.

1 have spent my entire adult life working on the issues at the heart of the Department of
Homeland Security’s mission—protection, prevention, preparedness, response, recovery,
and resilience.

I have managed these challenges in places and in situations where successful operations,
livelihoods, and sometimes lives have depended upon the exercise of sound leadership,
strong management, and level-headedness.
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Jane Holl Lute — Opening Statement as Prepared for the Record

T have experienced the challenges of managing multi-billion dollar budgets, and
supporting operations in some of the most austere, remote, and difficult environments in
the world.

As part of that experience, I have spent a great deal of time working in, on, and around
international borders, conflicted borders, disputed borders, and borders where a balance
has to be struck between maintaining safety and security while permitting and even
encouraging legitimate trade and travel. 1 believe that my international perspective will
compliment the Secretary’s own deep engagement with issues on the southwest border of
the United States in leading the Department of Homeland Security’s discharge of this
central aspect of its mission.

I know what it is like to be responsible for preparing for and responding to emergencies
when the need to gain accurate information, mobilize critical resources, and manage the
coordination of those resources under the pressure of crisis is real.

T know what it is like to be the officer in charge of support to hundreds of thousands of
people in far-flung operations from diverse institutional backgrounds, each with legacies,
traditions, cultures and languages.

1 know the imperative of creating an integrated, coherent culture, while respecting the
individuality and uniqueness of the parts.

I know what it is like to tackle the problems of interoperability—both from the
perspective of a shivering soldier in Berlin splicing wire at 3 a.m. wondering if I could fix
the problem before the Brigade Commander even knew there was one; to my work as the
Assistant Secretary-General of the United Nations responsible for supporting
Peacekeepers who came to the UN from hundreds of countries, each with their own
cultural traditions, training, languages, and, yes, different radios.

While a new Administration brings change—some things will not change. The
Department of Homeland Security must remain fully committed to its mission of keeping
America and Americans safe, and we must do that while protecting the highest values
and principles that define this great country.,

The Department must be responsible and responsive, proactive and engaged, robust and
efficient. It must keep us prepared for the majestic force and might of Mother Nature and
it must protect us from the cruelty of those who target civilians.

If confirmed, I will continue that path, searching, fighting, seeking, and creating new,
better, more meaningful ways to keep our country safe, to keep our population prepared
and protected, and to keep our borders secure. America is at its best when Americans
stand proud and confident. America is at its best when we are able to secure both our
borders and our historical values; when we confront the worst, with power that rests on
the deep values and proud traditions that built this great Nation
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Jane Holl Lute — Opening Statement as Prepared for the Record

In conclusion, let me underscore how deeply honored I am by the President’s nomination
and how deeply honored I am to appear before you, this distinguished Committee.

If confirmed, I know that this conversation will be just the beginning of our dialogue. |
know I will need your insight, your guidance, and your steady hand as we make our way
through the rapids that our country will inevitably face in the coming months and years.

1 am no politician, but I am here to present myself for service. A call my family and [
have taken, and continue to take, very seriously.
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BIOGRAPHICAL AND FINANCIAL INFORMATION REQUESTED OF NOMINEES
A, BIOGRAPHICAL INFORMATION
1. Name: (Include any former names used.)
Jane Holl Lute (Jane Holl Poster) (Jane Ellen Holl)
2. Position to which nominated:

Deputy Secretary, Department of Homeland Security

3. Date of nomination:
4. Address: (List current place of residence and office addresses.)
Home:

1 Dag Hammarskjold Plaza
Room 1890
New York, New York 10017

5. Date and place of birth:

Work: Peacebuilding Support Office
United Nations @ﬁ

01 December 1956, Newark, New Jersey
6. Marital status: (Include maiden name of wife or husband’s name.)
Married. Douglas E. Lute, Lieutenant General, United States Army
7. Names and ages of children:
Amy Kyleen Lute (22), Adéllyn Holl Polomski {21),

8. Education: (List secondary and higher education institutions, dates attended, decree
received and date degree granted)

2000 JD. Georgetown University Law Center (1996 ~ 2000)

1989 Ph.D. Stanford University, Political Science (1985 - 1989)

1988 AM. Stanford University, Political Science (1985 — 1989)

1985 M.S. University of Southern California, Systems Management (1982~ 1984)
1978 B.A. Montclair State College, Speech and Theatre (1974 — 1978)
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9. Employment record: List all jobs held since college, and any relevant or significant jobs
held prior to that time, including the title or description of job, name of employer,
location of work, and dates of employment. (Please use separate attachment, if
necessary.)

2003- Present Assistant Secretary-General
United Nations
I Dag Hammarskjold Plaza
New York, NY 100617

2008 - Present  Assistant Secretary-General, United Nations
Peacebuilding Support, Executive Office of the Secretary-General

2007 - 2008  Assistant Secretary-General and Acting Under Secretary-General, United Nations
Department of Field Support

2003 -2007  Assistant Secretary-General, United Nations
Department of Peacekeeping Operations (DPKO)

2000-2003  Executive Vice President and Chief Operating Officer, United Nations
Foundation and Better World Fund
1800 Massachusetts Avenue NW
Washington, DC 20036

2000 Executive Director, Project on the Role of American Military Power, Association
of the United States Army
2425 Wilson Boulevard
Arlington, VA 22201

1994-1999  Executive Director, Carnegie Commission on Preventing Deadly Conflict
Carnegie Corporation of New York
1779 Massachusetts Avenue NW

Washington, DC 20036
1978-1994  United States Army. Commissioned as Second Licutenant, retired with the rank
of Major
19911994  Director for European Affairs, National Security Council Staff
The White House
1991 Action Officer, Operation Desert Storm

U.S. Army Central Command, Riyadh

1989 - 1991 Tenured Associate Professor, United States Military Academy, West Point
Department of Social Sciences

1978 - 1985  Communications-Electronics Staff Officer/Tactical Signal Officer,/Brigade
Signal Officer (Berlin Brigade); Company Commander, United States Signal
Command, Arlington Hall Station
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10.  Government experience: List any advisory, consultative, honorary or other part-time
service or positions with federal, State, or local governments, other than those listed
above.

Member, Defense Science Board Task Force on Discriminate Use of Force (2003).

11, Business relationships: List all positions currently or formerly held as an officer,
director, trustee, partner, proprietor, agent, representative, or consultant of any
corporation, company, firm, partnership, or other business enterprise, educational or other
institution.

Member Board of Trustees, Norwich University (Elected 2008)

Member, Advisory Council, Education and Training Center, U.S. Institute of Peace (Appointed
2008)

Member, Advisory Board, Center for Preventive Action, Council on Foreign Relations
(Appointed 1994)

Member, and former member of the Board of Directors (2002-2006), Women in International
Security {1994- present)

Member, Board of Advisors for the Project on Attitudes Toward the Transatlantic Community,
sponsored by Carnegie Endowment for International Peace and Security and The Program on
International Policy Attitudes (1996-7)

Member, Board of Directors, Hunt Altemnatives Fund (Elected 1999)

12 Memberships: List all memberships, affiliations, or and offices currently or formerly
held in professional, business, fraternal, scholarly, civic, public, charitable or other
organizations,

Member, Council on Foreign Relations (Elected 1995)

Member, Aspen Strategy Group (Elected 1996)

Member, Committee on International Security Studies, American Academy of Arts and Sciences
(Elected 2000-2007)

Member, National Academy of Engineering Steering Committee on Technology and Peace-
building (2007)

Member, Central Synagogue, New York City (2006-Present)

Member, Project on Force, Order, and Global Governance: U.8., German, and Japan
Perspectives, sponsored by the Brookings Institution, Trier University, and the Japan Center for
International Exchange (1999-2000)

Member, New York Academy of Sciences (Elected 1998)

Member, Virginia State Bar (Admitted 2000)

Member, American Bar Association (1996-Present)

Member, Arlington-Fairfax Jewish Congregation (1992-2000)
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13. Political affiliations and activities;

(a)  Listall offices with a political party which you have held or any public office for
which you have been a candidate,

None

(b}  List all memberships and offices held in and services rendered to any political
party or election committee during the last 10 years,

Registered Democrat 1976-2008
Registered Independent 2008-Present

(¢)  Itemize all political contributions to any individual, campaign organization,
political party, political action committee, or similar entity of $50 or more during
the past 5 years.

Barack Obama for President 2008  $1500.00 (est.)
Jack Reed for Senate 2008 $1000.00
John Kerry for President 2004 $500.00 (est.)

14, Henors and awards: List all scholarships, fellowships, honorary degrees, honorary
society memberships, military medals and any other special recognitions for outstanding
service or achievements.

Ph.D. (honorary degree), Montclair State University (2008)

Ph.D. (honorary degree), Norwich University (2007)

Distinguished Scholar in Residence, Temple University School of Law (2006)
Senior Public Policy Fellow, Woodrow Wilson International Center for Scholars (2000)
Defense Superior Service Medal (1994)

International Affairs Fellow, Council on Foreign Relations (1991-1992)
Fellow, British 21™ Century Trust (1990)

Fellow, U.S. Army Advanced Civil Education (1986-1989)

ROTC George C. Marshall Award (1978)

Distinguished Military Graduate (1978)

Theta Alpha Phi Theatrical Honor Society (1978)

Phi Kappa Phi National Honor Society (1978)

15.  Published writings: Provide the Committee with two copies of any books, articles,
reports, or other published materials which you have written.

“American Purpose: What Role for the United Nations? A Condensed Case Study,” Aspen
Strategy Group (The Aspen Institute: 2008).
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“The Role of Force in Peace-Making,” in Peacemaking in International Conflict: Methods and
Techniques, 2™ Ed., I William Zartman, ed., et al., (Washington, D.C.: United States Institute
of Peace Press, 2007).

“Post-Conflict Iraq and U.S. Grand Strategy in the Middle East: The Role of Multilateral
Institutions,” American Grand Strategy in the Middle East: Facing the Challenge. Report of the
Aspen Strategy Group, Kurt M. Campbell, ed. (Washington, D.C., The Aspen Institute 2003).

“Greater Guns for Greater Goods: The United States and the Use of Force,” Association of the
United States Army (January 2002).

“Principles for Preventing Deadly Conflict,” The World Refugee Survey 2001, U.S. Committee
for Refugees, Washington, D.C., 2001.

“Konfliktpraevention: Strategien zur Verhinderung ethnischer Zwietracht,” 9 Internationale
Politik 41 (September 1999).

David A. Hamburg and Jane E. Holl, “Preventing Deadly Conflict: From Global Housekeeping
to Neighborhood Watch,” in Global Public Goods: International Cooperation in the 21¥
Century, Inge Kaul, Isabelle Grunberg, and Marc Stern, Eds. (New York: UN Development
Programme, 1999).

With David A. Hamburg, “Preventing Deadly Conflict,” Final Report of the Carnegie
Commission on Preventing Deadly Conflict, 1997.

Alexander L. George and Jane E. Holl, “The Warning-Response Problem and Missed
Opportunities in Preventive Diplomacy” (Washington, DC: Carnegie Commission on
Preventing Deadly Conflict, May 1997).

Jane E. Holl, Carnegie Commission on Preventing Deadly Conflict: Second Progress Report,
July 1996

“We the People Here Don’t Want No War: Executive Branch Perspectives on the Use of Force,”
in the United States and the Use of Force in the Post-Cold War (Queenstown, MD: The Aspen
Institute, 1995).

Jane E. Holl, Camegie Commission on Preventing Deadly Conflict: Progress Report, July 1995

“When War Doesn’t Work: Understanding the Relationship Between the Battlefield and the
Bargaining Table,” in Stopping the Killing: How Civil Wars End, Roy Licklider, ed. (New York:
New York University Press, 1992).

“From the Streets of Washington to the Roofs of Saigon: Domestic Politics and the Termination
of the Vietnam War,” (Doctoral dissertation presented in partial completion of Ph.D.
requirements, Stanford University, 1989)
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16.  Speeches:

(a)  Provide the Committee with two copies of any formal speeches you have
delivered during the last 5 years which you have copies of and are on topics
relevant to the position for which you have been nominated. Provide copies of
any testimony to Congress, or to any other legislative or administrative body.

As a matter of practice, I do not speak from prepared text and accordingly cannot
provide text or transcripts to the Committee. I have, however, reviewed internet
and public database searches and have obtained unofficial “transcriptions” of
several speeches I delivered. For the Committee’s convenience, I have included
those transcriptions. If I become aware of any additional transcripts, I will
forward them to the Committee.

(b)  Provide a list of all speeches and testimony you have delivered in the past 10
years, except for those the text of which you are providing to the Committee.
Please provide a short description of the speech or testimony, its date of delivery,
and the audience to whom you delivered it.

Please see the attached list representing a good-faith effort to present the wide
range of speeches [ have made over the last decade. All addresses relate to
international peace and security. Should I locate any older calendars reflecting
additional speeches delivered, I will supplement this list promptly.

17.  Selection:
() Do you know why you were chosen for this nomination by the President?

Tam deeply honored the President has nominated me to serve as Deputy Secretary of the
Department of Homeland Security. While I cannot speak for the President, I have spent my
entire life working on security issues both domestically-—as a proud soldier, and veteran of the
United States Army, and a member of the White House National Security Council staff under
President George H.W. Bush and President William Jefferson Clinton—and internationally, as a
senior executive at the United Nations, responsible for hundreds of thousands of military and
civilian staff in over 30 countries operating in some of the most challenging environments in the
world.

I have devoted my life to service and believe I was nominated for this position with the
expectation that my demonstrated track record as a leader of complex organizations, extensive
management experience, and policy background will allow me to provide effective and
responsive leadership, management, and substantive oversight to the Department as it continues
to evolve and integrate its multiple responsibilities while discharging the critical work of
protecting America and Americans.
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(b)  What do you believe in your background or employment experience affirmatively
qualifies you for this particular appointment?

My professional background includes over thirty years of military and senior executive
experience and leadership, in both national and international policymaking and management. 1
have worked extensively at the highest levels of the United States government and the United
Nations on policy formulation, execution, and oversight. My leadership and management
experience includes intense, sustained and complex operations as well as crisis management in
extremely diverse national and international settings. Illustrations of this experience include:

* Managed, led, and provided strategic direction to United Nations peacekeeping support
operations (including human resources, finance and budget, communications,
information technology, logistics, supply, air operations, and transportation), overseeing
442 staff at United Nations Headquarters and over 15,000 personne! across 32 field-
based missions supporting over 120,000 peacekeepers in the field — representing the
second largest deployed military operation in the world.

» Established and led the United Nations Department of Field Support responsible for
managing and providing critical operational support to all field missions, peacekeeping
operations, and sensitive special political missions in over thirty countries around the
world. Ensured responsible stewardship of all resources, including managing a nearly $8
billion budget.

e Led and directed United Nations activities to meet the ongoing and pressing need o
recruit, retain, and develop over 21,000 civilian field personnel in nearly two dozen
specialties (ranging from logistics to law, political analysts to administrators, medical
technicians to veterinarians, etc).

» Managed multiple and simultaneous deployments and resourcing, as well as liquidation
and transition, of peacekeeping and special political missions across a wide variety of
operational requirements and contingencies on a 24-hour, 7 day-a-week basis. For
example, during the period 2003-2008, T oversaw support operations necessary to rapidly
deploy 20 field based-activities, the termination, transition or downsizing of six
missions, and managed active crises in nearly one dozen more,

» Developed and implemented global strategies to guide peacekeeping missions’ response
to a variety of security and operational contingencies and pandemic crises (including
avian influenza).

o Managed multiple wide-scale emergency evacuations of hundreds of staff in diverse and
challenging environments (e.g. Cote d’Ivoire, eastern Congo, Lebanon, Darfur, etc.).

¢ Managed the field dimension of UN peacekeeping’s system-wide strategies for crisis

response, administrative reform, communication and information technology, and crisis
response.
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Led successful effort to transform staff-management relations (involving nearly two
dozen staff unions) into a constructive collaboration through outreach and engagement to
identify, prioritize, and resolve key issues of staff and management concern.

Led crosscutting liaison, collaboration, and coordination between peacekeeping
operations and humanitarian, development, national, provincial, and local authorities on
the ground, nongovernmental organizations around the world, and inter-governmental
bodies including NATO, the European Union, the African Union and the World Bank.

United States Army

o Immersed in developing threat pictures, vulnerabilities of operations, reducing
those vulnerabilities, and developing/maintaining heightened postures of
readiness and awareness.

o Close interactive liaison with the U.S. Intelligence Community across a range of
highly visible policy formulation challenges, including periods of intense
international crisis (e.g., the end of the Guif War in 1991, the breakup of former
Yugoslavia, etc.)

o Extensive experience with the technical intelligence community, especially
signals intelligence and communications in active operational environments.

o Action Officer, Operation Desert Storm, U.S. Army Central Command, Riyadh.

* Responsible for strategic analysis of, and policy recommendations for, key
decision-making related to ending hostilities and other political-military
and security issues related to the end of the Gulf War.

o Company Commander, Brigade Signal Officer, Tactical Communications
Representative to the Allied Staff Berlin, and various staff positions in Berlin and
at the Pentagon.

B. EMPLOYMENT RELATIONSHIPS

Will you sever all connections with your present employers, business firms, business
associations or business organizations if you are confirmed by the Senate?

Yes.

Do you have any plans, commitments or agreements to pursue outside employment, with
or without compensation, during your service with the government? If so, explain,

No.

Do you have any plans, commitments or agreements after completing government service
to resume employment, affiliation or practice with your previous employer, business
firm, association or organization, or to start employment with any other entity?

No.
10
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Has anybody made a commitment to employ your services in any capacity after you leave
government service?

No.

If confirmed, do you expect to serve out your full term or until the next Presidential
election, whichever is applicable?

Yes.

Have you ever been asked by an employer to leave a job or otherwise left a job on a non-
voluntary basis? If so, please explain.

No.
C. POTENTIAL CONFLICTS OF INTEREST

Describe any business relationship, dealing or financial transaction which you have had

during the last 10 years, whether for yourself, on behalf of a client, or acting as an agent,
that couid in any way constitute or result in a possible conflict of interest in the position

to which you have been nominated.

None. In connection with the nomination process, I have consulted with the Office of
Government Ethics and the Department of Homeland Security's designated agency ethics
official to identify potential conflicts of interest. Any potential conflicts of interest will
be resolved in accordance with the terms of an ethics agreement that I have entered into
with the Department's designated agency ethics official.

Describe any activity during the past 10 years in which you have engaged for the
purpose of directly or indirectly influencing the passage, defeat or modification of any
legislation or affecting the administration or execution of law or public policy, other than
while in a federal government capacity.

I have never been personally engaged in any such activities. It should be noted, however,
that from 2000-2003, 1 served as the Executive Vice President and Chief Operating
Officer, of the United Nations Foundation and Better World Fund. The Better World
Fund is a 501(c)(3) public charity that engages in a wide range of activities, from
educational programs that encourage young people to learn about international affairs to
support for Fulbright scholars and international exchange. The Better World Fund also
educates the public and builds political support for the United Nations. As part of this
effort, and in full compliance with the law, the Better World Fund’s Better World
Campaign engaged in modest and transparent efforts to build Congressional support for
the United Nations and United Nations-causes.

11
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3. Do you agree to have written opinions provided to the Committee by the designated
agency ethics officer of the agency to which you are nominated and by the Office of
Government Ethics concerning potential conflicts of interest or any legal impediments to
your serving in this position?

Yes.
D. LEGAL MATTERS

i. Have you ever been disciplined or cited for a breach of ethics for unprofessional conduct
by, or been the subject of a complaint to any court, administrative agency, professional
association, disciplinary committee, or other professional group? If so, provide details.
No.

2. Have you ever been investigated, arrested, charged or convicted (including pleas of guilty
or nolo contendere) by any federal, State, or other law enforcement authority for violation
of any federal, State, county or municipal law, other than a minor traffic offense? If so,
provide details.

No.

3, Have you or any business of which you are or were an officer, director or owner ever
been involved as a party in interest in any administrative agency proceeding or civil
litigation? If so, provide details.

Not to my knowledge.

4, For responses to question 3, please identify and provide details for any proceedings or
civil litigation that involve actions taken or omitted by you, or alleged to have been taken
or omitted by you, while serving in your official capacity.

None.

5. Please advise the Commitiee of any additional information, favorable or unfavorable,
which you feel should be considered in connection with your nomination.

REDACTED

All information requested under this heading must be provided for yourself, your spouse,
and your dependents. (This information will not be published in the record of the hearing on your

None.

E. FINANCIAL DATA

12
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nomination, but it will be retained in the Committee’s files and will be available for public
inspection.)

AFFIDAVIT

JANE HOLL LUTE being duly sworn, hereby states that he/she has read and signed
the foregoing Statement on Biographical and Financial Information and that the information
provided therein is, to the best of his/her knowledge, current, accurate, and complete.

Subscribed and swom before me this é day of_m_, 2009

*
’thaxy Public i ;

Lydia Stampley
Nzgry Public, District of Columbia
My Commission Expires 8/14/2010

15
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Jane Holl Lute
Speeches, Panels, and Addresses

2008

April 23, 2008 — Committee on Foreign Relations, United States Senate, 110™ Congress
{Washington, DC)
Briefing, “The Continuing Crisis in Darfur.”

April 2, 2008 ~ House Committee on Foreign Affairs, Subcommittee on International
Organization, Human Rights and Oversight (Washington, DC)
Briefing, United Nations Peacekeeping Operations.

March 11-12, 2008 — Stanford University (Palo Alto, CA)
Guest Lecture, United Nations Peacekeeping: Current and Future Challenges (Course:
International Security in a Changing World). Audience: Students and faculty.

May 14-16, 2008 ~ United Nations (Greentree, NY)
Address on Peacekeeping Support, 2008 United Nations Heads of Mission Conference

May 19, 2008 — National Defense University (Washington, DC)
Address, Conference on Peacekeeping. Audience: US Government and UN Officials.

May 23, 2008 — Montclair State University (Montclair, NI}
Address, Commencement. Received honorary degree.

June 15, 2008 - NATO Conference (Rome, Italy)
Address on UN Peacekeeping Challenges, NATO Conference on Expeditionary Operations

July 20 - August 8, 2008 ~ Aspen Strategy Group {Aspen, CO)
Address on the United States and the United Nations, Strategy Group (paper presented).
Audience: United States foreign policy community.

October 1 -3, 2008 — Early Recovery Forum (Copenhagen, Denmark)
Address, Early Recovery Challenges. Audience: International relief, development, government,
and non-governmental community.

October 20, 2008 — Columbia University (New York, NY)
Panelist, “Eight Years After the Brahimi Report,” School of International Public Affairs.
Audience: Students and faculty of Columbia Univeristy.

December 9, 2008 — Council on Foreign Relations (New York, NY)

Panelist, “Preventive Priorities for a New Era,” Center for Preventative Action. Audience; CFR
membership.

Page 1 of 6

09:01 Jun 13,2011 Jkt 050383 PO 00000 Frm 00060 Fmt6601 Sfmt6601 P:\DOCS\50383.TXT SAFFAIRS PsN: PAT

50383.016



VerDate Nov 24 2008

55

2007

January 24-25, 2007 — University of Texas (Austin, TX)
Guest Lecture, “Current Challenges in UN Peacekeeping,” Lyndon Baines Johnson School of
Public Affairs. Audience: Students and faculty.

February 2, 2007—National Defense University (Washington, DC)
Address, “The Legitimate Use of Force by Nations.” Audience: students and faculty.

February 22, 2007 — United States Association for the United Nations (Washington, DC)
Panelist, “The UN’s Peace and Security Agenda: UN Peacekeeping and the Role of the UN
Security Council.” Audience: United States Association for the United Nations membership.

March 8, 2007 — United Nations Information Center, United Nations Foundation, Women’s
Foreign Policy Group, et al. (Washington, DC)
Address, Annual International Women'’s Day Luncheon

April 27, 2007 — Council on Foreign Relations (Washington, DC)
Address, Roundtable on Future of Intervention. Audience: CFR membership.

May 4, 2007 — Seton Hall University (South Orange, New Jersey)
Address, Seton Hall ROTC 2007 Commissioning Ceremony. Audience: ROTC students,
family, and commissionees.

June 21-23, 2007 — Norwich University (Northfield, Vermont)
Address, Commencement, School of Graduate Studies. Received honorary degree.

August 2, 2007 — Intelligence Fellows Program (Queenstown, MD)
Address on peacekeeping operations.

September 14, 2007 - Rockefeller Brothers Fund (Pocantico, NY)
Address, “Responsible United States Global Engagement.” Audience: Foundation presidents.

Qctober, 2007 — United Kingdom Military Senior Officer’s Course (“Pinnacle”) (London, UK)
Address on UN Peacekeeping Operations

October, 2007 ~ NATO and European Union Political and Security Committees (Brussels,
Belgium)

Address on UN Peacekeeping Operations

2006

January 24, 2006 — Global Defense Sector (Washington, DC)
Keynote Address on Challenges in UN Peacekeeping Support, Developing Plans for Future
Operations, Reconstruction and Stabilization Conference
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February 2, 2006 — National Defense University (Washington, DC)
Address on UN Peacekeeping Organization, Industrial College of the Armed Forces

February 6, 2006 — Garrison Forrest School (Baltimore, MD)
Address on UN Peacekeeping Operations. Audience: Faculty and students.

February 6, 2006 — Center for Strategic and International Studies (Washington, DC)
Address, Cost Effectiveness of UN Peacekeeping. Audience: Policy community of Washington,
DC.

March, 2006 — Temple University (Philadelphia, PA)

Keynote Addresses, Distinguished Scholar-in-Residence, Beasly School of Law, “The
Chalienges of Managing Muiticultural Operations: Whose Principles? Whose Values? Whose
Rules?” Audience: Students, faculty and local community.

August 2, 2006 — Intelligence Fellows Program (Washington, DC)
Panelist, Managing Post-Conflict Challenges

September 26, 2006 — Fordham Law School (New York, NY)
Address, National Security and Law Society. Audience: Students.

Qctober, 2006 — The American Assembly’s Next Generation Project: U.S. Global Policy and the
Future of International Institutions (Dallas, TX)
Address on international peace challenges.

October 23, 2006 - Congressional Staff Briefing (Washington, DC)
Address, UN Peacekeeping

October 23, 2006 — Paul H. Nitze School of Advanced International Studies (SAIS), John
Hopkins University (Washington, DC)
Panelist, “UN Peacekeeping in Lebanon”

October 26, 2006 — Seton Hall University (South Orange, NJ)
Panelist, “UN Role in Peace, Security and Human Rights,” John C. Whitehead School of
Diplomacy and International Relations of Seton Hall University

November 28, 2006 — Yale University, The Master’s Tea
Address, “Keeping the Peace in a Complex World: Challenges and Opportunities to UN
Peacekeeping”

December 7, 2006 ~ Hunter College, The City University of New York
Guest Lecture, Course on International Organizations

December 8, 2006 — Aspen Atlantic Group Session (Washington, DC)
Keynote Address, “Structuring a Hybrid Force: The Crisis in Darfur”

Page3 of 6

09:01 Jun 13,2011 Jkt 050383 PO 00000 Frm 00062 Fmt6601 Sfmt6601 P:\DOCS\50383.TXT SAFFAIRS PsN: PAT

50383.018



VerDate Nov 24 2008

57

2005

January 6, 2005 — British Foreign and Commonwealth Office (London, UK)
Panelist, Leadership Conference, “Security, Reconstruction and Development”

February 16, 2005 — Saint Peter's College (Jersey City, NJ)
Address, Guarini Lecture Series, “Overview of UN Peacekeeping Roles and Effectiveness”

March 1, 2005 ~ House Subcommittee on Africa, Global Human Rights, and International
Operations (Washington, DC)
Briefing on United Nations Mission in the Democratic Republic of Congo (MONUC)

March, 2005 — Harvard University (Cambridge, MA)
Address, “Stolen Lives: The Trafficking and Exploitation of Women,” John F. Kennedy Jr.
Forum, Kennedy School of Government

March 8, 2005 — Council on Foreign Relations (Washington, DC)
Panelist, “The Evolving Nature of Humanitarian Assistance”

March 28-29, 2005 — New York University (New York, NY)
Panelist, “Asserting Monopoly Over Legitimate Means of Coercion: Public Safety and Security,”
Center on International Cooperation

May 19-22, 2005 — Aspen Atlantic Group (Vancouver, Canada)
Keynote Address on International Peacekeeping, “What Works, What Doesn’t and Why”

June 17, 2005 — U.S. Army War College (Carlisle Barracks, PA)

Guest Lecture, “Perspective on the Roles, Responsibilities and Contributions of the UN’s
Humanitarian Assistance and Military Directorates in Working in Conjunction With or In
Command of Multinational/Coalition Forces,” Joint Force Land Component Commander’s
Course

July 27, 2005 — Senate Foreign Relations Committee International Operations and Terrorism
Subcommittee (Washington, DC) .
Briefing on sexual exploitation and abuse

October 12, 2005 — National Defense University (Washington, DC)
Address, Commandant’s Lecture Series Program on Reconstruction, Stabilization, and Building
Civil Society

October 12, 2005 ~ National Defense University (Washington, DC)
Panelist, Peace Operations and Capacity Building

October, 12, 2008 — Naval War College (Washington, DC)

Address, Chief Naval Operations Strategic Studies Group XXV, “Current Challenges in Peace
Operations”
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U.S. Senate Committee on Homeland Security and Governmental Affairs
Pre-hearing Questionnaire for the
Nomination of Jane Holl Lute to be
Deputy Secretary of Homeland Security

LI._Nomination Process and Conflicts of Interest

1. Why do you believe the President nominated you to serve as Deputy Secretary of
Homeland Security?

1 am deeply honored the President has nominated me to serve as Deputy Secretary of the
Department of Homeland Security (hereinafier, the “Department” or “DHS"). I have
devoted my adult life to public service and, while I cannot speak for the President, |
believe I was nominated for this position with the expectation that my demonstrated track
record as a leader of complex organizations, extensive management and operational
experience, and policy expertise will allow me to provide effective and responsive
leadership, management, and substantive oversight to the Department and its operations
as it continues to evolve and integrate its multiple responsibilities while discharging the
critical work of protecting America and Americans.

In addition, I have spent my entire adult life working on security issues both domestically
and internationally. Domestically, I served as a proud soldier and veteran of the United
States Army, and a member of the White House National Security Council staff under
President George H.W. Bush and President William Jefferson Clinton. Internationally, I
have served as a senior executive at the United Nations, responsible for hundreds of
thousands of military and civilian staff in over 30 countries operating in some of the most
challenging environments in the world.

2. Were any conditions, expressed or implied, attached to your nomination? If so, please
explain.

No.

3. What specific background and experience affirmatively qualifies you to be Deputy
Secretary of Homeland Security?

My professional experience includes over thirty years of military and senior executive
leadership, in both national and international policymaking, management, and complex
operations. 1 have worked extensively at the highest levels of the United States
government and the United Nations, deeply immersed in policy formulation, execution,
and operational oversight. My leadership and management experience covers intense,
sustained, and complex operations as well as crisis management in extremely diverse
national and international settings. IHlustrations of this experience include:

o Managed, led, and provided strategic direction to United Nations Peacekeeping
support operations (including human resources, finance and budget,
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communications, information technology, logistics, supply, air operations, and
transportation), overseeing 442 staff at United Nations Headquarters and over
15,000 personnel across 32 field-based missions supporting over 120,000
peacekeepers in the field — representing the second largest deployed military
operation in the world.

e Established and led the creation of the United Nations Department of Field Support
responsible for managing and providing critical operational support to all
Peacekeeping operations and sensitive special political missions in over thirty
countries around the world. Ensured responsible stewardship of all resources,
including managing a nearly $8 billion budget.

e Led and directed United Nations activities to meet the ongoing and pressing need to
recruit, retain, and develop over 21,000 civilian fleld personnel in nearly two dozen
specialties (ranging from logisticians to lawyers, political analysts to administrators,
medical technicians to veterinarians, efc.).

o Managed multiple and simultaneous deployments and resourcing, as well as
liquidation and transition, of peacekeeping and special political missions across a
wide variety of operational requirements and contingencies on a 24 hour-a-day, 7
day-a-week basis. For example, during the period 2003-2008, I oversaw support
operations necessary to rapidly deploy or expand nearly 20 field based-activities, the
termination, transition or downsizing of six missions, and managed over a dozen
sudden crises.

o Developed and implemented global strategies to guide Peacekeeping missions’
response fo a variety of security and operational contingencies including pandemic
crises (e.g., avian influenza).

o Managed multiple wide-scale emergency evacuations of hundreds of staff in diverse
and challenging environments (e.g. Cote d’Ivoire, eastern Congo, Lebanon, Chad,
Darfur, etc.).

*  Managed the field dimension of the United Nations system-wide strategies for supply
chain management, financial and administrative reform, communication and
information technology, and crisis response.

o Led successful effort to transform staff-management relations (involving nearly two
dozen separate staff unions) into a constructive collaboration through outreach and
engagement designed to identify, prioritize, and resolve key issues of staff and
management concern.

o Led crosscutting liaison, collaboration, and coordination between Peacekeeping
operations and humanitarian, development, national, provincial, and local
authorities on the ground, nongovernmental organizations around the world, and
inter-governmental bodies including NATO, the European Union, the African Union
and the World Bank.
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o Service in the United States Army

o Extensive experience with technical communications and challenges of
interoperability and operations in field-based environments. Experience with
signals intelligence and reducing communications vulnerability in sensitive
mission areas.

o Close interactive liaison with the Intelligence Community across a range of
highly visible policy formulation challenges, including periods of intense
international crisis (e.g., the end of the Gulf War in 1991, the breakup of former
Yugosiavia, etc.)

o Action Officer, Operation Desert Storm, U.S. Army Central Command, Riyadh.

o Company Commander, Brigade Signal Officer; Tactical Communications
Representative to the Allied Staff Berlin; and various staff positions in Berlin and
at the Pentagon.

4. Have you made any commitments with respect to the policies and principles you will
attempt to implement as Deputy Secretary of Homeland Security? If so, what are they
and to whom have the commitments been made?

No.

5. If confirmed, are there any issues from which you may have to recuse or disqualify
yourself because of a conflict of interest or the appearance of a conflict of interest? If so,
please explain what procedures you will use to carry out such a recusal or
disqualification.

In connection with the nomination process, I have consulted with the Department’s
Designated Agency Ethics Official and the U.S. Office of Government Ethics to identify
potential conflicts of interest. Any potential conflicts of interest will be resolved in
accordance with the terms of the Ethics Agreement, dated February 26, 2009, that I have
entered into with the Department s Designated Agency Ethics Official, a copy of which
has been provided to the Committee.

IL. Role and Responsibilities of Deputy Secretary of Homeland Security

6. The Deputy Secretary of the Department of Homeland Security (“DHS” or “the
Department”) has very liitle statutory authority in the Homeland Security Act; in practice,
much of the Deputy Secretary’s authority is derived from his or her relationship with the
Secretary.

a. What do you believe your role at DHS will be as Deputy Secretary vis-a-vis the role
of the Secretary? On which mission areas or management functions of the
Department do you expect that will you be principally engaged?

If' I am confirmed, Secretary Napolitano expects me to be fully incorporated into all
of the operational and strategic issues that demand the engagement of the
Department’s senior-most leadership. The Secretary intends to draw upon my
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leadership and managerial skills, as well as my experience with international and
military issues, complex operations and crisis management, knowledge of the
Intelligence Community and the interagency process to complement her own
experience as a former border state governor deeply immersed in border and
immigration issues. If confirmed, I will work extremely closely with the Secretary
and other homeland security stakeholders to ensure that priorities are pursued
vigorously and that the Department continues to make strategic progress integrating
and improving its operations, increasing accountability and effectiveness.

b. How do the skills that you would bring to the leadership team of the Department
complement those of Secretary Napolitano?

As the former governor of a border state, Secretary Napolitano is intimately familiar
with border security issues and immigration policy. Further, she served as
Commander of a state national guard and led Arizona’s disaster response efforts. My
background and expertise represents over thirty years of direct experience at the
intersection of national and international security policy, strategy, and operations.
This experience includes leading and managing support to large, expansive field
operations and headquarters bureaucracies under both normal and crisis-response
circumstances. It has also involved many instances where complex mission
achievement required collaborative execution — whether with the governments and
militaries of other nations, nongovernmental organizations, local officials and
community leaders on the ground, or large, international organizations such as
NATO and the African Union.

From understanding the immediacy and practical implications of border control
issues in Europe during the Cold War, to leading global support of United Nations
Peacekeeping in a post-9/11 world — the second-largest military deployment in the
world today — I have developed the skills necessary to take responsibility, lead, and
deliver results in the challenging areas of national policy-making and the
management of complex field operations in remote, austere, and ofien dangerous
situations. In addition, I have direct experience with the Intelligence Community — in
operational, strategic, and policy settings — as well as with the United States military,
other nations’ militaries, the international diplomatic community, and with
governments around the world.

My experience as an officer in the United States Army provided me with a foundation
and training in leadership and has given me direct exposure to, and responsibilities
for, policy-making at the highest levels of this Government. I have worked closely
with a number of United States and international nongovernmental organizations,
universities and think tanks — in both policymaking and operational contexts. My
experience with these essential partners confirms the depth of value they bring to any
endeavor and I would expect, if confirmed, to continue to draw on these communities
Jor their expertise in tackling the complex issues across the homeland security
agenda. In addition, I have significant experience with all aspects of grant-making,
including recognizing high-impact ideas and projects, striking the right balance
among a range of sometimes compelting priorities, encouraging and measuring
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effective delivery on the ground, and ensuring accurate and timely accountability of
resources.

7. A number of the Homeland Security Presidential Directives (HSPDs) issued by President
Bush implement or elaborate on the responsibilities given to the Secretary of Homeland
Security under the Homeland Security Act of 2002.

a. Have you reviewed the existing HSPDs?

Yes, I have reviewed all of the existing Homeland Security Presidential Directives
(HSPDs).

b. What HSPDs, if any, would you recommend be modified or rescinded?

As part of my pre-confirmation process, I have received briefings on the upcoming
Quadrennial Homeland Security Review (QHSR). Iam told that the QHSR will
provide the Department with recommendations regarding the long-term strategy and
priorities for homeland security and guidance on the Department’s programs, assets,
capabilities, budget, policies and authorities. If I am confirmed as Deputy Secretary,
1 will use the outputs of the QHSR and work closely with, Secretary Napolitano and
the Department’s senior executives lo develop and evaluate recommendations, if
needed, to modify existing HSPDs.

¢. What additional topics do you believe it would be useful for HSPDs to address?

Similar to 7(b) (above), if confirmed as Deputy Secretary, I would use the outputs of
the QHSR and work closely with Secretary Napolitano, the Department’s career
senior executives, and colleagues in the Administration to develop and evaluate
recommendations regarding topics that might be addressed via additional Homeland
Security Presidential Directives.

8. Recent news reports have indicated that the Administration is looking into integrating the
activities of the Homeland Security Council into the National Security Council (NSC).

a. Based on your personal experience on the staff of the NSC, and other relevant
experiences, what do you see as the advantages and disadvantages of such a merger?

My personal experience on the NSC staff under President George HW. Bush and
President William Jefferson Clinton has equipped me with the ability to understand
how issues are formulated and developed for presidential decision-making and how
to successfully navigate the interagency process.

Potential benefits of a merger include allowing a single council to view all aspects of
national security holistically, including homeland security issues such as border
management, immigration policy, and emergency response. It also allows a single
council to address together issues such as counterterrorism, WMD, cybersecurity,
and biological threats that have both national security and homeland security
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implications. The drawbacks of merger are that homeland security issues other than
counterterrorism may get deeply subsumed under more traditional national security
issues, such as global engagement, nuclear non-proliferation, regional conflicts, and
global crises. Merger would also require the National Security Advisor to master an
extremely broad array of subjects, and force substantial attention to creating a
manageable span of control across all of the issues in the portfolio.

I am aware of the ongoing review of this issue and, if confirmed, will work hard to
ensure that homeland security issues retain the high priority they deserve and
demand.

b. Do you have concerns that homeland security issues might not receive sufficient
attention within an NSC that is also managing two wars and many other important
national security issues?

Based on my understanding, and as noted above, the White House is conducting a
study of issues related to a potential merger of the Homeland Security Council (HSC)
and the National Security Council (NSC). This study is designed to ensure that all
issues receive appropriate focus.

c. If such a merger does occur, what do you believe is necessary to ensure that
homeland security requirements are given the appropriate attention, and balanced
against national security requirements?

Given the ongoing evaluation of current structures and processes, I believe it is
premature to offer a recommendation regarding the Homeland Security Council, the
National Security Council, or the White House'’s homeland security policy
development process.

9. In many areas, the responsibilities of the Department of Homeland Security intersect with
those of other cabinet departments. The Project on National Security Reform also noted
that although HSPD 5 designates the Secretary as the lead federal official for domestic
incident management, it “bestows no additional authority on the secretary to execute that
mission. Thus DHS may lack the authority to effectively manage the entire federal
interagency process of domestic incident management as laid out in the National
Response Framework.” The Deputy Secretary, as a member of the Deputies Committee
of the Homeland Security Council, must play a critical role in resolving such issues of
interagency coordination.

a. How do you view the role of DHS vis-a-vis other cabinet departments, and what
lessons from your work in the United Nations and the National Security Council can
help you establish or maintain effective working relationships with other
Departments?

The Department of Homeland Security has unique responsibilities as the lead federal
agency for domestic incident management in addition to its unique missions in
maritime, border, and aviation security. The Department is also a major stakeholder
in many other issue areas requiring collaboration with other parts of the federal
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government as well as State, local, and tribal authorities. As a senior leader of the
United Nations, a member of the NSC staff, and as a career officer in the United
States Army, I have been responsible for leading multiple actors with different,
sometimes competing agendas, in pursuit of a common goal, including under the
intense pressure of operations where lives were, at times, at stake. I have experience
both leading and being a member of multi-stakeholder teams. I know firsthand —
whether on day-to-day issues or in crisis situations — the importance of incorporating
the views and inputs of all stakeholders, while at the same time being able to lead,
establish priorities, balance tradeoffs, and take ownership of, and responsibility for,
decisions.

b. Do you believe that any authorities or interagency organizational structures should be
modified to ensure that DHS is able to effectively coordinate interagency operations,
such as catastrophic disaster response?

Once the previously-mentioned review of HSC/NSC issues is complete, and if I am
confirmed as Deputy Secretary, I pledge to work with Secretary Napolitano and the
Administration to ensure DHS is able to execute effectively its responsibilities to
coordinate interagency operations. Iknow that Secretary Napolitano has issued an
action directive seeking a review of the current status of incident management and 1
believe it is premature to offer recommendations or opinions regarding modifications
in authorities or organizational structures.

10.  What priorities do you believe the Department should focus on, if you are confirmed as
Deputy Secretary of Homeland Security? What do you hope to accomplish during your
tenure as Deputy Secretary?

As the Secretary has stated, our priorities should be to prevent terrorist attacks on the
American people, to prepare and plan for emergencies and natural disasters, and to
build strong response and recovery capabilities. At the same time, we must ensure that
we strengthen our economy, secure our borders while continuing to be a welcoming
Nation, and that we protect individual rights. If confirmed, I would expect to focus on
these issues as well as acquisition reform, building strong relationships with state, local,
and tribal partrers, and building a unified DHS that is better able to achieve its mission.

11.  How will your experiences with the U.S. Army, the National Security Council, and the
U.N. Department of Peacekeeping Operations influence your leadership approach at the
DHS?

From my earliest professional years as a young officer in the United States Army, I was
trained to be a leader and to develop a first-hand understanding of how to accomplish
any mission while ensuring the welfare of the people performing that mission. That
training and experience helped me develop the necessary skills to listen effectively and
act decisively. I accept responsibility and believe that it is possible to have accountable,
transparent, and open leadership without sacrificing authority or mission success. I have
learned to take the time to understand what it takes to get something done right the first
time, whether from the perspective of the front-line operator or the highest level decision-
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maker. Itake the responsibility of leadership seriously and personally. If I am
confirmed, I will bring that sense of responsibility to the senior-most leadership of the
Department.

Pursuant to a recently issued Executive Order on the closure of the detention facilities at
Guantanamo Bay, Cuba, the Department of Homeland Security will be involved in the
review of the status of every detainee as well as considering the legal, logistical, and
security issues related to the transfer and prosecution of detainees held there. Based on
your international experience, what do you see as the key issues in this review? What
expertise do you think that the Department can contribute to this review?

As the President’s January 22, 2009, Executive Orders indicate, decisions will involve
careful consideration of national security, foreign policy, and human rights interests. As
part of the interagency process, DHS can bring to bear its expertise in a variety of fields,
including immigration and border security, applicable law, and intelligence assessments.

‘What experience do you have that is in or relevant to emergency management?

As the senior United Nations official responsible for leading support to field-based peace
operations in some of the most austere, remote, and challenging places in the world, I am
intimately familiar with the dynamic of rapidly unfolding crisis and the need to respond
quickly, decisively, and correctly in emergency settings. 1understand the premium that
must be placed on preparedness, training, information sharing, resource mobilization,
and accountability. Specifically, my experience in emergency management includes
managing the support response to massacres of personnel in remote regions, leading
evacuation efforts involving multiple governmenial and nongovernmental actors
(including evacuations in Cote d'Ivoire and Lebanon), supervising peacekeeping support
assistance to complex humanitarian situations (at times involving the displacement and
migration of thousands of persons across multiple national borders), ensuring
headquarters’ support to field based operations’ preparation for and response to natural
disasters (e.g., hurricanes in Haiti), hostage situations, and preparing for and responding
1o unforeseen movements of sensitive persons.

In addition, I have experience assembling rapid-response personnel, communications,
logistics, and procurement teams for immediate deployment in crisis and establishing
capabilities 1o provide surge capacity for mission operations. 1 supervised multiple
deployments to environments as difficult and diverse as Afghanistan, Timor, Nepal,
Sudan, Congo, Haiti, Lebanon (where United Nations ferries were among the first to
successfully evacuate nonessential personnel and family members). Ialso led the
development of strategic innovations to ensure rapid-response logistical capacities,
enabling the United Nations to rapidly establish field mission headquarters and sub-
headguarters offices in emergencies and crisis zones, including rapid-deployment of
communications systems to difficult environments such as Darfur, Liberia, and Sierra
Leone, among others.

What experience do you have working with officials of state, local, and tribal
governments on homeland security? On other issues?
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1 have extensive international experience working with governments and officials at all
levels — from heads-of-state to governors of provinces, from local religious leaders to
tribal chiefs and camp elders. This experience spans all operational environments, from
peace and stability to times of war and crisis, and has run the gamut from safe access to
water to creating business opportunities for local enterprise and working with law
enforcement officials from around the world to ensure public safety. If confirmed, my
experience in working with diverse governmental authorities of all kinds will compliment
Secretary Napolitano's vast experience working with domestic government officials
across a range of issues.

What experience do you have in developing or implementing counterterrorism policy?

Having led and managed support to field operations located in some of the most
dangerous places in the world, including Sudan, the Middle East, Iraq and Afghanistan, I
am deeply familiar with the threat posed by terrorists and the challenges inherent in
protecting against their strike. At the United Nations, I worked closely with senior
colleagues to ensure that appropriate information was shared in timely ways and that
standards were established and adhered to regarding the safety and security of
personnel, facilities, and operations in mission environments. 1 also participated in
extensive policy discussions and deliberations regarding the risks to civilian and military
personnel and in developing strategies to prevent and mitigate those risks. In addition,
while serving on the NSC staff, I was involved in facilitating presidential decision-making
on United States’ relations with a number of countries where terrorists were known to
operate.

HI. Policy Questions

Integration and Management of the Department

16.

The front-line agencies of DHS, including Customs and Border Protection (CBP), the
Coast Guard, the Federal Emergency Management Agency (FEMA), and the
Transportation Security Administration (TSA), face significant operational challenges
every day in operational functions such as logistics, personnel management, and financial
management. The UN. Department of Peacekeeping Operations (DPKO) faces similar
operational challenges in its management and coordination of deployed forces around the
world. What lessons related to the operational responsibilities of the DPKO will inform
your work on operational issues at the Department?

During my tenure with United Nations Peacekeeping, I managed, led, and provided
strategic direction to United Nations Peacekeeping support operations (including human
resources, finance and budget, communications, information technology, logistics,
supply, air operations, and transportation), overseeing 442 staff at United Nations
Headquarters and over 15,000 personnel across 32 field-based missions supporting over
120,000 peacekeepers in the field — representing the second largest deployed military

operation in the world. United Nations Peacekeeping forces are themselves comprised of

troops and police from around the world, each with different cultures, traditions,
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training, and operational doctrines. Additionally, United Nations peace operations are
deployed in nearly three dozen distinct geographical locations around the world and
often operate side-by-side with diverse missions from other nongovernmental and
intergovernmental organizations (including the African Union and European Union).

Leading in this context—as at the Department of Homeland Security—demands that
systems be put in place to establish and maintain a common operating picture understood
by multiple actors from diverse backgrounds and institutional cultures in order to create
a common purpose. At the United Nations, given the diversity of my staff and the
diversity of their experience, I am practiced in creating shared operating pictures and
priorities. The United Nations is a large, complex, and often slow bureaucracy. My
leadership of peace operations has honed my ability to wrestle with the complexities
inherent in coordinating vast, varied, and divergent operational practices and
perspectives into a coherent system that is efficient and effective. If confirmed, I am
confident that this experience will be instrumental to creating a common culture and
sense of shared mission at the Department. At the same time, however, it is important o
show knowledge of, and respect for, the traditions and special contributions each
component brings to the mission. However, there is no substitute for accountable
leadership that can present a clear vision, devise achievable plans, and establish a
coherent managerial grip as the demands on an organization grow and evolve.

17.  One of the daunting challenges that DHS faced at its inception was the integration of
some 22 agencies and almost 200,000 people into a single, new, cohesive Department.
Five years later, DHS has made progress with the integration of its component agencies
and its workforce, but much more must be done. If confirmed as Deputy Secretary, what
specific steps would you take to improve the integration and cohesiveness of the
Department, promote a common culture at DHS, and ensure that component agencies are
working together toward common goals?

If confirmed, working with Secretary Napolitano, we will lead efforts to foster a unified
mission, culture, and purpose at the Department. As a first step, if confirmed, I would
bring together the leadership of the Department’s components to craft strategies for
coming together to create a ‘one DHS’ identity that acknowledges and respects the
individual cultures, legacies, and contributions of each respective component.

18.  The nation faces a wide range of potential threats and events and DHS has finite
resources to address them.

a. What principles will guide your decision making regarding the use of risk-analysis
and risk-based resource allocation to set priorities within the Department?

Risk must be appropriately defined to account for the variation of threats posed.
Consistent with standard risk-based analysis, I would expect the Department to
evaluate the nature of relevant threats across the range of issues under its
responsibilities, the likelihood of these threats being activated, and the consequences
potentially emerging, The best threat analysis, in my view, result from inclusive
processes and careful, deliberate planning.
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b. The threats facing the nation vary from higher consequence/lower probability events
to lower consequence/higher probability events. How will you prioritize within this
range of threats and balance the DHS investment in protecting against and responding
to them? How will you determine if some threats or events require enhanced
emphasis and investment or have already received sufficient focus?

T understand that various threat assessment mechanisms already exist, including the
Homeland Security Threat Assessment, to help the Department assess the nature and
likelihood of potential threats. The challenge will be to understand the levels of
preparedness and capabilities that exist in view of these assessments, and to
encourage efforts to strengthen planning and target investments to fill any critical
gaps that exist.

19.  The Department’s headquarters are currently spread throughout 70 buildings and 40 sites
across the National Capital Region, making communication, coordination, and
cooperation among DHS components a significant challenge. To address this problem,
DHS plans to begin consolidating the majority of these offices at the St. Elizabeths
Hospital Campus in Washington, DC in 2009.

a. Do you believe consolidating the headquarters of the Department is integral to
addressing the integration and management challenges the Department currently
faces?

Yes. The DHS mission is to lead a unified national effort to secure America requires
an integrated approach by and among all of the Department components. It is vital
to address the physical barriers to integration represented in the wide dispersion of
DHS components throughout the National Capital Region and to align Department
Jacilities to support effective mission execution. I understand that it is the view of
many in the Department, and indeed more broadly in the federal government, that the
Department s current scattered footprint adversely impacts efficiency and
effectiveness on a daily basis. Additionally, during times of crisis, these physical
barriers constrain effective communications, operational integration and
management.

b. DHS received $98 million for the headquarters project in the FY09 appropriations bill
and the General Services Administration (GSA) will likely receive $346 million in
the FY09 omnibus appropriations bill. Additionally, the American Recovery and
Reinvestment Act (P.L. 111-5) contains $650 million to expedite the construction of
the Department’s headquarters. Do you commit to utilize this funding to move
forward, in coordination with GSA, with the DHS headquarters project in a timely
manner?

Yes. The Department is extremely grateful for Congress’ support of the St. Elizabeths
Headguarters consolidation project in the FY 2009 appropriation and in the
American Recovery and Reinvestment Act of 2009. If confirmed, [ am committed to
working with General Services Administration (GSA), Congress and the District of
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Columbia Government to build a comprehensive plan that we can successfully
execute. Iwill also work with all stakeholders to identify opportunities to expedite
infrastructure development. With your continued support for the DHS Consolidated
Headguarters at St. Elizabeths and consolidation of all our National Capital Region
Jacilities, DHS will move forward to complete these critical projects as quickly as
possible.

20. Section 2401 of the Implementing Recommendations of the 9/11 Commission Act of
2007 (the 9/11 Commission Recommendations Act) (P.L. 110-53) established the
Quadrennial Homeland Security Review (QHSR), and requires the Department to
complete the first QHSR by no later than December 1, 2009. This review is intended to
help focus the new Administration’s strategic intent with respect to homeland security,
and ensure that strategies are clearly linked to plans, mission requirements, and budgeting
activities.

a. What role do you anticipate that you would play as Deputy Secretary in the QHSR
process?

If I am confirmed, I anticipate playing a significant role in the oversight of the
Quadrennial Homeland Security Review. Iwill provide oversight and guidance to the
Office of Policy as that office manages the overall review effort. Iwill serve as an
advisor to the Secretary on QHSR related issues and decisions, and will represent her
as necessary on QHSR oversight bodies.

b. What specific homeland security issues do you believe require a close and careful
examination in the context of the QHSR?

1 believe the QHSR should focus on three broad areas: (1) achieving greater clarity
on the homeland security missions, thereby ensuring a common sense of purpose
across the distributed and decentralized homeland security enterprise; (2) identifying
the principal strategic outcomes across the homeland security enterprise for these
missions, and (3) ensuring we have the right tools in place to achieve these outcomes,
including processes to assess risk, build capabilities, conduct planning at a national
level, and plan, program, budget, and execute effectively within the Department of
Homeland Security.

21. The DHS Chief Information Officer’s (CIO) annual budget exceeds $5 billion for its IT
programs. A recent DHS Inspector General report highlighted a number of areas of
continuing concern, such as staffing shortages, inconsistent component level IT
budgetary practices, and a lack of management capability to include the new authorities.

a. As Deputy Secretary of DHS, how would you see the role of the DHS CIO?

As the Secretary has emphasized, the Chief Information Officer (CIO) is a key
member of the Secretary's Executive Management Team. The role of the CIO is to
ensure the Department’s information technology systems are effective, efficient, and
not duplicative across the Department. The CIO must work collaboratively with all
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the DHS Components to ensure IT services are transparent and effectively aligned to
and fully support the DHS mission functions. IT solutions for DHS’ missions are
complex. There is a need for increased information sharing, both within and external
to DHS. This need to make information accessible is complicated by the need for
profecting the security of electronic information and the protection of privacy and
civil rights. DHS must be agile and action-oriented, while simultaneously pursuing
the disciplines of IT budgeting, IT governance, enterprise architecture, risk
management, and following sound acquisition practices.

b. How will you ensure that the CIO has sufficient resources to adequately manage the
Department’s IT infrastructure?

If confirmed, I will emphasize the need to align the DHS mission and IT strategic
planning and decision processes so as to ensure that IT service levels are properly
scaled to DHS mission requirements. Iwould also review the IT infrastructure,
application services, and required personnel resources as part of the annual planning
and budgeting process to ensure that the right level of IT services are provided
effectively and efficiently. Through a collaborative relationship between the Chief
Information Officer, the Chief Financial Officer, and the Chief Procurement Officer,
the Department will be able to ensure that its information technology infrastructure is
successfully managed and adequately funded with the right acquisition vehicles in
place to achieve the Department s target enterprise architecture.

22. The Department of Homeland Security either has committed or plans to commit itself to
major information technology investments which total more than a billion dollars,
including U.S. Customs and Immigration Service’s (USCIS) business transformation
project and the department-wide financial information technology consolidation. USCIS
is making efforts to streamline and modernize how it conducts business and interacts with
the public. In past reports, the Government Accountability Office (GAO) has found that
USCIS’s efforts “have been unfocused, conducted in an ad hoc and decentralized manner,
and, in certain instances, duplicative,‘” In 2008, USCIS announced the awarding of the
contract to modernize its case-management system to IBM. This five-year, $500 million
contract is the cornerstone of USCIS’s business transformation project. Additionally, the
Department is in the process of entering into a procurement to conduct its Transformation
and System Consolidation (TASC) initiative, which is intended to migrate and
consolidate the financial systems of all of its components so they are all operating on
common platforms using commercially available software. The Department previously
attempted this same mission through the eMerge2 project, spending about $52 million
before cancelling the project due to a lack of adequate planning and progress.

a. If confirmed, will you make these, and other major information technology
investments, a priority for the Department?

' U.S. Government Accountability Office. “USCIS Transformation: Improvements to Performance, Human Capital,
and Information Technology Management Needed as Modernization Proceeds,” pg. 2 (July 17, 2008).
http://www.gao.gov/new.items/d071013r.pdf
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If I am confirmed, I will support making these and other IT infrastructure
investments, such as cyber security, priority IT investments. If confirmed, 1 will also
work to ensure transparency and effectiveness of all major programs and projects.

b. How will you oversee, this, and all of the Department’s major information technology
investments? What do you see as the Deputy’s role? The components?

If confirmed, I would support the Secretary utilizing the Acquisition Review Process
to ensure acquisitions are carefully scrutinized and approved to proceed throughout
a program’s life. Components will form an essential part of these reviews.

The Department needs to leverage functioning and effective IT systems from one
component to others. This requires collaboration, openness, and requires that the
components regularly report the status of their program execution. While I
understand that it is the components’ responsibility to effectively execute their
programs and projects to meet cost, schedule, and performance criteria, if confirmed,
Iwill require regular reporting to me on progress.

¢. What steps will you take to ensure that requirements for major information
technology investments are set early in the procurement process and that procurement
contracts are fixed price to the maximum extent practicable?

If confirmed, I will support the Secretary by integrating the Department’s
requirements and program planning, budgeting, and acquisition processes so that IT
is proactively planned and budgeted and not left as an afterthought. In my view, this
Jorward looking approach is necessary because most programs, irrespective of their
substantive nature, contain some, often critical elements, of information technology.
Furthermore, if confirmed, I will work to strengthen training of contracting officers.

d. What steps will you take to ensure that these initiatives stay on-time, on-budget, and
achieve the planned objectives.

In order to assure timeliness of performance, cost effectiveness, and accountability,
information technology requirements must be well-defined before projects begin and
any new requirements for existing programs must be closely reviewed, with
established funding clarified, prior to execution. If confirmed, I will work with the
Department s senior leadership to track programs and identify and mitigate potential
issues before they become crises.

23, The DHS Office of International Affairs (OIA) played a role primarily in terms of liaison
and travel support for its first several years of existence. In the last 2-3 years, its staff has
begun to grow, but it still faces significant challenges in its ability to oversee and
coordinate the international activities of the Department. In 2008, the DHS Inspector
General issued a report that was critical of the Department’s management and
coordination of its international personnel and activities, and made numerous
recommendations to address its concerns.
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a. Given your foreign policy experience, what role do you expect that you will play as
Deputy Secretary in relation to OIA and to the international activities of the
Department?

If confirmed, I look forward to drawing upon my international policy, strategy, and
managerial experience to work with the Secretary to devise strategies that
appropriately address the international profile, role, and needs of operations of the
Department of Homeland Security.

b. What do you believe the priorities of the Department should be in its engagement
with foreign governments and international organizations?

The Department must remain focused on constructing partnerships and effective
collaborations with other governments, multilateral organizations, the private sector,
and other stakeholders to enhance our shared security. This will take the form of
collaborative risk assessments, shared protocols 1o mitigate threats, interoperable
systems for response and mutual capacity-building.

¢. Do you believe that the Department has sufficient authority in the area of
international training and technical assistance?

T understand that the Department’s expertise is in significant demand worldwide.
International training and technical assistance is critical to achieving the DHS
mandate to strengthen capabilities to mitigate risks and address threais

24. In 2007, the Bush Administration announced the Merida Initiative, a 3-year, $1.6 billion
foreign assistance package for international counter-drug and judicial-system-building
programs with Mexico and Central American countries. Although the Administration
designated the State Department as the lead federal agency, a majority of program
responsibilities were assigned to DHS and the Department of Justice (DOJ). In fact,
initial program funding allocations show that DHS will be responsible for overseeing the
spending of the greatest amount of money under the initiative. As this Committee
investigated the Merida Initiative’s planning and development, a number of concerns
arose: (1) program experts within DHS and DOJ were being left out of the initial
planning, (2) the State Department had not made provisions to backfill positions of
employees who would be sent to work with officials of the foreign governments, which is
critical in order to avoid taxing DHS’s limited domestic program resources, and (3) there
were no program metrics by which to evaluate the initiative’s success.

a. What will you do as Deputy Secretary to ensure that these concerns are addressed and
that DHS components are not only successful, but also equal partners in the Merida
Initiative?

The Merida Initiative and other tactics to address the drug cartel violence
encroaching upon our southern border offer a strong illustration of the
complimentary leadership experiences that Secretary Napolitano and I, if confirmed,
would bring to DHS. Secretary Napolitano brings firsthand knowledge and
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enforcement experience from the southwest border as the former Governor of Arizona
and United States Attorney. My extensive experience in the military, on the NSC staff,
and with Peacekeeping, conflict-prevention, and conflici-resolution at the United
Nations links domestic, international, and interagency elements that are all essential
to implementing Merida and protecting the United States. If confirmed, I will work
closely with the Secretary on Merida and the violence on the southern border.

If confirmed, I would be committed to working closely with all stakeholders,
including the Department of State, Department of Justice, and appropriate regional
authorities, in order to effectively implement the initiative.

b. Some people have suggested that DHS ought to “own” Merida. Do you agree? Could
you explain what DHS ownership of Merida might entail?

DHS plays a critical role in Merida. Its authorities must match its responsibilities on
the initiative. If I am confirmed, I will work closely with Secretary Napolitano and all
stakeholders to ensure that we remain focused on achieving the objectives of the
Merida Initiative,

¢. Do you believe the Department has sufficient information to make decisions about the
resources it will need to ensure that it is able to fulfiil its role in Merida without
affecting its other operations or programs?

As noted above, 1 believe that DHS equities must be fully represented in the Merida
Initiative, and that ensuring representation of DHS equities will benefit the ultimate
effectiveness of the program. If confirmed, I look forward to working with the
Secretary and other stakeholders to determine the best distribution of responsibilities
in order to ensure successful implementation of the Merida initiative.

25.  President Bush issued Executive Order 13434 on National Security Professional
Development (NSPD) in May 2007, and issued a strategy and implementation plan
pursuant to the Executive Order which establish a roadmap for strengthening the national
security workforce. The Project on National Security Reform and the Commission on the
Prevention of WMD both issued reports in December 2008 highlighting the importance
of building a 21* national security workforce by investing in training and education
programs and by establishing joint duty programs.

a. What is your assessment of past efforts?

It is essential that the U.S. government develop and maintain a cadre of national
security professionals with a global outlook and a wide breadth of experience. The
National Security Professional Development program initiated under the previous
Administration is a start towards this goal. A number of DHS Senior Executive
Service employees have been designated “National Security Professionals” and have
begun participating in the program. [ understand that there is a broadly held view,
however, that much work remains to be done.
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b. What steps will you take to continue to strengthen the national security workforce at
DHS?

If confirmed, 1 will work with the Administration’s National Security Professional
Development Integration Office and the DHS Chief Learning Officer to continue and
expand DHS's involvement in this program.

Federal Emergency Management Agency

26.

In the wake of the failed response to Hurricane Katrina, the Committee conducted a far-
reaching investigation and issued a resulting report entitled, “Hurricane Katrina: A
Nation Still Unprepared.” In its investigation, the Committee found that FEMA was
unprepared — and never had been prepared — for a catastrophic event. In addition to a lack
of basic capabilities and resources at FEMA, the Committee found other key failures by
the Department as a whole and its leadership, such as a failure to timely employ the
substantial resources of the components of DHS, the lack of effective communication
between the then-Secretary of Homeland Security and the then-Director of FEMA, and
the lack of situational awareness, both at FEMA and DHS. The Committee recommended
replacing FEMA with a new, stronger, more robust federal preparedness and response
agency. In September 2006, Congress passed the Post-Katrina Emergency Management
Reform Act of 2006 (“the Post-Katrina Act”) to do just that.

The Post-Katrina Act, which implemented many of the recommendations from the
Committee’s investigation, created a new FEMA — with responsibilities, missions,
capabilities, and resources far exceeding those of FEMA at the time of Hurricane Katrina.
The Post-Katrina Act also requires the President to appoint a qualified individual as
FEMA Administrator, clarifies that the FEMA Administrator shall serve as the
President’s and Homeland Security Secretary’s principal advisor on emergency
management issues, elevates the FEMA Administrator to the level of Deputy Secretary of
the Department, permits the President to elevate the FEMA Administrator to cabinet level
status during disasters, and preserves FEMA as a distinct entity within the Department.

In testimony before the Committee in April 2008, DHS Inspector General (IG) Richard
Skinner concluded that FEMA was better prepared for a catastrophe now than it was in
2005, and found that in the nine areas reviewed by the 1G’s Office, FEMA had made
moderate progress in five areas, modest progress in three areas, and limited progress in
only one area. Indeed, a recent report issued by the IG in February noted that the Post-
Katrina Act corrected many shortcomings at FEMA, and recommended that FEMA
should continue to be strengthened as envisioned by the Post-Katrina Act rather than be
separated from DHS. Additionally, in a report released on December 8, 2008, GAO
similarly found that DHS and FEMA had taken action to implement many of the Post-
Katrina Act’s requirements, but that there was still significant work to be done ina
number of areas.

If confirmed, what will you do to ensure the new, enhanced FEMA, as envisioned by the
Post-Katrina Act, continues to be strengthened?
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The Post-Katrina Emergency Management Reform Act (PKEMRA) and other
Congressional initiatives provide DHS and FEMA with a valuable roadmap and
resources to ensure FEMA's ongoing success. Based on briefings I have received, 1
understand that DHS is making progress improving both FEMA'’s and the nation’s
preparedness. FEMA is the federal agency at the heart of our nation’s ability to prepare
Jor, respond to, and recover from disasters and emergencies. It is thus not only
important but imperative that DHS and FEMA continue to improve upon its collective
performance and its capabilities to prepare for, respond to, and recover from all hazards
events.

1 share Secretary Napolitano’s commitment to strengthening FEMA further, and if
confirmed as Deputy Secretary, I pledge to focus intently on this issue.

27. Inpassing the Post-Katrina Act, Congress decided to strengthen FEMA within the
Department of Homeland Security rather than remove it from the Department. The Post-
Katrina Act recognizes that the kinds of catastrophic disasters for which the nation must
prepare require resources far beyond what FEMA can effectively marshal standing alone,
and the federal preparations for and response to Hurricanes Ike and Gustav earlier this
year suggests that the Post-Katrina Act’s goal of giving FEMA the tools to be able to
effectively coordinate DHS’s substantial assets has been met: in lke and Gustav, the new
FEMA successfully drew on resources from other components of the Department, such as
the U.S. Coast Guard, USCIS, and CBP, to support its response. The coordination in
Hurricanes Ike and Gustav stands in sharp contrast to the response to Hurricane Katrina
in which the Department’s considerable law enforcement and communications assets
went largely unused in the days leading up to and immediately following landfall.

In addition to the expanded resources that DHS contributes to FEMA’s response
capabilities, FEMA is an essential part of DHS. Through its new grants authority and
preparedness activities as well as through its newly strengthened regional offices, FEMA
serves as one of the principal conduits through which the Department interacts with state
and local officials. Most significantly, of course, FEMA houses most of the Department’s
response capabilities, which are integral to the mission of the Department. A recent report
issued by the IG recommended that FEMA should stay within DHS. When President
Obama introduced Secretary Napolitano on December 1, 2008, he noted that she
“understfood] the need for a Department of Homeland Security that has the capacity to
help prevent terrorist attacks and respond to catastrophe be it manmade or natural.”

Can you elaborate on this issue, particularly in light of the fact that some have called for
FEMA to be removed from DHS?

The placement of FEMA within the Executive Branch has generated considerable
discussion, and I recognize the salient arguments on both sides of the issue. At present,
a final position on the issue has not been announced. Of greatest importance to me is
that FEMA is properly resourced and adequately staffed by professionals who can
execute its preparedness, response, and recovery responsibilities in an all-hazards
environment.
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As Secretary Napolitano has said, the collective effectiveness of FEMA and DHS are
more closely tied to focused leadership, clear roles and responsibilities, and synergies
between emergency management and other aspects of homeland security than they are
to organizational charts. If I am confirmed as Deputy Secretary, I will be committed to
working with the Secretary, the Administration, and FEMA's senior executives 1o
ensure such qualities are reflected in FEMA s performance before, during, and after
both natural and man-made disasters.

28. The Committee’s report into the failed response to Hurricane Katrina found that FEMA
lacked the resources needed to accomplish its mission and that resource shortages
contributed to FEMA’s failures in responding to Katrina. For the past two fiscal years,
the Bush Administration asked for increases in FEMA’s budget, but some believe
FEMA’s budget is still not adequate to accomplish its mission. Do you believe there is
a need for additional increases to FEMA’s budget? If so, please identify where such
increases should be made.

If confirmed, 1 expect to be heavily engaged in evaluating FEMA s operational and
fiscal requirements. As noted above, I am committed to a properly resourced,
adequately staffed FEMA. At the same time, it is important to align FEMA''s strategic
objectives with its fiscal requirements. If confirmed, I will work with Secretary
Napolitano and FEMA'’s senior executives to create and maintain such alignment.

29. Although Hurricane Katrina made landfall over three years ago, the recovery and
rebuilding process is far from complete and much work remains to be done.

a. What is your vision of the role of the federal government in the recovery and
rebuilding process in the Gulf Coast and what should the Obama Administration do
to support those recovery and rebuilding efforts?

1 believe recent actions by the Obama Administration, and Secretaries Napolitano
and Donovan in particular, have made clear the federal government's renewed
commitment to supporting the Gulf Coast recovery. By sending two Cabinet
Secretaries to the Gulf Coast, providing transitional rental subsidies for an
additional six-months, extending the Office of the Federal Coordinator for Gulf
Coast Recovery, and committing additional funds for ongoing recovery, the
Administration and DHS have demonstrated their strong support for recovery and
rebuilding efforts. I agree with this support and, if confirmed, will work with the
affected state and local governments, non-governmental organizations, and the
private sector to ensure that the recovery and rebuilding process continues in the
Gulf Coast.

b. In your view, what can be done to improve the ability of FEMA and DHS to
provide more effective assistance with recovery efforts if and when foture
catastrophes occur?

As this Committee knows, disaster recovery is a continually improving process.
FEMA and DHS play an important role in coordinating Federal departments and
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agencies in support of State and local governments. Based on the briefings I have
received, I understand that FEMA has developed a concept paper addressing future
improvements to the disaster recovery process. Along those lines, FEMA and the
state government will jointly establish the Unified Public Assistance Project
Decision Team to make the final necessary decisions for approving project scopes
of eligible work and costs of disputed projects. FEMA and the State will also
establish a Joint FEMA/State Expediting Team to work through version request
packages received from local public assistance applicants. This team will consist of
technical and policy experts from FEMA and Louisiana’s Governors Office of
Homeland Security and Emergency Preparedness.

If confirmed, 1 look forward to reviewing the work that FEMA has done in this area,
and to working with my colleagues in the Administration and at DHS, as well as the
Department’s state, local, tribal, and non-governmental, partners to explore how
best to enhance future disaster recovery activities.

30. Providing long-term disaster housing for victims of Hurricanes Katrina and Rita has
been difficult. What thoughts do you have on how the federal government should
provide long-term disaster housing to disaster victims? What do you believe the role of
the Department of Housing and Urban Development should be in providing long-term
housing to disaster victims?

As the Secretary reaffirmed in her recent trip to the Gulf Coast, DHS’s commitment to
the Gulf Coast remains unwavering. There are a number of federal departments and
agencies, including the Department of Housing and Urban Development (HUD), that
have authorities to support disaster-housing efforts when the recovery is beyond the
resources of local and state governments. HUD is the federal expert on providing
permanent housing assistance for low-income families and thus is uniquely positioned
to assist those affected by a disaster. HUD is a partner with DHS/FEMA in meeting the
housing needs of disaster victims. HUD is also a partner to FEMA in the development
of the recent National Disaster Housing Strategy. If confirmed, I will work with the
Secretary, the FEMA Administrator, the Secretary of Housing and Urban Development,
and state, local, and tribal stakeholders to determine the right roles for DHS and HUD
in providing long-term housing to disaster victims.

31. In the wake of Hurricane Katrina, the Committee found that in FEMA’s rush to meet
the needs of thousands of victims, FEMA often failed to implement or follow basic
measures to prevent fraud, waste and abuse. To fix these failures, Congress included
several measures in the Post-Katrina Act to control waste, fraud, and abuse, which
FEMA is implementing. How will you ensure that FEMA is able to lean forward and
meet the needs of victims overwhelmed by disasters while also maintaining appropriate
controls to prevent fraud, waste and abuse of taxpayer dollars?

As your question acknowledges, FEMA s traditional system of controls for waste, fraud
and abuse was not up to the challenge of disasters on the magnitude of Hurricanes
Katrina and Rita. The rush to meet the needs of disaster victims will always be present
in any disaster, especially those the size of Hurricanes Katrina and Rita, and FEMA
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must anticipate this in designing its systems. As has been described to me by FEMA
leadership, FEMA identified many shortcomings in its system of controls as a result of
those disasters, and FEMA has already begun evaluating and strengthening controls
pertaining to identity, residence type, and cross-disaster applicant checking. I
understand that more work needs to be done, and if confirmed, I will work with the
Secretary and the FEMA Administrator to continue strengthening FEMA’s disaster
assistance processes and systems to protect against fraud, waste, and abuse while
providing the level of service disaster victims should be able to expect.

Planning

32.

This Committee has repeatedly identified interagency planning for catastrophic
incidents — including, for example, a nuclear or bioterrorism event — as a critical gap in
preparedness. The U.S. cannot afford additional delay in this planning. In Annex I to
HSPD 8 the previous Administration established “a standard and comprehensive
approach to national planning,” and in so doing required DHS to lead the federal effort
to develop strategic and concept plans in support of the National Planning Scenarios,
which will serve as the basis for operations and tactical plans specific to each Federal
agency with homeland security responsibilities. The Office of Operations Coordination
at DHS has been leading interagency planning efforts at the strategic level for the
National Planning Scenarios thus far, and in accordance with HSPD 8 Annex I,
developed the Integrated Planning System (IPS) as a common process for the

plans. However, the IPS was not approved by the agencies and signed by the President
until January 14, 2008 — almost one year beyond the deadline set by HSPD 8 Annex 1,
and as a result, there are not yet a complete set of plans for any of the 15 scenarios.

a. If confirmed as Deputy Secretary, what will you do to ensure that comprehensive
interagency plans are developed and implemented with the necessary urgency?

Planning is essential to preparedness and effective coordination during an incident.
If confirmed, I will work with the leadership of the Office of Operations
Coordination and Planning (OPS), as well as the FEMA Administrator, to
determine what barriers exist to efficient and effective completion of interagency
plans. I'will also work with OPS and FEMA to make sure that the Department’s
planning efforts are part of an effective overall preparedness system.

b. Does DHS have the necessary authority and resources to hold other departments
and agencies to strict timetables, and to achieve the necessary level of cooperation
in assembling comprehensive plans for the 15 scenarios? Are any additional
authorities or resources required to enable DHS to achieve the necessary level of
cooperation by other Federal agencies?

Homeland Security Presidential Directive 8 gives the Secretary the authority to
lead national preparedness activities, and Annex I to that directive gives the
Secretary the authority to lead national planning efforts. Leadership of federal
departments and agencies with a role in homeland security approved the charter of
the Incident Management Planning Team, which has responsibility for developing
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Strategic Guidance Statements and Strategic Plans under the Integrated Planning
System. If confirmed, I will work with the Secretary and the leadership of OPS and
FEMA to determine whether additional authorities or resources are required to
ensure interagency cooperation with homeland security planning activities. If
confirmed, I will also work to ensure that federal departments and agencies commit
sufficient resources both to plan and to meet their obligations under interagency
plans.

¢. What do you believe is the most effective and efficient means of resolving policy
disputes that arise in the planning process so that comprehensive plans may be
developed without unnecessary delay?

The Domestic Readiness Group, an interagency policy committee administered by
the Homeland Security Council and chartered by federal departments and agencies
with a role in homeland security, currently serves as the venue for resolving policy
disputes that arise in the planning process. If confirmed, I will ensure that DHS
utilizes this interagency forum in the most efficient and effective manner to resolve
policy disputes that arise in the planning process in an expeditious manner. [ will
also ensure that regardless of the White House’s ultimate organizational structure
for counterterrorism and homeland security, DHS will have an interagency forum
Jor resolving policy disputes arising out of the planning process.

33. Preparation for man-made and natural disasters — and in particular, catastrophic
disasters — requires planning at the federal, state, and local levels, and further requires
coordination and alignment among those plans. However, DHS’s 2006 Nationwide
Plan Review, which surveyed state and local plans for responding to catastrophic
incidents, found substantial deficiencies in state and local planning, concluding that
“the current status of plans and planning gives grounds for significant national
concern.” FEMA, together with the Department of Defense (DoD), has initiated a pilot
project in five states, which would provide planning support to states and assist in
linking federal and state incident management plans.

a. What will you do to provide education, training, and other support to states and
urban areas to enable them to address these inadequacies with the necessary
urgency, and to ensure coordination among federal, state, and local plans? What
will you do to assess the efficacy of the FEMA pilot project and to ensure that all
states are equipped with the necessary contingency plans?

The National Preparedness Guidelines recognize state and local planning
capability as a cornerstone of preparedness. From what I have learned, the Task
Force for Emergency Readiness (TFER) pilot project is one of several efforts DHS
is evaluating to assist states and urban areas to enhance their planning capabilities.
If confirmed as Deputy Secretary, I will continue efforts to evaluate projects such as
TFER that are aimed at increasing state and local planning capability. 1 will also
work with the Secretary and the FEMA Administrator to ensure that states and
local governments have the tools they need to conduct effective planning.
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b. Because the federal response to a catastrophic disaster, though potentially
substantial, will in most cases be provided in support of state and local
governments, it is critical that state and local plans be considered in federal
planning efforts. The Integrated Planning System (IPS) states that “State, local, and
Tribal governments are encouraged to comply with IPS by using the
Comprehensive Planning Guide (CPG) 101.”

i. How will DHS ensure that plans developed under two different frameworks —
IPS at the federal level, and CPG at the state and local level - are synchronized,
and can be implemented seamlessly in response to an incident?

As I have learned, the Integrated Planning System (IPS) is designed to provide
a uniform federal planning process to address key significant scenarios that
could be catastrophic in nature, and CPG 101 is designed to provide state and
local governments with the planning tools they need to address the hazards they
Jface. While no single planning process is likely to serve all levels of
government with the varied levels of resources, capabilities and risks they all
face, there is always a challenge inherent in synchronizing plans developed
under different planning systems. If confirmed, I will work with the Secretary
and the FEMA Administrator to ensure that plans developed under both IPS
and CPG 101 are synchronized and harmonized, and will result in effective
incident management operations.

ii. How will state and local plans be incorporated into federal strategic, concept,
and operations plans for the National Planning Scenarios?

It is DHS'’s responsibility to ensure that federal strategic, concept, and
operations plans synchronize with state and local plans. FEMA’s regional
offices, working closely with the other components of DHS and other federal
departments and agencies with a role in homeland security, play a key role in
coordinating federal planning with state, local, and tribal planning.

34. Inthe event of a catastrophic incident, DoD will play a critical role in supporting the
national response. However, this past year, the Commission on the National Guard and
Reserves criticized DHS for failing to inform DoD of which capabilities it will be
expected to provide in response to catastrophic incidents, such as the National Planning
Scenarios. It recommended that DHS “generate civil support requirements, which the
Department of Defense will be responsible for validating as appropriate,” and that DoD
then use these requirements as a basis for its programming and budgeting. DoD has
recently established a force of over 4500 troops to be dedicated for chemical,
biological, radiological, nuclear, and high-yield explosives (CBRNE) consequence
management, together with existing units in the National Guard, but a catastrophic
incident would likely require many more transportation, logistics, medical, and search
and rescue capabilities. Yet HSPD 5 permits the Secretary of Defense to determine that
maintaining military readiness is a higher priority than the immediate needs of a
domestic catastrophe. This language has led to uncertainty over the lines of authority in
a response, and has impeded effective interagency planning.
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a. What do you believe is the appropriate relationship between DHS and DoD with
regards to planning for and executing incident management operations in the
homeland, and as Deputy Secretary of Homeland Security, what would you do to
ensure clear lines of authority in response to a catastrophic incident?

Homeland Security Presidential Directive 5 gives the Secretary of Homeland
Security lead responsibility for domestic incident management, and Homeland
Security Presidential Directive 8 and its Annex I give the Secretary lead
responsibility for national preparedness and planning, respectively. As such, [
believe the current relationship between DHS and DoD, in which DoD provides
civil support to DHS and federal civilian departments and agencies in the event of
domestic incident management activities, is appropriate. DoD has assigned a
Defense Coordinating Officer to each FEMA region and has exercised establishing
Joint Task Forces in support of federal civilian incident management activities. If
confirmed as Deputy Secretary, I will work with the Secretary, the Director of
Operations Coordination and Planning, and the FEMA Administrator to ensure
that the relationship between DHS and DoD is calibrated to provide the optimal
assistance to states and local governments and the American people.

b. What actions will you take to assess and convey requirements for civil support
capabilities to the DoD, both within the National Guard and the Active Duty forces?

Current DHS planning and preparedness activities are meant to help define needed
capabilities for domestic incident management. The Quadrennial Homeland
Security Review will examine how DHS identifies, defines, and assesses needed
homeland security capabilities. Through defining needed homeland security
capabilities and assessing current capabilities, DHS can identify shortfalls and
convey requirements to DoD for civil support capabilities. If confirmed, I will work
to ensure that integrated planning as well as exercises and analysis inform the
identification and validation of civil support requirements, and enhance the ability
of DHS and DoD to execute coordinated disaster response efforts.

¢. What do you believe is the most appropriate process for ensuring that these
requirements are transformed into actual capabilities that can be delivered in a
response?

Turning requirements into capabilities requires investment as well as planning,
training, equipping, and exercising. As Deputy Secretary, I will work with the
Secretary, the FEMA Administrator, and our colleagues at DoD to optimize the
process for turning civil support requirements into capabilities. Collaboration
between DHS and DoD in their respective quadrennial reviews will also help
ensure that civil support capabilities are given the appropriate level of priority by
both Departments.

Homeland Security Grants
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35. State and local first responders are on the front lines of our national effort to prevent,
protect against, prepare for, respond to, and recover from acts of terrorism and natural
disasters. For this reason, Congress has restored some or all of the funding that the
Bush Administration proposed be cut from the budget for DHS’s state and local
homeland security grants each of the last five years. Do you believe that federal
homeland security funding for states and localities should be kept the same, increased,
or decreased?

1 am keenly aware of the relationship between predictable federal funding and state
and local governments’ abilities 1o build and sustain first responder capabilities. In
order to provide such predictable funding, 1 believe it is important to identify the
desired capabilities, the support required to build and sustain such capabilities, and to
determine the cost-sharing portions that should borne by the federal government,
states, and local governments, respectively. If confirmed, I will work with the Secretary
to review preparedness grant funding to-date, support efforts to establish the levels of
support necessary to sustain necessary capabilities, and work with Congress to ensure
that we appropriately allocate resources appropriated lo the maximum effect.

36. The FIRE Act is due to be reauthorized in 2009. FIRE Act grants are a vitally important
resource for thousands of fire departments across the nation. Last year, the
Administration attempted to cut this program by hundreds of millions of dollars. The
funding that was proposed to be cut was later restored by Congress. Will you advocate
for maintaining sufficient funding for this grant program?

Our nation’s firefighters are critical in responding to emergencies and disasters of all
kinds. According to information I have received from FEMA, the Assistance to
Firefighters Grant Program, funded under the FIRE Act, has provided more than 85.5
billion to-date in grants to support equipment, training, planning, prevention, and
health and safety needs. Ijoin Secretary Napolitano in supporting the program and, if
confirmed, will work with the Administration and the Congress to continue the
program’s important work.

37. The RAND Corporation noted in a 2004 report, “When Terrorism Hits Home: How
Prepared are State and Local Law Enforcement,” that “[hjomeland-security experts and
first-responders have cautioned against an overemphasis on improving the preparedness
of large cities to the exclusion of smaller communities or rural areas, noting that much
of our critical infrastructure and some potential high value targets (nuclear power
plants, military installations, agriculture facilities, etc.) are located in less-populated
areas.” Moreover, we know that al Qaeda attackers lived, trained, transited, hid, and
otherwise used smaller communities and rural areas as a staging ground for the
September 11, 2001 attacks. What steps will you take to ensure that smaller
communities and rural states and localities receive adequate federal assistance to
prevent, prepare for, respond to, and recover from terrorist attacks?

It is my understanding that DHS uses a risk-based approach to inform the balance of its
investments in state and local capabilities. Smaller communities and rural areas face
homeland security risks. DHS has strived to balance these needs with the need to
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provide focused efforts on higher risk areas with large populations and significant
critical infrastructure. In this way, DHS strives to provide an appropriate emphasis to
both higher risk urban areas as well as small and rural areas. If confirmed, I will work
with the Secretary, the FEMA Administrator, and Congress to ensure that DHS
continues to enhance its efforts to account for a range of homeland security risks and
challenges.

38. The Department was created to prevent, prepare for, respond to, and recover from
terrorist attacks and natural disasters — what is commonly referred to as all hazards ~
and the 9/11 Commission Recommendations Act that we authored required the
Department to develop an all-hazards risk formula for awarding certain grants, such as
the Interoperable Emergency Communications Grant Program (IECGP). The
Department, however, has not fully embraced this task. For example, the current
formula used for IECGP is simply a modified version of the same terrorism-based
formula used for the State Homeland Security Grant Program. This modified formula
fails to take into account any readily available data regarding natural-disaster risk. It
disadvantages many states that routinely experiences significant and damaging natural
disasters. What steps will you take to ensure that the Department complies with the law
and develops an all-hazards risk formula?

The Secretary has repeatedly affirmed her support for all-hazards preparedness as
advanced by this Committee in the Post-Katrina Emergency Management Reform Act.
All-hazards preparedness recognizes that certain capabilities are applicable across a
range of potential hazards, while others are specific to particular threats and risks.
Along with the Secretary and the FEMA Administrator, if confirmed, I will review the
Department’s risk methodology and process for grant allocation to ensure that the
Department is complying with applicable law in its efforts to keep America safe.

39. Inthe 9/11 Commission Recommendations Act, Congress amended the Homeland
Security Act of 2002 (HSA) to provide for the distribution of grants under two of the
major homeland security grant programs, the State Homeland Security Grant Program
(SHSGP) and the Urban Area Security Initiative (UASI). These grant provisions
guarantee each state a minimum atlocation under SHSGP, but otherwise largely leave
to the Secretary’s discretion the allocation of grant funds to states and high-risk urban
areas based on a jurisdiction’s relative threat, vulnerability and consequences faced
from acts of terrorism, and on the anticipated effectiveness of the proposed use of the
grant, provided that certain basic risk factors are taken into account.

Given the uncertainties inherent in measuring the risk of terrorism, how, if confirmed,
would you approach the issue of risk analysis and what criteria would you use to
evaluate whether a proposed method for allocating grants is appropriate and adequately
reflects the likely risk of terrorism?

The Department is currently in the process of developing a methodology for conducting
a Homeland Security National Risk Assessment, and the Quadrennial Homeland
Security Review will help focus and accelerate this process. An effective risk
assessment process can greatly help inform homeland security decision making. If
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confirmed, 1 will work with the Secretary to ensure that the Department has the tools to
effectively assess risk across the range of homeland security challenges, and evaluate
whether the Department’s methods for allocating grants are appropriate to the range
of risks we face.

Federal funding to support state and local first responders who provide the first line of
defense against terrorism and who are first on the scene in disasters of all types is
critical to ensuring our homeland security. We must make sure, however, that federal
resources are being used as effectively as possible. To that end, the Post-Katrina Act
and amendments to the HSA made by the 9/11 Commission Recommendations Act
require that DHS report annually on the extent to which the homeland security grants
administered by the Department have assisted states and localities in achieving target
capabilities for preparedness and led to a reduction in the risks faced from natural
disasters, acts of terrorism, and other man-made disasters.

Unfortunately, DHS is still in the process of developing systems that can effectively
track and analyze how homeland security grant funds have been used. If confirmed,
what steps will you take to complete these efforts and improve the Department’s
systems for monitoring and evaluating state and local use of homeland security grants?

Based on briefings I have received on homeland security grant funding, I understand
DHS is working to strengthen both financial and programmatic oversight of its grant
programs through, among other initiatives, annual monitoring visits. In addition, |
understand that the Department has developed several new initiatives designed to
measure the effectiveness of grant funds. I also understand that the Department is
continuing to develop a consolidated grants management platform to streamline the
application and reporting processes for all Departmental grants. If confirmed, I will
support the continued implementation of such initiatives. Iwill also engage the
Department’s state, local, tribal, and private sector partners in identifying additional
ways to ensure DHS grant funding is used appropriately and effectively.

Community Preparedness

41,

What do you see as DHS’s role in promoting individual and community preparedness
for all hazards? Do you believe that DHS’s Ready campaign has been effective? If not,
how would you change it?

1 believe that individual and community preparedness are the foundation of national
preparedness. As the federal department with primary responsibility for national
preparedness, DHS must play a major role in promoting individual and community
preparedness. I understand DHS executes this responsibility through the development
of relevant national policy and funding sources that support individual and community
preparedness, as well as research on individual and community preparedness issues.
In doing so, DHS reinforces the importance of individual and community preparedness,
and through partnerships with other federal agencies, national non-profits, the private
sector, faith-based organizations, and state and local governments.
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As described to me by current DHS leadership, the Department supports the Citizen
Corps Council, a multi-sector grassroots collaborative planning body, and administers
a variety of programs under the Department’s Citizen Corps efforts, including the
Community Emergency Response Team (CERT) Program and the National Emergency
Technology (NET) Guard Pilot Program. The Department also collaborates with other
Jederal agencies and national non-profits on community safety and disaster response
volunteer programs, to include Fire Corps, Medical Reserve Corps (MRC),
Neighborhood Watch, and Volunteers in Police Service (VIPS).

If 1 am confirmed, I will work with the Secretary and the Administrator of FEMA to
review these efforts, including the Ready campaign, to ensure that the Department’s
individual and community preparedness efforts are aligned, executed effectively, and
support the Nation's preparedness for all hazards.

42. In the event of a major natural disaster or terrorist attack, effective public
communication will be critical to saving lives. However, in a May 2008 hearing before
the Committee on the nation’s preparedness to respond to a terrorist nuclear detonation
in a major American city, witnesses raised concerns that it was not clear which — if any
— DHS official was responsible for planning the communications response to a
catastrophic incident, and as a result, there were not adequate communications plans for
these incidents.

a. If confirmed, what will you do to develop an effective public communications
strategy to be used in the event of a terrorist attack or natural disaster?

As I know personally from my military and United Nations Peacekeeping
experience, crisis communications are an essential element of any response. It is
thus imperative that the Department’s senior leaders are able to provide accurate
and timely information that fosters trust and credibility. As described to me by
current DHS and FEMA officials, DHS and FEMA utilize the National Response
Framework to execute the Department’s crisis communications effort. If confirmed,
Twill work with FEMA and the Department’s Office of Public Affairs to ensure
DHS provides incident communications in a clear and concise manner in support of
overall incident management activities.

b. Do you believe a specific office within the Department should be designated to lead
this effort?

1 understand the Department's Office of Public Affairs works closely with FEMA's
Office of Public Affairs to administer this responsibility as well as leads the efforts
of the Incident Communications Public Affairs Coordination Committee that brings
together the public affairs directors from across the federal government.

Communications Interoperability

43, Communications interoperability problems often create chaos when different units and
levels of governments simultaneously respond to a crisis. Over the past several years,
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Congress has enacted legislation intended to strengthen DHS’s leadership role in
solving these problems. In 2006, Congress established the Office of Emergency
Communications (OEC) and charged the new office with developing a National
Emergency Communications Plan, coordinating with other federal agencies, and
conducting national outreach to foster interoperability among state, local, regional, and
tribal governments. Other DHS components, though, play important roles in promoting
interoperability. For example, while OEC is charged with developing guidance for the
Interoperable Emergency Communications Grant Program, FEMA administers the
grants. The Directorate of Science and Technology (S&T) conducts research, testing,
and evaluation of solutions to promote interoperability. The National Communications
System is designated under the National Response Framework as the coordinator for
the Emergency Support Function #2 — Communications. The missions of these DHS
units, therefore, need synthesis. In addition, a comprehensive federal approach to
interoperability requires the embrace of an integrated strategy by DHS and other federal
agencies, including the National Institute of Standards and Technology and the Federal
Communications Commission.

a. What role do you think the Deputy Secretary should play in ensuring strong intra-
and inter-agency cooperation on interoperability?

The Deputy Secretary plays an important role in ensuring that disparate efforts
across the Department are synthesized in the most effective way. With respect to
communications interoperability, DHS is a key member of the Emergency
Communications Preparedness Center — the federal government’s coordinating
body — and recently released the National Emergency Communications Plan. If
confirmed, I will work with the Secretary, the Under Secretary for National
Protection and Programs, the Director of Emergency Communications, the
Director of the National Communications System, the Under Secretary for Science
and Technology, the FEMA Administrator, and other senior Department officials to
ensure that DHS efforts to address communications interoperability are synthesized
and coordinated.

b. Are there specific experiences in addressing interoperability that will influence how
you view this issue? If so, please explain.

As a former signal officer in the United State Army assigned to an operating
environment that demanded effective interoperability among the Tripartite Powers
in Berlin (the United States, the United Kingdom, and France) and authorities from
the Federal Republic of Germany, I have a first-hand, bottom-up understanding of
the challenges of establishing and maintaining communications interoperability.
Effective interoperability entails not only the operation of compatible equipment
and technology, but also the development and use of agreed procedures and
practiced habits of interaction and communications management,

At the United Nations, I oversaw the Communications and Information Technology
Service that had responsibility for coordinating telecommunications support to
peacekeeping missions in the field, including formed military units on a worldwide
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basis. Although units deployed in peacekeeping missions are required to possess
Sfunctioning tactical radio communications systems, the common use of UHF, VHF
and HF frequencies by multiple international units requires extensive coordination
and careful management. In addition, in order to ensure full and continuous
interoperability, I oversaw the United Nations Communications and Information
Technology Service's development of special systems required to ensure effective
emergency, civilian, and military communication links among multiple actors from
many nations. In the field, tactical radio capabilities, including their proper
maintenance and seamless operation, are not merely a convenience, but an
essential operating capacity and, at times, a life-saving essential. I have first-hand
Samiliarity with, and appreciation for, these needs. While my familiarity with the
challenges of establishing and maintaining effective interoperability began as a
signal officer in Berlin, I continued to navigate these challenges at the United
Nations, including during an unprecedented naval operation for the United Nations
Interim Force in Lebanon (UNIFIL), joint operations between Peacekeeping forces
and European Union forces in Chad, and the joint United Nations-African Union
Hybrid mission established in Darfur.

44. The Integrated Wireless Network (IWN) project began in 2003 to create a nationwide,
consolidated, interoperable wireless communications system for employees of DHS, the
Department of Justice, and the Treasury Department. Despite the hundreds of millions
of dollars spent, a December 2008 GAO report found that IWN is no longer being
pursued as a joint development project. Specifically, GAO found that the departments
could not agree on a common outcome or purpose to overcome their differences in
missions, cultures, and ways of doing business. Instead of moving forward jointly on
IWN, the departments and their subcomponents (including CBP and ICE) are moving
forward with independent efforts to modernize their own wireless communications
systems.

a. What are your plans for reviewing the status of IWN and determining whether the
independent investments of DHS components will be interoperable with other
systems?

If confirmed, I will work with the Secretary to examine the history of the INN
program and the circumstances described in the 2008 GAO report. Regardless of
the disposition of the IWN program, as Deputy Secretary, I will work with the
Department’s Chief Information Officer, Chief Financial Officer, and Chief
Procurement Officer to drive component efforts to design, budget for, and acquire
wireless communications system result in systems that are interoperable with other
DHS systems as well as other systems.

b. What are your plans for pursuing interagency coordination to ensure that employees
of different federal agencies are able to communicate with each other during a
disaster?

As noted in response to question 43(a), above, DHS is a key member of the
Emergency Communications Preparedness Center, the federal government’s
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coordinating body for emergency communications. If confirmed, I will work with
the Department’s emergency communications leadership as well as the
Department’s partners in the Emergency Communications Preparedness Center to
ensure that employees of different federal agencies can communicate with each
other as necessary and appropriate during a disaster.

Intelligence and Information Sharing

45.

46.

The DHS Office of Intelligence and Analysis is a critical part of DHS, serving as the
Department’s primary interface with the broader Intelligence Community, supporting
state and local fusion centers, and integrating the intelligence-related activities of the
DHS component agencies. What would be your key near-term priorities to improve the
effectiveness of the Office of Intelligence and Analysis?

It is my understanding that the DHS Office of Intelligence and Analysis (I&4) has
developed a comprehensive homeland security intelligence program that is integrated
into the traditional Intelligence Community while also reaching out to state, local, and
tribal partners. I also understand this remains a work-in-progress. In terms of near-
term priorities, I would, if confirmed, focus on three initial areas for improvement:

1) I'would work with the Under Secretary of Intelligence and Analysis to make I&A a
more effective pariner with our external partners. Iwould require them to understand
end-users’ information requirements to ensure DHS provides actionable information to
its constituents in a timely and effective fashion. As part of this effort, Iwill also
encourage 1&A4 to educate DHS's partners regarding the types of information DHS
needs in return.

2) I'would continue to strengthen 1&A s cadre of high-quality analysts who can work
across all sources, and ensure that DHS supports these employees with the tools,
training and resources they need to perform their roles efficiently and effectively; and

3) I'would be vigilant in protecting the civil rights, civil liberties, and privacy of U.S.
citizens in all of DHS'’s intelligence-related activities.

One program within the Office of Intelligence and Analysis is the National
Applications Office (NAO), which is intended to facilitate the use of intelligence
community technical assets for domestic civil, homeland security, and law enforcement
purposes, including by state and local customers. The NAO is not yet fully operational
due at least in part, to privacy, civil liberties, and legal concerns expressed by some,
and Congress has reduced its funding for FY2009. As Deputy Secretary, what approach
will you take to address the privacy, civil liberties, and legal concerns expressed by
some, but still ensure that domestic customers are able to appropriately and effectively
utilize intelligence community technical assets?

It is my understanding that the National Applications Office (NAO) was established as
the successor to the Civil Applications Committee. The NAO is intended to provide an
integrated, multi-agency approach to facilitate access to Intelligence Community
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capabilities by federal, state, local and tribal authorities. The NAQ charter requires it
to comply with all existing laws, including privacy and civil liberties standards. I am
told Congress put limits on funding for NAO, for certain activities, until the Secretary
certifies that NAO programs comply with all existing laws, including applicable
privacy and civil liberties standards, and that clear, auditable definitions are
established for all proposed domains in which NAO will operate. If confirmed as
Deputy Secretary, I would give the NAO a very careful review before I made any
recommendations to Secretary Napolitano regarding the office and its activities. As
discussed previously, I will be vigilant in protecting the civil rights, civil liberties and
privacy of U.S. citizens and legal permanent residents in all of the Department’s
activities, including the NAO.

47.  One of the ongoing challenges at DHS is information sharing, both within the
Department and with key external stakeholders.

a. How would you compare the situation at DHS with respect to information sharing
to the U.N. Department of Peacekeeping Operations?

The Department of Homeland Security represents one of the largest Departments in
the Federal government, composed of many previously existing organizations, each
with rich traditions, well-established mandates, and distinct organizational
cultures. It is also a Department characterized by widely distributed field-based
operations supported by a still-young headquarters component. My experience in
peacekeeping, where field-based operations are overseen by a headquariers
operation geographically removed from the front lines, underscores the imperative
that leaders must place on open and transparent information sharing. In this
regard, several systemic innovations can help éncourage information exchange,
such as regular and standardized reporting, vigorous use of video teleconferences,
active visits to the field, and a comprehensive approach to staffing that encourages
a regular and healthy rotation of staff between headquarters and the field. As
challenging as internal information needs are, my experience reinforces the need to
ensure that external stakeholders are treated as the important partners that they
are. External stakeholders must be kept abreast of ongoing developments and given
meaningful opportunities to present views and contribute appropriately to decisions
that affect them.

b.What did you do while at the U.N. to improve or promote information sharing,
either within the DPKO or with other U.N. agencies?

The United Nations is an organization with remarkable diversity — its staff’
represents nearly 200 Member States, each with distinct cultures, habits, and
traditions. It is one thing to work in such a multinational and multicultural
environment, and quite another to be leading and making daily decisions with
serious operational consequences for the field, including in crisis situations. As an
officer in the United States Army, I was trained to understand the importance of
establishing and maintaining a common operational understanding among all those
contributing to a common effort. Today, I still strongly believe that a leader must
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set a tone and expectation of open and honest communications that permeates
throughout an organization. I also believe that this commitment must translate into
visible and positive integration of effort at every level. In other words, you cannot
Jjust say that you value information sharing, you must yourself share information. It
is important to put in place interlocking and mutually reinforcing systems to
institutionalize this practice. At the United Nations, I instituted such systems
including an open, accessible electronic means for task tracking and follow-up,
personal availability via an active “open door” policy, and regularized meetings
with staff in a variety of formats. Iworked prominently with my counterparts in the
humanitarian and development communities to promote integrated mission
maragement in the field and at headquarters in order to overcome the traditional
barriers that exist between the peacekeeping, humanitarian, and development
communities. I also continuously engaged my senior staff on the importance of
sharing information and established many informal and direct links with junior
staff to gauge the effectiveness of senior efforts in this regard. In addition, my
senior staff and I created a working environment that encouraged and supported
the opening of direct communication pathways and the creation of working
relationships between programmatic and support personnel on the ground — a
notoriously difficult divide in field operations.

Beyond the importance of sharing information internally, I fully understand the
critical imperative of ensuring that pathways are created (and protected) to ensure
information flows to external partners—whether those partners are member states
of the United Nations, members of the United States Congress, or first-responders
to a crisis—in order to maintain effective, timely, and strategic operations. During
my tenure at the United Nations, I personally forged and facilitated many such
pathways to ensure engagement of, and the sharing of information with, member
states, national governments, multinational bodies, community leaders, individual
diplomats, and soldiers and civilians from dozens of countries operating in far-
flung corners around the world, This enhanced accountability and trust among all
parties. It allowed us to do difficult work, and to do it well.

DHS"s Relationship with State and Local Governments

48. The Homeland Security Act of 2002 expressly gives the Secretary of Homeland
Security responsibility for coordinating with state, local, and tribal governments on a
wide range of matters including information sharing and preparedness activities. If
confirmed, what specific steps would you take to improve the relationship between the
Department and state, local, and tribal officials?

The Department of Homeland Security has an enormous stakeholder base—a challenge

1 am acutely familiar with coming from the United Nations. Based on briefings I have

received, I understand that the Department manages its responsibility to coordinaie

with state, local, and tribal governments in a number of ways. Examples include:

e The Office of Intergovernmental Programs led by an Assistant Secretary charged
with ensuring coordination with state, local and tribal chief executives and
homeland security advisors.
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o The Office for State and Local Law Enforcement, which conducts extensive
outreach and coordination with the law enforcement community to ensure that they
have a voice in the development and implementation of DHS policies and programs.

o The Office of Intelligence & Analysis, which administers the National Fusion
Center network, which ensures information sharing with state, local, and tribal
governments.

o FEMA and its network of regional offices, which ensure coordination with state,
local, and tribal governments for preparedness activities.

e The US. Coast Guard, which coordinates with state, local, and tribal governments
engaged in port administration and security activities through its Captains of the
Port, Sector and District offices, and the Area Maritime Security Councils.

®  The Transportation Security Administration, through its Federal Security Directors
at our Nation’s airports, coordinates aviation security measures with commercial
airport operators, almost all of which are publicly owned.

I understand DHS also maintains a number of external advisory committees for the
express purpose of coordinating with external stakeholders, including the Homeland
Security Advisory Council and its senior advisory committees; the FEMA National
Advisory Council; the Critical Infrastructure Partnership Advisory Council
administered by the Office of Infrastructure Protection; and the Commercial
Operations Advisory Council administered by U.S. Customs and Border Protection.

If confirmed, I will work with the Secretary, the Assistant Secretary for
Intergovernmental Programs, the Assistant Secretary for State and Local Law
Enforcement, DHS component leadership and the external advisory committees, 1
would also consult with the state and local law enforcement community, governors and
mayors, as well as associations such as the National Governor’s Association, U.S.
Conference of Mayors, National Congress of American Indians, and other associations
representing state, local, and tribal governments, in order to determine where and how
the Department’s coordination with state, local, and tribal government partners can be
improved. Recognizing previous Inspector General and Government Accountability
Office reports on the Department’s state, local and tribal government outreach efforts,
I would also pledge to work cooperatively with these entities to ensure that DHS is
addressing their respective concerns.

Border Security

49.

The new Secretary was the Governor of a border state and brings to the Department
extensive experience and knowledge in the area of border security. Your own
experience encompasses significant operational experience in the military and
international organizations; however, as Deputy Secretary of the Department, you will
also be responsible for the Department’s border security mission. Please detail any
experience you have had in the area of border security. What skills and knowledge do
you bring that the Department might leverage in the area of border security?

My experience on borders and with the complexities of border issues and operations
began in 1978 when I was assigned to Berlin, Germany — the city known throughout the
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Cold War world as the “Frontier of Freedom.” During these years, I experienced the
realities of individual border crossing incidents, saw first-hand how border
communities cope with proximity to stark political boundaries, and witnessed how these
boundaries practically affect everyday peoples’ everyday lives. I also learned the
importance of the broader strategic context that determines the degree of difficulty or
ease with which border issues are managed.

At the United Nations, leading peacekeeping operational support to missions often
operating at the nexus of disputed or dangerous borders, I have again seen and
experienced first-hand the strategic and operational challenges inherent in managing
operations on and around borders in many places around the world — sometimes
involving thousands of people fleeing active conflict as multiple government and
nongovernmental actors attempt to deal with the humanitarian fallout. I know the
operational challenges of trying to support and supply remote border operations, and
trying to establish and maintain a stable border environment while working with local
and national authorities to encourage legitimate travel and commerce. Thus, I bring
direct experience in policymaking, operations, and in helping to strike the right
strategic and practical balance between the needs of societies and states to ensure the
safety and security of their populations, and the needs these societies and states have fo
encourage open trade and travel with others, an experience rooted in some of the most
difficult and dangerous border situations in the world,

50. Mexico is in the middle of a war with the drug cartels. Law enforcement officers — both
Mexican and U.S. personnel — are being targeted, and Mexican nationals, including
relatives of U.S. citizens, are being kidnapped and held for ransom. The ramifications
for the U.S. of increased violence along the southern border are immense.

a. What should the Department’s role be in addressing the national security and
homeland security concerns along our southern border?

This issue is just one example of an area where Secretary Napolitano and 1, if
confirmed, would be able to draw upon our previous experiences in order to
advance the mission of the Department effectively. For example, based on my
experience, any strategy for addressing national security and homeland security
concerns along the southern border should include: (i) an evaluation of the flows
of people, weapowns, and money in both directions across the border; (ii) a full
understanding of the perspectives of the border communities on the challenges they
Jace everyday; and, (iii) a framework for ensuring high fidelity, continuous dialog
between the United States Government and the Government of Mexico. DHS
should play a central role in each of these areas, among others.

b. What plans have been developed, will be developed, or should be developed to
ensure that the southern border is equipped to address these concerns?

Secretary Napolitano has reviewed preexisting plans and is leading the effort to

develop innovative and effective approaches to the evolving situation and
contingencies on the border. Secretary Napolitano has also directed the Office of
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Operations Coordination and Planning, in coordination with CBP and other key
DHS components, to conduct a review of existing plans to determine whether they
will sufficiently address other contingencies on the border

¢. What interagency planning process has been, will be, or should be assembled to
address these concerns?

An effective planning process must include all stakeholders in an interagency
process. It is my understanding that this has been the case in developing DHS’s
plans on this issue thus far.

d. Should the Department put into place some process or mechanism for consulting
with the state and local officials most affected by outbreaks of violence along the
southern border?

DHS absolutely should—and I am told that it has. Secretary Napolitano has
stressed the need to work closely with state and local officials and has begun to
create new systems to facilitate that collaboration.

e. Is reinstituting a National Guard presence along the southern border an effective
preventative and deterrent measure?

Managing security on our southern border is a complex issue with many facets. If1
am confirmed, I will examine this issue in detail and work with Secretary
Napolitano and stakeholders to carefully evaluate all contingency options and to
craft appropriate solutions to those contingencies.

f. Does the Department have a strategy or plan to deal with a humanitarian migration
from Mexico?

Tunderstand that DHS has planned for a variety of contingencies and updates those
plans to take account of evolving circumstances, including mass migration
scenarios.

51. CBP is responsible for the dual missions of safeguarding borders against the illegal
entry of goods and people and regulating and facilitating legitimate international trade
and foreign travel. These missions frequently conflict. What do you see as the major
challenge(s) with CBP’s dual role?

CBP’s dual roles are critical to our Nation’s security; failure in carrying out either
role could have devastating effects on American security and society. From the
briefings I have received, CBP s greatest challenge is striking the appropriate balance
between preventing the entry of persons and goods that could harm our citizens and
critical infrastructure, while facilitating the flow of legitimate trade and travel that is
essential to our economic stability and a hallmark of our Nation's welcoming spiril.
Meeting this challenge is intensified by the massive volume of trade and travelers that
CBP must process annually. CBP has been using several tools to balance security with
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Jacilitation of travel and trade. These tools include overseas screening, high-risk
targeting, trusted traveler programs, and partnerships with industry and foreign
governments. If confirmed, I will work with the Secretary and the Commissioner of
Customs and Border Protection to ensure that CBP continues to effectively balance
security with travel and trade.

52. Looking forward, what do you believe to be the most effective mix of personnel,
infrastructure, technology, and other strategies to secure our land borders?

I understand that DHS relies on a mix of personnel, infrastructure, technology and
other strategies to secure our Nation's border. For instance, the Border Patrol has
implemented a standardized national planning process that assesses the control level of
every mile of the border, and directly links its resource requests (e.g., Border Patrol
Agents, air support, fencing, radars, cameras, ground sensors) with the operational
requirements needed to gain and maintain control of the border. In areas where the
Department has achieved success, results are evidenced by enforcement measures

(such as decreases and shifis in apprehensions) as well as drops in crime rates and
complaints from local landowners.

The deployment of resources must be based on the operational assessments of the
threats and vulnerabilities to the Nation'’s border, and concrete measures that indicate
the effectiveness of those resources. If I am confirmed as Deputy Secretary, I would
work with the Secretary, the Commissioner of Customs and Border Protection, and the
Chief of the Border Patrol to identify requirements and ensure funding is allocated to
the highest priority needs. With respect to determining the most effective mix of
resources to address law enforcement operational needs, understand CBP relies on
many factors, including threat, terrain, waterways, cultural sites, cost, migration
patterns, and other important geographical and environmental concerns. Balancing
operational priorities with local interests, if confirmed, I will ensure that DHS also
obtains input from stakeholders. Iwould also work to strengthen a northern border
strategy that reflects the perspectives and involvement of all government participanis,
to include other executive branch Departments; state, local and tribal governments;
and our Canadian pariners.

53. Inrecent years the hiring of Border Patrol agents has increased substantially — whereas
the number of CBP officers has increased less rapidly. Do you believe additional hiring
of Border Patrol agents and CBP officers is necessary?

Yes, I believe that DHS does need additional focus on, and more resources for, our
Nation’s ports of entry. This growth must include personnel, technology and physical
infrastructure. Based on information provided to me in preparatory briefings, I
understand that the increase in numbers of Border Patrol agents has been important in
gaining additional control of the border between our ports of entry. However, the
increase in Agents and CBP Officers must be augmented by adequate facilities that are
capable of handling increases in volume. If confirmed, I will work with the Secretary
and the Commissioner of Customs and Border Protection to assess the resources to
maintain the smooth flow of legitimate people and commerce. Such an assessment
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would include not only the need for additional staff, but also the technology and
physical infrastructure required for those personnel to execute their responsibilities
effectively.

54. According to a recent DHS report required by Section 2(c) of the Secure Fence Act, in
October 2003, the U.S. Border Patrol had 11,264 agents. As of September 2008, the
Border Patrol had 17,499 agents, which represents a 55 percent increase in a period of
three years. With this unprecedented growth, the experience level in the ranks of Border
Patrol Agents is rapidly decreasing. How do you plan to retain experienced agents and
what specific steps do you think are needed to maintain the standards for background
checks, academy training, post-academy training and continuing on-the-job training for
these new, inexperienced agents?

I believe it is important to retain experienced employees in all DHS components, and
especially in the Border Patrol given its rapid and significant growth. If confirmed, 1
will consult with the Secretary and senior Departmental leadership to identify and
implement strategies to retain experienced agents, CBP feels — and I concur — that
retention of experienced personnel is important not only for operations but also for
morale and the training of new agents. DHS must ensure that its Border Patrol Agents
receive ongoing post-academy training, to include regular mentoring from experienced
Agents.

55. The National Guard just ended a two-year deployment on the southern border to
support the U.S. Border Patrol. Known as Operation Jump Start, the deployment
provided a short-term bridge to supplement the Border Patrol with National Guard
personnel while CBP hired more Border Patrol agents. In that time period, the Border
Patrol hired close to 4,700 additional agents, many of whom have been or will be
deployed to the southern border. With the increase of agents, do you see a need for
another National Guard deployment to the southern border?

Based on information provided to me by the Department, I understand that Operation
Jump Start was intended to be a temporary measure and that DHS has now achieved
the original goal of doubling the size of the Border Patrol and installing over 550 miles
of border fence. Since the end of Operation Jump Start, the National Guard has
continued to support the Border Patrol in a limited way through counter-drug missions
and participation in annual training projects. If I am confirmed as Deputy Secretary, 1
will work with the Secretary, the Commissioner of Customs and Border Protection and
the National Guard Bureau of the Department of Defense to determine whether there is
a need for expanded National Guard support.

56. The communications infrastructure available to CBP officers and Border Patrol agents
in the field is severely outdated and, in many areas of the border, there is no radio
coverage at all. This is a serious officer safety issue. To address the problem, CBP has
drafted plans by which all Border Patrol sectors could be upgraded by 2017. Will you
commit to making the improvement of CBP tactical communications a priority with
appropriate budget requests?
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From my years as a United States Army officer and through my executive experience
overseeing United Nations Peacekeeping operations, I am intimately familiar with the
importance of reliable communications among operational and law enforcement
personnel. If confirmed, I will discuss CBP’s plan with the Secretary, the Under
Secretary for Management, and the Commissioner of Customs and Border Protection
to determine how best to meet this priority operational requirement.

57. @iven the serious problems encountered in the Department’s development of the
SBInet program, do you believe current initiatives to deploy virtual technologies at the
border should be re-assessed?

1 am aware of the challenges in the development of the SBinet program. I also
understand that the Department has already taken steps to build program management
rigor and discipline, and to restructure the program to reduce its overall risks. I feel it
is important to augment personnel with the appropriate deployment of technology
along the border in order to enhance Border Patrol agents’ ability to secure our
borders. The development of innovative tools is a worthwhile endeavor. Such
development must, however, be undertaken in a reasonable manner that yields
demonstrable benefits. If confirmed, I will ensure the continued assessment of the
effectiveness of SBInet as a part of CBP s overall investment in border security
technology. Where these assessments indicate a need for adjustments, I will make
them.

58. Secretary Napolitano recently issued a directive focused on reviewing northern border
security, Her directive asked about the current vulnerabilities, the overall strategy for
reducing those vulnerabilities, the requirements, the programs, the budget, and the
timeframe for improving security along this border and level of risk remaining once the
programs are completed. The directive requests this information by February 10, 2009,
with a final report due February 17, 2009. Congress requested such a report in the 9/11
Commission Recommendations Act regarding ongoing initiatives to improve security
along the northern border of the United States. The Commiittee received the report last
year. This report failed to identify actions, resources, and time frames needed to address
vulnerabilities, and GAO, which was required to review the report, agreed with our
assessment about the lack of information in the report.

a. What are the components of an effective strategy, in your opinion?

I believe an effective northern border security strategy must use an intelligence-
driven, risk-based approach that balances the need to control the flow of illegal
goods and persons with the robust flow of legitimate goods and persons. I also
believe there is no singular answer to border security. people, fence or technology
alone will be insufficient to gain operational control of a bovder. Instead, I am a
proponent of developing and executing an integrated strategy that combines
personnel, tactical infrastructure and technology in a manner that balances the
unique characteristics — climate, terrain or seasonal changes among them — of a
particular area and adjusts to an evolving operational environment.
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b. Who or what entity should be the lead in developing a northern border strategy?

As noted in question 52 (above), 1 believe Customs and Border Protection should
lead the development of a northern border strategy. Simultaneously, I recognize
that many other DHS components, executive branch Departments, and other
government partners have equities in the Nation's northern border strategy. If
confirmed, I would work to ensure a northern border strategy that reflects the
perspectives and involvement of all such participants.

¢. How should state, local, and tribal stakeholders be incorporated into the
development of such a plan?

Iview the Department’s state, local and tribal stakeholders as critical participants
in executing DHS strategies, and particularly those involving border security.
Secretary Napolitano, on her first day in office, issued an Action Directive for a
comprehensive review of state, local, and tribal relations. 1 know that she is
committed to forge genuine partnerships based on increased communications and
real consultations with state, local, and tribal stakeholders, including those on the
northern border. If confirmed as Deputy Secretary, I would work to ensure a
northern border strategy that reflects the perspectives and involvement of all such
participants.

d. What actions would you take to provide technology, infrastructure, and personnel
where needed to the northern border in a timely manner and, if confirmed, when
will you provide to Congress a northern border strategy?

As noted in 56(c) (above), I support a collaborative approach to developing a
northern border security strategy. If confirmed as Deputy Secretary, I will work
across all Components of the Department, across the Executive Branch, and with
our state, local, tribal and Canadian partners to guide the design, development and
deployment of the people, technology and tactical infrastructure required to gain
operational control of northern border. In doing so, I will use a risk-based,
intelligence-driven approach that leverages the resources and capabilities of all
involved without creating unnecessary redundancies.

¢. Because of the lack of technology on the northern border, DHS relies heavily on
intelligence and partnerships with state and local agencies within the U.S, and
Canada, including the Royal Canadian Mounted Police, provincial and city police,
and Canadian border agencies. Integrated Border Enforcement Teams (IBETs),
which have participants from both Canada and the U.S,, are an integral part of this
international partnership. Would you consider enhancing and expanding IBETs if
confirmed?

If confirmed, I will to work with the Secretary, DHS's senior leaders and our
Canadian partners to determine the optimal role, resource requirements and
staffing plans for Integrated Border Enforcement Teams.
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f. The Department has had some difficulty increasing the number of Border Patrol
agents along the northern border. One tool that the Border Patrol has successfully
used to increase the number of Border Patrol agents along the northern border is the
voluntary relocation program (VRP), which allows agents to receive an estimated
lump-sum payment to cover moving expenses and to pay for the move themselves,
rather than having the government plan and pay for their relocation. This
Committee authored the legislation that authorizes this program in 2006. During
2007-2008, CBP used the program extensively by moving over 700 agents with a
cost savings of approximately $57.2 million. DHS continues to utilize VRP as a
cost saving mechanism to move agents around the country. Do you support a
continuing authorization for the VRP, which will otherwise expire at the end of
2009?

1 understand the voluntary relocation program (VRP) has helped DHS increase the
number of Border Patrol agents along the northern border. However, VRP remains
the subject of ongoing negotiations between the Border Patrol union and CBP. If
confirmed, I would support the Secretary’s commitment to work with the
Commissioner of CBP, the Chief of the Border Patrol, and other interested parties
to determine how best to continue providing the resources required to sustain
northern border missions.

59. The Department has announced that foreign nationals traveling to the U.S. under the
Visa Waiver Program (VWP) will be required to use the Electronic System for Travel
Authorization (ESTA) as of mid-January, but Department officials have acknowledged
that they will not require the airlines by that time to revise their computer systems to
confirm that a traveler has obtained an electronic authorization.

a. What approach would you take to working with airlines to ensure that ESTA is
fully operational?

[ recognize that the air carriers are working to implement changes in order to meet
three DHS programs — ESTA, the Advance Passenger Information System, and
Secure Flight. This requires air carriers to address information technology,
operational, and financial challenges. By working in partnership with the air
carriers, DHS can ensure that the carriers have a well defined and coordinated
path forward for compliance with all three programs. This partnership would
enable DHS to emphasize the importance of timely implementation to derive the
security benefits of these passenger prescreening programs, while being sensitive to
the impacts of the programs on the air carriers.

b. What lessons do you take away from the approach to ESTA deployment?

From the briefings I have received on the Electronic System for Travel
Authorization (ESTA), DHS implemented ESTA in a series of measured steps. DHS
[irst began the formal implementation of the ESTA program last June, then began
accepting voluntary ESTA applications last August, and has now moved to
requiring an ESTA for all VWP travel as of January 12, 2009. Through these steps,
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DHS increased awareness of the requirements and conducted outreach activities
over an extended period of time. DHS made the ESTA website available in 21
languages and, in partnership with the State Department, has conducted an
extensive ESTA outreach campaign with the governments of participating VWP
countries, the travel industry, and most importantly, the VWP travelers.

Implementing changes on this level requires ongoing efforts to prepare customers,
carriers, and other stakeholders.

¢. What specific plans, if any, do you have for improving or modifying the VWP?

As Lunderstand it, the Secretary committed to work with appropriate stakeholders
to determine what, if any, program modifications were necessary for VWP.
However, I understand that currently DHS has no specific plans to modify the VWP,
The most recent changes o the program were the result of a lengthy and deliberate
process that involved both the executive and legislative branches. This process
produced several significant security improvements to the VWP. DHS, in
cooperation with its interagency partners, is currently focused on bringing all VWP
countries into expeditious compliance with the enhanced security requirements.
Any decision to modify the program further would require a careful and
comprehensive analysis of United States security and law enforcement interests,
including input from all stakeholders.

d. Former-Secretary Chertoff and some terrorism experts, pointing to the plot that
originated in the United Kingdom to destroy U.S. airlines over the Atlantic Ocean,
raised concerns about the risks posed by travelers from European counties. Almost
all of these travelers would be eligible for the Visa Waiver Program. As Deputy
Secretary, how would you address the tension between legitimate travel and
security within the VWP?

1 understand that enabling secure, legitimate travel is the driving motivation for
several initiatives DHS has pioneered in recent years. The modernized VWP—one
that screens for risks on both an individual passenger basis and a country-by-
country basis—is another pillar in this strategy. The Electronic System for Travel
Authorization (ESTA), for example, facilitates international travel for the vast
majority of travelers who pose no security or law enforcement risks but makes it
increasingly difficult for terrorists and other criminals to exploit vulnerabilities
inherent in visa-free travel. In addition, the more robust information sharing
initiatives currently being implemented with VIWP partners strengthens our ability
to identify and interdict illicit travelers prior to their travel to the United States. If
nominated as Deputy Secretary, I will work with the Secretary to make sure that the
VWP strikes the right balance between facilitation of legitimate travel and ensuring
security.

60. Congress has directed agencies to coordinate with each other and through the National
Counterterrorism Center to develop and implement strategies to track and disrupt
terrorist travel. Many of the Department’s programs and agencies focus on preventing
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terrorists from entering the country, but it is not as clear that the Department has
formulated a coherent terrorist travel program and strategy, as required by Congress.
What steps should the Department take in this area?

Based on the briefings I have received, DHS is the lead cabinet department on the
terrorist travel issue and submitted an unclassified report to the Congress in April
2008. DHS also works closely with other parts of the U.S. Government, including the
National Counterterrorism Center (NCTC), that is also active in tracking and
disrupting terrorist travel. The NCTC released an unclassified comprehensive National
Strategy to Combat Terrorist Travel in May 2006. While many of the goals and
programs in the 2006 and 2008 strategies remain valid, the new Administration will be
reviewing and revising these strategies in light of the changes in the security
environment since 2006 and the successes and failures of previous initiatives. As 1
understand, the Department anticipates providing Congress with briefings, classified if
necessary, to keep Congress informed on this important issue.

61. As new security measures are deployed on the border, criminal organizations may try to
infiltrate the ranks of DHS employees in order to facilitate the passage of illegal cargo
and people across the border. There are reports that criminal organizations may have
tried to recruit employees or place individuals into applicant pools for the Border Patrol
and the Office of Field Operations.

a. Do you believe that a robust Internal Affairs operation is critical to ensuring the
integrity of the DHS workforce?

Yes, a robust Internal Affairs capability is critical, but management must do more
to ensure the integrity of the Department’s workforce, including in the areas of
recruiting, training, and retaining employees who bring a high level of dedication
and skill to the workplace.

b. Please explain how you have addressed internal affairs issues as a manager in your
prior positions.

My experience leading organizations has underscored the importance of
promulgating and upholding clear standards of behavior and performance. It is
critical for leaders at every level to have a deep understanding of both
organizational activities and of the composition and operating habits of staff. This
understanding often alerts leadership to areas of organizatioral dysfunction and
can trigger early and effective management responses. At the United Nations,
establishing and maintaining this level of understanding allowed me to proactively
engage investigative authorities early, and to draw upon their fact-finding role as a
management tool to determine appropriate corrective action, without relinquishing
responsibility for the functioning and health of the organization I was charged with
leading.

During my tenure in Peacekeeping, I maintained an active and constructive
relationship with the Office of Internal Oversight Services in order to assist
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Peacekeeping management with the identification and remediation of potential and
actual wrongdoing. At the United Nations, I addressed structural problems that
rendered the organization susceptible to misconduct, including the rapid expansion
of operations and growth of staff that diluted organizational standards of behavior.
I addressed the problem with a systemic approach that involved the clarification
and promulgation of clear standards, regular and, if necessary, mandatory
trainings, and a rigorous program of enforcement. I also worked closely with the
Department of Management to ensure due process rights were maintained while
pursuing full accountability for misbehavior. Because I believe in the value and
importance of an independent investigative capability as an aid to management, [
also argued forcefully for the establishment of a permanent Inspector General in
the Department of Peacekeeping Operations and for each peacekeeping mission in
the field.

c. What entity within the Department do you believe should be responsible for
coordinating internal affairs? (For example, the Office of Inspector General (OIG),
the individual agencies, or a newly created Department-wide office.)

As Lunderstand it, the OIG, by statute, is responsible for examining allegations of
waste, fraud, and abuse and is a natural place from which to coordinate internal

affairs efforts.

d. Should agencies within the Department have individual internal affairs and
professional responsibility offices, or is the Department better served through the
establishment of one, Department-wide office?

Internal Affairs (I4) offices within a component provide an effective way of
addressing integrity issues in the component. This is due to the fact that IA
employees know the culture and mission requirements and can ensure that
appropriate steps are taken when an issue surfaces. In the future, it would be
worthwhile for DHS to review the handling of integrity issues on a Department-
wide basis, with the goal of refining processes and bringing about efficiencies.

62. Recently, prompted by a congressional mandate, the Department has committed to
building 670 miles of pedestrian and vehicle fencing along the southern border by the
end of 2008. Opinions on the construction of border fencing and vehicle barriers have
varied widely. Proponents argue that fencing already introduced in some of the larger
cities on the southwest border have proven effective in reducing illegal entry. However
some border communities have protested that they were not properly consulted about
fencing placement decisions, and landowners have complained about the effects of
fencing that cuts through their properties. Environmentalists have expressed concerns
about threatened species and habitat affected by the construction, but former-Secretary
Chertoff exercised his authority to waive laws to expedite fence construction.

a. How should border fencing and vehicle barriers be used as part of a border security
strategy, and how would you modify existing plans to construct primary border
fence and vehicle barriers, if at all?
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As the Secretary has stated, both pedestrian and vehicle fencing play a key role in
the Border Patrol’s strategy for securing our land borders between Ports of Entry.
Physical fence, along with technological tools such as radars, video surveillance
cameras, underground sensors, and aircraft, are all critical to detect, classify and
track border incursions leading to a successful apprehension,

As of February 27, 2009, a total of 610 of the approximately 661 miles planned for
the border fence has been completed. All of the remaining miles are under contract
and under construction (with the exception of 14 miles of pedestrian fence in the
Rio Grande Valley that has been delayed pending rulings on condemnation actions,
and 3 miles of vehicle fence delayed due to concerns regarding the Tohono
O’odham Nation). These last sections of border fence use money that Congress
specifically appropriated for this purpose, and I do not expect any modification of
those plans. If confirmed, I will work with the Secretary and the Commissioner of
Customs and Border Protection to determine the best course going forward
concerning fence construction.

b. What modifications, if any, to current law would you seek?

The current language provides the Secretary with the discretion to determine the
“other mileage where fencing would be most practical and effective in deterring
smugglers and aliens attempting to gain entry into the United States.” If confirmed,
Iwill work with the Secretary and the Commissioner of Customs and Border
Protection to determine where operational assessments indicate that fencing may
still be needed to accomplish our goal of securing the border.

¢. How should the Department take into account the concerns of affected communities
and land-owners, and possible adverse impacts on the environment, in making
decisions about fence and vehicle barrier construction?

As the Secretary has stated, stakeholder input and environmental impacts should
continue to be assessed as part of the planning process for any future fencing
projects.

d. Under what circumstances would you recommend the Secretary exercise her
authority to waive laws to expedite fence construction?

The Secretary has stated that she believes this authority should be used judiciously,
and in circumstances where it is absolutely necessary for the security of a
particular area of our borders, and I support this position.

63. The current DHS border security strategy calls for an effective interior enforcement
strategy to identify and remove aliens not lawfully present in the U.S. What should the

nexus between border enforcement and interior enforcement be? How should the
Department balance the two in terms of priority and resources?
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As the Secretary has stated, effective border security and immigration management
require coordinated strategies that make the most effective use of both border and
interior control efforts. If confirmed, I will work with the Secretary to ensure that DHS
engages all stakeholders in a comprehensive approach to this problem.

64. The Western Hemisphere Travel Initiative (WHTT) will be implemented at land and sea
ports of entry on June 1, 2009. At that time, only passports or WHTI-compliant
documents will be acceptable for entering the United States. This requirement could
cause back-ups at the ports of entry, resulting in delays for those crossing the border.

a. How would you make sure that WHTT is implemented in a fair and reasonable
manner?

1 know that DHS has focused on three primary strategies to ensure the successful
implementation of WHTI at the land and sea borders in June: ensuring the
availability of documents for travelers, installing the appropriate infrastructure at
the ports, and conducting extensive outreach campaigns to prepare travelers for the
transition. If confirmed as Deputy Secretary, I will support these efforts and the
Secretary’s commitment to ensure WHTI is implemented in a fair and reasonable
manner.

b. What steps would you take to prevent WHTI implementation from causing delays
at the border?

As noted above, DHS has embarked on a three part strategy to ensure compliant
documents are available, border infrastructure is in place, and extensive outreach
to prepare travelers for transition. If confirmed as Deputy Secretary, I would work
with DHS and State Department leadership to ensure these efforts continue and are
effectively implemented. Iwill also support the Secretary’s commitment to work
with the Commissioner of CBP to review contingency planning and procedures to
ensure that WHTI does not cause delays at the border.

¢. How would you ensure that there is adequate staffing to handle the enforcement of
this requirement at the ports of entry?

CBP has demonstrated its ability to manage effectively changes in document
requirements at the border over the last several years. Specifically, I understand
they issue guidance to the ports and set protocols for how to ensure delays resulting
from the change are minimized, including establishing guidelines for staffing during
the transition period and discretion for how to address individual cases during the
implementation period. If confirmed as Deputy Secretary, I will work closely with
CBP and other leadership to ensure DHS is well prepared for the change, and
monitor implementation closely.

d. To what extent should CBP officers in the field have discretion in admitting border
crossers who do not have WHTI documents, but do not present a security threat, in
order to avoid delays at the border?
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CBP has a positive track record of managing changes at the border over the last
several years, including the change in January 2008 to eliminate the practice of
accepting oral declarations of citizenship and identity from U.S. and Canadian
citizens. I understand they provide guidelines to the ports with specific instructions
on how to address individuals who are not in compliance with the documentary
requirements, but do not otherwise present a threat. In particular, it is well
understood that a U.S. citizen who is returning to the U.S. will be admitted upon his
ability to satisfy the CBP officer of his citizenship and identity and completion of
appropriate checks. If confirmed as Deputy Secretary, I will work closely with
Departmental leadership to ensure that we are able to use best practices as well as
the lessons learned from prior transitions to effectively implement this change.

e. What would you do to improve public awareness about WHTI requirements in the
U.S. and Mexico and Canada?

As noted above, I know that DHS and the Department of State are engaged in
robust public awareness campaigns to prepare for this transition. I also know that
DHS staff is working closely with Canada, Mexico, and other governments to
ensure that the upcoming documentary requirement changes are well understood, 1
recognize that these change can cause concern and anxiety and that getting the
message out effectively is imperative to our ability to effectively implement the
changes. However, I am always interested in improving the effectiveness of such
important programs. If confirmed as Deputy Secretary, I will strongly support
DHS’s communications efforts, and I would look to a variety of stakeholders and
Congress for ideas on improving WHTI public outreach.

Immigration

65.

Over the last several years, Immigration and Customs Enforcement (ICE) dramatically
increased worksite raids. Typically, large numbers of undocumented immigrant
workers were arrested for immigration violations, but few employers were punished for
hiring them. Some employers may hire undocumented immigrants because they may be
less likely to report viclations of child labor, wage and hour, health and safety, and
other laws protecting workers. Secretary Napolitano has stated that she intends to focus
enforcement actions on employers too.

How do you believe DHS should work in partnership with the Departments of Labor
and Justice on a more comprehensive approach to the inter-related problems of hiring
undocumented immigrants and addressing other employer workplace violations?

1 agree with Secretary Napolitano that we need to focus our worksite enforcement
efforts on employers who knowingly hire aliens that are not work-authorized and make
sure that they are subject to criminal penalties for violating the immigration laws. As
the types of unscrupulous employers who make such knowing violations of the
immigration laws may also be culpable of other serious violations of law, such as
violations of wage, workplace safety, and other labor laws, or even participation in
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human trafficking, it is critical that the Department of Homeland Security maintain and
expand wherever possible the degree of cooperation and information exchange between
the Department and the Departments of Labor and Justice necessary to focus on such
criminal employers. I know that Secretary Napolitano has already met with Attorney
General Holder to discuss closer cooperation between DHS and U.S. Attorney's offices
across the country in prosecuting criminal employers and I would support similar top-
level coordination with Labor Secretary Solis.

66. USCIS relies almost entirely on fees for its budget and is considered by many to be
chronically under-funded. The agency has recently increased its fees substantially,
causing concerns that the fees may pose an obstacle to immigrants seeking visas or
naturalization. At various times USCIS has also experienced major backlogs in
processing applications for both legal permanent residency and naturalization.

a. What approach would you take to addressing the challenges USCIS faces?

If confirmed, I am commitied to working with DHS and USCIS senior leadership to
closely examine the challenges facing USCIS and devise and implement
appropriate strategies forward. The substantial improvements to USCIS’s business
processes and technology that will be brought about by USCIS’ transformation
program should create greater efficiencies that may reduce both costs and
adjudication wait times for benefits applicants.

b. Do you believe DHS leadership should consider reducing the fees USCIS imposes?

If confirmed, I would work with the Secretary and senior leadership to determine
what, if any, adjustments should be considered

¢. Do you believe USCIS should receive additional appropriated funds to reduce its
reliance on fees?

If confirmed, I look forward to working with the Secretary, senior Departmental
leadership, and the Congress to review USCIS's budget in order to determine what,
if any, adjustments should be considered.

67. How would you ensure coordination among DHS components, including ICE, USCIS,
and CBP so that immigration priorities are identified, agreed upon, and consistently
implemented?

1 fully support the Secretary’s commitment to increase coordination among the
Department’s major immigration actors, including ICE, USCIS, and CBP, as part of
her larger effort to bring a consolidated culture to the Department. If confirmed, I will
support the Secretary’s efforts to assess additional ways to improve coordination
among these components and the rest of DHS.

68. U.S. immigration policy and border security was a highly contentious issue in both the
109™ and 110" Congresses. There is a broad consensus that the U.S. immigration
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system is broken. This consensus erodes, however, as soon as options to reform the
U.S. immigration system are debated. As a Senator and during the Presidential
campaign, President Obama supported comprehensive immigration reform that
included: a path to legalization and citizenship for undocumented aliens who meet
certain criteria (i.e., passing background checks, remaining employed, learning English
and paying fines); reducing backlogs of applications for family-based and employer-
based visas; establishing a temporary work visa program for unskilled workers and
providing the temporary workers the opportunity to eventually petition for legal
permanent residency; improving border security and immigration enforcement through
a variety of measures; and establishing an employment eligibility verification system.

a. What elements do you believe are essential to effectively reform our immigration
system?

The President and Secretary Napolitano are very much focused on immigration
reform. If confirmed as Deputy Secretary, I look forward to working with Congress
on this issue and playing a key role in the development and implementation of that
strategy.

b. One of the largest challenges in passing immigration reform is the status of 12
million undocumented aliens currently residing in the United States. What are your
recommendations for handling this situation?

Addressing the status of undocumented aliens is an important component of
immigration reform. If confirmed, I look forward to working with the Secretary and
Congress to develop and implement policies that are firm, fair, and just.

¢. One element of immigration reform legislation considered by the Senate in 2007
proposed changes in the criteria for awarding Legal Permanent Residency (LPR)
status. The proposal would have provided points for employment, education, and
English skills and reduced the significance of family ties in the U.S. What is your
opinion of this proposal?

While it is premature for me to comment on specific legislative proposals, I
understand the arguments in favor of a reformed system that would support family
unity, meet the legitimate needs of U.S. businesses while helping America remain
competitive in a global economy, and fulfill the Nation’s proud tradition of
welcoming immigrants to our shores and protecting refugees.

d. What is your opinion on creating a new non-seasonal guest worker program?
Proposals for guest worker programs have generated important discussion and
Jocus on a key issue that must be addressed as part of immigration reform. If
confirmed, I will work closely with the Secretary and Congress to develop and

implement effective strategies and programs to ensure the Nation's immigration
laws are enforced in a fair, firm, and just manner.
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e. Do you believe that there are actions that the Executive Branch could take without
legislation? If so, what are they?

If confirmed, 1 intend to work with the Secretary to recommend a comprehensive
review of the administrative authority at DHS in immigration law to determine what
changes could be made to improve the effectiveness of our current system.

f. 'What is your view on making immigration reform measures contingent upon the
implementation of specific border security measures?

As indicated above, border security must be strengthened and laws must be
enforced by the Department, as part of an overall strategy to address the
immigration issue.

69. Inrecent years, there has been a strong push to increase the visa caps for both the H-1B
and the H-2B temporary worker programs. Each year the cap is met quickly, leaving
many employers without needed workers. Some argue that these caps unnecessarily
restrict the ability of American employers to hire and maintain a knowledgeable
workforce, thereby hindering the U.S. in the battle to bring the best and brightest into
the country. However, many oppose increasing the caps on these programs because of
concerns about fraud and abuse and the alleged absence of evidence of a labor shortage.
What is your opinion of expanding the visa caps of the H-1B program and H-2B
programs?

Any changes to the caps on H1-B and H2-B programs must take into account the
current economic situation and prospects, as well as strategies adopted for
immigration reform. If confirmed, I will ensure that this issue receives serious and
sustained attention,

70. Several thousand criminal aliens illegally in the United States have been ordered
removed, but cannot be because their countries of origin refuse to accept them. Many
other aliens cannot be removed because their countries of origin lack a functioning
government, and therefore cannot affirmatively accept them. As a result, the aliens are
either held for long periods of time or released into the community. The Immigration
and Nationality Act permits the State Department, upon being notified by the Secretary
of DHS, to discontinue granting visas to citizens of countries that refuse to accept aliens
ordered removed to their countries of origin. What would be your policy regarding the
use of this tool in response to the refusal of foreign countries to accept the return of
their citizens, subjects, or residents?

Modifications to visa policies often send powerful signals. From my perspective as a
Jormer United Nations executive, I am intimately familiar with how so many others
around the world value accessibility to the United States. Many want to come here.

We must ensure that our policies reflect the need for America’s security and safety, and
that our international partners fulfill their responsibilities.

71. Congress is divided on whether to permanently authorize E-Verify; some critics of the
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program argue that the system is still subject to an unacceptably high error rate, and the
Chamber of Commerce and other representatives of industry claim it imposes an undue
burden on employers. Supporters contend that E-Verify is an effective tool to create a
verification program that will help to dissuade unlawful employment.

a. Do you believe E-Verify should be permanently authorized or made mandatory for
a larger number of employers? Do you think the system in its current state can be
effectively scaled to cover all employers?

The government should provide a tool for employers to quickly and accurately
verify the work eligibility of employees. As such, if confirmed, I look forward to
working with the Secretary and Congress to examine existing and innovative
programs to accomplish this goal.

b. What other initiatives would you consider to identify and pursue employers who
knowingly hire undocumented aliens?

If confirmed, I will support the Secretary’s coordination with the Department of
Justice to assure prosecution of serious violators.

72.  In October 2008, DHS issued additional regulations on what actions an employer
should take when they receive a no-match letter from the Social Security
Administration (SSA) notifying them of mismatches between names and social security
numbers provided by their employees and the information in SSA’s database. This rule
is currently being challenged in court. Do you support the no-match regime outlined by
DHS in its regulations? If not, explain how you would modify the policy.

1 am familiar with, and have been briefed on, the relevant arguments and concerns.
However, because the no-match rule is the subject of ongoing litigation, I believe it is
inappropriate to comment on it at this time.

73. The role of state and local law enforcement entities in the enforcement of immigration
laws has received a significant amount of attention in recent years,

a. In your opinion, what is the appropriate role of state and local law enforcement in
enforcing civil immigration laws?

Immigration enforcement is primarily a federal responsibility. However, it does
require coordination with state and local law enforcement, If confirmed, I will
work to ensure that relevant stakeholders are engaged appropriately and that
enforcement is coordinated, appropriate, and effective.

b. How do you believe the 287(g) program could best be utilized, and do you think the
program should be modified and/or expanded?

If confirmed, I will support the Secretary's review of this issue and consultations
with appropriate stakeholders in order to determine whether modification or
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expansion of the 287(g) program would be appropriate.

¢. There has been concern with ICE’s management, supervision, and participation in
the 287(g) program, as well as local law enforcement’s detention space,
completeness of paperwork, and discretion used to screen individuals in jail
facilities. If confirmed, what steps do you plan to take to ensure proper oversight of
this program?

1look forward to examining the results of the Secretary’s review of this issue and
ensuring constant vigilance is exercised with regard to ICE’s extensive operational
responsibilities.

74. The immigration detention system has expanded substantially over recent years. Recent
reports have focused attention on the conditions immigrants face while detained by
ICE. Among other things, the reports describe overcrowding, inadequate medical care,
inappropriate use of force, lack of access to telephone services, and transfers that
disrupted access to legal counsel. There is concern about a lack of an appropriate
environment for families and asylum seekers.

a. What steps do you plan to correct these and any other problems with detention
facilities and the treatment of aliens who are detained by ICE?

I am aware of this issue and will work closely with senior Departmental leadership
to address it. Secretary Napolitano has appointed a Special Advisor on Detention
and Removal Operations at U.S. Immigration and Customs Enforcement (ICE) to
specifically focus and advise her on immigration detention issues. If confirmed, I
will ensure that this issue receives regular and appropriate attention at the highest-
levels in order to assess current conditions, identify any shortcomings, and devise
and implement strategies that will bring about substantive improvements to the
system and ensure that aliens in ICE custody are treated humanly and
appropriately.

b. Would you support modifications to the Department’s parole policies and the
availability of alternatives to detention, so that individuals who have been
determined to pose no risk to public safety and are not deemed significant flight
risks are provided with greater opportunities for release while their immigration
proceedings are pending?

ICE parole policy is certainly an aspect of overall ICE detention policy that will be
closely examined as part of the policy review currently underway. If confirmed, I
expect to be deeply engaged in this review.

Coast Guard

75. The President’s budget overview proposes “termination of...the terrestrial-based, long-
range radionavigation (LORAN-C) operated by the U.S. Coast Guard, resulting in an
offset of $36 million in 2010 and $190 million over five years.” This announcement
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comes only one month after the release of the Federal Radionavigation Plan (FRP),
which was jointly approved by the Departments of Transportation, Defense and
Homeland Security, and appears to provide a way forward for implementing eLORAN,
The FRP acknowlegedes that, “many transportation safety-of-life applications depend
on commercial communication systems and DOT recognizes the importance of the
Loran system as a backup to GPS for critical infrastructure applications requiring
precise time and frequency.”

a. Does the decision to terminate the LORAN program mean that the Department does
not intend for eLORAN to serve as the Position, Navigation and Timing (PNT)
back-up to GPS in the future?

Tunderstand that an initial DHS survey of the Critical Infrastructure and Key
Resource sectors indicated that a variety of redundant capabilities, backups and
contingency plans are in place to meet growing national, homeland, and economic
security requirements, civil requirements and commercial and scientific demands.
DHS expects to complete an assessment to determine if a single, national system is
needed for GPS backup.

b. If the LORAN program is terminated, what other backups or contingency plans has
DHS identified to provide a viable alternative to GPS in the event of an outage?

As there is a wide variance in backup system requirements, the Department will
work collaboratively with critical infrastructure and key resource stakeholders to
determine whether alternative backups or contingency plans exist across the
sectors. DHS expects to complete an assessment to determine if a single, national
system is needed as a GPS backup.

76. National Security Presidential Directive (NSPD) 66 and HSPD 25 established new
guidance for Arctic Region Policy. This directive provides that the U.S. has “broad and
fundamental national security interests” in the Arctic region and calls for the U.S. to
“assert a more active and influential national presence to protect its Arctic interests and
to project sea power throughout the region.” Unfortunately, the Coast Guard is in
danger of losing its polar icebreaking capability. Both of the Coast Guard’s heavy polar
ice breakers are nearing the end of their service life. One of the two, POLAR STAR, is
in a non-operational “caretaker” status, tied up at its pier in Seattle. Further, no long-
term contingency plan exists to provide U.S. polar icebreaking capacity in the future.

a. What actions do you support to restore the Coast Guard’s capacity to maintain a
U.S. presence in the resource-rich and increasingly strategic polar regions?

If confirmed, I will work with the Commandant of the Coast Guard to support the
Administration's strategy and policies for maintaining a presence in the polar
regions. I would work with the National Security Council and Homeland Security
Council to develop the roles and responsibilities of DHS and the USCG and 1 will
be committed to meeting those responsibilities. Additionally, I would also work to
understand and consider the broader context of the federal government, including
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the Navy, State Department, National Science Foundation, etc.

b. The acquisition of two new icebreakers, from design to construction, will cost an
estimated $1.6 to $2.0 billion and take 8 to 10 years to complete. Do you support
devoting the necessary funds in the near term to initiate the acquisition process for
two new polar icebreakers for the Coast Guard?

If confirmed, I will work with the Executive Office of President, OMB, the
Department’s Chief Financial Officer, the U.S. Coast Guard, and the Congress to
determine the appropriate funding levels for all Department projects, programs,
and initiatives. I commit to working with the Congress, if confirmed, to determine
what the best course of action is on this, and all, acquisition programs within the
Department of Homeland Security.

¢. Your experience at the United Nations has likely given you a particularly strong
sense of appreciation for the importance of multinational cooperation. The Arctic
region, which lacks a comprehensive legal regime, is vulnerable to exploitation by
individual nations. Can the U.S. realistically exercise sovereignty in the Arctic
without making the investment to recapitalize the Coast Guard’s polar icebreaking
fleet in the near future?

The U.S. clearly has legitimate national interests in these issues and in this region.
If confirmed, 1 will commit to working with the Congress and the Administration to
determine the proper roles and responsibilities for DHS and the USCG, ensuring
that the capabilities necessary to meet these responsibilities are adequately
resourced.

77. Because the Coast Guard has been tasked with additional homeland security
responsibilities, some worry that there has been a corresponding decrease in the
service’s focus on its traditional missions.

a. What steps would you take to ensure that the Coast Guard’s homeland security
missions do not undermine its ability to perform its non-homeland security
missions?

The Department of Homeland Security was established to protect our country and
secure our freedoms and is steadfast in preparing and responding to threats of all
types and kinds. The Coast Guard’s exemplary performance in response to Gulf
Coast hurricanes demonstrates its competence and capabilities. Equaily, the Coast
Guard’s missions in such areas as aids to navigation and marine environmental
protection are valued contributions of this important component of DHS. If
confirmed, I am committed to working with the Secretary and the Commandant of
the U.S. Coast Guard on all Coast Guard missions.

b. Do you believe the Coast Guard currently has sufficient personnel and resources to

complete its various missions, and would you support additional personnel for the
Coast Guard?
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Demand for Coast Guard services continues to grow over time. The Commandant
of the Coast Guard has stated that the Coast Guard needs to grow to perform its
marine safety mission in the near term, and the Coast Guard is steadily adding to
its workforce in that critical, traditional mission area. If confirmed, I am
committed to working with the Secretary and the Commandant to review the Coast
Guard's end strength requirements in all of its mission areas, as I am committed to
working with all DHS Components to ensure that their staffing is appropriate to
their mission and their resources are aligned appropriately.

78.  One of the provisions of the SAFE Port Act of 2006, which this Committee authored,
was the requirement to establish Interagency Operations Centers (I0Cs) for port
security at all high-priority ports not later than three years from the date of enactment.
The Act authorized $60 million each year from 2007 - 2012. In 2007, DHS identified
the 24 high-priority ports that would require interagency operations centers and
estimated that the entire project at the 24 ports would cost $260 million, with an annual
operating cost of $3 million per center. Can you comment on the Department’s timeline
to fund and establish these first 24 I0Cs?

While I cannot comment on the precise timeline to fund and establish the first 24 10Cs,
I know that to carry out the Department’s core missions, interagency cooperation and
coordination is essential. If confirmed, I am committed to ensuring that the
Department continues to develop its capacity to coordinate with its interagency
partners through Interagency Operations Centers, as well as state and local fusion
centers.

79. It has been nearly a year since the Department issued its Small Vessel Security Strategy
in April 2008. What, specifically, has been done to implement this plan?

It is my understanding that over the course of the last year, the working group that
crafied the strategy has developed a formal implementation plan that outlines specific
programs and objectives for DHS component actions. This plan was developed
through extensive discussions with DHS partners such as the Department of Defense
and Department of Justice. When completed, the implementation plan will ensure close
coordination throughout the United States on small vessel security-related issues.
Additionally, DHS has continued its outreach efforts with the domestic and
international public and private sectors, for example, in January 2009, DHS completed
a series of five Regional Small Vessel Security Summits with a summit in Houston. The
Department’s extensive outreach should ensure an enduring partnership with small
vessel stakeholders and partners. If confirmed, I will work with the Secretary, the
Commandant of the Coast Guard, and the Commissioner of Customs and Border
Protection to ensure effective implementation of the Small Vessel Security Strategy.

80. Deepwater is a collection of more than a dozen Coast Guard acquisition programs for
replacing and modernizing the service’s aging fleet of deepwater-capable ships and
aircraft. It includes plans for, among other things, 91 new cutters, 124 new small boats,
and 247 new or modernized airplanes, helicopters, and unmanned aerial vehicles
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(UAVs). The success of Deepwater is critical to the future of the Coast Guard, and the
program must be carefully monitored to ensure that taxpayer dollars are being spent
effectively. The Commandant of the Coast Guard has reformed the service’s acquisition
structure to correct past problems with Deepwater. How will you help ensure
Deepwater’s success?

If confirmed, I expect to chair the Department's Acquisition Review Board to ensure
major acquisitions like Deepwater receive appropriate senior-level attention as part of
a strong and effective acquisition program. Iwould also work with the Commandant to
ensure the success and accountability of the Deepwater program.

Maritime and Transportation Security

81.

82.

After September 11th, the federal government moved quickly to improve the security of
commercial aviation. In response to concerns that seaports and cargo supply chains
were vulnerable to smuggling of people and Weapons of Mass Destruction (WMD),
Congress and DHS acted to build or strengthen maritime security programs. Following
terrorist attacks on rail and transit systems in Madrid, London, and Mumbai, Congress
included a number of provisions in the 9/11 Commission Recommendations Act to
address perceived vulnerabilities affecting domestic rail and transit systems. However,
some security experts and members of Congress have expressed concern that DHS still
has not sufficiently emphasized surface transportation security. If confirmed, what
would you prioritize to strengthen surface transportation security?

Given the federal responsibilities outlined in the Aviation and Transportation Security
Act (ATS4) of 2001, the continued high threat environment facing aviation, and the
long standing federal oversight generally over aviation, aviation security is going to
continue to be a dominant focus of the Transportation Security Administration (TSA).
But I share the view that given the attacks in Madrid, London, and Mumbai, we cannot
afford to overlook surface transportation. Each mode has very different challenges and
much of the responsibility to secure our freight rail, transit, highway, and pipeline
systems will fall to state and local authorities and the private sector supported by the
DHS Transportation Security Infrastructure Grant program. If confirmed, I plan to
look closely at this issue to ensure that DHS and TSA4 are devoting the attention to
surface transportation commensurate with their responsibilities.

The 9/11 Commission Recommendations Act required that TSA establish a system to
enable the screening of all air cargo transported by passenger aircraft, and mandated
that 50% be screened by February 1, 2009 and 100% be screened by August 2010.
However, the legislation gave TSA some flexibility in determining who screens the
cargo. To meet the deadlines, TSA has established a Certified Cargo Screening
Program, which has already certified more than 100 facilities, and continues to certify
more, What oversight mechanisms has TSA put in place to verify that facilities stay in
compliance with the program, and do you consider them sufficient?

1 understand that the Certified Cargo Screening Program (CCSP) is a key component
in the Department’s efforts to address statutory requirements to screen 100 percent of
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air cargo on commercial airline flights. Obviously, compliance is a key measure in
ensuring that participants in the CCSP and other participants in the supply chain
provide the security that is required of them. Although it is a voluntary program,
Jacilities and the multiple entities that process air cargo are closely regulated by DHS
and held to rigorous security standards. To accomplish these enforcement and
compliance efforts, TSA has dedicated nearly 450 air cargo inspectors to the oversight
of air cargo programs. If confirmed I will work with TSA as it continues to analyze the
adequacy of its inspection program and its efforts towards the 100 percent screening
mark.

83. Several key maritime security programs are predicated on not just interagency
coordination, but international cooperation. Programs like CBP’s Container Security
Initiative, the Customs-Trade Partnership Against Terrorism, and the Secure Freight
Initiative are just a few examples. However, some security measures - like the 100%
container scanning deadline in 2012 — have strained relations between the U.S. and
some international partners.

a. How can the Department improve its ability to solicit and incorporate feedback
from its international partners, or better communicate the Department’s reasons for
taking certain measures?

DHS has benefited from close partnerships with foreign governments as it worked
to develop a variety of maritime and supply chain security programs. For example,
Joreign partners working with DHS during the Secure Freight Initiative (SF1) pilots
were willing to expend considerable resources associated with additional staffing,
construction and other infrastructure upgrades. These partnerships were critical to
the success of these pilots and I understand that feedback from foreign partners and
industry constituted a significant portion of the 2008 DHS report to Congress on
SFIL If confirmed, I will ensure that the lines of communication remain open and
are sirengthened.

b. What experiences in your work with the National Security Council and the United
Nations will help guide your actions as Deputy Secretary in this area?

1 have direct and extensive experience working collaboratively with officials at all
levels of government from many countries around the world, ranging from routine
information-sharing to joint mission planning and execution in times of crisis. For
example, during my tenure on the National Security Council staff, I regularly
worked with officials from many countries in Europe to develop options and
strategies to deal with problems as diverse as Cyprus, the conflict in the former
Yugoslavia, and the peace process in Northern Ireland. I also worked closely with
interagency colleagues in the United States government in joint overtures and
discussions with European allies on issues including NATO expansion and
establishing the Partnership for Peace. In the not-for-profit realm, 1, again, worked
closely with diverse international officials from governments as well as influential
nongovernmental organizations in order to analyze and understand the problem of
unfolding, spreading, or renewing conflict and analyzing how to best coordinate
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international efforts to prevent conflict and ensure security. Certainly my tenure at
the United Nations involved a deep immersion in intergovernmental dialogue,
collaboration, and coordination. Through the process of working collaboratively—
in times of peace and security, and crisis and instability—with officials from a wide
range of countries and international organizations, I have developed extensive first-
hand experience and relationships that, if confirmed, I expect to draw upon to
advance the work of the Department and clarify and strengthen its engagements
with international partners around the world.

¢. At ahearing before the House Homeland Security Committee on February 25,
2009, Secretary Napolitano indicated that her initial review of the 100% cargo
container scanning requirement indicated that the Department would not be able to
meet the 2012 deadline established by the 9/11 Commission Recommendations Act.
Is it your understanding that DHS believes this statutory requirement should be
modified in some way, or does the Department still plan to work towards meeting
the 100% scanning requirement, but believes a different timetable is necessary?

If confirmed, I will review the Department's efforts to date and determine whether it
would be appropriate and necessary to exercise this authority. Iam notina
position at this point to comment on whether modification to the statutory
requirement may be necessary, but can assure you that any decision to use such
authority will be made in close consultation with Congress.

d. Do you think a 100% scanning requirement is consistent with a risk-based approach
to maritime container security with multiple layers of protection?

Increasing our level of knowledge and intelligence on the millions of containers
that either flow through our maritime ports or cross through our land borders,
obviously improves our ability to make informed risk-based judgments and deploy
our resources accordingly. As I understand the Secure Freight Initiative (SFI),
container screening is a valuable security tool however there are limitations on the
action we can take at the port facility itself without severely disrupting port
operations. I am mindful that it is uniikely the Department will achieve the
established 2012 deadline, and that the goal of container security is to secure
global supply chains rather than simply securing ports. If confirmed, I plan to look
closely at the program’s status and potential future options, and pledge ro work
with the Secretary to come back to Congress with a clear path forward.

¢. The Department recently released its second six-month status report on the Secure
Freight Initiative (SFI) pilot program to Congress, which requires that all containers
at certain foreign ports be scanned for radiation and x-rayed. Though the reports
found that some progress has been made, and that 100% scanning may currently
work in low volume ports, they also note that significant challenges remain,
primarily with foreign government cooperation, equipment costs and reliability,
port infrastructure constraints, and the significant difficulties scanning and x-raying
transshipped cargo. How would you address the issues raised in the SFI reports to
Congress?
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If confirmed, I will work with the senior leadership of the Department and CBP, as
well as domestic and international Secure Freight Initiative (SFI) pariners to assess
the status of, and evaluate the appropriate way ahead, for the program. I am aware
that CBP issued a report last year highlighting many legal, logistical, and technical
challenges confronting SFI. I expect any assessment will rely heavily on the SFI
reports to Congress, along with other stakeholders’ input.

f. The most recent DHS report on SFI estimated that expansion of the SFI to all
foreign ports shipping to the U.S. would cost at least $16.8 billion for the initial
equipment purchases. Though this is a cost that could be borne by the U.S.
government, foreign governments, the private sector, or some mix, it does not
account for personnel costs for reviewing images and resolving false alarms, as well
as any costs associated with delays. How would you determine the costs to DHS
for reviewing images and resolving alarms?

If I am confirmed, I would work with CBP and other stakeholders to ensure that the
container scanning strategy going forward is achievable and affordable. This is
clearly a critical issue and, if confirmed, 1 look forward to working to ensure that al
IDHS programs are effective, realistic, and sustainable.

g. Last year, the Department announced that it planned to continue to expand the SFI
to “strategic trade corridors” overseas, However, such a deployment could have
economic consequences for certain ports and may inadvertently shift risk from one
port to another. Do you believe SFI should be expanded according to “strategic
trade corridors?”

It is important to recognize both SFI's potential and its limitations. If confirmed, I
will work with the Secretary to review the program and identify next steps and
remain committed to ensuring that we maintain the necessary balance between
trade facilitation and security.

Infrastructure Protection

84. The November 2008 attacks in Mumbai, India demonstrated the vulnerability of “soft
targets,” facilities that are traditionally not subject to a high level of security and must
be easily accessible to the general public. Soft targets, such as hotels, sporting arenas,
and cultural centers can be an attractive target for terrorists because of their open nature
and the large numbers of people they often attract, but cannot be hardened with many
of the security methods applied to traditional critical infrastructure, such as chemical
plants or government buildings.

a. What should DHS do to improve the security of soft targets?
The best approach to protecting soft targets is to detect and disrupt ferrorist attacks

before they occur. These efforts require close coordination between intelligence,
law enforcement, border security, and other elements of federal, state, local and
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tribal authovities. DHS plays an important role in this work, both directly because
of its authorities over the border, and its capabilities in protecting coastal waters,
aviation, and critical infrastructure. If confirmed, I look forward to working closely
with Congress and all stakeholders to strengthen our protections and build
resiliency.

b. Do you believe the Department’s current efforts are adequate? If not, where do you
believe they need to be enhanced?

If and when an attack does occur, it is essential that federal, state, local and tribal
authorities respond promptly, in a coordinated manner, with all the resources
necessary to secure the situation and end further violence. How incident response
will be coordinated depends on the precise situation, and improving overall
coordination across all levels of government will be one of the important challenges
Jor DHS in coming years. The Mumbai attacks showed what low-tech weapons can
accomplish. Prompt, firm and coordinated response at all levels of government is
essential to effective preparedness and resiliency, and if [ am confirmed will
diligently work to bolster the Department’s engagement with other stakeholders.

85. Inthe 9/11 Commission Recommendations Act Senators Collins and Lieberman co-
authored a provision to encourage people to report potential terrorist threats directed
against transportation systems. In response to the November 2008 terrorist attacks in
Mumbai, India, where it appears that the terrorists performed reconnaissance on a
number of the targets before the attacks, Senators Collins and Lieberman convened two
hearings to examine the lessons learned from Mumbai. Those hearings reinforced their
long-standing concern that terrorists might shift their attention from high-value, high-
security targets to less secure commercial facilities or “soft targets.” Indeed, in response
to a question from Senator Collins during the first hearing, New York City Police
Commissioner Raymond Kelley said that the 2007 law “made eminently good sense”
and encouraged “that it be expanded [to other sectors] if at all possible.”

The Committee may consider legislation which would expand the protections of the
9/11 Commission Recommendations Act to reports of suspicious behavior in sectors
other than transportation, but would also contain several important safeguards designed
to protect against racial profiling. For example, it would not protect an individual who
submits a report that he or she knew to be false or was made with reckless disregard for
the truth at the time that the person made that report. Would you support such
legislation?

Generally, legislation should encourage responsible engagement of alert citizens to
report suspicious behavior. This must be balanced with protections of the fidelity of
such information by dealing with the false-positive problem in a manner that is
respectful of communities subject to profiling, while simultaneously ensuring that
reporting of suspicious behavior is not discouraged and is done in a responsible
Jashion.

86. Ensuring the security of the nation’s most critical infrastructure and key resources is a
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key mission of the Department. HSPD 7 (Critical Infrastructure Identification,
Prioritization, and Protection) directed the Secretary of Homeland Security to develop
the National Infrastructure Protection Plan (NIPP) and encouraged the Department and
sector-specific agencies to develop voluntary private-public structures, such as the
private sector and government coordinating councils, to set national priorities for, and
provide a coordinated approach to, critical infrastructure and key resources protection,

a. What experience do you have cooperatively engaging the private sector to
accomplish common goals?

I have direct experience forging innovative public-private partnerships in support
of common goals as part of the leadership of Ted Turner’s initiative to support
international causes (The United Nations Foundation). During my tenure as the
Executive Vice President and Chief Operating Officer of the Foundation, we
pioneered a ground-breaking public-private partnership business model to provide
a third-party platform for businesses to join civil society and other efforts to
support international causes. This model generated hundreds of millions of dollars,
in addition to Mr. Turner’s personal contribution, and provided valuable data
about both the challenges and benefits of multi-sectoral engagement with the
international public sector.

The Foundation's innovative public-private partnership model established a novel
template that has been replicated for other public-private partnerships within the
United Nations system. As a result of this experience, I am personally cognizant of
the importance of appropriately engaging the private sector and mobilizing its
considerable resources for the common good.

b. What is your view of the NIPP and the sector-specific plans developed in
association with the NIPP?

Given that over 85% of the Nation's critical infrastructure is owned and operated
by the private sector, I believe in the importance of a strong national infrastructure
protection plan that sets forth a clear process to engage and work in a
collaborative manner with infrastructure sector partners. If confirmed, I will
review existing structures and lessons learned to ensure these structures are used
to drive measurable improvements in security.

c. What is your view on voluntary private-public partnerships as a tool to ensure the
security of our nation’s critical infrastructure and key resources?

Ensuring the security of our Nation’s critical infrastructure and key resources
demands that the public and private sectors work together to find solutions that are
cost-effective and benefit day-to-day operations. If confirmed, I look forward to
working closely with the private sector to ensure the full protection of the Nation's
critical infrastructure.

d. 'What actions would you take to develop and improve voluntary public-private
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programs?

To understand the challenges inherent in the public-private collaboration to protect
the Nation’s critical infrastructure, I would, if confirmed, seek an early opportunity
to explore with all stakeholders their perspectives and recommendations going
Jorward.

87. The Department initially focused its activities on protecting rather than ensuring the
resiliency of our nation’s critical infrastructure and key resources. In a recently issued
report, the Homeland Security Advisory Council recommended refocusing the
Department’s critical infrastructure and key resources protection activities on resiliency
as a top priority for the next Secretary because “we cannot protect everything, against
all things, at all times, and at all costs.” Some experts have also argued that the private
sector is more open to the concept of resiliency because the business case for investing
in resiliency is more compelling.

a. What role do you believe resiliency should have in the Department’s critical
infrastructure and key resources activities?

DHS defines resilience as “the ability to recover from, or adjust to, adversity or
change.” The Homeland Security Advisory Council publically recommended in
2006 and again in 2008 that critical infrastructure resilience be prioritized as a top
strategic objective. If confirmed, I will work with all stakeholders 1o strengthen the
Nation’s resilience in confronting all-hazards.

b. What are your views regarding the appropriate balance between protection and
resiliency?

The homeland security agenda ranges from protection and prevention to response
and remediation. In this regard, preparedness and resilience are important
touchstones. If I am confirmed, I will work with all stakeholders on this agenda to
ensure a proper balance is struck.

¢. How would you encourage resiliency through existing voluntary public-private
partnerships, such as the sector and government coordinating councils?

1 understand DHS has developed avenues to encourage resiliency through public-
private partnerships, including the Secretary's Homeland Security Advisory
Council. If I am confirmed, I will look forward to learning more about existing
structures and ways to develop innovative approaches to this issue.

88. The Department’s Office for Bombing Prevention leads the Department’s efforts to
deter, detect, prevent, protect against, and respond to terrorist improvised explosive
device (IED) threats. In November 2007, the Committee approved legislation, the
National Bombing Prevention Act of 2007 (8. 2292), to strengthen the authority and
budget of this critical office. In FY2007, the Department of Homeland Security
Appropriations Act and HSPD-19 required a National Strategy for Bombing

U.S. Senate Commitiee on Homeland Security and Governmental Affairs Pre-hearing Questionnaire Page 62 of 107

VerDate Nov 24 2008  09:01 Jun 13,2011 Jkt 050383 PO 00000 Frm 00125 Fmt6601 Sfmt6601 P:\DOCS\50383.TXT SAFFAIRS PsN: PAT

50383.081



120

Prevention. The Strategy was completed and delivered to Congress in 2008, but
required the interagency process to also develop an implementation plan.

a. What is the status of the implementation plan, as required by HSPD-197

It is my understanding that the implementation plan was completed in close
partnership with the Department of Justice, approved by the Attorney General, and
delivered to the White House on January 16, 2009.

b. Do you intend to continue these efforts, and if so, will you deliver the
implementation plan to Congress when it is completed?

It is my understanding that the HSPD-19 Implementation Plan was delivered to
Senate Appropriations Committee (SAC), House Appropriations Committee (HAC),
Senate Homeland Security and Governmental Affairs Committee (HSGAC) and
House Homeland Security Committee (HHSC) on February 3, 2009. The
Department is working closely with the interagency partners to execute the tasks
and actions enumerated in the Implementation Plan. In particular, the Office of
Infrastructure Protection Office for Bombing Prevention and the FBI have taken the
respective leads on coordination between DHS and DOJ and will continue working
together through the HSPD-19 Implementation Joint Program Qffice. As a result of
over two years of work on the national strategy, DHS and DOJ have forged a close
partnership on countering terrorist use of explosives that will last for many years
after all HSPD-19 tasks are complete.

c. How will you use this implementation plan to guide funding and staffing levels for
DHS offices given increased responsibilities under the plan?

If I am confirmed, I look forward to working with appropriate stakeholders utilizing
the HSPD-19 Implementation Plan to develop appropriate resource requirements
Jor those components and offices within the Department responsible for carrying
out these tasks.

89. The Department’s Protective Security Advisors (PSAs) are critical infrastructure
protection specialists deployed across the nation to partner with state, local, tribal and
territorial governments and the private sector to assist with local efforts to protect
critical infrastructure and key resources. The PSAs also support FEMA by serving as
infrastructure experts during disasters.

a. DHS has begun implementing a program to provided at least one PSA to every
state. Will you continue to support this program?

It is my understanding that the PSA Program has proven its value to the
Department’s state, local, tribal and private sector partners. PSAs have
considerable qualifications and experience related to risk reduction, physical
security, and counterterrorism, bringing the added value of direct experience with
DHS, other federal agencies, and state and local law enforcement, to the critical
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infrastructure and key resources prevention and protection mission. Leveraging
this experience, the PSA Program is able to support national preparedness by
Jostering improved coordination through protective programs and developing a
more robust critical infrastructure protection capacity in states and local
communities.

b. Should additional resources be given to appropriately expand and encourage the
long-term sustainability of the PSA program?

Resource considerations should be evaluated in the context of the program’s
overall performance. If confirmed, I look forward to examining these issues closely
with all relevant stakeholders.

90. The nation depends on electricity. As such, the security and reliability of the electric
grid is critical to the homeland security mission.

a. What steps will you take as Deputy Secretary to help secure the electric grid?

If confirmed, 1 will ensure that close cooperation continues between DHS and the
Department of Energy, its federal partner in electric grid security, as contemplated
by the National Infrastructure Protection Plan (NIPP) and the Energy Sector
Specific Plan. Coordinating with the entire range of range of stakeholders who
own and operate the electrical system, I am committed to building upon the
successful elements already in place, and identifying potential areas for
improvement.

b. Often infrastructure protection is most effective if it is built into the system or asset
as opposed to being applied as an afterthought. What role do you believe the
Department should play in electric grid modernization efforts being led by the
Department of Energy (DoE)?

If confirmed, I will ensure that DHS is both strengthening existing responsibilities
and pursuing any innovative areas in which the Department could most effectively
bolster security in DOE'’s electric grid modernization efforts.

91. The American Recovery and Reinvestment Act provides $47 billion to fund a wide
variety of transportation infrastructure projects. As these projects are designed and
constructed, it is important that consideration be given to ensuring critical infrastructure
is protected from natural and man-made threats, including terrorism. S&T has been
doing some work in this area, and is developing tunnel, dam, and bridge protective
measures. To what extent are protection and resiliency measures being considered as
stimulus-funded infrastructure projects are planned and constructed, and what should
DHS?’ role be in ensuring these protective measures are considered?

It is my understanding the Secretary has been in contact with the President and her
colleagues in the Cabinet to ensure that infrastructure projects funded by the American
Recovery and Reinvestment Act include protection and resiliency measures. If
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confirmed, I will work with the Secretary on this effort.

The American Recovery and Reinvestment Act also provides $4.5 billion for
alternative energy infrastructure improvements, $4.5 billion for electricity transmission
activities, and $6 billion for loan guarantees for renewable energy and transmission
projects. There are serious cyber security threats and resiliency concerns related to
energy generation infrastructure and a modernized electricity grid that should be
considered in the development of these important projects. Although distribution of the
funds for these projects will be managed by the DoE, DHS has a great deal of expertise
in the protection of critical infrastructure and cyber security to ensure that these projects
are not left vulnerable to man-made or natural disaster disruption. Are there
collaborative efforts between DoE and DHS to ensure consideration is given to cyber
security and resiliency measures?

1 understand that the Departments of Energy and Homeland Security collaborate
closely on issues related to cyber security resiliency and the modernized electricity
grid. If confirmed, I look forward to working with the Assistant Secretary for
Infrastructure Protection to learn more about these efforts and support them fully to
ensure DHS maintains an active role in these and related resiliency matters.

Chemical Security

93.

Numerous homeland security experts have identified the nation’s many chemical
facilities as an extremely dangerous vulnerability. These facilities make or use
hazardous chemicals that are highly toxic if detonated or released. Because many such
facilities are located close to population centers, they represent, in the words of one
expert, “pre-positioned weapons of mass destruction.” In the fall of 2006, Congress
directed DHS to identify, assess and ensure effective security at or near our nation’s
high-risk chemical facilities. The Department subsequently released the Chemical
Facility Anti-Terrorism Standards (CFATS), an interim final rule that establishes risk-
based performance standards for such facilities. Under CFATS, covered chemical
facilities are required to prepare Security Vulnerability Assessments and Site Security
Plans that identify the measures that will be used to minimize any identified
vulnerabilities. Although the Department has made considerable progress in
implementing CFATS, authorization for the program will expire in the fall of 2009.

Please discuss your familiarity with CFATS and how you would guide this program
forward if confirmed. Do you believe DHS needs additional regulatory authority in this
area?

1 have been briefed on CFATs by the Department s experts on the subject and
understand that the Department is currently in the middle of a key implementation
phase of the Chemical Facility Anti-Terrorism Standards (CFATS) and generally, it has
been making progress in the implementation the program. 1 believe the Department is
preparing to notify Tier 1 facilities of their final tiering determination, which will
trigger the creation of Site Security Plans — the next step in the regulatory program.
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DHS needs to maintain its momentum in this program while ensuring that the Nation’s
high risk chemical facilities are achieving measurable security improvements.

If confirmed, I'will closely evaluate this regulatory program to determine the
effectiveness of the implementation and to ensure the Secretary’s priorities are being
mel. After reviewing the program 1 will be able to determine if more authorities are
needed to augment our current efforts.

Federal Protective Service

94.

The Federal Protective Service (FPS) is responsible for providing security for more
than 8,000 federal buildings around the country, and the more than 12 million federal
employees working in them. Unfortunately, it is an agency that has been chronically
overlooked by the Department. Worse, in each of the past two years, the previous
Administration proposed realigning the FPS and cutting approximately 25% of the
existing uniformed security personnel within the agency. In response, Congress
required the Federal Protective Service to maintain no fewer than 1,200 full-time
equivalent staff (FTEs), including at least 900 law enforcement officers. Congress also
required that the FPS adjust the fee it collects from the agencies it serves in order to
meet the FTE requirement and maintain an appropriate level of security for federal
employees and buildings.

Title XI of S. 3623, the DHS Authorization bill introduced by Senators Lieberman and
Collins last Congress, authorizes additional full-time law enforcement personnel for the
Federal Protective Service to boost the capabilities of this important agency, and
requires that DHS undertake a number of actions to improve operations in the FPS,
including looking at how DHS funds and staffs the agency.

a. Do you support adding FPS officers (which includes police officers, inspectors or
criminal investigators) to boost FPS’s capabilities in protecting our federal
buildings and the people that work and visit them every day?

If confirmed, I expect fo study this matter in depth, taking into consideration a
comprehensive review of the current state of FPS operations and capabilities. In
addition, I expect that such a review will make comprehensive recommendations on
options to achieving operational efficiencies and identify potential changes to
operational policies and procedures.

b. Do you plan to review FPS staffing, its model for reliance on contract security
guards for initial response in most cases, and its fee structure, to ensure that federal
buildings are adequately protected?

Yes. A full review of all FPS activities is warranted. If confirmed, I look forward to
receiving the recommendations for this review to help further strengthen the
Department s operations.

¢. If confirmed, will you commit to work with the Committee to ensure FPS receives
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the attention it needs from the Department?

Yes. Ensuring the safety and security of our federal workforce and buildings is a
critical mission. I am committed to working closely with this Committee, together
with Immigrations and Customs Enforcement, on all matters concerning DHS
operations.

Cyber Security

95. For years, there have been significant vulnerabilities in our cyber networks. These
vulnerabilities have led to massive identity theft, monetary loss, and leaks of classified
information, and have had an effect on all levels of government and throughout
industry. Additionally, cyber threats to Supervisory Control and Data Acquisition
(SCADA) systems — which control industrial processes — have the potential to cause
devastating impacts on critical infrastructure, including the electric grid and the water

supply. .
a. Please discuss your familiarity and experience with cyber security issues.

My familiarity with cybersecurity issues originated with my service as a signal
officer in the United States Army. From this experience, I became familiar not only
with the essential need for continuous and reliable data, voice (and, increasingly
video) links within and between operations, but also with the need to secure
information against very determined threats to seize and exploit vulnerabilities.
During my tenure at the United Nations, one of the many divisions I oversaw was
the Communications and Information Technology Service which had responsibility
Jor ensuring timely and secure communications and information exchange within
and between United Nations peace operations, and between these operations and
Headquarters. During this time, continuous expansion and the evolving complexity
of peace operations required the robust provision of information and
communications technology services. Due to the global nature of peacekeeping, the
complexity of mission mandates, austere operating environments (making secure
and reliable communications not a luxury, but a security imperative), and the need
to integrate with military and police components of varying degrees of
sophistication and resources, cybersecurity (and interoperability) became ever-
present considerations.

Like every other IT user in the world, the United Nations has become exposed to
regular attempls to obtain unauthorized access to its systems and other potentially
disruptive actions, as well as various forms of malicious code, all of which have
enormous potential to impair operations. Protecting valuable information from
unauthorized access is now an ever-present and ever-expanding requirement due to
an increase in reliance upon information systems and the increasing sophistication
of tools employed to obtain unauthorized access to them. My Department provided,
supported, and continues to support an agile and comprehensive approach to
protecting Peacekeeping information and communications technology resources

U.S. Senate Committee on Homeland Security and Governmental Affairs Pre-hearing Questionnaire Page 67 of 107

VerDate Nov 24 2008  09:01 Jun 13,2011 Jkt 050383 PO 00000 Frm 00130 Fmt6601 Sfmt6601 P:\DOCS\50383.TXT SAFFAIRS PsN: PAT

50383.086



VerDate Nov 24 2008

125

and data in light of rapidly changing threats, vulnerabilities, requirements, and
technologies through the integration of sustainable information security practices.

More specifically, during my tenure leading mission support for Peacekeeping, we
incorporated effective information communications technology security safeguards
into daily operations, mindful of the need to achieve mission goals and objectives;
developed, promulgated, and monitored information communications technology
security policies, standards, baselines, guidelines, and plans — including the
standardization of risk and vulnerability assessment processes, and established an
information security capacity at Headquarters in New York City and in field
missions around the world in order to deal with ever evolving information security
challenges. Under my leadership, we performed information security assessments
on information systems at all levels, promoted a general user security awareness
program, and developed an incident and digital forensics capacity to support
investigations by the Office of Internal Oversight Services when information and
communication technology resources and data were involved. In addition, we
actively worked to integrate information and communications technology security
into all aspects of project management, development, and operations. From this
experience, | have a deep appreciation of, and significant experience with, the
complexities and challenges of cybersecurity.

b. If confirmed, what steps do you intend to take to improve the nation’s cyber
security, both with respect to the government and private networks?

1 understand the President has directed a comprehensive review of cybersecurity
across the federal government. If confirmed, I expect that this review will guide the
Department in its close work with other federal departments and agencies, with
state and local governments, and with the private sector to develop and field
capabilities to mitigate the very real cyber threats that exist.

¢. Do you believe additional federal regulation or enhanced private sector cooperation
is needed to ensure that private sector companies act to protect critical cyber
infrastructure?

If confirmed, 1 look forward to building on the recommendations emanating from
the President’s review of cyber security. Iam aware that DHS is working closely
with the Department’s inter-agency partners and the private sector lo ensure that
this review produces the best possible result. Ilook forward to seeing the
recommendations that result and discussing them with the Secretary and with my
counterparts at other agencies.

96. In January 2008, President Bush signed National Security Presidential Directive 54 /
Homeland Security Presidential Directive 23 — a multi-agency, multi-year plan that laid
out twelve steps to securing the federal government’s cyber networks. Also known as
the Comprehensive National Cyber security Initiative (CNCI), this plan represented a
fundamental shift in how the federal government approached cyber security and gave
DHS new responsibilities, as well as a significant increase in funding and staffing to
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carry out these responsibilities. Specifically, the CNCI gave DHS the role of
coordinating cyber security across all civilian federal agencies. However, the CNCI
does not give DHS any authority to compel coordination or compliance across the
federal government. Both the White House and Secretary Napolitano have commenced
reviews of cyber security policy, which will likely shape the future direction of the
Federal government’s overall strategy to secure cyberspace.

a. What authorities do you believe DHS needs to effectively secure our federal
government networks against ongoing cyber attacks?

Secretary Napolitano is reviewing the response to her Action Directive requesting
information on the Department’s cybersecurity authorities, responsibilities,
programs, and timelines. If confirmed, 1look forward to joining her in that review
and determining where authorities might need to be strengthened for each of our
missions.

b. CNCI requires a high degree of inter-agency coordination. What do you believe is
the appropriate role for the Deputy Secretary in this process?

DHS has been coordinating extensively with the inter-agency on the CNCI for over
ayear. Given the Initiative’s priority, this coordination must continue at all levels,
including that of the Deputy Secretary. If confirmed, I intend to work closely with
my counterparts not only to provide guidance and recommendations on current
Initiatives, but also to ensure the CNCI fits into a broader approach now being
considered as part of the 60-day cyber review ordered by President Obama.

¢. Currently, many distinct components of DHS play a role in the department’s cyber
security mission, including but not limited to: the Office of Cyber Security and
Communications, the National Cyber Security Center, and the Office of Policy. If
confirmed, what do you believe are the appropriate roles and responsibilities of the
various components with regard to cyber security?

1 understand that these roles were debated extensively—including the role of the
National Cyber Security Center— within the inter-agency prior to its promulgation
in Homeland Security Presidential Directive — 23. Its role is to help secure U.S.
Jfederal government networks and systems by coordinating and integrating
information to provide cross-domain situational awareness, analyze and report on
the composite state of U.S. Cyber Networks and systems and foster collaboration.
The Office of Cyber Security and Communications has a programmatic set of
responsibilities to ensure the CNCI is implemented as defined in the Presidential
Directive.

d. As part of the new cyber initiative, DHS has been authorized to increase the number
of staff supporting the program. So far, the National Cyber Security Division has

only been able to fill a limited number of these positions. If confirmed, how do you
intend to find and recruit people with sufficient qualifications?
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It is my understanding that NCSD has initiated a multi-layered national recruitment
process, utilizing a variety of mechanisms, including: scholarships, public outreach
in major media markets, leveraging new media advertising opportunities, and
traditional outreach via job fairs and conferences.

e. What resources do you believe DHS needs to accomplish this mission?

Secretary Napolitano is reviewing the response to her Action Directive requesting
information on the Department’s cybersecurity authorities, responsibilities,
programs, and timelines. If confirmed, 1look forward to joining her in that review
and determining appropriate resource levels for DHS's various cybersecurity
missions beginning in Fiscal Year 2010.

f. The CNCI was developed with little input from the private sector even though the
private sector owns most of the cyber infrastructure, even in the context of federal
information technology networks. What steps will you take to ensure that the
private sector is adequately involved in the development of policies and protocols
for federal cyber security?

1t is my understanding that the President’s 60-day review of cybersecurity will
engage the private sector extensively. If confirmed, I look forward to building on
that review process and its findings to ensure that the Nation’s cyber infrastructure
is robustly protected and all stakeholders are appropriately engaged.

Biosurveillance

97. Congress authorized the National Biosurveillance Integration Center (NBIC) that is
located in the Office of Health Affairs in the 9/11 Commission Recommendations Act.
In order to identify disease outbreaks quickly so that life saving measures can be
deployed, the core mission of NBIC is to integrate biosurveillance data and personnel
from across the interagency “to rapidly identify, characterize, localize, and track a
biological event of national concern by integrating and analyzing data relating to
human health, animal, plant, food, and environmental monitoring systems (both
national and international).” However, at the time that the NBIC declared itself “fully
operational” it had only one detailee from another agency and few interagency data
streams, leaving the vast majority of its interagency partners unaccounted for.

a. How will you encourage greater involvement of needed Federal partners in this
interagency effort?

1t is my understanding that despite the repeated efforts of the NBIC program to
Sacilitate and foster engagement with its partner federal departments and agencies,
it has succeeded in obtaining only one detailee (provided by CDC). If confirmed, 1
would review the program to better understand why the NBIC has not attracted
greater interagency support and work to improve our relationships with the
interagency and improve the NBIC’s capabilities.
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b. Are there additional authorities that DHS needs to make the NBIC a successful
effort?

If confirmed, I would look to review the program to better understand why the
interagency has not been fully participating in the NBIC. As part of that review, 1
would look to see if greater authority is needed to improve NBIC's capabilities.

Weapons of Mass Destruction

98. Addressing the threat of Weapons of Mass Destruction is an issue that has been a major
focus for the Commiittee. For the past year, the Committee has been examining the
threat of nuclear terrorism, and has found that not only is the threat of a nuclear
detonation in an American city very real, but that the country is not prepared to respond
if such an attack were to occur. Last month, the Committee heard testimony from the
Commission on the Prevention of Weapons of Mass Destruction Proliferation and
Terrorism (WMD Commission) that the probability of a WMD attack somewhere in the
world by 2013 is better than 50%. They found the greatest threat to be posed by
biological terrorism, and that our government is not doing enough to prevent such an
attack.

a. What are your greatest priorities in terms of increasing our ability to prevent a
WMD attack, both on the biological and nuclear fronts?

The Domestic Nuclear Detection Office (DNDO) has statutory responsibilities to
protect the United States against radiological and nuclear attacks, including the
responsibility for developing a “global nuclear detection architecture” (GNDA).
The GNDA is a multi-layered system of detection technologies and programs
designed to increase the Nation's ability to detect and prevent radiological and
nuclear terrorism. Domestically, DNDO collaborates closely with CBP, USCG,
and TS4, as well as multiple state and local agencies, to develop and deploy new
technology for the detection of nuclear and radiological material at our borders,
ports of entry, and within the United States.

1 understand that addressing biological threats requires a somewhat different
approach. DHS works with the FBI to ensure comprehensive evaluation of the
national security risk that may be posed by those who have direct access to the most
dangerous pathogens in the nation. DHS also works with the Centers for Disease
Control and U.S. Department of Agriculture to incorporate biological safety
laboratories into Tier II critical national assets protection framework. It is my
understanding that, as part of a White House initiative, DHS, along with other
relevant departments and agencies, is actively reviewing federal policy to secure
dangerous pathogens and strengthen oversight of high-containment laboratories.

b. Should prevention efforts fail, a large-scale attack could necessitate a swift and
sizable federal response, led by DHS and FEMA, to minimize the loss of life from
such an attack. Unfortunately, there are sizable gaps in our planning and readiness
at all levels of government. What will be your priorities in filling the gaps in
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capabilities at the federal level, and in integrating those capabilities with those of
states and local governments, as well as the private sector?

In accordance with the National Response Framework, DHS and FEMA would
support state and local response efforts with all the assets and resources available.
DHS has finalized a strategic plan to prevent, respond to, and recover from
terrorist use of an improvised nuclear device(IND), and will soon complete a
concept plan for the IND issue that addresses the interagency response effort. DHS
also has established internal requirements for response to a nuclear aitack, which
spell out high-level actions and goals that DHS must undertake should such an
incident occur.

With respect to biological threats, a premium must be placed on detection and
warning and recognition systems. If confirmed, I anticipate conducting a thorough
examination of systems in place in order to ensure that no gaps exist in capabilities
at the federal level and that state, local, and private sector stakeholders are
appropriately engaged,

¢. How will you ensure that DHS coordinates with, and leads where appropriate, the
efforts of other agencies in preventing, preparing for, and responding to WMD
attacks and other catastrophic incidents?

The National Response Framework serves as the central means by which federal
agencies organize their various roles and responsibilities in a major incident.
However a major biological or nuclear attack would certainly stretch the system to
its limits. If confirmed, I will work with the Secretary, the FEMA Administrator,
and other senior Department officials to ensure that DHS fulfills its leadership and
coordination responsibilities.

99. The Report of the Weapons of Mass Destruction Commission raises concerns about the
regulatory framework for high containment biological labs, namely those operating at
biosafety level 3 or the maximum level of 4 (BSL3 and BLS-4 labs). If a BSL-3 or
BSL-4 lab is working with a dangerous pathogen on the Select Agent list, its activities
are regulated by the Select Agent Program. BSL-4 labs are always regulated by the
Select Agent Program since almost by definition they are working with the most
dangerous pathogens. In contrast, BSL-3 labs come under government scrutiny only if
they are government funded or if they are working with a pathogen on the Select Agent
List. The Commission also notes that there has not been a substantial review of the
Select Agent Program to evaluate its effectiveness, impact on domestic and
international biological research, or to identify needed improvements. The Commission
recommends that we revisit and update the Select Agent Program.

a. Do you agree with these recommendations of the Commission for improving the
security of high containment biological labs and reviewing the Select Agent
Program?
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1 agree that security of high containment biological laboratories is important. |
understand that the existing regulatory and oversight system is fragmented among
different federal agencies, resulting in a lack of uniformity in security measures. The
development of a comprehensive, unified approach to U.S. biosecurity is essential to
improving the safety of owr Nation and reducing the risk of bioterrorism.

It is my understanding that DHS, along with other relevant federal Depariments and
agencies, is actively participating in the Interagency Working Group on
Strengthening Laboratory Biosecurity in the United States (WG) as established by
Executive Order 13486. As part of its charge, this WG is undertaking a
comprehensive review of the domestic program to secure dangerous pathogens and
develop and implement a plan to tighten federal government oversight of high-
containment laboratories housing such pathogens.

b. What role should DHS have, if any, in the security of biosafety labs?

1 believe DHS has a significant role to play in securing high containment laboratories
and bioagents and in preventing access to those who wish to do our Nation harm.
Laboratory security and the prevention of bioterrorism is not simply a public health,
animal and plant health, law enforcement, or research mission. Rather, the
prevention of bioterrorism requires input from all these communities and DHS, and
in particular the Office of Health Affairs as the lead on the Department’s biodefense
efforts, is uniquely positioned at their intersection.

¢. We are currently developing legislation to address the vulnerability posed by
inadequate monitoring of these labs. Will you commit to working with us on this
important legislation?

Yes. If confirmed, I am committed to fulfilling DHS'’s mission fo ensure that our
Nation is properly protected from bioterrorism. We must examine the need for a
unified oversight framework for high containment biological laboratories in a way
that leverages the expertise of all relevant elements of the federal government.

Domestic Nuclear Detection Office

100. Coordinating federal efforts to prevent a nuclear terrorist attack against the civilian
population of this nation is among the most important and complex challenges that the
Department faces. Federal agencies in various departments spend approximately $3
billion a year on more than 70 programs that contribute to our defenses against nuclear
terrorism.

DHS’s Domestic Nuclear Detection Office (DNDO) is charged with coordinating these
federal efforts and developing a unified nuclear detection system. To this end, DNDO
has embarked on an effort to create a coherent, government-wide strategic plan of
investments resulting in a Global Nuclear Detection Architecture (GNDA), but has thus
far not yet produced a coherent, government-wide strategic plan of investment.
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a. What is your preliminary assessment of the need for (a) a government-wide
strategic plan to build a GNDA, and (b) agency-specific implementation and
investment plans designed to complete an integrated system of nuclear detection
defenses?

1 am very much aware of the issues surrounding this discussion and, of course,
believe that cross-agency strategic planning on this, and other issues, is essential to
an integrated approach to these threats. The 9/11 Commission calls for a “unity of
effort” in the area of nuclear detection, and, if confirmed, I will work to ensure
DHS plays a central role in accomplishing this objective.

If confirmed, I would be committed to working with DNDO and my interagency
partners to continue developing appropriate strategies and ensuring their
integrated implementation.

b. What options does the Department have for completing, in coordination with other
Departments, a fully developed GNDA and finalizing a strategic plan of
investments by federal military and civilian agencies that, over time, will produce
an integrated system of defenses that will make the nation significantly safer from a
nuclear or radiological attack?

In my view the complexity and strategic importance of a fully-developed GNDA
demands that the Department work collaboratively with other federal, state, and
local stakeholders. If confirmed, I would be committed to reaching out to
interagency partners to enlist their support for this critical task.

101. DNDO relies on an interagency structure based on “centralized planning and
decentralized execution.” DNDO also relies on other agencies for the implementation
of a detection architecture and has no formal authority to ensure that their individual
investments in radiation detection technologies and countermeasures will significantly
reduce the risk of a nuclear terrorist attack. Section 1103 of the 9/11 Commission
Recommendations Act requires DNDO, DOJ, DoE, DoD, and the Director of National
Intelligence to individually assess the performance and deficiencies of each of their
relevant agencies, as part of a Joint Annual Interagency Review on the GNDA.

a. As Deputy Secretary, what steps would you take, or help the Secretary take, to
ensure that DHS agencies conduct the assessments, evaluations, and reviews
required by the 9/11 Commission Recommendations Act for the Joint Annual
Interagency Review of the GNDA?

If confirmed, I will be committed to conducting the Joint Annual Interagency
Review of the GNDA, as required by statute. I would also want to review this issue
more closely to determine what steps should be taken to best conduct the
appropriate assessments on an annual basis.

b. What options exist for ensuring that agencies at other Departments conduct the
assessments, evaluations, and reviews required by the 9/11 Commission
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Recommendations Act and that the findings of these reviews are fully and candidly
reported to the President and Congress?

It is my understanding that the relevant agencies in many cases already perform
assessments, evaluations and reviews of their programs, although there is not a
uniform methodology or format to these reviews. Without a uniform review process
across the federal government, the scope and complexity of the task of creating an
integrated assessment of 70 programs and several billion dollars in funding per is
enormous. If confirmed, I would review how DNDO works with the interagency to
conduct this assessment 1o see if there are ways to improve the process.

102. DNDO’s two largest acquisition programs, the Advanced Spectroscopic Portal (ASP)
program and the now-cancelled Cargo Advanced Automated Radiography System
(CAARS) suffered schedule delays and increased costs. Over time, these management
problems have undermined the Department’s efforts to establish DNDO as the primary
agency for managing radiation detection acquisitions on behalf of DHS agencies, such
as CBP.

What are your preliminary assessments of improvements, upgrades, or investments the
Department could make in the near-term to ensure that DNDO is a fully-functional
entity that is equipped to successfully manage multiple large-scale technology
development and acquisition programs, and capable of assisting CBP and other
agencies in meetings their mission requirements?

1 believe that DHS needs to further develop and mature a Department-wide process for
collecting, validating, and consolidating requirements to meet the technology needs of
multiple users. If confirmed, I would closely track how each component complies with
the acquisition directives and ensure that DHS Headquarters is appropriately staffed
Jor effective integration of acquisition programs.

Science and Technology Directorate

103. Given the Department’s reliance on advanced technologies, it is important that the
testing and evaluation activities by DHS agencies be reliable and that senior DHS
managers have an independent source of information and operational tests of
technologies that are critical to the success of large-scale acquisitions. S&T has
developed an in-house capability to (a) improve the developmental testing that DHS
agencies conduct during early stages of a technology program, and (b) manage and
validate the operational tests agencies conduct in support of requests for milestone
decision approval from the Acquisition Review Board (ARB), which is chaired by the
Deputy Secretary.

a. What is your initial assessment of S&Ts capacity to monitor operational testing by
DHS agencies and provide the Deputy Secretary and the rest of the ARB with an

independent source of information on the reliability, readiness, maturity, and
performance of critical technologies in realistic operational settings?
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T understand that S&T, working closely with others in the Department, has
developed a Department-wide Test and Evaluation (T&E) oversight capability that
is being integrated into the Department s acquisition process.

If confirmed, I will ensure that S&T continues to refine their process and monitor
T&E for all major acquisition programs and ensure that it provides the Acquisition
Review Board with an independent source of information on the reliability,
readiness, and performance of critical technologies in a realistic operational
environment.

b. Before approving an agency’s request for milestone decision approval to proceed to
full-rate production in a Level 1 program, will you ensure that the DHS ARB
considers S&T’s assessment of independent operational tests conducted in support
of such requests?

If confirmed, I will ensure that the ARB fully considers all assessments and test
results prior to approving a component’s request for milestone decisions

¢. Section 1104 (b) of the 9/11 Commission Recommendations Act directed the
Department to “develop a departmental technology assessment process to determine
and certify the technology readiness levels of chemical, biological, radiological, and
nuclear detection technologies before the full deployment of such technologies
within the United States.” Has the Department developed such a plan and when will
it be submitted to Congress?

The S&T Directorate’s T&E role to support acquisition decisions is documented in
the Department’s acquisition policy. S&T is working closely with DHS components
to mature its current capability and implement a robust Department-wide Test and
Evaluation (T&E) process. When this process is fully implemented, it will increase
the effectiveness of the S&T T&E information used to support the ARB, It is my
understanding that a T&E policy directive complementing the Department’s
acquisition policy directive is currently in Departmental coordination.

Once this directive is approved, if confirmed, I will ensure the required report is
submitted to the Congress in a timely manner.

104. The Committee has heard from a variety of security experts who have concluded that it
is essential to harness the nation’s science and technology prowess to make the nation
safer from catastrophic chemical, biological, radiological, and nuclear weapons of mass
destruction. Title III of the Homeland Security Act of 2002 made DHS responsible for
developing, with other Departments, a National Strategic Plan and Policy for Homeland
Security Research and Development (R&D). Unfortunately, the relevant departments
have yet to adopt such a government-wide plan for making homeland security R&D
investments.

a. What is your initial assessment of how the Department should execute the
Secretary’s responsibility under Title III to develop, with other departments, a
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National Strategic Policy and Plan for Homeland Security Research and
Development?

T understand that S&T is working with counterparts in the interagency to develop a
National Strategy for Homeland Security Research and Development that it hopes
to issue within the next year. If confirmed, I will ensure that this process remains
on-track to fulfill this statutory requirement.

b. What near-term options exist for finalizing a government-wide plan to guide
homeland security R&D spending in 2009 and how can DHS contribute to
improving the outcome of R&D spending by other Departments on homeland
security missions?

It is my understanding that DHS S&T published a report on the coordination of
homeland security science and technology programs. This document laid out the
roles and responsibilities of federal agencies, as well as initiatives underway to
counter threats to the United States. [f confirmed, I will work to ensure that DHS
as well as other departments and agencies put forward a coherent approach to
R&D spending on homeland security missions.

105. Section 1104 of the 9/11 Commission Recommendations Act made the DHS Secretary
responsible “for ensuring that domestic chemical, biological, radiological, and nuclear
detection equipment and technologies are integrated, as appropriate, with other border
security systems and detection technologies.” In 2007, S&T produced a Strategic Plan
and Five Year R&D Plan to guide R&D spending by DHS agencies, but those plans
lacked specifics and concrete performance metrics, and did not fuily comply with OMB
and GAO guidelines.

a. What is your initial assessment of the steps the S&T Directorate should take in the
near-term to produce a complete strategic plan and five-year plan of R&D
investments that states specific goals, links projects to strategic objectives, is based
on operational requirements, and includes concrete performance metrics?

It is my understanding that S&T published its second 5-year R&D plan in 2008.
This plan directly linked the S&T projects to specific milestones by year, the DHS
Secretary’s priorities, the DHS Strategic Plan, and DHS component goals and
requirements. If confirmed, I will ensure that DHS CBRN detection equipment and
technologies are integrated with border security systems and detection fechnologies
and that this strategic plan complies with all relevant guidelines.

b. What is your initial assessment of steps the Department could take to develop
interim metrics to measure the progress or outcome of R&D and to expedite the
development of operational capability requirements that can be used to help set
R&D investment priorities across the Department?

Because R&D programs typically have a significant time lag (measured in years)
between completion of research and the ultimate outcome once the technology is
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fielded, it is difficult to establish outcome metrics that are useful in the near-term
management of the research portfolio. Because of this issue, it is my understanding
that S&T has developed a set of interim performance measures for projects to
ensure each one is making progress toward delivering the needed technology to
provide a solution to a defined customer requirement. Iam told that GAO, S&T
customers, and others review these measures annually and so far have deemed them
satisfactory. If confirmed, I will ensure that this issue is reviewed to determine if
any changes need to be made.

106. DNDO and S&T operate nearly identical organizations for managing R&D investments
at the National Laboratories and academic institutions to combat chemical, biological,
radiological and nuclear (CBRN) terrorism. DNDO manages R&D to counter nuclear
and radiological threats; the S&T Directorate manages R&D investments focused on all
other threats, DNDO and S&T coordinate their planning. However, as evidenced by
S&T’s work on an integrated chemical, biological, radiological, and nuclear detection
sensor, sustaining two R&D organizations at DHS entails much risk of duplication.

a. What is your initial assessment of near-term steps that would significantly improve
the Department’s capacity to ensure that “domestic chemical, biological,
radiological, and nuclear detection equipment and technologies are integrated, as
appropriate, with other border security systems and detection technologies?”

If confirmed, I'will review S&T’s Chem/Bio detection programs and DNDQO'’s
Rad/Nuc detection programs with CBP leadership to ensure that appropriate
coordination is occurring and that unnecessary redundancies are eliminated.

b. What is your initial assessment of the strengths and weaknesses of the Department’s
decentralized approach to managing R&D investments in CBRN countermeasures
and detection technologies, and the value added by operating separate R&D
organizations?

R&D investments in CBRN countermeasures and detection technologies is a highly-
specialized and technical field. In order to offer an adequate assessment, I would
want to engage, and if confirmed will engage, all relevant stakeholders in a more
complete review of the current structure.

c. What is your initial assessment of the operational costs associated with the
Department’s bifurcated approach to managing its working relationship with the
National Laboratories and universities that conduct DHS-sponsored R&D on CBRN
detection technologies and countermeasures and options for minimizing duplication
and administrative costs?

Tunderstand S&T'’s role in coordinating work done on behalf of the Department at
the National Laboratories. If confirmed, I would include this aspect in the review

outlined above. However, it would be premature for me to assess at this point the
operational costs associated with the existing organization.
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REALID

107. The Department is responsible for the implementation of the REAL 1D secure driver’s
licenses program mandated by the REAL ID Act of 2005. On January 29, 2008, DHS
issued final regulations implementing the Act.

a. What is your view of the REAL ID Act and final regulations issued by DHS?

Secretary Napolitano has previously expressed her concerns that the REAL ID
program as currently structured imposes significant costs on the states and was
developed without sufficient consultation with the states. She has also expressed
her belief that it is important to increase the security of state drivers’ licenses, and
that it is possible to do so in a manner that mitigates risks to privacy and individual
rights and liberties.

b. Do you believe an adequate level of federal funding has been provided to support
state efforts to implement REAL ID? If not, what level do you consider to be
adequate?

As noted above, Secretary Napolitano has previously expressed her concerns that
the REAL ID program as currently structured imposes significant costs on the
states. If confirmed as Deputy Secretary, 1 will work with Secretary Napolitano and
the DHS staff to examine options that will resolve these concerns.

c. Privacy advocates have argued that REAL ID will compromise Americans’ privacy
and make them more vulnerable to identity theft. Do you share these concerns?

I recognize that the REAL ID program has been the subject of significant
controversy and concern for Members of Congress, the states, and the privacy
community. I believe that it is important to address the intent of the 9/11
Commission recommendations, and that it is possible to do so in a manner that
mitigates risks to privacy.

d. How will you respond if states refuse to comply with REAL ID?

If confirmed as Deputy Secrerary, I will work with Secretary Napolitano and DHS
staff to find a new way forward with respect to increasing the security of state
driver’s licenses. I believe that we all want to take appropriate steps to implement
the intent of the 9/11 Commission recommendations and increase the security of
our driver’s licenses. [ am confident that this common ground will provide a
Joundation that permits the states and DHS to move forward.

e. During her confirmation hearing, Secretary Napolitano stated that she intended to
“rethink, revisit, [and] re-consult” on REAL ID. What changes, if any, do you

believe need to be made to the REAL ID Act and/or the final rule implementing the
REAL ID Act?
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As noted above, it is my intention to work with Secretary Napolitano and DHS staff
to find a new way forward with respect to increasing the security of state driver’s
licenses. I believe that we all want to take appropriate steps to implement the intent
of the 9/11 Commission recommendations, and this common ground will provide a
Joundation to work from that will allow the states and DHS to move forward. 1
know that the Secretary has already begun efforts to find common ground with the
states through recent discussions at the National Governor’s Association
Conference. If confirmed, I will look to continue these efforts.

f. Do you consider the State Homeland Security Grant Program grants to be an
acceptable source of this funding?

1 know that the grant programs provide a valuable source of funding to the states
Jor increasing the security of driver’s licenses. If confirmed, the Department will
engage with Congress, the states, and other stakeholders to determine the most
appropriate source of funding for future implementation efforts.

g. What other steps, if any, will you take to secure state-issued identification cards
such as driver’s licenses, as recommended by the 9/11 Commission?

I know that Secretary Napolitano has already begun efforts with DHS staff to begin
examining opportunities in this arena. If confirmed as Deputy Secretary, I will look
to further this direction and ensure effective implementation.

Privacy and Civil Liberties

108.

109.

Actions to increase homeland security may have the potential to implicate privacy and
civil liberties concerns. As Deputy Secretary, you will frequently be required to
evaluate programs to determine how best to protect the homeland while at the same
time protecting individuals’ privacy, civil rights, and civil liberties. What basic
principles do you believe should guide such evaluations?

I'value the importance of privacy, civil rights, and civil liberties very highly and know
that President Obama and Secretary Napolitano have already placed a high priority on
protecting these important rights and principles. I am keenly aware of the importance
that must be paid to ensure that privacy, civil rights, and civil liberties concerns are
Sfully integrated, considered, and carefully addressed across all DHS activities. If
confirmed, 1look forward to working with Congress and other stakeholders to ensure
that these values are protected.

Secure Flight is one example of a DHS initiative that had to be substantially
restructured when a Privacy Impact Assessment revealed significant privacy and civil
liberties issues raised by the initial design of the program. Early and active involvement
by the DHS Privacy Office in the development of such initiatives might have avoided
costly mistakes by building privacy protections into the program from the ground up.
How will you ensure that privacy and civil liberties concerns are considered early on
and throughout the development of new programs and policies?
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If confirmed, I will support the active involvement of the DHS Privacy Office to ensure
that privacy and civil liberties receives priovrity consideration at all phases of program
development at DHS. 1will also ensure that DHS continues to use the important tools
of Plds, Civil Liberties Impact Assessments, and Systems of Records Notices (as
required by the Privacy Act) to make sure that these concerns are addressed early and
often throughout program development,

110. To ensure that privacy and civil liberties concerns are appropriately addressed at the
highest levels of the Department, Congress created both a Privacy Officer and an
Officer for Civil Rights and Civil Liberties. If confirmed, how will you seek to support
the mission of these important offices and ensure that privacy and civil rights and
liberties are appropriately supported throughout the Department?

1 believe that the Department is strengthened by having statutorily-established offices
Jor both privacy as well as civil rights and civil liberties. If confirmed, I will work
closely with, and rely substantiaily on, the leadership of these offices for advice and
counsel on privacy, civil rights, and civil liberties issues.

111. U.S. intelligence and law enforcement officials have indicated that the violent Islamist
threat to the homeland has evolved and expanded, particularly with regard to
homegrown threats. Over the past several years, the Department’s Office of Civil
Rights and Civil Liberties has led the federal government’s outreach efforts to
American-Muslim communities around the country. These outreach efforts have proved
critical to addressing issues of concern to those communities and minimizing the
influence of the ideology that gives rise to Islamist terrorism around the world.

a. As Deputy Secretary, would you commit to continuing the Office of Civil Rights
and Civil Liberties’ outreach efforts to American-Muslim communities?

Yes. It is my understanding that the Office for Civil Rights and Civil Liberties has
engaged in significant outreach to American Muslims, including youth engagement,
international outreach, calls with community leaders in the wake of terror attacks
and other incidents of concern, and a National Security Internship Program for
students with language skills in Arabic and other critical languages. If confirmed, 1
would work with the Secretary to strongly support these and other efforts to engage
the American-Muslim community.

b. What role do you see the Department playing in the effort to detect and counter the
radicalization of violent Islamist extremists?

Several offices within DHS cooperate on efforts to counter radicalization and
engage with diverse communities, including the Office for Civil Rights and Civil
Liberties, Office of Intelligence and Analysis, the Office of Policy, the Science and
Technology Directorate, and the Office of Operations Coordination and Planning.
These efforts are part of larger U.S. government efforts to counter extremism
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worldwide. If confirmed, I will support the Department s continued role in helping
to counter violent extremism.

Acquisitions and Contractors

112. What major acquisitions have you been involved in, and what is the appropriate role for
department-level oversight of major investments? As the head of an organization, how
did you ensure the good stewardship of taxpayer/member dollars?

As Assistant Secretary-General for Peacekeeping Operations responsible for mission
support, I had overall responsibility to enable, manage, and oversee the provision of
resources to peace operations globally. This entailed overseeing that requirements are
met at the required time and place in a cost-effective manner during all phases of an
operation, ranging from start-up and sustainment, to draw-down and liquidation. In
terms of major acquisitions, this included overseeing the provision of technical advice
in support of the establishment of service contracts in a broad range of areas including
Jood, fuel, aviation, and other logistic support; as well as multi-year requirement
contracts for all equipment and infrastructure necessary to deploy a mission such as
vehicles, prefabricated buildings, information-communications technology equipment,
generators, etc. It also included the provision of fixed and rotary aircraft.

The responsibilities of my office were limited to the identification and validation of
requirements, and the development and vetting of specifications for competitive tenders
undertaken by the Procurement Division in the Department of Management or in field
missions. I had no direct personal role in the negotiation or award of any contract
during my tenure at the United Nations, although my Logistics Support Division and
Communications and Information Technology Division did work closely with
Procurement Division of the Department of Management in defining requirements for
goods and services, and were responsible for the evaluation of bids or proposals from a
technical and operational perspective. My headquarters staff also supported missions
in the field, for example, by helping to clarify and validate field requirements for leases
of buildings or major contracts such as rations, petroleum, oil, and lubricants if and
when these were contracted in a mission area.

To ensure good stewardship of Member State dollars, I instituted a Requirements
Review Panel to provide an additional senior level check on major requirements, a
regular process of mission assessment to evaluate the performance of missions in the
“maintenance phase” (as opposed to start-up or liquidation) of operations, and
instituted a “traffic lights” (red, yellow, green) system of monitoring key support
aspects of mission start-up and deployment. We also strengthened the timeliness and
accuracy of our reporting and worked closely with the Procurement Division of the
Department of Management to strengthen internal conirols, improve the United
Nations Procurement Manual, and establish a systematic intensive training program
Jor procurement personnel. In addition, ] was a member of the Secretary-General’s
Management Committee and a strong advocate for instituting a policy of mandatory
financial disclosure for procurement personnel.
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113. Have you encountered waste, fraud, or mismanagement in contracting programs in your
prior positions and how did you address it?

Unfortunately, the potential for waste, fraud, mismanagement, and abuse exists in all
organizations. Leaders must be vigilant to ensure that a climate is established from the
top-down, and reinforced at all levels, 1o prevent and respond decisively and visibly
when fraud, waste and abuse occurs. Organizations are particularly vulnerable to
mismanagement and abuse when people ill-suited for leadership responsibilities are
put in such positions or when people are not trained regularly in good management
practices. Iled United Nations Peacekeeping efforts to vigorously promote a climate of
individual responsibility and organizational follow-up, including devising and
instituting the first-ever mandatory senior leadership training for all persons newly
assigned to mission areas — including long-standing staff members of the United
Nations. In addition to creating new programs, I also broadened existing programs of
training to emphasize accountability for senior mission leadership across functional
areas.

During my tenure at Peacekeeping, I aggressively responded to allegations of
mismanagement and managerial abuse utilizing a variety of methods — including, but
not limited to, staff-management fact-finding teams, independent panel enquiries, and
Jformal investigations by the Office of Internal Oversight Services (OIOS) — in order to
establish the facts and frame recommendations for remediation. As a result of these
tools and systems, and my promotion of a climate of vigilance, key managers were
removed when allegations of mismanagement or misbehavior were identified and
investigated.

In addition, working closely with staff representatives, 1 led efforts to promote staff-
management dialogue as a key tool to prevent fraudulent or abusive behavior in order
to ensure both staff and management were working collaboratively towards, and jointly
committed to, the prevention of such behavior. I also led efforts to rebuild what was
previously a hostile relationship between peacekeeping missions and organization
auditors. The promotion of an active and constructive partnership with both the audit
and investigative arms of the Office of Internal Oversight Services (OIOS) resulted in
an effective and responsive pattern of OIOS engagement.

In one prominent case, when a major audit revealed several instances of alleged abuse
and potential fraud, I led Peacekeeping's immediate response, insisting that individuals
had the protection of due process while ensuring, where appropriate, that they were
held properly accountable. My staff and I also worked closely with missions around
the world and the Department of Management to identify structural areas (such as the
extreme pressure that exists to deploy rapidly) where processes could be streamlined
and additional control measures put in place as safeguards against abuse and potential
Jraud. In addition, I was a strong advocate for making permanent what as an ad-hoc
Procurement Task Force in order to prevent waste, fraud, and abuse.

114. DHS’s Secure Border Initiative Net (SBlnet) program is intended to develop and install
technology and infrastructure along the southwest border aimed at reducing illegal
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entries. DHS has calculated the total cost of implementing SBiInet to be $8 billion, but
the DHS Inspector General in November 2006 projected that the cost could be as much
as $30 billion. GAO has issued a number of reports critical of SBInet’s expenditure
plan, reporting that it “lacked specificity on such things as planned activities and
milestones, anticipated costs and staffing levels, and expected mission outcomes.” As a
result, GAO warned that SBInet was at risk of not delivering promised capabilities on
time and within budget. One of the contributing factors in this is the structure of the
SBlInet contract, a single award Indefinite Delivery Indefinite Quantity (IDIQ) contract,
a type of contract since prohibited by Congress except for certain limited circumstances
(Sec. 843, FY 2008 Defense Authorization Act). Under the current contractual
arrangement, all subsequent task orders under the contract would be awarded without
any further competitive pressure. Therefore, this single award IDIQ contract, while
providing certain administrative benefits and expediency, may result in significant cost
overruns.

a. Based on your past experience managing programs for the U.N. Department of
Peacekeeping Operations and what you’ve been able to learn about the SBInet
program in preparation for your nomination, what steps would you take to ensure
that DHS is effectively managing this large border security contract in order to
avoid cost overruns and deliver solutions that effectively meet CBP’s needs?

1 am aware of the challenges posed by large contracts, such as those associated
with the SBinet project.

The goal of management should be to ensure that complex contracts are managed
effectively and accountably. As a senior executive at the United Nations, with
responsibility for a nearly $8 billion budget and support to operations around the
world, I am keenly aware of the challenges posed by complex contracting and the
need for senior-level attention to ensure that internal control processes are in
place to protect accountability, transparency, and effectiveness.

b. Do you believe DHS should pursue future projects, for either the southern or
northern borders, by competing and executing these projects under separate
contracts, instead of exclusively using the existing SBlInet contract?

1 strongly support the use of open, competitive, and accountable contracting
processes. If I am confirmed, I will work with all components of DHS to ensure that
the acquisition process adheres to these principles. A thorough analysis of a
variety of acquisition strategies with a good cost estimate will drive contract
choices for future acquisitions.

115. An October 2007 GAO report on the Department’s progress five years after its
establishment noted concerns about the government’s increasing reliance on contractors
and raised serious questions about how to ensure that the government retains the core
capabilities needed to perform its mission, that contractors do not perform functions
that properly should be performed only by government employees, and that contractors
are used in a cost-effective way. The Committee, GAO, and many outside observers
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recognized the need for DHS’s heavy reliance on contractors during its early days,
given the need for DHS to attain specific expertise quickly. More than five years later,
many offices remain heavily staffed by contractors who perform a variety of tasks at
the core of DHS’s operations, including policy planning, the drafting of regulations,
intelligence analysis, preparation of budget requests, and human resource management.
While the private sector is an important source for innovative technologies and
expertise, the extent to which DHS relies on contractors raises a risk that the
Department is controlled by, rather than in control of, contractor decisions. It also
weakens DHS’s own ability to assess contractor performance and to identify contractor
conflicts of interest.

‘While contracting out can be an effective means of fulfilling some responsibilities of
government, it is critical that the Department have sufficient staff on board with the
necessary skills to establish policy, maintain a strong institutional memory, and
effectively manage acquisitions and contract oversight in order to ensure quality,
economy, and timeliness.

a. Contractors are prohibited by law from performing so-called “inherently
governmental functions.” However various sources define inherently governmental
differently and in any event, it is not unusual for contractors at DHS to provide
services that, even if they do not technically meet the definition, closely support
inherently governmental functions. What will you do to strengthen DHS’s own
ability to perform those tasks at the core of its operations, whether inherently
governmental or closely supportive of inherently governmental functions?

1 support the Secretary’s emphasis on enhancing the Department’s ability to
recruit, retain, and grow its own leadership and workforce, especially in those
Sfunctional specialties where there is a recognized shortage of talent not only within
DHS but government-wide. At the Secretary’s direction, the Department has
already begun reviewing its use of contractors, and if confirmed, I will work with
the Secretary, the Department’s Chief Human Capital Officer, and other senior
Department officials to ensure that DHS has its own ability to perform core
Junctions with federal employees.

b. Based on your experience and given the Department’s extensive reliance on
contractors, what would you suggest are the key considerations in determining the
appropriate role for contractors in supporting DHS (particularly, in the areas that
border on inherently governmental functions, such as rulemaking and awarding
contracts)?

If confirmed, I would be committed to ensuring all inherently governmental jobs are
performed by federal employees, including areas such as rule making, awarding
contracts, and making resource decisions. I'would also work to ensure that DHS is
adeguately staffed in key functional areas to perform its core functions As the
Secretary has noted, there is an appropriate place for contractors in government
work, but the Department must manage the risks inherent in contracting for goods
and services, including providing strong government oversight of contractor
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activities. If confirmed, I will ensure the Department continues to emphasize the
importance of ethical practices to its entire workforce, federal and contractor
employees alike.

c. DHS contractor employees often work side-by-side with DHS employees and
perform the same or similar functions as their government counterparts. Have you
had any experiences managing an augmented workforce and what are your views
on ensuring that DHS provides appropriate safeguards to prevent conflicts of
interest by DHS contractor employees?

1 am intimately familiar with the management challenges posed by organizational
reliance on contract personnel. At the United Nations, contract personnel regularly
operate alongside full-time employees and members of national contingents from
the Member States of the United Nations. The relevant United Nations rules and
regularions detail the limitations on functions that contractors can perform. I have
had personal and direct experience navigating those rules and working to ensure
that the governing regulations are honored and safeguards are in place to protect
the values and mission of the United Nations by all associated personnel working at
headquarters or in fleld missions around the world. Specifically, I led efforts to
ensure that contract personnel conform to the same standards of behavior to guard
against sexual exploitation and abuse and to ensure that procedures exist for these
standards to be incorporated appropriately into their respective contracts.

If confirmed, I will direct the effort to review the DHS workforce and ensure and
appropriate use of contractors and the existence of systems 1o ensure
accountability.

116. DHS has established an investment review process, which calls for executive decision
making at key points in an investment’s life cycle, including program authorization.
However, GAO reported in November 2008 that the process has not provided the
oversight needed to identify and address cost, schedule, and performance problems in
its major investments. Specifically, GAQ reported that the process has been poorly
implemented and, in fact, 45 of DHS’s 48 major investments requiring milestone and
annual reviews did not adhere to the Department’s investment review policy. Billions
of dollars have been invested in these major programs, which, according to GAOQ, lack
appropriate oversight. The Department’s Under Secretary for Management recently
issued an interim management directive to try to enhance the investment review
process.

a. In your view, what role does an investment review process have in making major
agency investment decisions and, if confirmed, how would you ensure effective
implementation of the new policy?

It is my understanding that the Department has issued a draft revised policy to
strengthen the Acquisition Review Process. If I am confirmed, I will play an active
role in reviewing and providing final approval of this policy, ensuring strong
oversight and accountability controls are in place. If confirmed, I will sirongly
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champion an effective acquisition oversight policy and process improvements by
ensuring that executives within headquarters and the components are formally
accountable for the execution of acquisition program.

b. In November 2008, the Under Secretary for Management revised the DHS
Investment Review Process by issuing Acquisition Directive 102-01, which
supersedes Management Directive (MD) 1400. Under the new Directive, the
Deputy Secretary is the “Acquisition Decision Authority” for investments with
estimated lifecycle costs of $300 million or more and decides whether to proceed
with developing a capability to fulfill an identified need. Under this revised
directive, the Deputy Secretary's role in the investment review process is more
limited than under MD1400.

1. What role do you believe the Deputy Secretary should play in the investment
review process?

The Deputy Secretary chairs the Acquisition Review Board that reviews and
oversees major departmental acquisitions. The Deputy Secretary also chairs the
Program Review Board overseeing the Department’s annual programming and
budgeting processes. [ believe it is appropriate that these important processes
be overseen by the Deputy Secretary to enhance alignment and convergence of
results and better support the Department’s missions.

2. GAO found, in its November 2008 report (GAO-09-29) on the DHS investment
review process, that of 39 Level 1 investments requiring Acquisition Review
Board approval under MD1400, 18 had never been reviewed by the ARB. One
problem identified by GAO was insufficient DHS resources to review
investments in a timely manner and conduct follow-up to ensure decisions were
implemented. In response to the GAO report, DHS indicated that its Chief
Procurement Officer plans to substantially increase staffing from 12 to 58 by the
end of fiscal year 2010 to support oversight reviews. As Deputy Secretary, how
will you ensure that sufficient resources and expertise are available and that the
ARB is successfully implemented?

Consistent success in DHS acquisition programs directly supports the
Department’s ability to execute its important missions. If [ am confirmed, 1
intend to review the policies and processes for the Acquisition Review Board.
Based on those reviews, if confirmed, I intend to provide appropriate support to
enable successful implementation and execution of the ARB process.

¢. Poor acquisition planning, and in particular, poor definition of requirements for
procurements, can lead to a number of problems during the acquisition cycle. How
do you plan to ensure that DHS has an appropriate requirements development
process in place so that DHS components have a clear understanding of what they
need to buy before they embark on a major procurement?

Building solid and well-defined operational requirements is the corner-stone of
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making operations more efficient and effective. I have extensive experience in
overseeing the raising of requirements for complex operations. Iknow the
difficulties inherent in this process. If 1 am confirmed, 1 will be actively involved in
guiding and maturing the DHS requirements process.

117. The need to strengthen the acquisition workforce remains a major management
challenge for DHS. A recent GAO report (GA0-09-30) found that while DHS has
made significant strides in increasing the number of contract specialists within DHS,
there is still a shortage of these specialists in many DHS components. Nearly one-third
of DHS contract specialists will be eligible to retire by the end of 2012, Moreover, DHS
needs to develop a long-term strategy for bringing in a broader range of skilled
employees needed to plan and oversee contracts, such as program managers, systems
engineers, and financial managers. What steps will you take to address the long-term
challenge of bringing these skills to DHS?

It is my understanding that for the past decade the total number of Procurement
Specialists across all government offices has remained relatively constant, while the
total real dollars obligated on contract has more than doubled. Additionally, the
complexity of the business arrangements has increased over time. It is critical that
acquisition management be given more attention and resources if, collectively, we are
to succeed. Iwill work to support the DHS Acquisition Professional Career Program
(APCP) to provide a core of future qualified personnel to manage DHS contracts but
also to grow related disciplines such a Program Management, Systems Engineering,
Financial Management and Test and Evaluation, and Logistics.

118. In 2007 and 2008, the U.N. Procurement Task Force, an independent oversight
authority which reported to the U.S. Office of Internal Oversight Services (OIOS)
released reports upon completion of their investigations into allegations of corruption,
fraud, waste, overpayments, abuse and mismanagement in U.N. contracts. An OIOS
report dated October 5, 2007, which compiled information from the Task Force’s
investigations into the 18-month period between January 2006 and June 2007 noted
there were more than 10 significant fraud and corruption cases with an aggregate
contract value in excess of approximately $610 million, which resulted in an
approximate misappropriation of resources in excess of at least $25 million. On
December 26, 2007, the Washington Post published a letter to the editor from you,
entitled “Overstating Corruption at the U.N.” in which you noted that a December 18,
2007 article misrepresented the task force’s findings, and that the $610 million figure
previously published “represented the aggregate value of contracts in which some
degree of fraud was found. The loss is a small fraction of this amount.”

a. Asthe Assistant Secretary-General for Peacekeeping Operations, what was your
role in approving and overseeing each of the contracts in question?

During my tenure at the United Nations, my specific responsibilities included
overseeing technical staff at headquarters and in the field responsible for ensuring
that requirements raised accurately reflected needs on the ground. At no time did I
have responsibilities for negotiating or approving contracts. That authority has
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resided and remains in the Procurement Division within the Department of
Management. By way of background, prior to the creation of the Department of
Field Support, support staff in the field reported through two chains-of-command:
one chain leading to my office as Assistant Secretary-General for Peacekeeping
Operations, and one chain leading to the Head-of-Mission in the field. My office
was responsible for broad managerial oversight of field support personnel and
operations around the world, while each mission’s respective Head of Mission was
responsible for mission operations, including overseeing all mission staff involved
in the execution of contracts. In addition, support staff in the field obtained
certifying authority to approve contracts directly from the Department of
Management. These overlapping authorities and responsibilities were one of the
problems we were trying to remedy, and one of the reasons I advocated for the
creation of, the Department of Field Support. While many, including myself,
argued strongly for the alignment of responsibility, resources, and authorities in the
new-Department of Field Support, Member States did not approve this alignment,
As such, authority and oversight of contracts remained a divided and shared
Junction between the Heads of Mission in the field, the Department of Management,
while the Department of Field Support continued its role supporting the
performance of staff in the field.

As such, while I was intimately involved in efforts improve the way requirements
were raised by staff under my supervision in support of field operations, and I was
responsible for the Peacekeeping system and missions as a whole, my office did not
approve or directly oversee any contracts.

b. What interaction did you have with the Task Force investigating the allegations of
mismanagement and corruption? Did the Task Force deliver any findings or
recommendations to your office, and if so, what was your position at the time? Did
you implement the recommendations made, and if not, why not?

While serving at the Department of Peacekeeping Operations and Department of
Field Support, I also served on the senior-level Procurement Working Group,
established in 2006 by the Secretary-General and led by the Deputy Secretary-
General to: (i) address shortcomings in the United Nations procurement system;
(i) manage sensitive issues surrounding suspension of a number of individuals
suspected of material wrongdoing with regard to various aspects of procurement;
and, (ifi) monitor the progress of ongoing investigations conducted by the
Procurement Task Force, an ad hoc mechanism also established by the Secretary-
General in 2006 to address ongoing allegations of waste, fraud, and abuse.

As the senior Peacekeeping official in the Procurement Working Group, I was a
direct recipient of some of the findings and recommendations of the Procurement
Task Force and vigorously pursued those recommendations. In addition, I also
supported making the Procurement Task Force a permanent, standing body in
order to ensure the existence of an ever-present and vigilant watchdog over United
Nations operations. With respect to the specific findings of the Procurement Task
Force, I agreed with the vast majority of them and with respect to those
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recommendations relevant to Peacekeeping, I ensured that they were pursued.
Robert M. Appleton, the former Chairman of the United Nations Procurement Task
Force, has noted that while managers of the United Nations “are not formally
required to follow or accept the conclusions and recommendations of oversight
bodies, Ms. Lute nevertheless reacted swiftly and responsibly, and took immediate
corrective action where we found corruption, fraud, or violation of internal rules or
procedures of the UN.” (Ltr. from Robert M. Appleton to Hon. Joseph Lieberman
and Hon. Susan Collins, dated Mar. 2, 2009). On the few occasions when I did not
agree with the recommendations of the Procurement Task Force—for example, in
one instance the Task Force concluded that an incident was the result of
mismanagement, while I insisted that the incident was a matter of misconduct and
should be responded to by the United Nations in a more serious manner—I
nevertheless personally engaged in ensuring that core issues were addressed,
internal controls were strengthened, and operations were made more transparent
and accountable.

c. What prompted the investigation? Did any internal mechanisms for finding waste,
fraud, or abuse alert your office or the U.N. to the practices or incidents referred to
in the reports?

The Procurement Task Force's investigations were initiated in the wake of the Qil-
Jor-Food scandal, in an effort to identify and root out any waste, fraud, and abuse
in United Nations procurement activities.

Prior to, and throughout the existence of, the Procurement Task Force, I made
clear to my staff the importance of reporting and responding to potential abuse. As
a result of this culture of professionalism and accountability that I aimed to create,
in many cases, my staff sounded the first alarm and served as the instigator for the
referral of matters to the Procurement Task Force. During my entire tenure as
Assistant Secretary-General for Peacekeeping Operations, my office routinely
referred questionable practices or suspicious activity to the Office of Internal
Oversight Services (OIOS) for investigation, even before the creation of the
Procurement Task Force. Despite the perspective of some senior leaders that
“management issues” were someone else’s responsibility, I led efforis to
comprehensively overhaul the management and performance cultures in
peacekeeping missions and to elevate awareness of management problems to the
United Nations’ senior leadership in order to encourage action and structural
reform. 1 also worked to overcome preexisting animosities between field missions
and internal investigative and oversight services to ensure the timely alerts of
suspected misbehavior and mismanagement.

d. In your letter to the editor, you noted that, in order to counter the waste, fraud, and
abuse identified by the task force, “we have improved training, and we are
constantly improving internal oversight controls. We also believe in the importance
of a strong investigative arm within the organization.” Please provide details of any
measures you implemented while head of the DPKO to improve training, fiscal and
management controls, and investigative capabilities for the purposes of catching
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and discouraging waste, fraud, and abuse.

As part of the Secretary-General’s Management Committee, I was a vigorous voice
in support of the development and administration of a mandatory financial
disclosure program that went beyond senior appointees and reached every
procurement official, whether they were serving at Headquarters or in the field. In
addition, we instituted with the Department of Management, an annual
procurement officer’s conference to bring together field procurement personnel for
training and to raise their awareness and strengthen their ability to adhere to
proper controls throughout the procurement process. In addition, Iinitiated a
number of other measures to improve the management of, and performance in, field
missions, including regular field meetings with senior mission support staff - often
on a regional basis to concentrate discussions on topics most relevant fo
geographically similar missions — to clarify problems, identify solutions, and
institute systemic reform. I also instituted an annual mandatory training session for
mission budget and leadership personnel to ensure that the programmatic and
administrative sides of each mission were jointly engaged and committed to the
timely and accurate preparation of mission budgets. 1 also led the development and
introduction of conduct and discipline teams into major missions (and now all
missions) to assist mission leadership with the early identification and remediation
of alleged misconduct of all kinds across all mission areas. In addition, I routinely
consulted with the Office of Internal Oversight Services (OIOS) to secure its
engagement in assisting with effective management of missions. For example, 1
initiated a request for OIOS to conduct a comprehensive audit of conduct and
discipline across all field missions around the world in order to identify any
weaknesses and any possible abuse. This qudit contributed to the development of a
comprehensive program to maintain good order and discipline in Peacekeeping
missions.

119. According to an April 19, 2007 memo from you to Mr. Warren Sach, Assistant
Secretary-General, Controller, Office of Programme Planning, Budgeting and
Accounts, you requested approval for a sole source contract for camp construction and
services for the U.N. peacekeeping operation in Darfur. Specifically, you requested
Mr. Sach’s agreement to negotiate a sole source contract with PAE on the justification
that PAE was the only contractor on the ground in Darfur with the capability to support
the deployment in a timely manner.

a. Why did you seek approval for a sole source contract in this case? What was the
duration of this contract? Was subsequent work for camp construction and service
awarded competitively?

Genocide was unfolding in Darfur. Millions of people were displaced and
hundreds of thousands were dead. In the face of genocide, the peacekeeping
mission in Darfur was under enormous pressure to accelerate the deployment of
resources needed to protect the lives of civilians. Darfur is not an easy place to
work. It is remote and dangerous. Access to Darfur is strictly controlled by the
Sudanese government in Khartoum. Getting supplies of any kind into Darfur
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required a synergy of political, military, and financial willingness that was difficult
to align and maintain, even in the best of circumstances. Lives were being lost.
The international community, including rhe United States Government, was calling
Jor action. We needed to act quickly.

The recommendation to use PAE to prepare sites and facilities for troop
deployment to Darfur reflected the urgency of the situation, the difficulty of gaining
access to and working in Darfur, and the need to provide immediate protection to
civilians. It was our considered judgment that failure to provide facilities on the
ground to facilitate troop deployments would cause the peacekeeping mission to
Jail, and additional lives to be lost.

At the time, I recognized that the choice of a sole source solution brought risks, but
agreed with the determination from my staff on the ground that these risks were
outweighed by the risks of failing to provide essential facilities to implement the
mandate ordered by the United Nations Security Council for the peacekeeping
operation in Darfur. As such, I recommended a sole source solution — fully within
the financial rules and regulations of the United Nations — utilizing a contractor
which was already operating in the region and had the capacity to meef these
difficult requirements against a backdrop of political and military instability. To
reduce the risks to the United Nations under the circumstances, the contract was
limited to a performance period of six months (plus a limit of two three-month
extensions which later proved to be necessary) and was further limited to
constructing facilities for what is known as the “Heavy Support Package” — an
initiative designed to strengthen the existing African Union peacekeeping mission
with the introduction of approximately 4,100 additional troops and associated
equipment as part of the phasing in of the United Nations/African Union Hybrid
Mission in Darfur (UNAMID). Similarly, in order to ensure transparency, Member
States of the United Nations (including the United States Government) were notified
about the proposed course of action in advance. Solicitation of all additional and
subsequent logistics support work was pursued competitively following normal
United Nations procurement procedures.

b. Inhis response to you, Mr. Sach requested that DPKO develop a logistics concept
within three months to prevent the reoccurrence of exceptions to competitive
bidding. Did DKPO comply with this request?

1t was the view of the Department of Field Support that the extensive elaboration of
logistical requirements and operating activities governing the deployment to Darfur
represented just such a concept. I understand that an additional mission support
concept for Darfur was prepared and is now in place. No other exceptions to
competitive bidding were sought.

¢. How often did you seek sole-source contracts while serving as Assistant Secretary-
General for Peacekeeping Operations?

During my tenure in Peacekeeping, the camps construction project for the Heavy
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Support Package in support of the deployment of the Hybrid United Nations/African
Union during the genocide in Darfur was the only sole source solution
recommended by my office. Field missions occasionally had individual sole source
contracts of much smaller amounts for individual needs/equipment in cases where
there simply was only one local supplier (e.g. custodial services in a remote war-
affected region). In any case of sole sourcing, the Financial Rules and Regulations
of the United Nations were followed.

d. Under what circumstances do you believe it is appropriate for an office, agency, or
Department to seek a sole-source contract for materials or services?

1 strongly believe that management should rarely seek sole source contracts for
material goods and services. Indeed, management must work vigorously to
anticipate requirements, institute reliable and comprehensive planning systems, and
maintain a visible and consistent commitment and practice to operate within
existing rules and procedures governing acquisition and procurement. However, in
very rare cases of extremis — such as an unfolding mass atrocity or when lives are
at stake — and in conformity with relevant rules and regulations, sole source
contracts with proper notifications to appropriate governance authorities may
prove necessary as rare exceptions to customary practice.

Human Capital

120. What is your general approach to managing personnel at all levels? What is your
general approach to labor relations? What past experiences do you believe best
demonstrate your approach and style in personnel management?

My approach to management stems from my training and experience as a leader, first
as an officer in the United States Army, and later as a senior executive responsible over
the years for organizations and operations of increasing complexity and size. 1deeply
value people as the most important resource of any organization and I try to
communicate that value through my direct engagement with staff and in efforts to
understand what they need to successfully accomplish challenging missions.

When I arrived at the United Nations, staff-management relations ranged from mildly
antagonistic to overtly hostile. I directly sought out staff union leadership to establish
a basis of trust and partnership in identifying staff concerns and in crafting solutions
and, wherever appropriate and possible, joint solutions to expedite resolution. Ialso
established a pattern of regular consultations with staff — both formally and informally
— to hear their views and engage them in solving problems. Further, I encouraged the
formation of staff union organizations among the national staffs serving in
Peacekeeping, and regularly scheduled meetings during each field visit with national
staff union leadership to hear local concerns and ideas for solutions.

121. What do you consider to be the principal challenges in the area of human capital

management at the Department and upcoming challenges in the next four years? If
confirmed, how do you intend to address these challenges?

U.S. Senate Committee on Homeland Security and Governmental Affairs Pre-hearing Questionnaire Page 93 of 107

VerDate Nov 24 2008  09:01 Jun 13,2011 Jkt 050383 PO 00000 Frm 00156 Fmt6601 Sfmt6601 P:\DOCS\50383.TXT SAFFAIRS PsN: PAT

50383.112



151

DHS is one of the largest Departments in the federal government. Over the past five
years, it has worked to merge varying and multiple legacy agencies while continuing to
grow its workforce. Challenges remain to building a single, cohesive organization and
require an unwavering commitment to the effective and efficient use of financial and
human resources, enabling technology, strong processes, and superb management. If
confirmed, I will work to build and strengthen a Department-wide comprehensive and
integrated management approach with specific and measurable goals that support the
activities and priorities of the Department.

On a practical level, having a team with the right knowledge, skills, and abilities to
support the programs, transform disparate operations, and measure progress against
metrics and milestones, is essential to achieve a cohesive effective organization.

122. The Department has consistently received low ratings on employee attitude surveys.
The 2007 Best Places to Work in the Federal Government survey, conducted by the
Partnership for Public Service, ranked DHS 29 out of the 30 large agencies. According
to the 2007 DHS Annual Employee Survey results, decision-making involvement,
satisfaction with pay, and the ability of the workforce to accomplish goals continue to
be challenges for the Department.

a. If confirmed, how would you assess the nature and causes of morale problems at the
Department, and how would you determine what steps are needed to address them?

T understand DHS has been making incremental improvement in its Annual
Employee Survey scores over the last three years. However, clearly, there is an
urgent need, and much room, for improvement, The survey provides a means of
assessing the morale of DHS employees, and I know that there is already a cross-
component team that meets regularly to assess progress and share best practices.
The inclusion of a new requirement that leaders hold focused discussions with the
purpose of fleshing out low scoring items in order to better understand them, and
brainstorming to come up with actions to improve the underlying issues, will help to
Sfurther improve the action planning process. By adding the front-line action
planning to the Department and component action planning process, I believe it is
possible for the Department to meet or exceed the government-wide average.

b. Many believe that effective human resources management requires that rank and
file employees be included in making day-to-day decisions that affect their working
lives. Do you agree that involving employees in such decisions is critical to the
successful operations of DHS?

Ido. Front-line DHS emplovees are vital to the success of DHS. Involving them in
information analysis and decision-making is critical to successfully accomplishing
the DHS mission. Involving employees in decisions is a good way to fully engage
the workforce and gain an understanding of the nuances and challenges employees
face everyday in accomplishing DHS's critical role of protecting the United States.
By involving employees in decisions, the Department and the public are better
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served. Transparency and inclusiveness is important at all levels of the Department
to encourage a performance-based culture where each employee's goals tie directly
to the Department's mission.

¢. You have noted that as Assistant Secretary General for Peacekeeping Operations
you led efforts to recruit, retain, and develop thousands of civilian personnel in
nearly two dozen specialties. If confirmed as Deputy Secretary, what will you do to
help make DHS a desirable employer?

If I am confirmed, I will ensure the Department continues to improve employee
training and development; ensure leadership and supervisory training expresses a
real sense that employees are critical to mission accomplishment, continue to
improve the performance management system, communications and information
sharing; bolster the career paths program to increase upward mobility within the
Department, and continue with outreach programs designed to recruit a diverse
workforce including veterans, women, and minorities. I know the 2008 Federal
Human Capital Survey results for DHS tell us that DHS Employees are excited
about the DHS Mission, and many make the choice to work at DHS because of this
personal commitment to our mission.

d. The President has repeatedly encouraged Americans to aspire to serving the public
in a variety of means. How can DHS send a similar message, improve employee
morale, and encourage people to seek a career with the Department?

Dedication to mission is one of the primary reasons employees work for and stay
with DHS. It is important to reinforce the importance of mission. If confirmed, 1
will expand upon our recruitment efforts into universities and colleges who offer the
best academic programs in the areas which meet DHS’s mission and workforce
needs. I would promote greater use of internships, cooperative agreements with
colleges, and joint efforts with Departments and agencies with similar missions. 1
would also leverage the talents of our current workforce in recruiting others.
Research has shown that productive employees who feel they are doing meaningful
work, as ours do, are the best recruiters. To that end, I would explore the potential
of a Department-wide Employee Recruitment Referral Bonus system. Iwould also
encourage the use of the various hiring incentives, beyond pay, available, such as
student loan repayment, leave enhancement, flexible work life programs, etc., and
seek to ensure that our training program at DHS is second to none.

123. The human resource system applicable to Transportation Security Officers (TSOs), who
perform security screening at airports for the Transportation Security Administration
(TSA), does not allow collective bargaining but does include certain employee rights
and protections similar but not identical to those generally available to federal
employees. TSA also has established a pay-for-performance system for TSOs. If
confirmed, will you reconsider TSA’s current workforce system and, in so doing, what
criteria will you apply?

1 understand the issues surrounding TSA's need for workforce flexibility and the impact
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this has had on operations. If confirmed, I will work with all relevant stakeholders to
seriously examine and address the needs of our employees in a manner consistent with
our ability to achieve the important mission of TSA.

124, In an April 2008 joint hearing held by the Subcommittee on Oversight of Government
Management, the Federal Workforce, and the District of Columbia and the House
Subcommittee on the Federal Workforce, Postal Service, and the District of Columbia,
GAO testified that DHS ranked 23" out of 25 agencies surveyed with respect to the
percentage of minorities in its SES ranks (13.2%) and 20" out of 25 agencies with
respect to the percentage of women in the SES (26.2%) (see GAQ-08-609T). The
following month, at a hearing held by the House Homeland Security Committee, GAO
testified that data from both 2003 and 2007 showed that the representation of women at
DHS serving as career employees was below the government-wide level. (See GAO-
08-815T).

a. Please describe any previous experience you have had in increasing diversity in
your previous positions.

Throughout my professional career, I have always been aware of the importance
and value of building and managing a vibrant and diverse workforce. In my view,
gender diversity is, of course important, but so foo are other aspects of diversity,
such as geographic diversity that can enrich operations with the benefits of multiple
perspectives and traditions. Diversity is especially important when multiple
stakeholder communities are dirvectly affected by decisions and operations. When I
have been in positions of authority, I have demonstrated a commitment o recruiting
and cultivating a diverse workforce. In particular, during my tenure as Executive
Vice President and Chief Operating Officer of the United Nations Foundation, we
actively sought to achieve gender balance in the workplace and succeeded in hiring
high numbers of qualified women at all ranks. While the staff of the United Nations
represents an extremely diverse workforce, it suffers from a chronic lack of senior
women — particularly among the ranks of senior peacekeeping personnel — and of
sufficient representation from certain geographical areas.

In my experience, ensuring a diverse workforce demands an active and ongoing
commitment by leadership at all levels 1o identify and encourage talented staff
especially from all backgrounds. During my tenure at the United Nations, for
example, I deliberately and systematically attempted to correct these deficiencies,
with a particular focus on increasing the numbers of qualified female candidates,
including from the developing world, to compete for and win appointment to senior
positions in Peacekeeping. I established an office dedicated to improving
recruitment of senior leadership in Peacekeeping field mission; the office had a
special responsibility to increase the number of women serving in Peacekeeping
leadership positions. I also instituted a program within the Department of Field
Support focused on increasing the ranks of women engineers, supply, logistics, and
transportation specialties in the Logistics Support Division. I also instituted a
systematic program to systemize the assignment of senior field support
professionals, with an emphasis on developing staff from under-represented
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countries, including men and women.

b. How do you plan to increase diversity at the Department of Homeland Security, if
confirmed?

Like the Secretary, I believe that diversity must be an integral part of the DHS
culture. If confirmed, I would personally engage in the Department's diversity
initiatives. I am committed to a DHS workforce that is diverse at all levels,
Jacilitates the broadest array of innovative ideas and solutions, and emulates the
America it serves and protects.

¢. Please describe your plans to specifically improve diversity department-wide and at
the GS-14-15 levels and the Senior Executive Service.

1 believe strongly in a vibrant and diverse workforce. If confirmed, I would draw
on my direct experience in this regard to examine the situation within the
Department and craft strategies specifically designed to improve diversity.

125. The Homeland Security Act of 2002 gave DHS the authority to waive a number of
provisions in the government-wide civil service law, in the areas of pay, performance
management, and labor relations, to create a new human capital management system.
The Department tried to implement its own pay-for-performance system, known as
Max-HR, which ultimately failed. What has been your experience, if any, working with
pay-for-performance personnel systems, and what has been your experience with
systems under which pay is less flexibly tied to performance? What conclusions have
you drawn from these experiences?

For DHS to meet its mission and overcome evolving threats and environmental
challenges, it must maintain a high-performing workforce that is flexible, innovative,
and motivated, Initiatives such as pay-per-performance can be important elements
contributing to success. If confirmed, in order to strike the appropriate balance
between pay-per-performance benefits and costs, I would work with senior colleagues
to examine these and other incentive structures to help ensure a high-performing and
properly motivated workforce.

Cooperation with Oversight Entities
126. In your position as Assistant Secretary-General for Peacekeeping Operations at the
United Nations, please describe your relationship with the Office of Internal Oversight
Services (OI0S).
a. Specifically, in what ways did you help OIOS achieve their goals of creating an
effective and transparent system of accountability and help facilitate their capacity

to identify, assess and mitigate the risks that might prevent it from conducting
thorough and rigorous oversight?
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When I arrived at the United Nations in 2003, the relationship between OIOS and
the Depariment of Peacekeeping Operations was actively hostile. I immediately
recognized the dysfunction in such a relationship and worked vigorously to repair
and strengthen this relationship in order to provide Peacekeeping management and
oversight with the important tools of investigation and audit oversight. During my
tenure at the United Nations, I was an active supporter of OIOS and worked with
every facet of their operations to strengthen peacekeeping support operations in the
field. My office had the programmatic lead for all audits and investigations in
Peacekeeping, and I personally engaged, on a daily basis, with the leadership of
OIOS at Headquarters in investigations, audits, reviews of management practices,
and facilitating the work of the Procurement Task Force which was established in
2006 to counter waste, fraud and abuse in United Nations procurement.

In addition, I worked closely with the heads of the OIOS investigative and audit
services to improve their operations through joint, active management of issues as
they arose in missions. 1worked directly with the Undersecretary-General for
OIOS in a significant restructuring of OIOS designed to ensure more professional
and accountable audit and investigative services. We worked to augment OIOS
staff assigned to each mission with a strengthened approach to OIOS regional
operations, and we collaborated often and frequently with the Department of
Management to reform policies and to strengthen management’s response to OIOS
investigative and audit findings. To combat sexual exploitation and abuse by
United Nations Peacekeepers, we worked closely with OIOS to strengthen
investigative services and to establish policies that would help prevent, and, if
necessary, rapidly and decisively enforce the professional standards expected of all
United Nations personnel.

b. When you disagreed with OIOS’s recommendations, how did you resolve those
differences?

During my entire time in United Nations Peacekeeping, field and headquarters
operations were subject to literally hundreds of discrete audits and investigations.
Thousands of findings and recommendations were presented by OIOS, the vast
majority of which I agreed with and were acted upon. There were times, however,
when my staff and 1 disagreed with an observation, finding, or recommendation of
OIOS. In each case, I forwarded a comprehensive written response to OIOS
detailing an explanation of our difference in views. As might be expected, OIOS did
not always agree with our position; in those cases OIOS carried forward their
recommendations as oulstanding and in some cases were overcome by a change in
circumstances (such as when operations in a particular area terminated). On rare
occasions, the Secretary-General has taken the exceptional step of submitting a
Jormal report to the General Assembly outlining management’s disagreement with
OIOS’ findings.

c. Please provide examples of recommendations you implemented and those you did
not. For those not implemented, please explain why.
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My staff and I often agreed with the findings and recommendations of O10S. For
example, OIOS found that peacekeeping missions in the field held excessive
inventories of spare parts, a practice which exposed the United Nations to potential
waste and loss. I directed implementation of a program to properly dispose of these
excess assets. In another case, OIOS made a series of recommendations to improve
the transparent and open recruitment of personnel for peace operations in the field,
including the use of plain language vacancy announcements and administrative
safeguards designed to reduce abuse of the recruitment processes through
inappropriate tailoring of vacancy announcements to particular individuals. OIOS
also made numerous recommendations to strengthen the performance and
accountability of field procurement which we adopted along with the Department of
Management.

In some cases, we did not accept the findings and recommendations of OI0S. For
example, when OIOS found that special measures were not necessary 1o permit
extending the period of time that a staff member could spend on temporary duty to
support the deployment of the newly expanding mission in Darfur, we disagreed.
We believed that this additional flexibility did indeed assist in manning this critical
mission at a critical time. In addition, when OIOS concluded that mismanagement
rose to the level of misconduct, we disagreed, inasmuch as under the Staff Rules
and Regulations of the United Nations, misconduct is an administrative conclusion
that follows a rigorous investigation with guarantees of due process for individual
staff members. It should be noted, however, that in the vast majority of cases,
literaily thousands of times, we did agree with the findings and conclusions of OIOS
and I worked to put in place effective implementation of those recommendations.

127. What is your view of the role of the Department of Homeland Security Inspector
General? Please describe what you think the relationship between the Deputy Secretary
and the Department’s Inspector General should be. If confirmed, what steps would you
take as Deputy Secretary to establish a working relationship with the Inspector
General?

I share Secretary Napolitano’s view that the Secretary, Deputy Secretary, and
Inspector General (IG) must work cooperatively to improve the effectiveness and
efficiency of DHS programs. I also believe it is incumbent upon the Department's
senior leadership to ensure the IG is able to carry out his or her statutory mission, and
Lintend to provide such support if confirmed. In addition, I will work to establish and
maintain a cooperative working relationship with the Inspector General. 1will also
ensure that the Department’s employees understand the IG’s role and fully support the
IG in executing his/her responsibilities.

128. GAO has struggled to conduct its oversight of the Department in the face of
cumbersome Departmental policies and procedures that inhibit GAO’s access to
necessary interviews and documents. If confirmed as the new Deputy Secretary, will
you work to establish a streamlined process that allows GAO access to information in a
timely manner?
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If confirmed, I will work with the Secretary and the Under Secretary for Management
10 explore the need for, and implement as necessary, any revisions to DHS’s process
for responding to GAO requests.

129. The UN. Department of Peacekeeping Operations (DPKO) has faced some well
publicized concerns, at least as far back as 2002, that peacekeepers and civilian
personnel affiliated with the DPKO have exploited or harmed refugees and other
vulnerable people those peacekeepers and officials were supposed to protect. On March
1, 2005, while serving as the Assistant Secretary General for Mission Support, UN.
Department of Peacekeeping Operations, you briefed the House Subcommittee on
Africa, Global Human Rights and International Operations on how DPKO was
responding to allegations of sexual exploitation and abuse, both specifically with
respect to peacekeeping operations in the Congo, and more generally. At that time, you
noted that despite efforts to establish personal conduct units, impose explicit codes of
conduct, and deploy training programs in cooperation with member states, incidents
continued to occur. You outlined additional measures, such as instituting a victims’
assistance policy, that DPKO was putting in place to address the ongoing concern.
However, reports by both internal U.N. organizations and non-governmental
organizations like Save the Children (UK) have concluded that problems persisted.

a. While serving in the United Nations, what responsibilities did you have and what
actions did you take in addressing these issues?

In the middle of 2004, reports emerged from eastern Congo alleging rape and other
acts of sexual exploitation and abuse by United Nations Peacekeepers against
women and children of the local population. These allegations echoed similar
reports of abuse and exploitation levied against humanitarian workers in Western
Africa several years earlier. In response to this reports, then Secretary-General
Kofi Annan appointed Prince Zeid, Permanent Representative to the United Nations
from the Kingdom of Jordan, to lead an investigation into the allegations and make
recommendations for remedial action.

In late 2004, Zeid’s Report was submitted to the Secretary-General. His report
concluded that acts of sexual misconduct and abuse were common, and that all
levels of the system, including first-line leaders, Troop Contributing Countries, and
the United Nations system itself bore responsibility for this disgraceful behavior
and for its eradication. The ‘Zeid Report’ was subsequently taken up by the
General Assembly to determine which of its various recommendations would be
approved for action. In late 2004, I was asked by the head of Peacekeeping,
Undersecretary-General Jean Marie Guehenno, to lead the organization’s effort to
implement the Zeid recommendations and, more broadly, to devise a strategy to
eliminate sexual exploitation and abuse by peacekeepers.

To begin, I adopted a strategic approach to what was clearly a strategic problem:
United Nations peacekeeping was growing very fast in a very short period of time
(over three-fold in just over three years), and it was clear that systems were not in
place to address this growth and the associated breakdown in good order and
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discipline. Iestablished a system-wide Task Force (involving representatives from
all United Nations entities with field presences, as well as nongovernmental
organizations, including Save the Children). The Task Force initially met weekly,
and later monthly, to examine each of the recommendations and to begin an
accelerated process of implementation. Through various working groups, we
developed these recommendations, led their coordination throughout the United
Nations system, and presented them to the appropriate Undersecretary
(Peacekeeping or Management) or the Secretary-General for approval and
adoption.

The operating environment was challenging: over 120 couniries provide troops to
peacekeeping, rotating them usually every six months. Missions were established in
extremely remote environments and local government capacities and public order
was often absent. Tens of thousands of civilian peacekeepers from countries with
markedly different standards of behavior composed the force in the field.

Moreover, in many of the countries where peacekeepers operate, no national laws
exist against prostitution or exploitation of women and children, and indeed, in
some cultures it has been quite accepted.

Nevertheless, we moved immediately to translate the policy of ‘Zero Tolerance’ into
action, by emphasizing ‘zero complacency’ on the part of Peacekeeping leadership
and ‘zero impunity’ for a perpetrator when substantiated allegations were
established. It is important to note that effectively none of these measures existed
or were in place before Zeid's Report and the work of my Task Force began. In
truth, very little attention, much less policy or action to deal with the problem in its
Jull complexity, existed before this time. The action program I oversaw resulted in
the toughest, most comprehensive approach to dealing with sexual exploitation and
abuse ever adopted by any major international organization or agency.

To guide our work, I developed a three part strategy. This strategy formed the
basis of the work of the Task Force and the leadership of United Nations
Peacekeeping in implementing the Zeid recommendations: Prevention,
Enforcement, and Remediation. Iwas personally and intensively involved with the
development, articulation, implementation, and oversight of this strategy,
emphasizing an approach of ‘constant vigilance’ on the part of United Nations
leadership to ensure standards were met and compliance was achieved. In an
operating environment where over 100,000 peacekeepers turn over every six
months, training, messaging, outreach, and standards needed to be constantly
reinforced.

In addition, Iled effort to clarify behavior standards and extend those standards to
all United Nations personnel, regardless of category of service (i.e., military,
civilian, contractor). Prior to this, the only standards that existed were ambiguous
and of unclear applicability. 1 also led the effort to develop an extensive inventory
of trainings in multiple languages and to make these trainings mandatory before a
person deployed to a peacekeeping mission. Further, we worked to expand this
training and reinforce the messages of upholding personal and organizational
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standards throughout the length of a staff member’s tour, whether or not they were
on duty. Soldiers are now trained before they depart their home country and
regularly during their tours of duty. Over the course of 2005 training courses were
developed and implemented. Today, over 200,000 peacekeepers of all kinds —
military, police, and civilians — undergo mandatory cultural awareness and conduct
training as part of their service with UN peacekeeping.

On leadership accountability, I led the effort to incorporate specific leadership
training into all levels of mission leadership preparations — including military and
civilian leaders. Beginning in 2005, every senior mission leader had conduct and
discipline standards incorporated into their performance appraisals with their
superiors, including Heads of Mission who report to the Secretary-General of the
United Nations. Prior to this period, no regularized, much less mandatory training
existed for any person assuming a leadership position in peacekeeping.

On community outreach, I led the effort to develop multiple outreach programs
designed to reach local communities and their leaderships to educate them on what
to expect of United Nations peacekeepers. In many mission locations, joint councils
have been established to monitor operations and manage problems that may arise.
As a result, relations between Peacekeeping missions and their host communities
have significantly improved. A particular example can be found in Southern Sudan,
where community-mission groups met regularly to identify problems before they get
out of hand and craft strategies to defuse tensions.

In the area of public accountability, I conceived and, working with other members
of the United Nations system (UNDP, UNICEF, etc) and the non-governmental
community, held the first-ever high-level consultation in December, 2007 and
developed a Statement of Commitment that outlined 10 principles for behavior to
govern international assistance and Peacekeeping personnel. This represented the
first ever such joint public acknowledgement of organizational responsibility to
help eliminate this behavior. In addition, the Secretary-General now reports
annually on progress being made in this area. To date, 41 United Nations, and 34
non-United Nations entities have signed-up to these standards.

1 also led the effort to develop strategic initiatives to reinforce prevention of sexual
exploitation and abuse into daily operations. For example, a staff-management
initiative was designed to eliminate the demand for and use of prostitution in United
Nations mission areas. Community leaders were incorporated into the design of
plans to ensure local cooperation and that anti-trafficking strategies would be
effective. These efforts included the development of a comprehensive welfare policy
to address stress and tensions that exist in all mission areas. Joint initiatives
between missions and troop contributing countries have expanded the welfare and
recreation activities available to all staff serving in field locations. In Sudan, for
example, military and civilian officers work side by side to develop and administer
welfare and recreational programs to engage peacekeepers during their time off.
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In addition, we recognized early that the United Nations had neither data on abuses
nor any system for tracking trends. To remedy this, I devoted existing resources to
develop a comprehensive database to begin tracking allegations, investigations,
and disposition of cases in order to understand trends, develop effective strategies,
and prevent future service in Peacekeeping by staff and soldiers found to have
committed violations. We also established multiple, confidential means of filing
complaints in all missions.

1 also oversaw a two-year effort that resulted in the General Assembly’s adoption of
the United Nations Comprehensive Strategy on Assistance and Support to Victims
of Sexual Exploitation and Abuse by United Nations Staff and Related Personnel
(A/RES/62/214) in 2008. Under this strategy, victims received assistance to

address their needs including medical treatment, counseling, social support, legal
services, and other limited material care.

Under my leadership of the Task Force, the United Nations also developed a
comprehensive public information policy to improve the flow of information to
communities on issues such as the outcome of investigations and victim assistance.

b. What steps did you take, or recommend be taken, to address issues raised by any
oversight bodies?

I developed with the Office of Internal Oversight Services (OIOS), clearer and
tougher standards for Category I offenses (the most serious offenses, including all
related to sexual exploitation and abuse — an inclusion I and my staff pushed for as
the OIOS standards were being developed) to incorporate all allegations of sexual
exploitation and abuse. 1 also strongly supported the reorganization of OIOS in the
field to permit a more rapid investigative response to serious allegations. Working
closely with OIOS in evaluating the existing arrangemenis that left many mission
areas uncovered with respect to immediate and responsive investigative
capabilities, we developed a new framework to consolidate field investigative
capacity and orient it on highest need mission areas. In addition, the new Model
Memorandum of Understanding adopted by Member States (4/61/19 part Ill) in
2007 makes these United Nations standards applicable to military personnel and
calls on Member States to ensure personnel are held accountable through
disciplinary and criminal proceedings.

In addition, beginning with eight missions in 2005 and expanded to all field
operations in 2007, 1led the effort io create conduct and discipline teams at
Headquarters and in the field, to assist Peacekeeping leadership on developing
policies to ensure good order and discipline, and to pursue all allegations to
determine if formal investigations were required.

c. When was a “zero tolerance” policy adopted? What actions could the DPKO take
under the zero tolerance policy, and when?
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The “zero tolerance” policy was declared by the Secretary-General in a Letter to
the President of Security Council dated 9 February 2005. Prior to that sexual
exploitation and abuse were prohibited by the United Nations Staff Rules and
Regulations which were reinforced by administrative instructions, including the
Secretary General’s bulletin entitled “Special Measures for Protection from Sexual
Exploitation and Abuse” (ST/SGB/2003/13). The Task Force I lead built on the
declaration of that policy to craft a strategy of prevention, enforcement, and
remediation outlined in the above answer.

d. The 2008 report by Save the Children found that just a fraction of the allegations
reported between 2004 and 2006 could be resolved in the same year. What
impediments prevented the DPKO from quickly resolving these types of
allegations?

The United Nations is limited in its ability to discipline troops contributed to
peacekeeping efforts. This authority remains with the Member States of the United
Nations under their national laws. During my time in Peacekeeping, I led the effort
to develop a strengthened agreement between the United Nations and Troop
Contributing Countries that is now the basis for accepting troops into peacekeeping
missions. Countries now vouch for the performance and behavior of their troops
and agree to joint investigations of serious allegations. I was personally involved
in shaping the memorandum of understanding and in leading the negotiations that
led 1o its adoption.

Further, we instituted a policy to immediately remove from mission areas persons
against whom allegations of misconduct and abuse are founded. While this
measure had long been United Nations policy on paper, it was exercised relatively
rarely compared with the level of misconduct we now know must have existed.
Prior to the engagement of the Task Force on Combating Sexual Exploitation and
Abuse, the United Nations would wait for the Member State to report, if at all, on
the onward disposition of any case of repatriation. We established a policy under
which the Office of Military Affairs now follows-up at 30-day intervals to determine
the disposition of the case and reports via the Secretary-General to the General
Assembly on results.

In addition, one of the major findings of the Zeid Report involved recommendations
that recognized the responsibility of Member States to ensure good order and
discipline, and called for their greater accountability. Iled a comprehensive
initiative over many months to establish legal lines of responsibility and to engage
the Member States to undertake a more proactive stance in holding their nationals
accountable for behavior in peacekeeping. In 2008, the General Assembly passed a
resolution calling on its members to extend criminal jurisdiction to cover nationals
when they commit crimes, including sexual exploitation and abuse, while serving
with the United Nations and further, to take all appropriate follow-on legal action
when a national is removed from Peacekeeping for a serious violation. The
Secretary-General has been tasked to report annually with member state
compliance with these provisions.
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¢. How many peacekeepers, civilian personnel affiliated with the DPKO, and staff of
the U.N. have been disciplined since 2002 for sex offenses or abuse?

Hundreds of United Nations personnel have been disciplined or expelled from
missions for sex offenses or abuse since 2002. Further detailed information should
be available through official channels with the United Nations.

f.  What authority, if any, does the U.N. have to discipline peacekeepers, civilian
personnel affiliated with the DPKO, and U.N. staff for these types of offenses?

Aside from repatriation, the United Nations has no ability to discipline military
troops provided for Peacekeeping operations for any misconduct they may commit.
This authority remains with the troop contributing country which retains sovereign
prerogatives in this regard. However, my Task Force and I led the development of
a number of measures to ensure more rigorous investigation and enforcement of
Jfounded allegations.

In three separate cases during my tenure, for the first time, three entire units were
censured or repatriated due to a pervasive failure to uphold UN standards of good
order and discipline. In addition, one other unit in its entirety was restricted to
barracks pending a full investigation of alleged misconduct. I was at the forefront
of these decisions.

g. How many cases were referred to member states with recommendations for
discipline by the DPKO or some other office within the U.N.? Are you aware of
how many referrals member states accepted, denied, or refused to take action on?

1 do not personally have precise information that is responsive to this question. [
would estimate that dozens of cases have been referred to member states with
recommendations that disciplinary action be taken. Further detailed information
should be available through official channels with the United Nations.

130. In the 9/11 Commission Recommendations Act, this Committee reorganized the
Privacy and Civil Liberties Oversight Board as a bipartisan, independent body designed
to review the nation’s efforts to combat terrorism and consider their effects on
individual liberties. The statutory language requires that “[t]he head of the
department... shall ensure that the Board is given access to the information, assistance,
material, or personnel the Board determines to be necessary to carry out its functions.”
Will you commit to responding fully and promptly to requests for information from the
Privacy and Civil Liberties Oversight Board once it is reconstituted?

Yes
IV. Relations with Congress

131. Do you agree without reservation to respond to any reasonable summons to appear and
testify before any duly constituted committee of the Congress if you are confirmed?
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Yes

132. Do you agree without reservation to reply to any reasonable request for information
from any duly constituted committee of the Congress if you are confirmed?

Yes

133. The 9/11 Commission Report recommended that Congress create “a single, principal
point of oversight and review for homeland security,” What challenges do you foresee
for a Deputy Secretary taking over a department that had direct engagement with, by
some estimates, as many as 108 committees and subcommittees in the 110th Congress?
How will you deal with this issue?

I am aware of the strong support within this committee and within DHS for
consolidating Congressional oversight. However, I am equally aware that such
consolidation still faces tremendous hurdles. It is of paramount importance that DHS
remains vigorously responsive to the jurisdictional structure that Congress sets to fulfill
its Constitutional oversight role. I know that the current organization of Congressional
oversight of DHS places a tremendous workload on the Department.

If confirmed as Deputy Secretary, I will ensure that all of DHS shares Secretary
Napolitano and my common goal for a proactive and productive relationship with
Congress. If confirmed, I look forward to working closely with this Committee in order
to build a stronger, better, more effective Department of Homeland Security.

V. Assistance

134. Are these answers your own? Have you consulted with DHS or any interested parties?
If so, please indicate the individuals or entities with whom you have consulted, and the
nature of the assistance they have provided.

Responding to this questionnaire required a level of specificity and detail regarding
DHS components, programs, policies, and draft regulatory proposals about which I did
not have first-hand knowledge. In an effort to be as forthright and responsive as
possible to the Committee in the time available, | have participated in normal pre-
confirmation consultations with the White House and DHS staff. These consultations
were used to inform my knowledge regarding the background, current operations and
potential policies for the Department. However, and in all cases, these answers are my
own, and are based on my understanding and consideration of the information
provided to me.
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AFFIDAVIT
1, JANE HOLL LUTE, being duly sworn, hereby state that I have read and signed the foregoing

Statement on Pre-hearing Questions and that the information provided therein is, to the best of
my knowledge, current, accurate, and complete.

L/

Subscribed and sworn before me this //,;7/ c}fay of /MW] , 2009,

J<C f//m <37%(,4¢ ﬁ/’u 1

Notdry Public

Lydia Stampley
Notasy Public, District of Columbia
My Commission Expires 8/14/2010
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Senator Susan Collins
Questions for the Record
Pre-Hearing Questions for Jane Holl Lute
Deputy Secretary, Department of Homeland Security
March 11, 2009

1. You have had several positions in your employment history which appear to have had
procurement responsibilities. You began your career as a Second Lieutenant in the US
Army, were a Company Commander, were Brigade Signal Officer, were an Action
officer during Desert Storm, were the Executive Director at two not-for-profits, and were
the Chief Operating Officer at the UN Foundation and Better World Fund. Each of these
positions was a leadership role that entailed supervision of staff, budgets, and
procurements. Given this extensive management experience, can you please, for each
position, answer the following:

a. The largest or most significant procurement that you;

I'was on active duty service in the United State Military from 1978 to 1994. While I
had increasing responsibilities during my service, including the supervision of staff
and budgets, I do not recall any major acquisition or procurement action during this
time.

Similarly, following my service in the United States Army, my positions involved
successive responsibilities managing staff and budgets, for the Carnegie Commission
on Preventing Deadly Conflict, an operating program of the Carnegie Corporation of
New York, and for the Project on the Role of American Military Power, an operating
program of the Association of the United States Army. I do not recall significant
acquisition or procurement actions during this period beyond the purchase of normal
goods and services necessary to conduct meetings in various locations.

During my tenure as Executive Vice President and Chief Operating Officer of the
United Nations Foundation and the Better World Fund, my responsibilities again
entailed the supervision of staff and budgets. Iwas responsible for managing and
overseeing the general operations of the Foundation, including supervising
administrative and financial staff responsible for procurement activities for goods
and services associated with managing an enterprise with offices in Washington, D.C,
and in New York. Ido not recall any major significant acquisition or procurement
actions during this period.

From 2003-2008, I served as Assistant Secretary-General for Peacekeeping
Operations responsible for Mission Support, and (later) acting Head of the
Department of Field Support. In these positions I had overall oversight and
management responsibility for the provision of resources to peace operations
globally. This entailed ensuring that requirements needed in the field were met at the
required time and place, in a cost-effective manner during all phases of an operation,
ranging from start-up and sustainment, to draw-down and liquidation. In terms of
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major acquisitions, this included the establishment of service contracts in a broad
range of areas including food, fuel, aviation, and other logistic support, as well as
multi-year requirement contracts for all equipment and infrastructure necessary to
deploy a mission, such as vehicles, prefabricated buildings, communications and
information technology equipment, generators, etc. It also included the provision of
fixed and rotary aircraft. Fuel, rations, vehicles, aviation services, and
communications and information technology equipment each represented
acquisitions in the hundreds of millions of dollars during this period. In 2008,
peacekeeping procurement totaled approximately $1.7 billion.

During my tenure at the United Nations, I oversaw the raising of requirements for
several billion dollars of procurement activities. 1 cannot reliably state which
contract represented the largest during this period.

b. The challenges you faced for the procurements identified in (a)

As the Government Accounting Office noted in its report on United Nations
Peacekeeping dated September 2008, authorities for field procurement remains
divided between two departments — the Department of Field Support and the
Department of Management. Moreover, at least half of all Peacekeeping
procurement was done directly by missions in the field, each contracting for local
goods and services within limits established by the United Nations. Thus, the United
Nations procurement system is a fragmented one.

Field procurement operates under the same rules and regulations as headquarters
procurement — a circumstance that represent an extremely challenging environment
inasmuch as it requires field operations to adhere to rules and regulations better
tailored for a fixed headquarters location. The United Nations headquarters is
located in New York City with access to a dynamic market with multiple suppliers
permitting genuine value competition, robust and redundant lines of communications
to ensure timely product delivery, a well-established and reliable national and
commercial regulatory framework to ensure contracting compliance or speedy
remedy, and predictable operational ebbs and flows. Most of modern Peacekeeping
operations, however, occur in remote, austere, difficult, and increasingly dangerous
places with few of these characteristics. Thus, the most difficult challenges I faced
were supporting the field in raising requirements that fully incorporated performance
standards regarding timeliness of supply, reliability, durability, associated
maintenance and training, etc. I also faced the challenges of conducting operations
in places and at times where the assets and resources of neither Member States (as
troop and police contributing countries) nor the United Nations itself could fill the
need (for example, aviation services in Sudan), and where commercial options were
limited to only a few suppliers.

In addition, there are significant challenges to recruiting and retaining experienced

and expert procurement personnel, especially for field-based operations under
adverse conditions. These challenges are magnified several times over when the
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practical requirement exists to conduct highly technical functions fluently in English
as well as French (as is the case in many peacekeeping missions) or, increasingly,
Arabic.

c. Were there investigations or audit findings with respect to any procurement activities
you were responsible for in any of these positions? If so, please provide a copy of
these audits; and

During my tenure, Peacekeeping support operations were subjected to literally
hundreds of audits and investigations, and thousands of audit findings. Reports from
most of these audits are available on the website of the United States Mission to the
United Nations: htip://www.usunnewyork.usmission.gov/Issues/oversight_main.php.

d. What response or remediation plan did you put in place to address the issues
identified in any audits listed in (c)?

1 oversaw the preparation of a detailed management response to each OI0S
investigation and audit that dealt with Peacekeeping support. During my entire time
in United Nations Peacekeeping, field and headquarters operations were subject to
literally hundreds of discrete audits and investigations. Thousands of findings and
recommendations were presented by OIOS, the vast majority of which I agreed with
and were acted upon. Wherever possible, I looked to not only address the finding, but
also put in place a system for better operational performance and oversight.

For example, OIOS found that Peacekeeping missions in the field held excessive
inventories of spare parts, a practice that exposed the United Nations to potential
waste and loss. 1 directed implementation of a program to properly dispose of these
excess assets and to put in place an improved system of inventory management. In
another case, OIOS made a series of recommendations to improve the transparent
and open recruitment of personnel for peace operations in the field, including the use
of plain language vacancy announcements and administrative safeguards designed to
reduce abuse of the recruitment processes through inappropriate tailoring of vacancy
announcements to particular individuals. I addressed these issues, reorganized the
Field Personnel Division to ensure more responsive and accountable service, and
instituted initiatives such as personnel ‘tiger teams’ to assist missions in responding
to mission exigencies such as rapid start-up or expansion. OIOS also made
numerous recommendations o strengthen the performance and accountability of field
procurement which we adopted along with the Department of Management, including
strengthened training, expanding core requivements, updating the United Nations
Procurement Manual, and undertaking a concerted effort to identify, recruit, and
train specialized procurement personnel for service in field missions.

2. In 2007 and 2008, the U.N. Procurement Task Force, a branch of the U.N. Office of
Internal Oversight Services (OIOS) released a number of reports (e.g., A/61/264
(2/23/2007), RTF-R011/07 (7/5/2007), RTF-R010/07 (7/16/2007), A/62/272 (10/5/2007),
A/62/281 (2/25/2008)) indicating significant amount of corruption, fraud, waste,
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overpayments, abuse, and mismanagement in a number of high-value contracts. In
particular, the OIOS report dated October 5, 2007, which reviewed the 18-month period
between January 2006 and June 2007, identified more than ten significant fraud and
corruption schemes in cases with an aggregate contract value in excess of $610 million.
This resulted in an approximate misappropriation of resources at least of $25 million.

a. How many and what portion of these contracts reviewed by the OIOS in the October
5, 2007, report fell either within the scope of your responsibility, directly or based on
your management responsibilities?

As Irecall, most of these contracts were associated with specific field missions which
did fall under my management responsibilities as Assistant Secretary-General for
Peacekeeping Operations, as I have described in 1.a., above.

b. Please identify which office(s) you worked for, as well as any and all positions held,
during the 18-month period reviewed by OIOS.

During this entire time I served as Assistant Secretary-General for Peacekeeping
Operations in the Department of Peacekeeping Operations at the United Nations.

3. During your tenure at the U.N,, you held several positions.
a. In your capacity as Assistant Secretary-General, Peacekeeping Operations, between
2003 and 2007, what was your role and the role of staff reporting to you with respect
to procurement and contracting process? Please be specific with respect to ~
i.  Acquisition planning;
ii.  Requirements development;
iii.  Contract award including evaluation; and

iv,  Post-award contract management.

v.  Please describe the number and responsibilities of any contracting officers, if
any, that reported to you in this position.

As described in answer 1.a. above, my specific responsibilities included overseeing
the technical staff at Headquarters responsible for the overall support operations,
logistics, and communications and information technology support of peace
operations worldwide, including technical advice and assistance to mission planning
of contractual requirements to be met through competitively tendered commercial
contracts. At no time did I have responsibilities for negotiating or approving
contracts. No contracting officers reported to me in this position.
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The responsibilities of my staff were limited to the identification and validation of
requirements, and the development and vetting of specifications for competitive
tenders undertaken by the Procurement Division in the Department of Management
or in field missions. They worked closely with Procurement Division of the
Department of Management in defining requirements for goods and services, and
were responsible for the evaluation of bids or proposals from a technical and
operational perspective. My headguarters staff also supported missions in the fleld,
Jor example, by helping to clarify and validate field requirements for leases of
buildings or major contracts such as rations, petroleum, oil and lubricants, if and
when these were contracted in a mission area.

The delivery of goods and services takes place in the field and this is where contract
management is performed. The responsibility for oversight of contracts rests with the
contracting party, which in all contracts issued by UN Headquarters, is the
Procurement Division of the Department of Management. In the case of local
contracts, it is the field procurement office in each Mission, overseen by the Head of
Mission in the field.

b. Please answer the same with respect to your tenure as Acting Under Secretary-
General, Peacekeeping Field Support, between 2007 and 2008. Please be specific
with respect to —

i.  Acquisition planning;
ii.  Requirements development;
iii.  Contract award including evaluation; and

iv.  Post-award contract management.

v.  Please describe the number and responsibilities of any contracting officers, if
any, that reported to you in this position.

As Assistant Secretary-General and Acting Head of the Department of Field Support,
1 held virtually identical responsibilities as outlined above. Therefore, I respectfully
refer the Committee to the answers I have provided to question 3(a), ante.

c. Please answer the same with respect to your tenure as Assistant Secretary-General,
Peacebuilding Support, between 2008 and present. Please be specific with respect to —

i.  Acquisition planning;
ii.  Requirements development;

iii.  Contract award including evaluation; and
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iv.  Post-award contract management.

v.  Please describe the number and responsibilities of any contracting officers, if any,
that reported to you in this position.

Since being assigned as Assistant Secretary-General Peacebuilding Support in
August 2008, 1 have had no responsibility or authority for any of the topics listed
above. No contracting officers reported to me in this position.

In a letter dated April 19, 2007 that you sent to Mr. Warren Sach, U.N. Assistant
Secretary-General, you sought a sole-source contract for camp construction and service
for the U.N. deployment in Sudan. The $250 million sole-source contract was awarded
to Pacific Architects & Engineers (PAE), a subsidiary of Lockheed Martin.

a. Please describe the circumstances surrounding this request and your rationale for
seeking sole-source authority.

Genocide was unfolding in Darfur. Millions of people were displaced and hundreds
of thousands were dead. In the face of genocide, the Peacekeeping mission in Darfur
was under enormous pressure to accelerate the deployment of resources needed to
protect the lives of civilians.

Darfur is a remote and dangerous place to work; access is strictly controlled by the
Sudanese government in Khartoum. Getting supplies of any kind into the mission
area required a synergy of political, military, and financial willingness that was
difficult to align and maintain, even in the best of circumstances. As lives continued
to be lost, the international community, including the United States Government, was
calling for action. We needed to act quickly.

The recommendation to use PAE to prepare sites and facilities for troop deployment
to Darfur reflected the urgency of the situation, the difficulty of gaining access to and
working in Darfur, and the need to provide immediate protection to civilians.
Furthermore, PAE was already present in Darfur; PAE was also the only contractor
already in Darfur and already performing these functions. It was our considered
Judgment that failure to provide facilities on the ground to facilitate troop
deployments would cause the Peacekeeping mission to fail, and additional lives to be
lost.

b. Atany time within the six months prior to your April 2007 letter, did you meet or
discuss with representatives of Lockheed Martin or PAE any of the requirements
addressed in the letter to Mr. Warren Sach? If so, please state the nature of the
communications,

1 did not.

¢. During your tenure at the U.N., how many sole-source requests valuing over $1
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million have you made (regardless of whether they were approved or rescinded)?
Please list all sole-source requests and briefly describe for each the circumstances
surrounding the requests, your rationale for seeking sole-source authority, and the
outcome of the request.

During my tenure at the United Nations, to the best of my recollection, I made only
one recommendation that the United Nations seek a sole-source solution, as
described in response to question 4(a), ante.

3. Three months after the April 19, 2007 letter (referenced in question 3), you sent a “Note”
to Mr. Sach dated July 12, 2007, entitled “Procurement Challenges,” to which Mr. Sach,
responded on July 20, 2007. In Mr. Sach’s July 20" response, he raised a number of
specific and substantive comments.

a. Please provide your July 12, 2007, “Note” or, if not reasonably available, please
describe the nature of its contents in detail.

In 2007, I wrote a note to Ms. Alicia Barcena, who was at the time, United Nations
Undersecretary-General for Management, to request a senior-level meeting to
discuss the growing tension between ever-expanding operational demands in the field
and an overwhelmed Headguarters procurement process. 1 identified what we on the
Peacekeeping staff perceived to be significant shortcomings in the United Nations
procurement system and highlighted a number of operational problems that required
reform or, at the very least, attention from United Nations senior leadership,
including: a chronic shortage of trained and experienced procurement staff: the
intensively technical nature of commercial procurement for field-based peacekeeping
operations requiring specialized technical expertise throughout the procurement
system not easily established or maintained; excessive delays in processing due to
procurement systems designed for fixed headguarters operations rather than the field
where an intense operational tempo compounds the already difficult challenges
associated with trying to start up and maintain operations in remote, austere and
dangerous mission locations, and other issues. The note also proposed several ways
to achieve mission performance while maintaining necessary accountability. 1
concluded my note by asking for a senior-level meeting to consider reform.

b. Please provide your response to each of the substantive comments raised in
paragraphs #3 and #10 of the Sach July 20" response.

1 did not respond in writing to the Controller's note (written in his capacity as
officer-in-charge of the Department of Management due to an absence from
Headquarters of the Undersecretary-General for Management, Alicia Barcena)
inasmuch as it clearly reflected acute perceptions in Procurement Division that they
had been unfairly criticized in my original note, and it was those sensitivities that
animated this communication. In response to the Controller’s note, I and my senior
logistics staff met with the Controller and with the acting head of the Procurement
Division to address the core problem of an escalating operational tempo in
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Peacekeeping and its associated needs for increased procurement responsiveness,
while at the same time ensuring fully accountable and transparent processes. We did
not go over either my original communication to the Undersecretary-General for
Management or the Controller’s note point by point. Subsequent to this discussion,
the Undersecretary-General for Management and I agreed to mutually withdraw our
notes and proceed on the basis of sustained senior-level dialogue and engagement to
ensure a smooth working relationship between Peacekeeping and Procurement
Division.

With regard to the Controller’s specific points:

On the negotiations for a multifunction logistics contract for Darfur, it was my basic
view that the procurement system of the United Nations was laboring under an
unsustainable burden, without senior management intervention, to cope with the ever-
expanding operation requirements in the fleld. Since late 2003, new and expanding
missions were authorized in rapid succession by the United Nations Security Council
and, in each case, missions had to be constructed from the ground up with appeals to
Member States to contribute military and police forces, to craft mission staffing
which, in turn, resulted in recruitment challenges to find and deploy experienced
personnel willing to serve in these environments, and in mobilizing and deploying the
vast logistics, communications, aviation, and other requirements necessitated in the
field. In the case of Darfur, these challenges were exacerbated by the remote
distances, harsh operating environment, resistant political position of the
Government of Sudan, and the reluctance of troop and police contributing countries
to commit forces in advance of clear agreement to their presence from the
Government of Sudan. These elements and move contributed to the uncertainty in
accurately forecasting and planning requirements for the field, which did not
constitute an administrative pattern, but rather an operational and political reality.
As a result, my staff and I believed that we needed to work with the Department of
Management to address the challenges posed by this reality to the United Nations'
normal procurement system, which was already under stress.

Regarding the provision of fuel for Darfur, I disagree that my note to Ms. Barcena
attributed delays in signing the contract for the provision of fuel in Darfur solely to
Procurement Division. Rather, as noted above, I recall that I highlighted the
generalized pressure that Peacekeeping operations were under, and the specific
challenges associated with provisioning an ever-changing set of requirements in
Darfur, and again sought to work with the Department of Management to address
these challenges.

Finally, with vespect to support planning for new missions in Chad, the Central
African Republic, and Somalia, we were working closely with Procurement Division
to manage the challenges posed by these looming missions (simultaneously to the
ongoing deployment in Darfur). I sought to reinforce this collaboration between
Peacekeeping and the Procurement Division with a joint senior-level commitment by
the leaderships of both activities.
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¢. Please describe the U.N. policy with respect to ratification of unauthorized
obligations addressed in paragraph #10 of the Sach July 20™ response.

The United Nations Financial Rules and Regulations and the Procurement Manual
govern all financial aspects of United Nations activities, including operations in the
Jleld and both frown on ex post facto cases involving payments fo vendors. There
were cases in which, due to delays or complications in process, contracts expired
without follow-on provisions being in place—threatening, at times, the availability of
Jood for troops or fuel for operations. In such cases, field missions requested ex post
approval for consideration by the Headgquarters Contract Committee.

Understandably, there are circumstances that warrant less than full and open competition.
The federal government has had plenty of experience with procurement under exigent
circumstance in the aftermath of Katrina and during Iraq and Afghanistan reconstruction.
However, even in a contingency situation, good acquisition processes must be followed,
In particular, being able to set clear, meaningful, and specific contract requirements early
in the procurement process is an important aspect of preventing cost, schedule, and
performance overruns in major procurements, whether in emergencies or during the
normal course of business. This is mainly the program office’s function. Without a
complete requirements document, a contracting office cannot conduct a competition or
engage in effective contract negotiation.

An OIOS Report dated, January 2, 2009 (A/63/668), stated, “OlOS reiterates that the
Darfur planning team had been in place since March 2006 and that the Department of
Field Support was fully aware of conditions in Darfur through UNMIS [U.N. Mission in
Sudan] operations.” OlIOS further stated that “accountability should be determined for
the failure to adequately plan the provision of the multifunction logistics services....”
(Emphasis added). What was your role in the acquisition planning process described by
the OIOS, in particular in the requirements definition process for the PAE sole-source
contract? Could additional planning have obviated the need for a sole-source contract
under the circumstances?

As described above, during this time, my staff had responsibility for the technical review
of requirements raised in the field and for the evaluation of bids for technical and
operational suitability. Ido not agree that the Department of Field Support or the
mission on the ground failed to adequately plan for the provision of logistics services,
and believe that this same position was taken in writing by the Department of Field
Support (and later by the Secretary-General himself in a report to the General Assembly)
in its formal response to the OIOS audit. The deployment to Darfir was subject to near-
constant changes in the prevailing operational and political conditions that made it
nearly impossible 1o specify the terms necessary for a contractual statement of work that
would have formed a reliable basis for negotiations prior to the time such negotiations
were undertaken by the Procurement Service of the Department of Management,

In a report dated February 23, 2007 (A/61/264 (Part IT)), OIOS discusses its annual effort
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to oversee peacekeeping operations and addresses many of the procurement challenges
you faced while you were in charge of peacekeeping operations. Some of the OIOS
findings describe a “breakdown in one or several components of internal control or a total
disregard for controls,” “inadequate managerial accountability,” and, in general, “serious

deficiencies in procurement management.”

a. Do you agree with these conclusions? If not, why? Please describe what specific
actions you took, or directed others to take, to address the findings in the OIOS
report.

As I'recall, I did agree with a number of conclusions referenced in this OIOS report.
In general, we shared the concern that procurement challenges were considerable
and that management was responsible to undertake not only individual remedial
measures, but also structural reforms to strengthen procurement systems and
accountability. Indeed, these concerns, in part, motivated both my letter to the
Controller about which previous questions inquire and other advocacy within the
system to strengthen our operation systems. While I do not recall precisely the nature
of every issue that formed the basis of the OIOS annual statement on Peacekeeping, 1
do know that my Department worked closely with Procurement Division in the
Department of Management on such structural improvements as expanding the core
requirements list to permit greater flexibility in the fleld, revising the Procurement
Manual, devise strengthened training for all procurement personnel in the field,
piloting a special program to recruit, train, and deploy procurement personnel to
field missions, incorporating sessions on strengthened internal controls and other
management issues into the annual conferences convened for Heads of Mission,
Chief/Directors of Mission Support, and Force Commanders, elc.

b. In the report, OIOS pointed out that “a number of critical recommendations were not
accepted” by the U.N. Mission in the Sudan and that OIOS has “reiterated those
recommendations and continues to pursue them.” What are the recommendations
referred to here by the OIOS, and why did you choose to reject them? If they were
not rejected, please describe the specific actions you took to implement them.

There were many audits of the United Nations Mission in Sudan and hundreds of
OIOS findings over the course of the relevant year. Each finding was responded to in
separate management letters issued by the Mission in Sudan. The report referenced
in Question 3 is a summary document generalizing OIOS findings over the course of
one year. Without going through each of the hundreds of findings, and each of the
Mission’s official management letters that resulted, I cannot specifically answer the
question as to which findings I agreed with and which I rejected. Generally, OIOS
annually reported on findings and characterized as “outstanding” or “unresolved”
findings that senior-level management disagreed with or rejected.

8. According to a January 2, 2009 OIOS report {A/63/668), the delays in preparing the

statement of work for the PAE contract affected the rest of the procurement process,
especially the evaluation of the proposal by the Procurement Division and the review by
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the Headquarters Committee on Contracts. As a resuit, the Headquarters Committee on
Contracts was pressured to expedite its review “even though the process of negotiating
the cost of the contract with PAE was still under way.” The Procurement Division had
informed the Headquarters Committee on Contracts that “prices could be further lowered
by continuing the negations then under way, which eventually resulted in additional
savings of $41 million.” One of the obvious benefits of competition is that it is the
easiest way to get to the best value available, not just a fair and reasonable price, which is
always negotiable.

a. Do you feel that the U.N. received the best value in this sole-source contract?

Having left the Department of Field Support while the contract was still under
execution, and not privy to the documentation of its full performance, I do not believe
1 am in a position to render a judgment on this question.

b. Would more upfront planning have provided additional time for further negotiations?

In my view, and in the view of both the Department of Field Support and the
Secretary-General of the United Nations (articulated in a report to the General
Assembly responding to the audit): No.

In the face of massive displacement of civilians, mass-atrocities, and a tenuous
political relationship with the sovereign authovities, the deployment to Darfur was
subject to multiple changes in the prevailing operational and political conditions that
made it nearly impossible to specify the terms necessary for a comtractual statement
of work that would have formed a reliable basis for negotiations prior to the period
when such negotiations were undertaken by the Procurement Service of the
Department of Management.

9, In an October 5, 2007, OIOS report (A/62/272) on the activities of the Procurement Task
Force, the OIOS claimed that a major roadblock to its investigations of UN.
Peacekeeping was the “limited cooperation” from Peacekeeping officials due to the lack
of a compulsory process for obtaining documents and testimony.

a. Did you make it compulsory for Peacekeeping officials to cooperate with OIOS?
1 instructed my staff to cooperate with any and all investigations of OIOS at all times.
1 also made staff available and enabled the provision of time and any necessary
documents to assist them in cooperating with OIOS and with the Procurement Task

Force.

b. At any point in the OIOS investigations leading up to this report, were you informed
of allegations that your staff were not cooperating with Q10S? If so, what actions, if
any, did you take?

09:01 Jun 13,2011 Jkt 050383 PO 00000 Frm 00181 Fmt6601 Sfmt6601 P:\DOCS\50383.TXT SAFFAIRS PsN: PAT

50383.152



VerDate Nov 24 2008

11.

12.

176

I was aware at various times that certain staff who were personally subjects of
investigations by the Procurement Task Force or OIOS refused or were reluctant to
cooperate. As Irecall, it was a staff duty under the Staff Rules to cooperate fully with
such investigations, but in any case, I strongly maintained the well-known position
that they do so.

According to Mr. Sach, your decision to recommend the PAE sole-source contract was
due to the failure to have a logistics concept in place to embark on a logistics delivery
capability at short notice that would also meet U.N. procurement rules. (Lute, Jane Holl,
“Logistics Support Arrangements for UN Operations in Darfur for Peacekeeping
Operations” Memo to U.N. Controller, Warren Sach, April 19, 2007 and Mr. Sach’s
response on April 25, 2007). Mr. Sach also requested that you develop a logistics
concept within 3 months of his April 25" response to respond to emergency situations of
this nature in the future to prevent the reoccurrence of exceptions to competitive bidding.
Do you agree with Mr. Sach? If not, please describe your logistics concept that was in
use at the time and why it was not sufficient in this instance.

This contract was designed to serve a precise purpose (support for the Heavy Support
Package) in the overall plan 1o strengthen the African Union Mission in Sudan, in order
to prepare the way for an eventual unprecedented joint mission with United Nations
Jorces. Projecting requirements in the environment of Darfur — with such extreme
political and operational uncertainty — was enormously challenging, and much work
went into preparing the detailed requirements that would be necessary for this
unprecedented operation that was increasingly subject to considerable pressure to
deploy. It was our view that in detailing the support concept and particular role and
requirements for this contract, a clear logistics concept was articulated. I also
understand that subsequently a mission support concept was put in place.

What actions did you take after this incident that would limit sole-source contracting in
the future and were you successful in preventing or decreasing the number of sole-source
contracts for your missions?

At no other time do I recall recommending a sole-source contract solution to the
Department of Management. My staff and I operated with the view that sole source
contracting should be an exceptionally rare circumstance which, however, in an effort to
expedite the Heavy Support Package to augment the African Union peacekeeping mission
in Darfur to stem the violence there, seemed fully justified.

a. How does the U.N. track the number of sole-source contracts issued for
Peacekeeping?

Tracking this information would fall within the responsibilities of Procurement
Division in the Department of Management, and I cannot reliably relate what systems
they may have in place for this purpose.

The Procurement Task Force released a report in July of 2007 (PTF-R010/07) regarding
its investigation of ground fuel procurement in the U.N. Peacekeeping Mission to Haiti
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(MINUSTAH). The conclusion of the report indicated that the ground fuel procurement
process was not conducted in a fair and transparent manner resulting in bid rigging and
the awarding of the contract to a company initially ranked as “non-compliant.” The
report indicates Peacckeeping staff was responsible in the initial contract and both
Peacekeeping and Procurement staff were responsible for the second contract issued.
The report also indicated that Peacekeeping failed to staff MINUSTAH with experienced
fuel supply experts that could evaluate the technical and commercial aspects of the fuel
contracting. Do you agree with this report? Why or why not?

1 do not recall the specifics of this report, or the official response to it. However, in
order to be responsive to this question, I searched the internet to locate the ovriginal
OIOS report on fuel management, which included an audit of the United Nations Mission
in Haiti, which served as the basis for the Procurement Task Force investigation. I note
that this report itself observes that management accepted 174 out of 182
recommendations and that most of these recommendations were in the process of being
implemented at the time the OlIOS report was written. Personally, I was as committed as
OIOS was to rooting out bad practice and to undertaking appropriate administrative
and, if necessary, disciplinary action to address problems in MINUSTAH.

a. The Task Force indicates that Peacekeeping staff reported problems including the
discrepancy between how much fuel was purchased and what was actually delivered,
the contractor’s use of substandard fuel-tankers, and other problems. When this
problem was flagged, what prevented this contract from being pulled and reassigned?

1 do not recall the details necessary to be responsive 1o this question. When contracts
mal-performed or failed outright, we pursued remedy through the established
procurement procedures and in accordance with the Financial Rules and Regulations
of the United Nations. However, as a practical matter, we also had responsibility to
support the missions on the ground to ensure the continuity of mandated operations.

b. Are you aware of other instances when contracts expired but the contractor continued
its work with Peacekeeping?

While cases may have existed (in which instance, the Procurement Division of the
Department of Management would have been fully informed), I do not recall specific
instances.

c. Please describe the fiscal and management controls in place for Peacekeeping
missions you deploy.

The United Nations Financial Rules and Regulations detail the controls necessary to
Jollow for all United Nations activities, including operations in the field. In addition,
during my tenure, I undertook several initiatives to strengthen our performance as
well as accountability during mission start up. For example, I pushed to
institutionalize a minimum rank (with associated experience and time in service) for
all Chiefs/Directors of Administrative Operations (later re-titled Chief/Director
Mission Support); established a policy to require a minimum of successful prior
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experience in mission start-up prior 1o assigning anyone to these responsibilities in a
newly deploying mission; and developed and instituted a mandatory, senior-level
monitoring system — known as the “traffic lights” (ved, yellow, green) system with key
support issues tracked on a weekly basis by senior Headquarters mission support
staff — including myself — to ensure that operations were on track and fully
accountable.

13, InaMay 21, 2007 report (AP2006/626/02), OIOS describes the Peacekeeping Mission to
Liberia as having no internal controls and staffed with procurement requisitioners who
are unqualified and inexperienced — and that this could lead to inefficient procurement,
wasteful purchases and loss of funds. Do you agree with the O10S? Why or why not?

While I do not recall the details of the Mission’s response to this report (and that
response is not publicly available), I believe that the response would have reflected,
again, management’s agreement with a number of findings and issue taken with others.
In general, we shared the OIOS view that procurement in the fleld was a challenging
task, and that continual efforts were needed to strengthen its operations while ensuring
adequate safeguards and controls. For this reason, I was a strong advocate for making
permanent the Procurement Task Force, for increasing the training of procurement staff
in the field, and for other accountability initiatives such as mandatory financial
disclosure for all (among other) personnel in procurement-related positions.
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Senator Tom Coburn, MD
Questions for the Record
Pre-Hearing Questions for Jane Holl Lute
Deputy Secretary, Department of Homeland Security
March 11, 2009

1. In the February 23, 2007, OIOS report on Peacekeeping operations, the OlOS found that
Peacekeeping Operations suffered from weak accountability—that even after instances of
mismanagement and fraud were exposed, “program managers have not been consistent in
applying the standards to which they hold staff accountable.”’ Do you support this report
finding? Why or why not? Do you have a report or documentation to support an
alternative view?

The referenced OIOS report is an annual report by OIOS to the General Assembly
synthesizing the annual work of OIOS. While 1 do not have access to reporis or
documentation that were written by management in response to the original audits
underlying the cited OIOS summary, I believe I would have concurred in large part with
this particular observation, inasmuch as there were inconsistencies in the way
Peacekeeping management at headquarters and in the field interpreted operational
standards as well as standards of behavior and performance. The United Nations in
general, and United Nations Peacekeeping more specifically, relies on the performance
of an extremely diverse workforce in which staff members, military troops, and police
Jorces from around the world bring markedly different interpretations and
understandings to every aspect of the Organization’s work. To address this diversity of
views, the United Nations has over the years promulgated Staff Rules, Administrative
Instructions, Secretary-General Bulletins, and other means, to develop, clarify and
promote the values, norms, and standards of the Organization.

During the period covered by the OIOS report, it should be noted, United Nations
Peacekeeping was undergoing enormous expansion and growth, under tremendous
political and operational pressure, to mount new operations in the field while sustaining,
and in some cases managing the downsizing of, other missions. This unprecedented
growth in operations and in field-based staff simply meant that Peacekeeping was getting
very large, very fast. Moreover, the operational pace in the field was (and remains)
characterized by operations in which large troop contingents rotated in and out of
mission every six months, thus creating an operating situation in which large numbers of
mission personnel on the ground were, in effect, new to the mission, new to
Peacekeeping, and new to the United Nations. In my view, management has the
obligation to recognize such structural factors, understand how such factors can
contribute to a diluted or inconsistent application of standards, and be vigilant to uphold
the highest standards.

! «“Report of the Office of Internal Oversight Services Part two: peacekeeping operations,” UN. Office of Internal
Oversight Services, February 23, 2007, pg 8.
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2. In the February 25, 2008, OIOS report, OIOS found that Peacekeeping “needed to
formulate indicators of achievement and performance measures for the political and
civilian affairs components of its operations.””

a. Do you agree with this assessment?

1 absolutely agree. In my view, it is essential that any effort be able to assess its
progress in meaningful ways. I do not share the view that political and civil affairs
activities are purely qualitative undertakings that do not lend themselves to
meaningful measurement and evaluation.

b. Please provide examples of indicators and performance measures you utilized for
Peacekeeping missions.

For the areas under my responsibility (including field personnel, field budger and
Sfinance, field logistics, supply and transportation, communications and information
technology support to the field, senior leadership appointments, and coordinating
audit response, among others) we developed a number of ways to indicate whether we
were improving operations. For example, in personnel, we measured trends in
reducing vacancy rates, reductions in overall recruitment times, and reductions in the
time it took to deploy newly recruited personnel to the field, among others. In field
budget and finance, we tracked budget preparation times, and the numbers of field
assistance visits to missions (to understand where weakvesses might be persistent).

In other areas, such as conduct and discipline, we initiated the first ever data
tracking of allegations and investigations in the field, and tracked follow-up with
Member States when military personnel were expelled from missions for allegations
of misconduct. These systems are imperfect, but nevertheless represent the first
attempt by the United Nations to track allegations and follow-up. Similarly, we
instituted systems for tracking audit responses, tracking Boards of Inquiry from the
field, improving field vehicle fleet management, and monitoring progress in
recruiting and assigning women and under-represented nationalities to senior level
peacekeeping appointments.

3. The February 25, 2008, OIOS report found that the Peacekeeping mission UNMIL was
deployed without adequate safety and health programs and, as a result, “personnel were
being exposed to an unacceptably high risk of accidents and/or health problems” and
after the Mission established an Occupational Health and Safety Council, the health and
safety regulations still did not meet the required standard and/or were not being
enforced.® Do you agree? Why or why not?

1 do not recall the details associated with the Mission’s response to OIOS'’s findings,
although I do recall that for a period of time the United Nations Mission in Liberia did,
as did other missions, experience high rates of malaria and dengue fever — principally

% «Report on the activities of the Office of Internal Oversight Services for the period from 1 January to 31 December
2007,” UN. Office of Internal Oversight Services, February 25, 2008, pg 11.
’ OI0S, February 25, 2008, pg. 11.
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due to a failure of troops to take regular prophylaxes. It is also true that in Peacekeeping
generally (and so one can not unreasonably conclude for this period in UNMIL,
specifically), road accidents constituted a significant safety concern. To combat the high
incidence of road accidents, missions instituted vehicle safety programs that included
mandatory training, compulsory testing, and liaison with host communities in order to
establish healthy relationship to handle incidents when they occurred.

4. In 2007, you requested a waiver on behalf of a $250 million single-source contract for
UN Peacekeeping in the Sudan to a subsidiary of Lockheed Martin.* In the February 25,
2008 OIOS report, OIOS found that Peacekeeping Operations will face a “higher-risk
exposure to mismanagement, fraud and corruption” as a result of this waiver. What led
to your decision to request a waiver from normal competitive contracting rules, despite
having had significant time in advance of issuing the contract?’

Genocide was unfolding in Darfur. Millions of people were displaced and hundreds of
thousands were dead. In the face of genocide, the Peacekeeping mission in Darfur was
under enormous pressure to accelerate the deployment of resources needed to protect the
lives of civilians.

Darfur is a remote and dangerous place to work; access is strictly controlled by the
Sudanese government in Khartoum. Getting supplies of any kind into the mission area
required a synergy of political, military, and financial willingness that was difficult to
align and maintain, even in the best of circumstances. As lives continued to be losi, the
international community, including the United States Government, was calling for action.
We needed to act quickly.

The recommendation to use PAE (a subsidiary of Lockheed Martin) to prepare sites and
Jacilities for troop deployment to Darfur reflected the urgency of the situation, the
difficulty of gaining access to and working in Darfur, and the need to provide immediate
protection to civilians. Furthermore, PAE was already present in Darfur and was
already performing similar functions. It was our considered judgment that failure to
provide facilities on the ground to facilitate troop deployments would cause the
Peacekeeping mission to fail, and additional lives to be lost.

5. At a February 2008 press conference®, you stated that the contracting process was
transparent. Please explain why you believe the process was transparent.

¢ Lute, Jane Holl, “Logistics Support Arrangements for UN Operations in Darfur for Peacekeeping Operations”
Memo to U.N. Controller, Warren Sach, April 19, 2007 and Mr. Sach’s response on April 25, 2007 -
http://tinyurl.com/cogtkl

* Lute, Jane Holl, “Logistics Support Arrangements for UN Operations in Darfur for Peacekeeping Operations”
Memo to U.N. Controlier, Warren Sach, April 19, 2007 and Mr. Sach’s response on April 25, 2007 -
btip:/tinvarl.com/eoetkl

° Lee, Matthew Russel, “UN's Jane Holl Lute Admits No-Bid Lockheed Martin Deal Caused ‘Confusion,’ Says No
Conflict of Interest In Iraq and Afghan Overlap with Husband's Role,” Intercity Press, February 11, 2008 -

http:Ninyurl.com/evyeqb
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My recommendation to the Controller and his agreement to pursue a sole-source solution
to part of the deployment challenge in Darfur was fully consistent with the Financial
Rules and Regulations of the United Nations and was fully disclosed to the Member
States (including the United States), in part through joint personal outreach by myself
and the Controller to the Chairs of the relevant Committees of the General Assembly
(i.e., the Advisory Committee on Administrative and Budgetary Questions and the Fifth
Commilttee). At no time did either I or my staff, or the Controller or his staff (including
the Procurement Division in the Department of Management), or any staff on the ground,
attempt to conceal or in any way obscure the fact that we were seeking this extraordinary
and unusual step in direct response to the operational challenges on the ground in
Darfur, where the United States had recognized genocide was unfolding. In addition to
our internal outreach and engagement, 1 also answered multiple press enquiries and
appeared, as did the Controller, before the appropriate legislative bodies to respond
directly to questions presented by the Member States.

6. During your tenure at the U.N., how many sole source contracts were issued for
Peacekeeping Operations, and how many were you personally involved in?

My staff and I operated with the view that sole source contracting should be an
exceptionally rare circumstance which, however, in an effort to expedite the Heavy
Support Package to augment the African Union peacekeeping mission in Darfur to stem
the violence there, seemed fully justified. At no other time do I recall recommending a
sole-source contract to the Department of Management.

7. In December of 2007, the Washington Post reported on UN. Procurement Task Force
investigations of U.N. Peacekeeping. The article quoted directly from OlOS reports
saying:

"The task force identified multiple instances of fraud, corruption, waste and
mismanagement at U.N. headquarters and peacekeeping missions, including ten
significant instances of fraud and corruption with aggregate value in excess of
$610 million.””

In your response to the Washington Post a week later® you wrote that “the organization
has suffered losses in the hundreds of millions.” You also stated that there was no
“pattern of corruption” but “it is unfortunately inevitable” that corruption will take place
within U.N. Peacekeeping Operations.

a. How should reconcile your statements: that there is no pattern of corruption but that
corruption is inevitable?

In my view, the use of the phrase ‘pattern of corruption’ implied a willful scheme
undertaken systematically, deliberately, and comprehensively by staff across the
United Nations system to defraud the Organization. I intended to convey the message

7 Lynch, Colum, “U.N. Finds Fraud, Mismanagement in Peacekeeping,” Washingion Post, December 18, 2007,
& Lute, Jane Holl, “Overstating Corruption at the UN.,” Washington Post, December 26, 2007.
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that I did not believe this was the case in Peacekeeping, despite the unfortunate
reality that individuals exist in nearly every large, complex or far flung organization
who attempt to enrich themselves or bypass established rules, regulations, and
procedures for personal gain.

I also wanted to communicate the message that management — both in the field and at
Headquarters — was not turning a blind eye to actual or potential for waste, fraud
and abuse. Where we found instances of misbehavior, corruption or abuse, my staff
and I moved swiftly to ensure an appropriate level of investigation and follow-up,
giving important due regard to the rights of staff members. We were strongly
supported in these efforts by our colleagues in the Department of Management, in the
Office of Inspection and Oversight Services (OI0S), and specifically in the
Procurement Task Force. In my view, the instances cited in the reports of the
Procurement Task Force did represent unacceptable and intolerable instances of
actual and potential loss. It was also clear to me, however, that the operating
conditions in the field, where an ever-increasing operational tempo in some of the
most difficult, austere and challenging environments in the world, were not well
served by processes and procedures more suited to a well-established fixed station
headgquarters.

In my view, it was the responsibility of management to address this tension that
appeared, at times, to force staff to choose between following the rules and fulfilling
the mandates assigned to them by the United Nations Security Council,

What steps should be taken with Peacekeeping procurement to reduce the amount of
corruption and what roadblocks did you face that prevented you from taking these
steps?

During my tenure in United Nations Peacekeeping, I was part of many initiatives
designed to reduce actual or potential waste, fraud, and abuse in procurement. I was
a vigorous voice in support of the development and administration of a mandatory
financial disclosure program that went beyond senior appointees and reached every
procurement official, whether they were serving at Headquarters or in the field. In
addition, with the Department of Management, we instituted an annual Procurement
Officers’ conference to bring together field procurement personnel for training and to
raise their awareness and strengthen their ability to adhere to proper controls
throughout the procurement process. In addition, I initiated a number of other
measures to improve the management of, and performance in, field missions,
including regular field meetings with senior mission support staff — often on a
regional basis to concentrate discussions on topics most relevant to geographically
similar missions — to clarify problems, identify solutions, and institute systemic
reform.

To reinforce a culture of professionalism and accountability, I also instituted an
annual mandatory training session for mission budget and leadership personnel to
ensure that the programmatic and administrative sides of each mission were jointly
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engaged and committed to the timely and accurate preparation of mission budgets. I
also led the development and introduction of conduct and discipline teams into major
missions {and now all missions) 1o assist mission leadership with the early
identification and remediation of alleged misconduct of all kinds across all mission
areas. In addition, I routinely consulted with the Office of Internal Oversight
Services (OIOS) to secure its engagement in assisting with effective management of
missions. For example, I initiated a request for OIOS to conduct a comprehensive
audit of conduct and discipline across all field missions around the world in order to
identify any weaknesses and any possible abuse. This audit contributed to the
development of a comprehensive program to maintain good ovder and discipline in
Peacekeeping missions.

While there are some individuals who may be reluctant to adopt more vigorous
standards of accountability and the additional work this entails, the management of
the United Nations, including at the senior-most levels of United Nations
Peacekeeping, Management, and Field Support must be committed to this path.
Management cannot be complacent in its efforts to establish a professional and
accountable workforce, while at the same time recognizing and respecting the dignity
and diversity of the United Nations staff members.

In your opinion, are there any U.N. Peacekeeping Missions that are underperforming,
wasteful, duplicative, or has served its purpose and should be de-authorized?

1 do not believe it is appropriate for me, in my current position, to offer a personal
opinion on this question.

In your C.V., you stated you were responsible for designing and implementing a “global
action program to help prevent and respond to serious misconduct in the field.” How
does this program work, when was it first initiated, and how do you measure its success?

In the middle of 2004, reports emerged from eastern Congo alleging rape and other acts
of sexual exploitation and abuse by United Nations Peacekeepers against women and
children of the local population. These allegations echoed similar reports of abuse and
exploitation levied against humanitarian workers in western Afvica several years earlier.
In response to this reports, then Secretary-General Kofi Annan appointed Prince Zeid,
Permanent Representative to the United Nations from the Kingdom of Jordan, to lead an
investigation into the allegations and make recommendations for remedial action.

In late 2004, Zeid's Report was submitted to the Secretary-General. His report
concluded that acts of sexual misconduct and abuse were common, and that all levels of
the system, including first-line leaders, Troop Contributing Countries, and the United
Nations system itself bore responsibility for this disgraceful behavior and for its
eradication. The ‘Zeid Report’ was subsequently taken up by the General Assembly to
determine which of its various recommendations would be approved for action. In late
2004, I was asked by the head of Peacekeeping, Undersecretary-General Jean Marie
Guehenno, to lead the organization’s effort to implement the Zeid recommendations and,
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more broadly, to devise a strategy to eliminate sexual exploitation and abuse by
peacekeepers.

To begin, I adopted a strategic approach to what was clearly a strategic problem:
insufficient systematic attention had been paid to this issue in the past. In addition,
United Nations peacekeeping was growing very fast in a very short period of time (over
three-fold in just over three years), and it was clear that even basic systems were not in
place to address this growth and the associated breakdown in good order and discipline.
The system-wide Task Force I led involved representatives from all United Nations
entities with field presences, as well as nongovernmental organizations (including Save
the Children). The Task Force initially met weekly, and later monthly, to examine each
of the recommendations and to begin an accelerated process of implementation.
Through various working groups, we developed recommendations, led their coordination
throughout the United Nations system, and presented them to the appropriate
Undersecretary (Peacekeeping or Management) or the Secretary-General for approval
and adoption.

The operating environment was challenging: over 120 countries provide troops to
Peacekeeping, rotating them usually every six months. Missions were established in
extremely remote environments and local government capacities and public order was
often absent. Tens of thousands of civilian peacekeepers from countries with markedly
different standards of behavior composed the force in the fleld. Moreover, in certain of
the countries where peacekeepers operate, no national laws exist against prostitution or
exploitation of women and children, and indeed, in some cultures it is acceptable or
tolerated behavior. Nevertheless, we moved immediately to translate the policy of “Zero
Tolerance’ into action, by emphasizing ‘zero complacency’ on the part of Peacekeeping
leadership and ‘zero impunity’ for a perpetrator when substantiated allegations were
established. To guide our work, I developed a three part strategy of Prevention,
Enforcement, and Remediation. I was personally and intensively involved with the
development, articulation, implementation, and oversight of this strategy, emphasizing an
approach of ‘constant vigilance’ on the part of United Nations leadership to ensure
standards were met and compliance was achieved. In an operating environment where
over 100,000 peacekeepers turn over every six months, training, messaging, outreach,
and standards needed to be constantly reinforced.

In addition, Iled efforts to clarify behavior standards and extend those standards to all
United Nations personnel, regardless of category of service (i.e., military, civilian,
contractor). Prior to this, the only standards that existed were ambiguous and of unclear
applicability. I also led the effort to develop an extensive inventory of trainings in
multiple languages and to make these trainings mandatory before a person deployed to a
peacekeeping mission. Further, we worked to expand this training and reinforce the
messages of upholding personal and organizational standards throughout the length of a
staff member’s tour, whether or not they were on duty. Soldiers are now trained before
they depart their home country and regularly during their tours of duty. Over the course
of 2005, a number of training courses were developed and implemented. Today, over
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200,000 peacekeepers of all kinds — military, police, and civilians — undergo mandatory
cultural awareness and conduct training as part of their service with UN peacekeeping.

1 also led the effort to incorporate specific leadership training into all levels of mission
leadership preparations — including military and civilian leaders to improve leadership
accountability. Beginning in 2003, every senior mission leader had conduct and
discipline standards incorporated into their performance appraisals with their superiors,
including Heads of Mission who report to the Secretary-General of the United Nations.
Prior to this period, no regularized or mandatory training existed for any person
assuming a leadership position in peacekeeping.

On community outreach, I led the effort to develop multiple outreach programs designed
to reach local communities and their leadevships to educate them on what to expect of
United Nations peacekeepers. In many mission locations, joint councils have been
established to monitor operations and manage problems that may arise. As a result,
relations between Peacekeeping missions and their host communities have significantly
improved. A particular example can be found in Southern Sudan, where community-
mission groups met regularly to identify problems before they get out of hand and craft
strategies to defuse tensions.

In the area of public accountability, I conceived and, working with other members of the
United Nations system (UNDP, UNICEF, etc) and the non-governmental community,
held the first-ever high-level consultation in December, 2007 that developed a Statement
of Commitment outlining 10 principles for behavior to govern international assistance
and Peacekeeping personnel. This represented the first ever such joint public
acknowledgement of organizational responsibility to help eliminate this behavior. In
addition, the Secretary-General now reports annually on progress being made in this
area. To date, 41 United Nations, and 34 non-United Nations entities have signed-up to
these standards.

L also led the effort to develop strategic initiatives to reinforce prevention of sexual
exploitation and abuse into daily operations. For example, a staff-management initiative
was designed to eliminate the demand for and use of prostitution in United Nations
mission areas. Community leaders were incorporated into the design of plans to ensure
local cooperation and that anti-trafficking strategies would be effective. These efforts
included the development of a comprehensive welfare policy to address stress and
tensions that exist in all mission areas. Joint initiatives between missions and troop
contributing countries have expanded the welfare and recreation activities available to
all staff serving in field locations. In Sudan, for example, military and civilian officers
work side by side to develop and administer welfare and recreational programs to
engage peacekeepers during their time off.

In addition, we recognized early that the United Nations had neither data on abuses nor
any system for tracking trends. To remedy this, I devoted existing resources to develop a
comprehensive database to begin tracking allegations, investigations, and disposition of
cases in order to understand trends, develop effective strategies, and prevent future
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service in Peacekeeping by staff and soldiers found to have committed violations. We
also established multiple, confidential means of filing complaints in all missions.

In the area of remediation, I also oversaw a two-year effort that resulted in the General
Assembly’s adoption of the United Nations Comprehensive Strategy on Assistance and
Support to Victims of Sexual Exploitation and Abuse by United Nations Staff and Related
Personnel (A/RES/62/214) in 2008. Under this strategy, victims received assistance to
address their needs including medical treatment, counseling, social support, legal
services, and other limited material care. We also developed a comprehensive public
information policy to improve the flow of information to communities on issues such as
the outcome of investigations and victim assistance.

In measuring the impact these combined efforts have had, it is important to note that
effectively none of these measures existed or were in place before Zeid’s Report and the
work of the Task Force began. In truth, very litile attention, much less policy or action to
deal with the problem in its full complexity existed before this time. The action program I
worked on with my colleagues throughout the United Nations system resulted in the
toughest, most comprehensive approach to dealing with sexual exploitation and abuse
ever adopted by any major international organization or agency.

10.  Peacekeeping Operations had access to information as early as 2004 about sexual
exploitation of children at the Republic of Congo Peacekeeping Mission. According to
The Independent, children as young as 13 were being sexually exploited or raped as part
of the widespread abuse that included a pedophile ring and more than 150 cases brought
against Peacekeeping officials.” According to investigative journalists who interviewed
the alleged victims, the investigations that Peacekeeping Operations conducted were
flawed. Reports claim there was limited if any medical care and that victims’ rights,
including witness protection, were not protected.’® Without revealing the identities of the
victims, please provide documentation regarding the specific actions you took for each
allegation of abuse or exploitation by Peacekeeping officials at the Congo Mission.

In order to be responsive to an earlier such request, I wrote to Angela Kane,
Undersecretary-General for Management at the United Nations urging that documents
specified in this question, as well as in a previous staff request be made available. It is
my understanding that these documents need to be requested by a Member State of the
United Nations.

11.  According to Helga Konrad, the special representative in combating human trafficking for
the Organization for Security and Co-operation in Europe, “The misconduct of senior-level
employees of peacekeeping missions and UN institutions is seriously undermining global
peace-keeping operations.”'! Please describe actions you took concerning Peacekeeping

° Holt, Kate and Sarah Hughes, “UN: When peacemakers become predators,” 7he Independent, January 11, 2005
' Holt, Kate and Sarah Hughes, "U.N. Staff Accused of Raping Children in Sudan,” The Daily Telegraph, January
4, 2007 - hip/tinyurl comyympetn

' Holt, Kate and Sarah Hughes, “UN: When peacemakers become predators,” The Independent, January 11, 2005
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officials that were either alleged or confirmed to have abused or exploited civilians located
in or around Peacekeeping missions.

When cases of sexual exploitation and abuse, sexual harassment, or other allegations of
indiscipline, fraud or abuse were brought to my attention, I took immediate action to
ensure that a competent fact-finding investigation was undertaken and, if the allegations
were founded, that appropriate administrative or disciplinary action was taken. Although
troop contributing countries maintain sovereignty and jurisdiction to prosecute cases found
to be credible, I exercised all options under my purview—including recommendations
regarding termination of employment and repatriation (in some cases of entire units), as
well as mobilizing pressure on Member States to assume responsibility for the actions of
their troops. For example, when it was brought to my attention that a senior staff member
under my supervision was engaged in inappropriate behavior, I immediately convened an
independent panel to examine the facts and make recommendations. Upon receiving their
recommendations, I immediately removed this individual from their position of authority.
In another instance when allegations of abuse and inappropriate behavior arose regarding
a senior staff member with a long record of service in the field, I urged again, that the facts
be established. When these allegations proved founded, he was removed from his post and
has not served again since in United Nations peacekeeping. In a further example, |
vigorously opposed the return to service of a senior staff member whose reputation for
abuse of authority appeared to be common knowledge among staff.

In addition, and in order to put in place a more systemic approach, I developed with the
Office of Internal Oversight Services (OIOS), clearer and tougher standards for Category I
offenses (the most serious offenses, including all related to sexual exploitation and abuse ~
an inclusion I and my staff pushed for as the OIOS standards were being developed) to
incorporate all allegations of sexual exploitation and abuse. I also strongly supported the
reorganization of OIOS in the field to permit a more rapid investigative response to serious
allegations. Working closely with OIOS in evaluating existing arrangements that lefi many
mission areas uncovered with respect to immediate and responsive investigative
capabilities, we developed a new framework to consolidate field investigative capacity and
orient it on highest need mission areas. In addition, the new Model Memorandum of
Understanding adopted by Member States (A/61/19 part I} in 2007 makes these United
Nations standards applicable to military personnel and calls on Member States to ensure
personnel are held accountable through disciplinary and criminal proceedings.

Moreover, beginning with eight missions in 2005 and expanded to all field operations in
2007, 1 led the effort to create conduct and discipline teams at Headquarters and in the
field, to assist Peacekeeping leadership on developing policies to ensure good order and
discipline, and to pursue all allegations to determine if formal investigations were
required. I also led the effort to develop a strengthened agreement between the United
Nations and Troop Contributing Countries that is now the basis for accepting troops into
peacekeeping missions. Countries now vouch for the performance and behavior of their
troops and agree to joint investigations of serious allegations. I was personally involved in
shaping the memorandum of understanding and in leading the negotiations that led to its
adoption.
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Further, we instituted a policy to immediately remove from positions of authority persons
against whom allegations of misconduct and abuse were founded. We also established a
policy under which the Office of Military Affairs now follows-up at 30-day intervals to
determine the disposition of the case and reports via the Secretary-General to the General
Assembly on results.

In addition, one of the major findings of the Zeid Report involved recommendations that
recognized the responsibility of Member States to ensure good order and discipline, and
called for their greater accountability. Iled a comprehensive initiative over many months
to establish legal lines of responsibility and to engage the Member States to undertake a
more proactive stance in holding their nationals accountable for behavior in peacekeeping.
In 2008, the General Assembly passed a resolution calling on its members to extend
criminal jurisdiction to cover nationals when they commit crimes, including sexual
exploitation and abuse, while serving with the United Nations and further, to take all
appropriate follow-on legal action when a national is removed from Peacekeeping for a
serious violation. The Secretary-General has been tasked to report annually on Member
State compliance with these provisions.

Finally, in three separate cases during my tenure, for the first time, three entire units were
censured or repatriated due to a pervasive failure to uphold United Nations standards of
good order and discipline. In addition, one other unit in its entirety was restricted to
barracks pending a full investigation of alleged misconduct.

As you are aware, some of the most prominent independent advocates working on this topic
have written to the Commitiee recognizing my leadership on this issue. Both Prince Zeid,
who led the independent investigation regarding sexual abuse and exploitation by
Peacekeepers, and Jasmine Whitbread, Executive Director of Save the Children UK (an
organization that has been at the forefront of agitating for international response to this
issue) have recognized my leadership on, and determination to end, this appalling conduct.

a. Was any of this information provided to the victim or made available to member states
or the general public?

While I did oversee the development and dissemination of a public information strategy
specifically designed to address problems of conduct and discipline, including sexual
exploitation and abuse (as discussed above), I do not recall cases with sufficient clarity
to be responsive to this question.

12, Responding to the allegations of rape and abuse of refugees by Peacekeeping officials at
the mission of southern Sudan (UNMIS), you are quoted as saying, “There could be truth,
These environments are ones in which it is difficult to ascertain the truth.”"? However, in
the same article, your regional coordinator for UNMIS, James Ellery, refuted the claims

2 Holt, Kate and Sarah Hughes, "U.N. Staff Accused of Raping Children in Sudan,” The Daily Telegraph, January
4, 2007 - hitp/Ainyurl.com/ympgtn
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of abuse and argued there is no substantiating evidence. His is quoted as saying the
following:

We investigated ail allegations made and no evidence was forthcoming. None of these
claims can be substantiated. This is the most backward country in Africa and there are
lots of misunderstandings as to the UN's role. Over 90 per cent of people here are
illiterate and rumours therefore spread very quickly. . . There are a wide range of
countries being represented in the UN forces and among these there is always going to
be a bad apple.

13.  How does the literacy of alleged victims of rape, pedophilia, or other sexual crimes affect
the degree of credibility that U.N. Peacekeeping officials afford to the allegations of
abuse?

Without recalling the specific cases or allegations under discussion here, I reject the
nature and tone of the comments quoted. While it is true that a significant potential
exists in fleld-based peace operations for unsubstantiated allegations to be made, it is
also true that a serious problem existed in Peacekeeping -- one that we acknowledged
and tried to address systematically. Leadership at all levels must stay vigilant at all
times to establish a professional culture of performance and accountability from the top-
down and 1o respond swifily, decisively, and consistently with the due diligence necessary
to stamp out abuses when they occur. At the same time, they must continue to inspire,
respect, and value the vast majority of staff that work diligently, hownestly, and with high
integrity in some of the most difficult operating environments in the world.

a. Even though Peacekeeping officials claimed there was no evidence of wrongdoing at
the U.N. Peacekeeping mission for Southern Sudan, the U.N. Office of Internal
Oversight Services issued a report in 2006 that substantiated allegations that UN.,
peacekeepers in the Sudan had sexually abused four women."* Were you aware of
these reports?

Yes.

b. Please describe the “chain of command” between you and Mr. Ellery in 2007 when
he was quoted in the Daily Telegraph.

Mpr. Ellery did not report to me, either directly or indirectly.

¢. Is Mr. Ellery still working at the United Nations, and if so, in what capacity? Does he
currently have a role in investigations of Peacekeeping abuse?

To my knowledge, he does not, nor does he have any current role in investigations.

13 «Report of the Office of Internal Oversight Services Part two: peacekeeping operations,” Office of Internal
Oversight, February 23, 2007,
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14.  In 2008, the non-governmental organization, Save the Children, reported that
Peacekeeping officials were sexually abusing young children in war zones and disaster
areas in the Ivory Coast, southern Sudan, and Haiti—and going largely unpunished. "
Save the Children reports, "Children as young as six are trading sex with aid workers and
peacekeepers in exchange for food, money, soap and, in very few cases, luxury items
such as mobile phones.”

According to Marianne Mollman of Human Rights Watch, the current status of the U.N.
response to peacekeeping abuses continues to be poor. In a phone interview with my
staff on February 2, 2008, Ms. Mollman describes investigations of the abuse carried out
by U.N. Peacekeeping as follows:

s Lack of speed of investigations,

* Lack of transparency and follow through of investigations; one might see an
investigation but never know what happens and whether people were brought to
justice;

o Lack of breadth of investigations; the U.N. might look at individual perpetrators but
not at command/management responsibility.

a. Do you agree with these assessments? Why or why not?

While I am not currently in a position of responsibility associated with United
Nations Peacekeeping, I recognize that during my tenure, many of these observations
were valid — in whole or in part. Indeed, Human Rights Watch, as Save the Children
and other nongovernmental organizations, serve as important independent voices to
help hold United Nations Peacekeepers to the highest standards. I also know that the
Secretary-General has put all senior management on notice regarding their
responsibilities in this regard, and that the senior management of Peacekeeping
operations and Field Support — at Headgquarters and in the field — continue to build
on the work of the Task Force that I led and to strengthen and improve the conduct,
discipline and performance of Peacekeeping missions.

b. Please describe the effectiveness of Peacekeeping investigations of the abuse and any
follow-up materials regarding the current status of the abuse cases, the perpetrators,
and victims.

1 believe that the United Nations continues to improve its policies, training,
investigations, and follow-up with respect to allegations and instances of sexual
exploitation and abuse. Ultimately the effectiveness of the system depends on the
unwavering commitment of management and leadership at all levels, in all
operations, to stamp out this intolerable behavior. Similarly, all leaders must
personally associate themselves with the highest standards and ensure that they

' Corinna Csaky, "No One to Turn To: The Under-Reporting of Child Sexual Exploitation and Abuse by Aid
Workers and Peacekeepers," Save the Children, 2008 - http:/tinyurl.com/cuntzh
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cultivate a climate of professional pride that will help, in turn, reduce the space
within which unacceptable behavior happens or is tolerated. The Member States of
the United Nations must also continue to strengthen their collective commitment to
upholding the highest standards.

15.  The U.N. Foundation (UNF), founded by Ted Turner, has come under criticism for
having what some call an “incestuous” financial relationship with the special office
within the U.N. Secretariat that has been set up for the sole purpose of receiving UNF
funding and diverting it to various U.N. programs and causes.'” This U.N. Secretariat
office, the UN. Fund for International Partnerships (UNFIP), is part of the UN.
Secretary General’s office, but reports indicate the salaries and expenses of UNFIP are
paid for by the UNF. '

a. Is this accurate?

The salaries of the United Nations Fund for Imternational Partnerships staff were
funded by a grant from the United Nations Foundation. This arrangement was
necessary, since United Nations core funds cannot be used to manage extra-
budgetary resources. UNFIP s role is to provide programmatic oversight of the
projects funded by UNF.

b. Did the UN. budget committee or any other oversight body provide authorization and
oversight for UNFIP’s funding decisions? If not, please describe the process for how
this authorization and oversight was developed and carried out.

Since its inception, the activities of the United Nations Fund for International
Partnerships, including the administration of grants from UNF and other pariners,
have been overseen by a board of eminent international persons, chaired by the
Deputy Secretary-General. The Advisory Committee on Administrative and
Budgetary Questions as well as the Fifth Committee exercise oversight of UNFIP. In
addition, UNFIP submits annual reports to the General Assembly on all of its
programs and expenditures. UNFIP has aiso been subject to regular internal audits
by the Office of Internal Oversight Services and to external audits by the United
Nations external Board of Auditors.

c. In 2003, the OIOS completed a report on UNF/UNFIP projects that was leaked to the
public. According to this report, UNFIP appeared to be operating “without legally
established functions and organizational structures.” '’ Specific irregularities in the
programs included the release of $1.2 million in UNF funds to the Secretary General
in a manner “constitut{ing] a breach of internal controls.” The report also concluded
that the high level of unliquidated obligations (about 46% of the total expenditures)

'S Rosett, Claudia, “How Corrupt is the United Nations?."Commentary Magazine, April 3, 2006 -
bttp://nyurl.convawte2f

' Rosett, Claudia.

7 «Audit Subject: United Nations Funds for International Partnerships (UNFIP),” U.N. Office of Internal Oversight
Services, February 13, 2003,
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likely indicates low levels of project performance and delays in achieving project
objectives.

. In 2003, Congress appropriated $28.7 million to UNF for fiscal year 2004, Did UNF

provide Congressional appropriators a copy of this report? Why or why not?

To the best of my knowledge, Congress has never appropriated funding to the United
Nations Foundation. Ido not recall any instance between Congress and the United
Nations Foundation involving OIOS reports of any kind during my tenure at the
United Nations Foundation.

. What actions, if any, did you take when the OIOS released its report regarding

UNFIP?

1 do not recall any specific actions that I took with respect to the report in question.
It is my recollection that UNFIP fully implemented the findings of the OIOS report
and I believe they continue to address the vast majority of OIOS operational findings
in relevant audits.
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March 3, 2009

The Honorable Joseph 1. Lieberman

Chairman

Committee on Homeland Security
and Governmental Affairs

United States Senate

Washington, DC 20510-6250

Dear Mr. Chairman:

In accordance with the Ethics in Government Act of 1978, Ienclose a copy of the
financial disclosure report filed by Jane H. Lute, who has been nominated by President Obama
for the position of Deputy Secretary, Department of Homeland Security.

We have reviewed the report and have also obtained advice from the Department of
Homeland Security conceming any possible conflict in light of its functions and the nominee’s
proposed duties. Also enclosed is a letter dated February 26, 2009, from Ms. Lute to the
agency’s ethics official, outlining the steps she will take to avoid conflicts of interest. Unless a
specific date has been agreed to, the nominee must fully comply within three months of her
confirmation date with any action she agreed to take in her ethics agreement.

Based thereon, we believe that Ms. Lute is in compliance with applicable laws and
regulations governing conflicts of interest.

Sincerely,

Robert 1. Cusick
Director

Enclosures

REDACTED
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Senator Susan M. Collins
Additional Questions for the Record
Nomination Hearing of Jane Holl Lute
March 26, 2009

The President’s budget proposes eliminating the Coast Guard’s LORAN program.
The federal government has already invested $160 million over the last 10 years
to modernize LORAN-C in an effort toward deploying eLORAN as a national
Position, Navigation, and Timing (PNT) back-up to GPS. GPS, because it uses a
low-power satellite signal, is vulnerable to atmospheric interference and jamming.
A national back-up system is therefore vital for mariners, aviators, and critical
infrastructure operators. I am concerned that the decision to eliminate funding for
the LORAN program is being done without considering the value that eLORAN
would provide as a national PNT back-up.

In 2006, DHS and the Department of Transportation jointly commissioned the
Institute for Defense Analyses to conduct an assessment of the continuing need
for the current LORAN infrastructure, as well as evaluate eLORAN as a potential
next generation PNT back-up to GPS. The Institute created an Independent
Assessment Team (IAT) to conduct this analysis, with a diverse group of senior
decision-makers and experts from government, industry, and academia. The IAT
reviewed about 40 previous reports and interviewed key stakeholders, industry
representatives, and other relevant subject matter experts. I understand that the
IAT unanimously concluded that eLORAN should serve as the national PNT
back-up system for GPS and U.S. LORAN infrastructure should be maintained
until full e(LORAN deployment.

a. In your policy question responses, you acknowledge that DHS has not
finished its assessment of whether a single, national system is needed to back-
up GPS. If confirmed, will you ensure that LORAN infrastructure is
maintained and funded until a final decision is made on whether eLORAN
should serve as the national PNT back-up system for GPS?

1 appreciate the importance of this issue to the citizens of Maine. If
confirmed, I commit to working with you to ensure that the most appropriate
possible solution is reached to meet both national needs and those of local
stakeholders.

According to the briefings I have received from DHS, I understand that
consistent with the 2008 Federal Radionavigation Plan, the Department of
Homeland Security will continue to work with other Federal agencies to look
across the critical infrastructure and key resource sectors identified in the
National Infrastructure Protection Plan to determine if a single, domestic
system is needed as a GPS backup. The Department of Homeland Security
will also continue to work with Federal agencies to clarify operational
requirements. As I have been informed, if a single, domestic national system
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to back-up GPS is identified as being necessary, the Department of Homeland
Security will complete an alternatives analysis. Enhanced LORAN (e-
LORAN) would be one of the systems considered.

Enhanced Loran (eLoran) does not exist in the United States. Congress has
not appropriated any funding to modernize Loran-C to eLoran since an
FY2006 FAA Appropriation. Significant additional government investinent of
hundreds of millions of dollars could be required to transform the Loran-C
system to eLoran to potentially serve as a systemic backup for GPS if a
Positioning, Navigation, and Timing (PNT) backup were requived. It is my
understanding that terminating transmission of the Loran-C signal does not
impact the Government's analysis as to whether a systemic backup for GPS is
necessary.

. When, specifically, does DHS expect to complete its assessment to determine

if a single, national back-up system is needed for GPS?
I am told that the assessment is expected to be completed by July 30, 2009.

I realize there are multiple, limited systems that could back-up GPS, but these
would not provide a national system with universal coverage for users. DHS
is presently conducting a survey of critical infrastructure operators on their
need for GPS back-up systems, but this has not been completed. Do you
agree that it would be premature to discontinue the LORAN program before
the Department reviews the operators’ surveys and considers the
comprehensive risk of not having a national system?

Based on the information I have received from DHS, I understand that the
Loran-C system was not established as, nor was it intended to be, a viable
systemic backup for GPS. The Loran-C system was a valuable position,
navigation, and timing system when it was established in 1957. As a result of
technological advancements over the last 20 years and the emergence of the
U.S. Global Positioning System (GPS), Loran-C may no longer be required by
the armed forces, the transportation sector, or the Nation's security interests.

Significant additional government investment establishing additional
transmitting sites would be required to transform the Loran-C system to
eLoran to potentially serve as a systemic backup for GPS if a Positioning,
Navigation, and Timing (PNT) backup were required,

. Please provide the Committee a copy of the Independent Assessment Team’s

report.

The Institute for Defense Analysis (IDA) Independent Assessment Team's
report is attached. Although published in January 2009, it should be noted
that the IDA report, as its Executive Summary notes, is based primarily on
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data collected and analyzed prior to December 2006 and presupposes
requirement of a systemic backup to GPS. The initial study conducted by
DHS found that a wide variance of contingency plans, processes, and
redundancies existed across Critical Infrastructure and Key Resource sectors,
is more recent and assesses the fundamental question as to whether a systemic
backup is required. DHS expect to complete its assessment to determine if a
single, national back-up system is needed for GPS by July 30, 2009.

History has repeatedly shown that terrorists do not always operate solely in areas
that they intend to ultimately strike. They plan, recruit, train, and live in places
like Norman, Oklahoma, Portland, Maine, and Decatur, Georgia - all places the
9/11 hijackers visited. 1believe it is therefore imperative that we build prevention
and protection capabilities across America — in both urban and rural areas. As
Secretary Napolitano recently articulated, every area of America faces some level
of risk.

How will you ensure that smaller communities and rural States and localities
receive adequate federal assistance to prepare to prevent or respond to terrorist
attacks?

I agree with the assessment that all communities face some level of visk. DHS
uses risk to inform the balance of its investments in State and local capabilities.
As you have noted, smaller communities and rural areas face homeland security
risks, and several DHS grant programs provide funding to support small and
rural areas, including the State Homeland Security Grant Program, the
Emergency Management Performance Grant program, and the Assistance to
Firefighters Grant program. DHS balances these needs with the need to provide
Sfocused efforts on higher risk areas with large populations and significant critical
infrastructure. If confirmed as Deputy Secretary, I will work with the Secretary
and the FEMA Administrator to ensure that DHS continues to provide
appropriate assistance to smaller communities and rural States and localities to
prevent, as well as to respond, io terrorist attacks.

I remain concerned that the Department still has not complied with a key
provision of the 2007 homeland security law, which requires the development of
an all-hazards risk formula for allocating interoperability grant funding. The
formula used by the Department for the past 3 years is simply a slightly modified
version of the terrorism formula used for the State Homeland Security Grant
Program.

However, this modified formula fails to take into account available data regarding
natural disaster risk. This significantly harms many states, including Maine,
which routinely experience significant and damaging natural disasters. What
steps will you take to develop an all-hazards risk formula?
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The Secretary has repeatedly affirmed her support for all-hazards preparedness,
including natural disaster preparedness, and I echo this support. DHS is charged
with preparing the Nation for all hazards, and for determining the best method for
allocating available Federal preparedness assistance across a range of threats
and hazards. If confirmed, I will work with the Secretary to review the
Department’s risk methodology and process for grant allocation to ensure that
the Department is complying with applicable law in its efforts to keep America
safe.

In your responses to the Committee’s policy questions, you stated that the
Department has already taken steps to build program management rigor and
discipline into DHS’s troubled SBInet program, which is focused on building a
virtual fence along the southwest border. You also committed to continue to
assess the effectiveness of SBInet.

I am concerned that the SBInet program has not been corrected and that it will not
be as effective as intended. In an updated operational requirements document last
November for the deployment of the first 50 miles of SBInet, the threshold
requirement for both detection and identification of persons and items of interest
was lowered to 70%.

a. Do you think failing to detect or identify properly 30% of suspicious border
crossers is a good return on the taxpayers’ investment?

1 am familiar with the challenges and recent progress of the SBInet program.
I have not reviewed the specific operational requirements document
mentioned in the question and feel it would be premature to comment on the
details contained therein. However, based on my experience with
international borders, I believe that successful control of any border requires
a comprehensive strategy of personnel, tactical infrastructure and technology.
I have also stated that the Department must judge success quantitatively and
with identifiable measures. If I am confirmed as Deputy Secvetary, I will work
with the Commissioner of Customs and Border Protection to understand the
operational requirements of all border technology projects, as well as the
deliverables, milestones and metrics associated with efforts to deploy them, to
include the adequacy of existing thresholds for detection and identification.

In all cases, I pledge to ensure that the taxpayers’ technology investments are
Justified by the border security returns obtained as a result of those
investments.

b. Should the system be improved before it is deployed along the border?

As noted above, and as Secretary Napolitano has said publicly, I believe
successful control of the border requires a comprehensive strategy of
personnel, tactical infrastructure and technology. If I am confirmed, I wifl
work with the Commissioner of Customs and Border Protection, the Under
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Secretary for Management, and others to ensure any border security
technologies deployed by the Department are capable of meeting the
operational needs and requirements of the men and women working on the
border.

If confirmed as Deputy Secretary, you would have a critical role in managing
interagency programs and their coordination with other Federal departments and
agencies. For example, the Merida Initiative, which is led by the State
Department, will require DHS components, particularly Customs and Border
Protection and Immigration and Customs Enforcement, to commit personnel over
an extended period of time to help train Mexican law enforcement and customs
officials. To avoid pulling resources from ongoing U.S. border security
operations, DHS needs a comprehensive interagency reimbursement agreement
with the State Department, which received funding for Merida in a law that
passed last June.

Will you vigorously advocate for DHS in interagency negotiations on the Merida
Initiative to ensure that DHS equities are represented and a reimbursement
agreement is completed?

Yes. Ilook forward to supporting the Secretary’s efforts in the larger interagency
coordination process to ensure not only that DHS equities are adequately
represented and funded, but that the over-arching Administration goals under
Merida are achieved. My extensive experiences in the domestic interagency
process and in international diplomacy have prepared me well to support the
Secretary in this area.

Under the Comprehensive National Cybersecurity Initiative, the National Cyber
Security Center was created at DHS to lead collaboration on cybersecurity among
federal agencies and with the private sector. The Initiative recognized that
effective cybersecurity had to be coordinated and not left to each individual
agency, as in the current system. However, the former Director of the Center,
Rod Beckstrom, recently resigned, citing his concern that the Center had been
marginalized and was not playing its envisaged role.

While you were at the United Nations, you oversaw the Communications and
Information Technology Service, which had responsibilities for ensuring secure
information exchange between and among various peacekeeping operations and
with the United Nations headquarters. Rather than leaving information security to
each individual operation, the United Nations appears to have also adopted a
centralized approach to cybersecurity, at least in the area of Peacekeeping.

Based on your experience, do you believe that having a strong central
coordinating organization — like the National Cyber Security Center — is an
important part of an effective cybersecurity program?

Yes. Drawing on the findings of the ongoing Cybersecurity review from the White
House, I look forward to working with the Administration and with stakeholders
such as this Committee, to ensure that a strong central coordinating organization
Jor Cybersecurity is appropriately prioritized, resourced, and staffed.
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