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(c) CONTRACT AMENDMENT.—Omn approval of
the district directors and mnotwithstanding
project authorizing authority to the contrary,
the Reclamation contracts of the district are
modified, without further action by the Sec-
retary of the Interior—

(1) to authorize the use of water for instream
purposes, including fish or wildlife purposes, in
order for the district to engage in, or take ad-
vantage of, conserved water projects and tem-
porary instream leasing as authorized by Or-
egon State law;

(2) to include within the district boundary ap-
proximately 2,742 acres in the vicinity of McKay
Creek, resulting in a total of approximately
44,937 acres within the district boundary;

(3) to classify as irrigable approximately 685
acres within the approximately 2,742 acres of in-
cluded land in the vicinity of McKay Creek,
with those approximately 685 acres authorized
to receive irrigation water pursuant to water
rights issued by the State of Oregon if the acres
have in the past received water pursuant to
State water rights; and

(4) to provide the district with stored water
from Prineville Reservoir for purposes of sup-
plying up to the approximately 685 acres of land
added within the district boundary and classi-
fied as irrigable under paragraphs (2) and (3),
with the stored water to be supplied on an acre-
per-acre basis contingent on the transfer of ex-
isting appurtenant McKay Creek water rights to
instream use and the issuance of water rights by
the State of Oregon for the use of stored water.

(d) LIMITATION.—Ezxcept as otherwise pro-
vided in subsections (a) and (c), nothing in this
section—

(1) modifies contractual rights that may exist
between the district and the United States under
the Reclamation contracts of the district;

(2) amends or reopens the contracts referred to
in paragraph (1); or

(3) modifies any rights, obligations, or rela-
tionships that may exist between the district
and any owner of land within the district, as
may be provided or governed by Federal or Or-
egon State law.

SEC. 6. DRY-YEAR MANAGEMENT PLANNING AND
VOLUNTARY RELEASES.

(a) PARTICIPATION IN DRY-YEAR MANAGEMENT
PLANNING MEETINGS.—The Bureau of Reclama-
tion shall participate in dry-year management
planning meetings with the State of Oregon, the
Confederated Tribes of the Warm Springs Res-
ervation of Oregon, municipal, agricultural,
conservation, recreation, and other interested
stakeholders to plan for dry-year conditions.

(b) DRY-YEAR MANAGEMENT PLAN.—

(1) IN GENERAL.—Not later than 3 years after
the date of enactment of this Act, the Bureau of
Reclamation shall develop a dry-year manage-
ment plan in coordination with the participants
referred to in subsection (a).

(2) REQUIREMENTS.—The plan developed
under paragraph (1) shall only recommend
strategies, measures, and actions that the irriga-
tion districts and other Bureau of Reclamation
contract holders voluntarily agree to implement.

(3) LIMITATIONS.—Nothing in the plan devel-
oped under paragraph (1) shall be mandatory or
self-implementing.

(c) VOLUNTARY RELEASE.—In any year, if
North Unit Irrigation District or other eligible
Bureau of Reclamation contract holders have
not initiated contracting with the Bureau of
Reclamation for any quantity of the 10,000 acre
feet of water described in subsection (a)(3) of
section 6 of the Act of August 6, 1956 (70 Stat.
1058) (as added by section 4), by June 1 of any
calendar year, with the voluntary agreement of
North Unit Irrigation District and other Bureau
of Reclamation contract holders referred to in
that paragraph, the Secretary may release that
quantity of water for the benefit of downstream
fish and wildlife as described in section 7 of that
Act.

SEC. 7. HYDROPOWER DECISION.

Not later than 3 years after the date of enact-

ment of this Act, the Commissioner of Reclama-
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tion shall determine the applicability of the ju-
risdiction of the Commissioner of Reclamation to
non-Federal hydropower development pursuant
to—

(1) the Memorandum of Understanding be-
tween the Federal Energy Regulatory Commis-
sion and the Bureau of Reclamation, Depart-
ment of the Interior, entitled ‘‘Establishment of
Processes for the Early Resolution of Issues Re-
lated to the Timely Development of Non-Federal
Hydroelectric power at the Bureau of Reclama-
tion Facilities’’ and signed November 6, 1992 (58
Fed. Reg. 3269); or

(2) any memorandum of understanding that is
subsequent or related to the memorandum of un-
derstanding described in paragraph (1).

SEC. 8. RELATION TO EXISTING LAWS AND STATU-
TORY OBLIGATIONS.

Nothing in this Act (or an amendment made
by this Act)—

(1) provides to the Secretary the authority to
store and release the ‘‘first fill”’ quantities pro-
vided for in section 6 of the Act of August 6,
1956 (70 Stat. 1058) (as added by section 4) for
any purposes other than the purposes provided
for in that section, except for—

(A) the potential instream use resulting from
conserved water projects and temporary
instream leasing as provided for in section
5(c)1);

(B) the potential release of additional
amounts that may result from voluntary actions
agreed to through the dry-year management
plan developed under section 6(b); and

(C) the potential release of the 10,000 acre feet
for downstream fish and wildlife as provided for
in section 6(c); or

(2) alters any responsibilities under Oregon
State law or Federal law, including section 7 of
the Endangered Species Act (16 U.S.C. 1536).

Mr. WALDEN (during the reading).
Madam Speaker, I ask unanimous con-
sent that the amendment be considered
as read.

The SPEAKER pro tempore. Is there
objection to the request of the gen-
tleman from Oregon?

There was no objection.

The SPEAKER pro tempore. Is there
objection to the original request of the
gentleman from Oregon?

There was no objection.

A motion to reconsider was laid on
the table.

———

FURTHER MESSAGE FROM THE
SENATE

A further message from the Senate
by Ms. Curtis, on of its clerks, an-
nounced that the Senate has passed a
bill of the following title in which the
concurrence of the House is requested:

S. 1353. An act to provide for an ongoing,
voluntary public-private partnership to im-
prove cybersecurity, and to strengthen cy-
bersecurity research and development, work-
force development and education, and public
awareness and preparedness, and for other
purposes.

————
0 2200
VIOLENCE AGAINST WOMEN REAU-
THORIZATION ACT OF 2013
AMENDMENT

Mr. GOODLATTE. Madam Speaker, 1
ask unanimous consent to take from
the Speaker’s table the bill (S. 1474) to
amend the Violence Against Women
Reauthorization Act of 2013 to repeal a
special rule for the State of Alaska,
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and for other purposes, and ask for its
immediate consideration in the House.
The Clerk read the title of the bill.
The SPEAKER pro tempore. Is there
objection to the request of the gen-
tleman from Virginia?
There was no objection.
The text of the bill is as follows:

S. 1474
Be it enacted by the Senate and House of Rep-
resentatives of the United States of America in
Congress assembled,
REPEAL OF SPECIAL RULE FOR STATE OF ALAS-
KA

Section 910 of the Violence Against Women
Reauthorization Act of 2013 (18 U.S.C. 2265
note; Public Law 113-4) is repealed.

The bill was ordered to be read a
third time, was read the third time,
and passed, and a motion to reconsider
was laid on the table.

————

CYBERSECURITY ENHANCEMENT
ACT OF 2014

Mr. McCAUL. Madam Speaker, I ask
unanimous consent to take from the
Speaker’s table the bill (S. 1353) to pro-
vide for an ongoing, voluntary public-
private partnership to improve cyber-
security, and to strengthen cybersecu-
rity research and development, work-
force development and education, and
public awareness and preparedness, and
for other purposes, and ask for its im-
mediate consideration in the House.

The Clerk read the title of the bill.

The SPEAKER pro tempore. Is there
objection to the request of the gen-
tleman from Texas?

There was no objection.

The text of the bill is as follows:

S. 1353

Be it enacted by the Senate and House of Rep-

resentatives of the United States of America in

Congress assembled,

SECTION 1. SHORT TITLE; TABLE OF CONTENTS.
(a) SHORT TITLE.—This Act may be cited as

the ‘‘Cybersecurity Enhancement Act of

2014,

(b) TABLE OF CONTENTS.—The table of con-
tents of this Act is as follows:

Sec. 1. Short title; table of contents.

Sec. 2. Definitions.

Sec. 3. No regulatory authority.

Sec. 4. No additional funds authorized.
TITLE I—PUBLIC-PRIVATE
COLLABORATION ON CYBERSECURITY
Sec. 101. Public-private collaboration on cy-

bersecurity.

TITLE II-CYBERSECURITY RESEARCH
AND DEVELOPMENT

Federal cybersecurity research and
development.

Computer and network security re-
search centers.

Cybersecurity  automation and
checklists for government sys-
tems.

National Institute of Standards and
Technology cybersecurity re-
search and development.

TITLE III—EDUCATION AND WORKFORCE

Sec. 201.

Sec. 202.

Sec. 203.

Sec. 204.

DEVELOPMENT
Sec. 301. Cybersecurity competitions and
challenges.

Sec. 302. Federal cyber scholarship-for-serv-
ice program.
TITLE IV—CYBERSECURITY AWARENESS
AND PREPAREDNESS
Sec. 401. National cybersecurity awareness
and education program.
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TITLE V—ADVANCEMENT OF CYBERSE-
CURITY TECHNICAL STANDARDS

Sec. 501. Definitions.

Sec. 502. International cybersecurity tech-
nical standards.

Sec. 503. Cloud computing strategy.

Sec. 504. Identity management research and
development.

SEC. 2. DEFINITIONS.

In this Act:

(1) CYBERSECURITY MISSION.—The term ‘‘cy-
bersecurity mission” means activities that
encompass the full range of threat reduction,
vulnerability reduction, deterrence, inter-
national engagement, incident response, re-
siliency, and recovery policies and activities,
including computer network operations, in-
formation assurance, law enforcement, diplo-
macy, military, and intelligence missions as
such activities relate to the security and sta-
bility of cyberspace.

(2) INFORMATION SYSTEM.—The term ‘‘infor-
mation system’ has the meaning given that
term in section 3502 of title 44, United States
Code.

SEC. 3. NO REGULATORY AUTHORITY.

Nothing in this Act shall be construed to
confer any regulatory authority on any Fed-
eral, State, tribal, or local department or
agency.

SEC. 4. NO ADDITIONAL FUNDS AUTHORIZED.

No additional funds are authorized to carry
out this Act, and the amendments made by
this Act. This Act, and the amendments
made by this Act, shall be carried out using
amounts otherwise authorized or appro-
priated.

TITLE I—PUBLIC-PRIVATE
COLLABORATION ON CYBERSECURITY
SEC. 101. PUBLIC-PRIVATE COLLABORATION ON

CYBERSECURITY.

(a) CYBERSECURITY.—Section 2(c) of the Na-
tional Institute of Standards and Technology
Act (156 U.S.C. 272(¢c)) is amended—

(1) by redesignating paragraphs (15)
through (22) as paragraphs (16) through (23),
respectively; and

(2) by inserting after paragraph (14) the fol-
lowing:

‘“(15) on an ongoing basis, facilitate and
support the development of a voluntary, con-
sensus-based, industry-led set of standards,
guidelines, best practices, methodologies,
procedures, and processes to cost-effectively
reduce cyber risks to critical infrastructure
(as defined under subsection (e));”’.

(b) SCOPE AND LIMITATIONS.—Section 2 of
the National Institute of Standards and
Technology Act (156 U.S.C. 272) is amended by
adding at the end the following:

‘‘(e) CYBER RISKS.—

‘(1) IN GENERAL.—In carrying out the ac-
tivities under subsection (c)(15), the Direc-
tor—

“(A) shall—

‘(i) coordinate closely and regularly with
relevant private sector personnel and enti-
ties, critical infrastructure owners and oper-
ators, and other relevant industry organiza-
tions, including Sector Coordinating Coun-
cils and Information Sharing and Analysis
Centers, and incorporate industry expertise;

‘(i) consult with the heads of agencies
with national security responsibilities, sec-
tor-specific agencies and other appropriate
agencies, State and local governments, the
governments of other nations, and inter-
national organizations;

‘‘(iii) identify a prioritized, flexible, re-
peatable, performance-based, and cost-effec-
tive approach, including information secu-
rity measures and controls, that may be vol-
untarily adopted by owners and operators of
critical infrastructure to help them identify,
assess, and manage cyber risks;

‘(iv) include methodologies—
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‘“(I) to identify and mitigate impacts of the
cybersecurity measures or controls on busi-
ness confidentiality; and

“(IT) to protect individual privacy and civil
liberties;

‘“(v) incorporate voluntary consensus
standards and industry best practices;

‘“(vi) align with voluntary international
standards to the fullest extent possible;

‘“(vii) prevent duplication of regulatory
processes and prevent conflict with or super-
seding of regulatory requirements, manda-
tory standards, and related processes; and

‘(viii) include such other similar and con-
sistent elements as the Director considers
necessary; and

‘“(B) shall not prescribe or otherwise re-
quire—

‘(i) the use of specific solutions;

‘“(ii) the use of specific information or
communications technology products or
services; or

‘(iii) that information or communications
technology products or services be designed,
developed, or manufactured in a particular
manner.

‘(2) LIMITATION.—Information shared with
or provided to the Institute for the purpose
of the activities described under subsection
(c)(15) shall not be used by any Federal,
State, tribal, or local department or agency
to regulate the activity of any entity. Noth-
ing in this paragraph shall be construed to
modify any regulatory requirement to report
or submit information to a Federal, State,
tribal, or local department or agency.

‘“(3) DEFINITIONS.—In this subsection:

““(A) CRITICAL INFRASTRUCTURE.—The term
‘critical infrastructure’ has the meaning
given the term in section 1016(e) of the USA
PATRIOT Act of 2001 (42 U.S.C. 5195¢c(e)).

“(B) SECTOR-SPECIFIC AGENCY.—The term
‘sector-specific agency’ means the Federal
department or agency responsible for pro-
viding institutional knowledge and special-
ized expertise as well as leading, facilitating,
or supporting the security and resilience pro-
grams and associated activities of its des-
ignated critical infrastructure sector in the
all-hazards environment.”’.

(c) STUDY AND REPORTS.—

(1) STUDY.—The Comptroller General of the
United States shall conduct a study that as-
sesses—

(A) the progress made by the Director of
the National Institute of Standards and
Technology in facilitating the development
of standards and procedures to reduce cyber
risks to critical infrastructure in accordance
with section 2(c)(15) of the National Institute
of Standards and Technology Act, as added
by this section;

(B) the extent to which the Director’s fa-
cilitation efforts are consistent with the di-
rective in such section that the development
of such standards and procedures be vol-
untary and led by industry representatives;

(C) the extent to which other Federal agen-
cies have promoted and sectors of critical in-
frastructure (as defined in section 1016(e) of
the USA PATRIOT Act of 2001 (42 U.S.C.
5195c(e))) have adopted a voluntary, indus-
try-led set of standards, guidelines, best
practices, methodologies, procedures, and
processes to reduce cyber risks to critical in-
frastructure in accordance with such section
2(c)(15);

(D) the reasons behind the decisions of sec-
tors of critical infrastructure (as defined in
subparagraph (C)) to adopt or to not adopt
the voluntary standards described in sub-
paragraph (C); and

(E) the extent to which such voluntary
standards have proved successful in pro-
tecting critical infrastructure from cyber
threats.

(2) REPORTS.—Not later than 1 year after
the date of the enactment of this Act, and
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every 2 years thereafter for the following 6
years, the Comptroller General shall submit
a report, which summarizes the findings of
the study conducted under paragraph (1), to
the Committee on Commerce, Science, and
Transportation of the Senate and the Com-
mittee on Science, Space, and Technology of
the House of Representatives.

TITLE II—CYBERSECURITY RESEARCH

AND DEVELOPMENT
SEC. 201. FEDERAL CYBERSECURITY RESEARCH
AND DEVELOPMENT.

(a) FUNDAMENTAL CYBERSECURITY RE-
SEARCH.—

(1) FEDERAL CYBERSECURITY RESEARCH AND
DEVELOPMENT STRATEGIC PLAN.—The heads of
the applicable agencies and departments,
working through the National Science and
Technology Council and the Networking and
Information Technology Research and Devel-
opment Program, shall develop and update
every 4 years a Federal cybersecurity re-
search and development strategic plan (re-
ferred to in this subsection as the ‘‘strategic
plan’’) based on an assessment of cybersecu-
rity risk to guide the overall direction of
Federal cybersecurity and information as-
surance research and development for infor-
mation technology and networking systems.
The heads of the applicable agencies and de-
partments shall build upon existing pro-
grams and plans to develop the strategic
plan to meet objectives in cybersecurity,
such as—

(A) how to design and build complex soft-
ware-intensive systems that are secure and
reliable when first deployed;

(B) how to test and verify that software
and hardware, whether developed locally or
obtained from a third party, is free of signifi-
cant known security flaws;

(C) how to test and verify that software
and hardware obtained from a third party
correctly implements stated functionality,
and only that functionality;

(D) how to guarantee the privacy of an in-
dividual, including that individual’s iden-
tity, information, and lawful transactions
when stored in distributed systems or trans-
mitted over networks;

(E) how to build new protocols to enable
the Internet to have robust security as one
of the key capabilities of the Internet;

(F) how to determine the origin of a mes-
sage transmitted over the Internet;

(G) how to support privacy in conjunction
with improved security;

(H) how to address the problem of insider
threats;

(I) how improved consumer education and
digital literacy initiatives can address
human factors that contribute to cybersecu-
rity;

(J) how to protect information processed,
transmitted, or stored using cloud com-
puting or transmitted through wireless serv-
ices; and

(K) any additional objectives the heads of
the applicable agencies and departments, in
coordination with the head of any relevant
Federal agency and with input from stake-
holders, including appropriate national lab-
oratories, industry, and academia, determine
appropriate.

(2) REQUIREMENTS.—

(A) CONTENTS OF PLAN.—The strategic plan
shall—

(i) specify and prioritize near-term, mid-
term, and long-term research objectives, in-
cluding objectives associated with the re-
search identified in section 4(a)(1) of the
Cyber Security Research and Development
Act (156 U.S.C. 7403(a)(1));

(ii) specify how the near-term objectives
described in clause (i) complement research
and development areas in which the private
sector is actively engaged;
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(iii) describe how the heads of the applica-
ble agencies and departments will focus on
innovative, transformational technologies
with the potential to enhance the security,
reliability, resilience, and trustworthiness of
the digital infrastructure, and to protect
consumer privacy;

(iv) describe how the heads of the applica-
ble agencies and departments will foster the
rapid transfer of research and development
results into new cybersecurity technologies
and applications for the timely benefit of so-
ciety and the national interest, including
through the dissemination of best practices
and other outreach activities;

(v) describe how the heads of the applicable
agencies and departments will establish and
maintain a national research infrastructure
for creating, testing, and evaluating the next
generation of secure networking and infor-
mation technology systems; and

(vi) describe how the heads of the applica-
ble agencies and departments will facilitate
access by academic researchers to the infra-
structure described in clause (v), as well as
to relevant data, including event data.

(B) PRIVATE SECTOR EFFORTS.—In devel-
oping, implementing, and updating the stra-
tegic plan, the heads of the applicable agen-
cies and departments, working through the
National Science and Technology Council
and Networking and Information Technology
Research and Development Program, shall
work in close cooperation with industry,
academia, and other interested stakeholders
to ensure, to the extent possible, that Fed-
eral cybersecurity research and development
is not duplicative of private sector efforts.

(C) RECOMMENDATIONS.—In developing and
updating the strategic plan the heads of the
applicable agencies and departments shall
solicit recommendations and advice from—

(i) the advisory committee established
under section 101(b)(1) of the High-Perform-
ance Computing Act of 1991 (15 U.S.C.
5511(b)(1)); and

(ii) a wide range of stakeholders, including
industry, academia, including representa-
tives of minority serving institutions and
community colleges, National Laboratories,
and other relevant organizations and institu-
tions.

(D) IMPLEMENTATION ROADMAP.—The heads
of the applicable agencies and departments,
working through the National Science and
Technology Council and Networking and In-
formation Technology Research and Devel-
opment Program, shall develop and annually
update an implementation roadmap for the
strategic plan. The implementation roadmap
shall—

(i) specify the role of each Federal agency
in carrying out or sponsoring research and
development to meet the research objectives
of the strategic plan, including a description
of how progress toward the research objec-
tives will be evaluated;

(ii) specify the funding allocated to each
major research objective of the strategic
plan and the source of funding by agency for
the current fiscal year;

(iii) estimate the funding required for each
major research objective of the strategic
plan for the following 3 fiscal years; and

(iv) track ongoing and completed Federal
cybersecurity research and development
projects.

(3) REPORTS TO CONGRESS.—The heads of
the applicable agencies and departments,
working through the National Science and
Technology Council and Networking and In-
formation Technology Research and Devel-
opment Program, shall submit to the Com-
mittee on Commerce, Science, and Transpor-
tation of the Senate and the Committee on
Science, Space, and Technology of the House
of Representatives—
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(A) the strategic plan not later than 1 year
after the date of enactment of this Act;

(B) each quadrennial update to the stra-
tegic plan; and

(C) the implementation roadmap under
subparagraph (D), and its annual updates,
which shall be appended to the annual report
required under section 101(a)(2)(D) of the
High-Performance Computing Act of 1991 (15
U.S.C. 5511(a)(2)(D)).

(4) DEFINITION OF APPLICABLE AGENCIES AND
DEPARTMENTS.—In this subsection, the term
‘“‘applicable agencies and departments”
means the agencies and departments identi-
fied in clauses (i) through (x) of section
101(a)(3)(B) of the High-Performance Com-
puting Act of 1991 (156 U.S.C. 5511(a)(3)(B)) or
designated under clause (xi) of that section.

(b) CYBERSECURITY PRACTICES RESEARCH.—
The Director of the National Science Foun-
dation shall support research that—

(1) develops, evaluates, disseminates, and
integrates new cybersecurity practices and
concepts into the core curriculum of com-
puter science programs and of other pro-
grams where graduates of such programs
have a substantial probability of developing
software after graduation, including new
practices and concepts relating to secure
coding education and improvement pro-
grams; and

(2) develops new models for professional de-
velopment of faculty in cybersecurity edu-
cation, including secure coding development.

(c) CYBERSECURITY MODELING AND TEST
BEDS.—

(1) REVIEW.—Not later than 1 year after the
date of enactment of this Act, the Director
of the National Science Foundation, in co-
ordination with the Director of the Office of
Science and Technology Policy, shall con-
duct a review of cybersecurity test beds in
existence on the date of enactment of this
Act to inform the grants under paragraph
(2). The review shall include an assessment
of whether a sufficient number of cybersecu-
rity test beds are available to meet the re-
search needs under the Federal cybersecurity
research and development strategic plan.
Upon completion, the Director shall submit
the review to the Committee on Commerce,
Science, and Transportation of the Senate
and the Committee on Science, Space, and
Technology of the House of Representatives.

(2) ADDITIONAL CYBERSECURITY MODELING
AND TEST BEDS.—

(A) IN GENERAL.—If the Director of the Na-
tional Science Foundation, after the review
under paragraph (1), determines that the re-
search needs under the Federal cybersecurity
research and development strategic plan re-
quire the establishment of additional cyber-
security test beds, the Director of the Na-
tional Science Foundation, in coordination
with the Secretary of Commerce and the
Secretary of Homeland Security, may award
grants to institutions of higher education or
research and development non-profit institu-
tions to establish cybersecurity test beds.

(B) REQUIREMENT.—The cybersecurity test
beds under subparagraph (A) shall be suffi-
ciently robust in order to model the scale
and complexity of real-time cyber attacks
and defenses on real world networks and en-
vironments.

(C) ASSESSMENT REQUIRED.—The Director
of the National Science Foundation, in co-
ordination with the Secretary of Commerce
and the Secretary of Homeland Security,
shall evaluate the effectiveness of any grants
awarded under this subsection in meeting
the objectives of the Federal cybersecurity
research and development strategic plan not
later than 2 years after the review under
paragraph (1) of this subsection, and periodi-
cally thereafter.

(d) COORDINATION WITH OTHER RESEARCH
INITIATIVES.—In accordance with the respon-
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sibilities under section 101 of the High-Per-
formance Computing Act of 1991 (15 U.S.C.
5511), the Director of the Office of Science
and Technology Policy shall coordinate, to
the extent practicable, Federal research and
development activities under this section
with other ongoing research and develop-
ment security-related initiatives, including
research being conducted by—

(1) the National Science Foundation;

(2) the National Institute of Standards and
Technology;

(3) the Department of Homeland Security;

(4) other Federal agencies;

(5) other Federal and private research lab-
oratories, research entities, and universities;

(6) institutions of higher education;

(7) relevant nonprofit organizations; and

(8) international partners of the United
States.

(e) NATIONAL SCIENCE FOUNDATION COM-
PUTER AND NETWORK SECURITY RESEARCH
GRANT AREAS.—Section 4(a)(1) of the Cyber
Security Research and Development Act (15
U.S.C. 7403(a)(1)) is amended—

(1) in subparagraph (H), by striking ‘“‘and”
at the end;

(2) in subparagraph (I), by striking the pe-
riod at the end and inserting a semicolon;
and

(3) by adding at the end the following:

“(J) secure fundamental protocols that are
integral to inter-network communications
and data exchange;

“(K) secure software engineering and soft-
ware assurance, including—

‘(i) programming languages and systems
that include fundamental security features;

‘“(ii) portable or reusable code that re-
mains secure when deployed in various envi-
ronments;

‘“(iii) verification and validation tech-
nologies to ensure that requirements and
specifications have been implemented; and

‘(iv) models for comparison and metrics to
assure that required standards have been
met;

‘(L) holistic system security that—

‘(i) addresses the building of secure sys-
tems from trusted and untrusted compo-
nents;

‘‘(ii) proactively reduces vulnerabilities;

‘(iii) addresses insider threats; and

‘“(iv) supports privacy in conjunction with
improved security;

‘(M) monitoring and detection;

‘(N) mitigation and rapid recovery meth-
ods;

“(0) security of wireless networks and mo-
bile devices; and

‘“(P) security of cloud infrastructure and
services.”.

(f) RESEARCH ON THE SCIENCE OF CYBERSE-
CURITY.—The head of each agency and de-
partment identified under section 101(a)(3)(B)
of the High-Performance Computing Act of
1991 (156 U.S.C. 5511(a)(3)(B)), through existing
programs and activities, shall support re-
search that will lead to the development of a
scientific foundation for the field of cyberse-
curity, including research that increases un-
derstanding of the underlying principles of
securing complex networked systems, en-
ables repeatable experimentation, and cre-
ates quantifiable security metrics.

SEC. 202. COMPUTER AND NETWORK SECURITY
RESEARCH CENTERS.

Section 4(b) of the Cyber Security Re-
search and Development Act (15 U.S.C.
7403(b)) is amended—

(1) in paragraph (3), by striking ‘‘the re-
search areas’” and inserting the following:
“improving the security and resiliency of in-
formation technology, reducing cyber
vulnerabilities, and anticipating and miti-
gating consequences of cyber attacks on crit-
ical infrastructure, by conducting research
in the areas’’;
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(2) by striking ‘‘the center’ in paragraph
(4)(D) and inserting ‘‘the Center’’; and

(3) in paragraph (5)—

(A) by striking ‘“‘and” at the end of sub-
paragraph (C);

(B) by striking the period at the end of
subparagraph (D) and inserting a semicolon;
and

(C) by adding at the end the following:

‘““(E) the demonstrated capability of the ap-
plicant to conduct high performance com-
putation integral to complex computer and
network security research, through on-site
or off-site computing;

“(F) the applicant’s affiliation with pri-
vate sector entities involved with industrial
research described in subsection (a)(1);

“(G) the capability of the applicant to con-
duct research in a secure environment;

‘““(H) the applicant’s affiliation with exist-
ing research programs of the Federal Gov-
ernment;

““(I) the applicant’s experience managing
public-private partnerships to transition new
technologies into a commercial setting or
the government user community;

‘“(J) the capability of the applicant to con-
duct interdisciplinary cybersecurity re-
search, basic and applied, such as in law, eco-
nomics, or behavioral sciences; and

“(K) the capability of the applicant to con-
duct research in areas such as systems secu-
rity, wireless security, networking and pro-
tocols, formal methods and high-perform-
ance computing, nanotechnology, or indus-
trial control systems.”’.

SEC. 203. CYBERSECURITY AUTOMATION AND
CHECKLISTS FOR GOVERNMENT
SYSTEMS.

Section 8(c) of the Cyber Security Re-
search and Development Act (156 U.S.C.
7406(c)) is amended to read as follows:

‘‘(c) SECURITY AUTOMATION AND CHECKLISTS
FOR GOVERNMENT SYSTEMS.—

‘(1) IN GENERAL.—The Director of the Na-
tional Institute of Standards and Technology
shall, as necessary, develop and revise secu-
rity automation standards, associated ref-
erence materials (including protocols), and
checklists providing settings and option se-
lections that minimize the security risks as-
sociated with each information technology
hardware or software system and security
tool that is, or is likely to become, widely
used within the Federal Government, there-
by enabling standardized and interoperable
technologies, architectures, and frameworks
for continuous monitoring of information se-
curity within the Federal Government.

¢“(2) PRIORITIES FOR DEVELOPMENT.—The Di-
rector of the National Institute of Standards
and Technology shall establish priorities for
the development of standards, reference ma-
terials, and checklists under this subsection
on the basis of—

““(A) the security risks associated with the
use of the system;

‘(B) the number of agencies that use a par-
ticular system or security tool;

“(C) the usefulness of the standards, ref-
erence materials, or checklists to Federal
agencies that are users or potential users of
the system;

‘(D) the effectiveness of the associated
standard, reference material, or checklist in
creating or enabling continuous monitoring
of information security; or

‘“(E) such other factors as the Director of
the National Institute of Standards and
Technology determines to be appropriate.

‘(3) EXCLUDED SYSTEMS.—The Director of
the National Institute of Standards and
Technology may exclude from the applica-
tion of paragraph (1) any information tech-
nology hardware or software system or secu-
rity tool for which such Director determines
that the development of a standard, ref-
erence material, or checklist is inappro-
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priate because of the infrequency of use of
the system, the obsolescence of the system,
or the lack of utility or impracticability of
developing a standard, reference material, or
checklist for the system.

‘“(4) DISSEMINATION OF STANDARDS AND RE-
LATED MATERIALS.—The Director of the Na-
tional Institute of Standards and Technology
shall ensure that Federal agencies are in-
formed of the availability of any standard,
reference material, checklist, or other item
developed under this subsection.

“(5) AGENCY USE REQUIREMENTS.—The de-
velopment of standards, reference materials,
and checklists under paragraph (1) for an in-
formation technology hardware or software
system or tool does not—

‘““(A) require any Federal agency to select
the specific settings or options recommended
by the standard, reference material, or
checklist for the system;

‘“(B) establish conditions or prerequisites
for Federal agency procurement or deploy-
ment of any such system;

‘(C) imply an endorsement of any such
system by the Director of the National Insti-
tute of Standards and Technology; or

‘(D) preclude any Federal agency from
procuring or deploying other information
technology hardware or software systems for
which no such standard, reference material,
or checklist has been developed or identified
under paragraph (1).”.

SEC. 204. NATIONAL INSTITUTE OF STANDARDS
AND TECHNOLOGY CYBERSECURITY
RESEARCH AND DEVELOPMENT.

Section 20 of the National Institute of
Standards and Technology Act (15 U.S.C.
278g-3) is amended—

(1) by redesignating subsection (e) as sub-
section (f); and

(2) by inserting after subsection (d) the fol-
lowing:

‘“‘(e) INTRAMURAL SECURITY RESEARCH.—AS
part of the research activities conducted in
accordance with subsection (d)(3), the Insti-
tute shall, to the extent practicable and ap-
propriate—

‘(1) conduct a research program to develop
a unifying and standardized identity, privi-
lege, and access control management frame-
work for the execution of a wide variety of
resource protection policies and that is ame-
nable to implementation within a wide vari-
ety of existing and emerging computing en-
vironments;

“(2) carry out research associated with im-
proving the security of information systems
and networks;

“(3) carry out research associated with im-
proving the testing, measurement, usability,
and assurance of information systems and
networks;

‘“(4) carry out research associated with im-
proving security of industrial control sys-
tems;

‘“(5) carry out research associated with im-
proving the security and integrity of the in-
formation technology supply chain; and

‘“(6) carry out any additional research the
Institute determines appropriate.”.

TITLE III—EDUCATION AND WORKFORCE
DEVELOPMENT
SEC. 301. CYBERSECURITY COMPETITIONS AND
CHALLENGES.

(a) IN GENERAL.—The Secretary of Com-
merce, Director of the National Science
Foundation, and Secretary of Homeland Se-
curity, in consultation with the Director of
the Office of Personnel Management, shall—

(1) support competitions and challenges
under section 24 of the Stevenson-Wydler
Technology Innovation Act of 1980 (15 U.S.C.
3719) (as amended by section 105 of the Amer-
ica COMPETES Reauthorization Act of 2010
(124 Stat. 3989)) or any other provision of law,
as appropriate—
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(A) to identify, develop, and recruit tal-
ented individuals to perform duties relating
to the security of information technology in
Federal, State, local, and tribal government
agencies, and the private sector; or

(B) to stimulate innovation in basic and
applied cybersecurity research, technology
development, and prototype demonstration
that has the potential for application to the
information technology activities of the
Federal Government; and

(2) ensure the effective operation of the
competitions and challenges under this sec-
tion.

(b) PARTICIPATION.—Participants in the
competitions and challenges under sub-
section (a)(1) may include—

(1) students enrolled in grades 9 through 12;

(2) students enrolled in a postsecondary
program of study leading to a baccalaureate
degree at an institution of higher education;

3) students enrolled in a
postbaccalaureate program of study at an in-
stitution of higher education;

(4) institutions of higher education and re-
search institutions;

(5) veterans; and

(6) other groups or individuals that the
Secretary of Commerce, Director of the Na-
tional Science Foundation, and Secretary of
Homeland Security determine appropriate.

(c) AFFILIATION AND COOPERATIVE AGREE-
MENTS.—Competitions and challenges under
this section may be carried out through af-
filiation and cooperative agreements with—

(1) Federal agencies;

(2) regional, State, or school programs sup-
porting the development of cyber profes-
sionals;

(3) State, local, and tribal governments; or

(4) other private sector organizations.

(d) AREAS OF SKILL.—Competitions and
challenges under subsection (a)(1)(A) shall be
designed to identify, develop, and recruit ex-
ceptional talent relating to—

(1) ethical hacking;

(2) penetration testing;

(3) vulnerability assessment;

(4) continuity of system operations;

(5) security in design;

(6) cyber forensics;

(7) offensive and defensive cyber oper-
ations; and

(8) other areas the Secretary of Commerce,
Director of the National Science Foundation,
and Secretary of Homeland Security con-
sider necessary to fulfill the cybersecurity
mission.

(e) Torics.—In selecting topics for com-
petitions and challenges under subsection
(a)(1), the Secretary of Commerce, Director
of the National Science Foundation, and Sec-
retary of Homeland Security—

(1) shall consult widely both within and
outside the Federal Government; and

(2) may empanel advisory committees.

(f) INTERNSHIPS.—The Director of the Office
of Personnel Management may support, as
appropriate, internships or other work expe-
rience in the Federal Government to the
winners of the competitions and challenges
under this section.

SEC. 302. FEDERAL CYBER SCHOLARSHIP-FOR-
SERVICE PROGRAM.

(a) IN GENERAL.—The Director of the Na-
tional Science Foundation, in coordination
with the Director of the Office of Personnel
Management and Secretary of Homeland Se-
curity, shall continue a Federal cyber schol-
arship-for-service program to recruit and
train the next generation of information
technology professionals, industrial control
system security professionals, and security
managers to meet the needs of the cyberse-
curity mission for Federal, State, local, and
tribal governments.

(b) PROGRAM DESCRIPTION AND COMPO-
NENTS.—The Federal Cyber Scholarship-for-
Service Program shall—
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(1) provide scholarships through qualified
institutions of higher education, including
community colleges, to students who are en-
rolled in programs of study at institutions of
higher education leading to degrees or spe-
cialized program certifications in the cyber-
security field;

(2) provide the scholarship recipients with
summer internship opportunities or other
meaningful temporary appointments in the
Federal information technology workforce;
and

(3) prioritize the employment placement of
scholarship recipients in the Federal Govern-
ment.

(c) SCHOLARSHIP AMOUNTS.—Each scholar-
ship under subsection (b) shall be in an
amount that covers the student’s tuition and
fees at the institution under subsection (b)(1)
for not more than 3 years and provides the
student with an additional stipend.

(d) POST-AWARD EMPLOYMENT OBLIGA-
TIONS.—Each scholarship recipient, as a con-
dition of receiving a scholarship under the
program, shall enter into an agreement
under which the recipient agrees to work in
the cybersecurity mission of a Federal,
State, local, or tribal agency for a period
equal to the length of the scholarship fol-
lowing receipt of the student’s degree.

(e) HIRING AUTHORITY.—

(1) APPOINTMENT IN EXCEPTED SERVICE.—
Notwithstanding any provision of chapter 33
of title 5, United States Code, governing ap-
pointments in the competitive service, an
agency shall appoint in the excepted service
an individual who has completed the eligible
degree program for which a scholarship was
awarded.

(2) NONCOMPETITIVE CONVERSION.—Except
as provided in paragraph (4), upon fulfill-
ment of the service term, an employee ap-
pointed under paragraph (1) may be con-
verted noncompetitively to term, career-con-
ditional or career appointment.

(3) TIMING OF CONVERSION.—AnN agency may
noncompetitively convert a term employee
appointed under paragraph (2) to a career-
conditional or career appointment before the
term appointment expires.

(4) AUTHORITY TO DECLINE CONVERSION.—AnN
agency may decline to make the non-
competitive conversion or appointment
under paragraph (2) for cause.

(f) ELIGIBILITY.—To be eligible to receive a
scholarship under this section, an individual
shall—

(1) be a citizen or lawful permanent resi-
dent of the United States;

(2) demonstrate a commitment to a career
in improving the security of information
technology;

(3) have demonstrated a high level of pro-
ficiency in mathematics, engineering, or
computer sciences;

(4) be a full-time student in an eligible de-
gree program at a qualified institution of
higher education, as determined by the Di-
rector of the National Science Foundation;
and

(5) accept the terms of a scholarship under
this section.

(g) CONDITIONS OF SUPPORT.—

(1) IN GENERAL.—AS a condition of receiv-
ing a scholarship under this section, a recipi-
ent shall agree to provide the qualified insti-
tution of higher education with annual
verifiable documentation of post-award em-
ployment and up-to-date contact informa-
tion.

(2) TERMS.—A scholarship recipient under
this section shall be liable to the United
States as provided in subsection (i) if the in-
dividual—

(A) fails to maintain an acceptable level of
academic standing at the applicable institu-
tion of higher education, as determined by
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the Director of the National Science Founda-
tion;

(B) is dismissed from the applicable insti-
tution of higher education for disciplinary
reasons;

(C) withdraws from the eligible degree pro-
gram before completing the program;

(D) declares that the individual does not
intend to fulfill the post-award employment
obligation under this section; or

(E) fails to fulfill the post-award employ-
ment obligation of the individual under this
section.

(h) MONITORING COMPLIANCE.—As a condi-
tion of participating in the program, a quali-
fied institution of higher education shall—

(1) enter into an agreement with the Direc-
tor of the National Science Foundation, to
monitor the compliance of scholarship re-
cipients with respect to their post-award em-
ployment obligations; and

(2) provide to the Director of the National
Science Foundation, on an annual basis, the
post-award employment documentation re-
quired under subsection (g)(1) for scholarship
recipients through the completion of their
post-award employment obligations.

(1) AMOUNT OF REPAYMENT.—

(1) LESS THAN 1 YEAR OF SERVICE.—If a cir-
cumstance described in subsection (g)(2) oc-
curs before the completion of 1 year of a
post-award employment obligation under
this section, the total amount of scholarship
awards received by the individual under this
section shall—

(A) be repaid; or

(B) be treated as a loan to be repaid in ac-
cordance with subsection (j).

(2) 1 OR MORE YEARS OF SERVICE.—If a cir-
cumstance described in subparagraph (D) or
(E) of subsection (g)(2) occurs after the com-
pletion of 1 or more years of a post-award
employment obligation under this section,
the total amount of scholarship awards re-
ceived by the individual under this section,
reduced by the ratio of the number of years
of service completed divided by the number
of years of service required, shall—

(A) be repaid; or

(B) be treated as a loan to be repaid in ac-
cordance with subsection (j).

(j) REPAYMENTS.—A loan described sub-
section (i) shall—

(1) be treated as a Federal Direct Unsub-
sidized Stafford Loan under part D of title IV
of the Higher Education Act of 1965 (20 U.S.C.
1087a et seq.); and

(2) be subject to repayment, together with
interest thereon accruing from the date of
the scholarship award, in accordance with
terms and conditions specified by the Direc-
tor of the National Science Foundation (in
consultation with the Secretary of Edu-
cation) in regulations promulgated to carry
out this subsection.

(k) COLLECTION OF REPAYMENT.—

(1) IN GENERAL.—In the event that a schol-
arship recipient is required to repay the
scholarship award under this section, the
qualified institution of higher education pro-
viding the scholarship shall—

(A) determine the repayment amounts and
notify the recipient and the Director of the
National Science Foundation of the amounts
owed; and

(B) collect the repayment amounts within
a period of time as determined by the Direc-
tor of the National Science Foundation, or
the repayment amounts shall be treated as a
loan in accordance with subsection (j).

(2) RETURNED TO TREASURY.—Except as pro-
vided in paragraph (3), any repayment under
this subsection shall be returned to the
Treasury of the United States.

(3) RETAIN PERCENTAGE.—A qualified insti-
tution of higher education may retain a per-
centage of any repayment the institution
collects under this subsection to defray ad-
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ministrative costs associated with the col-
lection. The Director of the National Science
Foundation shall establish a single, fixed
percentage that will apply to all eligible en-
tities.

(1) EXCEPTIONS.—The Director of the Na-
tional Science Foundation may provide for
the partial or total waiver or suspension of
any service or payment obligation by an in-
dividual under this section whenever compli-
ance by the individual with the obligation is
impossible or would involve extreme hard-
ship to the individual, or if enforcement of
such obligation with respect to the indi-
vidual would be unconscionable.

(m) EVALUATION AND REPORT.—The Direc-
tor of the National Science Foundation shall
evaluate and report periodically to Congress
on the success of recruiting individuals for
scholarships under this section and on hiring
and retaining those individuals in the public
sector workforce.

TITLE IV—CYBERSECURITY AWARENESS

AND PREPAREDNESS
SEC. 401. NATIONAL CYBERSECURITY AWARE-
NESS AND EDUCATION PROGRAM.

(a) NATIONAL CYBERSECURITY AWARENESS
AND EDUCATION PROGRAM.—The Director of
the National Institute of Standards and
Technology (referred to in this section as the
“Director’), in consultation with appro-
priate Federal agencies, industry, edu-
cational institutions, National Laboratories,
the Networking and Information Technology
Research and Development program, and
other organizations shall continue to coordi-
nate a national cybersecurity awareness and
education program, that includes activities
such as—

(1) the widespread dissemination of cyber-
security technical standards and best prac-
tices identified by the Director;

(2) efforts to make cybersecurity best prac-
tices usable by individuals, small to me-
dium-sized businesses, educational institu-
tions, and State, local, and tribal govern-
ments;

(3) increasing public awareness of cyberse-
curity, cyber safety, and cyber ethics;

(4) increasing the understanding of State,
local, and tribal governments, institutions of
higher education, and private sector entities
of—

(A) the benefits of ensuring effective risk
management of information technology
versus the costs of failure to do so; and

(B) the methods to mitigate and remediate
vulnerabilities;

(5) supporting formal cybersecurity edu-
cation programs at all education levels to
prepare and improve a skilled cybersecurity
and computer science workforce for the pri-
vate sector and Federal, State, local, and
tribal government; and

(6) promoting initiatives to evaluate and
forecast future cybersecurity workforce
needs of the Federal Government and de-
velop strategies for recruitment, training,
and retention.

(b) CONSIDERATIONS.—In carrying out the
authority described in subsection (a), the Di-
rector, in consultation with appropriate Fed-
eral agencies, shall leverage existing pro-
grams designed to inform the public of safety
and security of products or services, includ-
ing self-certifications and independently
verified assessments regarding the quan-
tification and valuation of information secu-
rity risk.

(c) STRATEGIC PLAN.—The Director, in co-
operation with relevant Federal agencies and
other stakeholders, shall build upon pro-
grams and plans in effect as of the date of
enactment of this Act to develop and imple-
ment a strategic plan to guide Federal pro-
grams and activities in support of the na-
tional cybersecurity awareness and edu-
cation program under subsection (a).
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(d) REPORT.—Not later than 1 year after
the date of enactment of this Act, and every
5 years thereafter, the Director shall trans-
mit the strategic plan under subsection (c)
to the Committee on Commerce, Science,
and Transportation of the Senate and the
Committee on Science, Space, and Tech-
nology of the House of Representatives.

TITLE V—ADVANCEMENT OF
CYBERSECURITY TECHNICAL STANDARDS
SEC. 501. DEFINITIONS.

In this title:

(1) DIRECTOR.—The term ‘‘Director’” means
the Director of the National Institute of
Standards and Technology.

(2) INSTITUTE.—The term  ‘‘Institute”
means the National Institute of Standards
and Technology.

SEC. 502. INTERNATIONAL CYBERSECURITY
TECHNICAL STANDARDS.

(a) IN GENERAL.—The Director, in coordi-
nation with appropriate Federal authorities,
shall—

(1) as appropriate, ensure coordination of
Federal agencies engaged in the development
of international technical standards related
to information system security; and

(2) not later than 1 year after the date of
enactment of this Act, develop and transmit
to Congress a plan for ensuring such Federal
agency coordination.

(b) CONSULTATION WITH THE PRIVATE SEC-
TOR.—In carrying out the activities specified
in subsection (a)(1), the Director shall ensure
consultation with appropriate private sector
stakeholders.

SEC. 503. CLOUD COMPUTING STRATEGY.

(a) IN GENERAL.—The Director, in coordi-

nation with the Office of Management and
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Budget, in collaboration with the Federal
Chief Information Officers Council, and in
consultation with other relevant Federal
agencies and stakeholders from the private
sector, shall continue to develop and encour-
age the implementation of a comprehensive
strategy for the use and adoption of cloud
computing services by the Federal Govern-
ment.

(b) ACTIVITIES.—In carrying out the strat-
egy described under subsection (a), the Di-
rector shall give consideration to activities
that—

(1) accelerate the development, in collabo-
ration with the private sector, of standards
that address interoperability and portability
of cloud computing services;

(2) advance the development of conform-
ance testing performed by the private sector
in support of cloud computing standardiza-
tion; and

(3) support, in coordination with the Office
of Management and Budget, and in consulta-
tion with the private sector, the develop-
ment of appropriate security frameworks
and reference materials, and the identifica-
tion of best practices, for use by Federal
agencies to address security and privacy re-
quirements to enable the use and adoption of
cloud computing services, including activi-
ties—

(A) to ensure the physical security of cloud
computing data centers and the data stored
in such centers;

(B) to ensure secure access to the data
stored in cloud computing data centers;

(C) to develop security standards as re-
quired under section 20 of the National Insti-
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tute of Standards and Technology Act (15
U.S.C. 278g-3); and

(D) to support the development of the au-
tomation of continuous monitoring systems.
SEC. 504. IDENTITY MANAGEMENT RESEARCH

AND DEVELOPMENT.

The Director shall continue a program to
support the development of voluntary and
cost-effective technical standards, metrol-
ogy, testbeds, and conformance criteria, tak-
ing into account appropriate user concerns—

(1) to improve interoperability among
identity management technologies;

(2) to strengthen authentication methods
of identity management systems;

(3) to improve privacy protection in iden-
tity management systems, including health
information technology systems, through
authentication and security protocols; and

(4) to improve the usability of identity
management systems.

The bill was ordered to be read a
third time, was read the third time,
and passed, and a motion to reconsider
was laid on the table.

———

HOUR OF MEETING ON TOMORROW

Mr. WALDEN. Madam Speaker, I ask
unanimous consent that when the
House adjourns today, that it adjourn
to meet at 3 p.m. tomorrow.

The SPEAKER pro tempore. Is there
objection to the request of the gen-
tleman from Oregon?

There was no objection.

NOTICE

Incomplete record of House proceedings. Except for concluding business which follows,
today’s House proceedings will be continued in Book II.

ADJOURNMENT

Mr. GERLACH. Madam Speaker, I
move that the House do now adjourn.

The motion was agreed to; accord-
ingly (at 10 o’clock and 27 minutes
p.m.), under its previous order, the
House adjourned until tomorrow, Fri-
day, December 12, 2014, at 3 p.m.

————

EXECUTIVE COMMUNICATIONS,
ETC.

Under clause 2 of rule XIV, executive
communications were taken from the
Speaker’s table and referred as follows:

8233. A letter from the Associate Adminis-
trator, Fruit and Vegetable Program Pro-
motion and Economics Division, Department
of Agriculture, transmitting the Depart-
ment’s final rule — Mango Promotion, Re-
search, and Information Order; Section 610
Review [Document Number: AMS-FV-14-0047]
received December 3, 2014, pursuant to 5
U.S.C. 801(a)(1)(A); to the Committee on Ag-
riculture.

8234. A letter from the Congressional Re-
view Coordinator, Animal and Plant Health
Inspection Service, Department of Agri-
culture, transmitting the Department’s final
rule — National Poultry Improvement Plan
and Auxiliary Provisions; Technical Amend-
ment [Docket No.: APHIS-2011-0101] (RIN:
0579-AD83) received December 4, 2014, pursu-
ant to 5 U.S.C. 801(a)(1)(A); to the Committee
on Agriculture.

8235. A letter from the Under Secretary,
Acquisition, Technology, and Logistics, De-
partment of Defense, transmitting the Re-
port on Efficient Utilization of Department
of Defense Real Property, pursuant to Public
Law 113-66, section 2814(a); (127 Stat. 1014); to
the Committee on Armed Services.

8236. A letter from the Director, Defense
Procurement and Acquisition Policy, De-
partment of Defense, transmitting the De-
partment’s final rule — Defense Federal Ac-
quisition Regulation Supplement; Forward
Pricing Rate Proposal Adequacy Checklist
(DFARS Case 2012-D035) (RIN: 0750-AH86) re-
ceived December 10, 2014, pursuant to 5
U.S.C. 801(a)(1)(A); to the Committee on
Armed Services.

8237. A letter from the Director, Defense
Procurement and Acquisition Policy, De-
partment of Defense, transmitting the De-
partment’s final rule — Defense Federal Ac-
quisition Regulation Supplement: Animal
Welfare (DFARS Case 2013-D038) (RIN: 0750-
ATI22) received December 10, 2014, pursuant to
5 U.S.C. 801(a)(1)(A); to the Committee on
Armed Services.

8238. A letter from the Director, Defense
Procurement and Acquisition Policy, De-
partment of Defense, transmitting the De-
partment’s final rule — Defense Federal Ac-
quisition Regulation Supplement: Elimi-
nation of Quarterly Reporting of Actual Per-
formance Outside the United States (DFARS
Case 2015-D001) (RIN: 0750-AI47) received De-
cember 10, 2014, pursuant to 5 TU.S.C.
801(a)(1)(A); to the Committee on Armed
Services.

8239. A letter from the Director, Defense
Procurement and Acquisition Policy, De-

partment of Defense, transmitting the De-
partment’s final rule — Defense Federal Ac-
quisition Regulation Supplement: Update
Contractor and Government Entity (CAGE)
Code Information (DFARS Case 2014-D013)
(RIN: 0750-AI44) received December 10, 2014,
pursuant to 5 U.S.C. 801(a)(1)(A); to the Com-
mittee on Armed Services.

8240. A letter from the Director, Defense
Procurement and Acquisition Policy, De-
partment of Defense, transmitting the De-
partment’s final rule — Defense Federal Ac-
quisition Regulation Supplement: State
Sponsors of Terrorism (DFARS Case 2014-
D014) (RIN: 0750-AI34) received December 10,
2014, pursuant to 5 U.S.C. 801(a)(1)(A); to the
Committee on Armed Services.

8241. A letter from the Director, Defense
Procurement and Acquisition Policy, De-
partment of Defense, transmitting the De-
partment’s final rule — Defense Federal Ac-
quisition Regulation Supplement: Foreign
Commercial Satellite Services (DFARS Case
2014-D010) (RIN: 0750-AI32) received December
10, 2014, pursuant to 5 U.S.C. 801(a)(1)(A); to
the Committee on Armed Services.

8242. A letter from the Director, Defense
Procurement and Acquisition Policy, De-
partment of Defense, transmitting the De-
partment’s final rule — Defense Federal Ac-
quisition Regulation Supplement: Deletion
of Certification Requirement Regarding Sep-
aration of Duties of Senior Leaders (DFARS
Case 2015-D003) (RIN: 0750-AI48) received De-
cember 10, 2014, pursuant to 5 U.S.C.
801(a)(1)(A); to the Committee on Armed
Services.
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