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To amend title 18, United States Code, to provide criminal and civil remedies
for publication of personally identifiable information with the intent to
do harm.

IN THE HOUSE OF REPRESENTATIVES

DECEMBER 8, 2016
Ms. CLARK of Massachusetts introduced the following bill; which was referred
to the Committee on the Judiciary

A BILL

To amend title 18, United States Code, to provide criminal
and civil remedies for publication of personally identifi-

able information with the intent to do harm.

[E—

Be it enacted by the Senate and House of Representa-
tives of the United States of America in Congress assembled,
SECTION 1. SHORT TITLE.

This Act may be cited as the “Interstate Doxxing
Prevention Act”.

SEC. 2. DISCLOSURE OF PERSONAL INFORMATION WITH
THE INTENT TO CAUSE HARM.

(a) IN GENERAL.—Chapter 41 of title 18, United
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State Code, is amended by adding at the end the following:
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“§ 881. Publication of personally identifiable informa-
tion with the intent to cause harm
“(a) ProHiBITioON.—Whoever, with the intent to
threaten, intimidate, harass, stalk, or facilitate another to
threaten, intimidate, harass, or stalk, uses the mail or any
facility or means of interstate or foreign commerce to
knowingly publish the personally identifiable information
of another person, and as a result of that publication
places that person in reasonable fear of the death of or
serious bodily injury to—
“(1) that person;
“(2) an immediate family member of that per-
son; or
“(3) an intimate partner of that person,
shall be subject to the eriminal penalty and the civil liabil-
ity provided by this section.
“(b) CRIMINAL PENALTY.—
“(1) IN GENERAL.—Whoever violates subsection
(a) shall be fined under this title or imprisoned not
more than 5 years, or both.
“(2) REIMBURSEMENT.—

“(A) IN GENERAL.—The court, in impos-
ing a sentence on a defendant convicted of an
offense under this section, shall order the de-
fendant to reimburse any party for expenses ne-

cessitated by such offense.
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“(B) JOINT AND SEVERAL LIABILITY.—A
person ordered to make reimbursement under
this subsection shall be jointly and severally lia-
ble for such expenses with each other person, if
any, who 1s ordered to make reimbursement
under this subsection for the same expenses.

“(C) C1vIL JUDGMENT.—An order of reim-
bursement under this subsection shall, for the
purposes of enforcement, be treated as a civil
judgment.

“(¢) CrviL ACTION.—An individual who 1s a vietim
of an offense under this section may bring a civil action
against the perpetrator (or whoever knowingly benefits, fi-
nancially or by receiving anything of value from participa-
tion in a venture which that person knew or should have
known has engaged in an act in violation of this section)
and may recover money damages and any other appro-

priate relief, including reasonable attorney’s fees.

“(d) DEFINITIONS.—In this section:

“(1) PuBrisH.—The term ‘publish’ means to
circulate, deliver, distribute, disseminate, transmit,
or otherwise make available to another person.

“(2) PERSONALLY IDENTIFIABLE INFORMA-

TION.—The term ‘personally identifiable informa-

tion” means—
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“(A) any information that can be used to
distinguish or trace an individual’s identity,
such as name, prior legal name, alias, mother’s
maiden name, social security number, date or
place of birth, address, phone number, or bio-
metric data;

“(B) any information that is linked or
linkable to an individual, such as medical, fi-
nancial, education, consumer, or employment
imformation, data, or records; or

“(C) any other sensitive private informa-
tion that is linked or linkable to a specific iden-
tifiable individual, such as gender identity, sex-
ual orientation, or any sexually explicit visual
depiction of a person described in clause (1),
(2), or (3) of subsection (a).

“(3) IMMEDIATE FAMILY MEMBER.—The term

‘immediate family member’” means—

“(A) the spouse, parent, brother, sister, or
child of the subject of the publication or a per-
son to whom the subject of the publication
stands in loco parentis; or

“(B) any other person living in the subject
of the publication’s household and related to the

subject of the publication by blood or marriage.
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“(4) INTIMATE PARTNER.—The term ‘intimate
partner’ means a person who is or has been in a so-
cial relationship of a romantic or intimate nature
with the subject of the publication, as determined by
the length of the relationship, the type of relation-
ship, and the frequency of interaction between the
persons involved in the relationship.

“(5) SEXUALLY EXPLICIT VISUAL DEPICTION.—
The term ‘sexually explicit visual depiction” means
any photograph, film, wvideo, or other recording or
live transmission of a person, whether produced by
electronic, mechanical, or other means (including de-
pictions that are not stored in a permanent format),
that depicts—

“(A) the lascivious exhibition of the anus,
the post-pubescent female nipple, the genitals,
or the pubic area of any person;

“(B) any actual or simulated sexual con-
tact or sexual act;

“(C) bestiality; or

“(D) sadistic or masochistic conduct.

“(e) ATTEMPT AND CONSPIRACY.—Whoever at-
tempts or conspires to violate this section shall be punish-
able in the same manner as a completed violation of this

section.
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“(f) ACTIVITIES OF LLAW ENFORCEMENT.—This sec-
tion does not prohibit any lawfully authorized investiga-
tive, protective, or intelligence activity of a law enforce-
ment agency of the United States, a State, or political sub-
division of a State, or of an intelligence agency of the
United States.”.

(b) CLERICAL AMENDMENT.—The table of sections
at the beginning of chapter 41 title 18, United States
Code, is amended by adding at the end the following new

item:

“881. Publication of personally identifiable information with the intent to cause
harm.”.

O

*HR 6478 TH




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue true
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck true
  /PDFX3Check false
  /PDFXCompliantPDFOnly true
  /PDFXNoTrimBoxError false
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (U.S. Web Coated \050SWOP\051 v2)
  /PDFXOutputConditionIdentifier (CGATS TR 001)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <>
    /CHT <>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF che devono essere conformi o verificati in base a PDF/X-1a:2001, uno standard ISO per lo scambio di contenuto grafico. Per ulteriori informazioni sulla creazione di documenti PDF compatibili con PDF/X-1a, consultare la Guida dell'utente di Acrobat. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 4.0 e versioni successive.)
    /JPN <>
    /KOR <>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die moeten worden gecontroleerd of moeten voldoen aan PDF/X-1a:2001, een ISO-standaard voor het uitwisselen van grafische gegevens. Raadpleeg de gebruikershandleiding van Acrobat voor meer informatie over het maken van PDF-documenten die compatibel zijn met PDF/X-1a. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 4.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents that are to be checked or must conform to PDF/X-1a:2001, an ISO standard for graphic content exchange.  For more information on creating PDF/X-1a compliant PDF documents, please refer to the Acrobat User Guide.  Created PDF documents can be opened with Acrobat and Adobe Reader 4.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /HighResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


		Superintendent of Documents
	2023-01-05T02:45:03-0500
	Government Publishing Office, Washington, DC 20401
	Government Publishing Office
	Government Publishing Office attests that this document has not been altered since it was disseminated by Government Publishing Office




