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Executive Summary

The United States Secret Service (USSS) is tasked with a zero-failure mission: to protect
the President and other protectees at all costs. For most of its existence, USSS has strived to
complete that mission while simultaneously garnering the respect and admiration of the
American people. Secret Service agents and officers earned a reputation as stoic and impervious
guardians of our government’s most important leaders. The American public’s respect for the
agency diminished following the April 2012 prostitution scandal in Cartagena, Colombia, which
attracted significant media attention and exposed systemic problems within the agency.

Since then, several incidents have made it abundantly clear that USSS is in crisis. The
agency’s weaknesses have been exposed by a series of security failures at the White House,
during presidential visits, and at the residences of other officials, including Vice President Biden
and former presidents of the United States. The Committee’s investigation found that problems
that undermine USSS’s protective mission predate and postdate the misconduct in Cartagena.
The Committee also found that at times agency leaders have provided incomplete and inaccurate
information to Congress.

This report examines four incidents in detail: a November 11, 2011, incident where an
individual fired several shots at the White House from a semiautomatic rifle; the April 2012
misconduct in Cartagena, Colombia; a September 16, 2014, incident at the Centers for Disease
Control and Prevention in Atlanta, Georgia, where an armed contract security guard with a
violent arrest history rode in an elevator with President Obama and later breached the President’s
security formation; and a March 4, 2015, incident where two intoxicated senior USSS officials—
including a top official on the President’s protective detail—interfered with a crime scene
involving a bomb threat just outside the White House grounds.

The Committee also found that one year after the blue-ribbon Protective Mission Panel
issued its assessment and recommendations for the security of the White House compound,
several serious deficiencies remain. As USSS’s mission has grown, its workforce has had to do
more with less. USSS is experiencing a staffing crisis that poses perhaps the greatest threat to
the agency. The crisis began after 2011 when the number of employees began to decline sharply,
and the decline continued across all categories of employment. Three main causes are
significant cuts imposed by the Budget Control Act of 2011, systemic mismanagement at USSS
that has been unable to correct these shortfalls, and declining employee morale leading to
attrition.

From budget-related hiring freezes to increasing attrition over the past five years, the
personnel shortage is so high that—notwithstanding the blue-ribbon Protective Mission Panel’s
recommendations that USSS increase hiring significantly—there has been a net decline in
operational personnel, including the Uniformed Division that guards the White House. The high
attrition rate means that the personnel who remain are significantly overworked, and morale is at
an all-time low. Rather than swiftly bringing on new employees, USSS has an extraordinarily
inefficient hiring process which overburdens USSS with low-quality applicants. Further, recent
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changes to the process have allegedly fostered risks in connection with the approval of security
clearances.

Internal USSS data shows that morale is further harmed because many employees do not
have confidence in agency leadership. Some whistleblowers told the Committee they believed
this was due to a culture where leaders are not held accountable.

Many agency personnel who spoke to the Committee are desperate for new outside
leadership willing to undertake dramatic reforms at the agency. The Committee found that
reforms should include a reconsideration of USSS’s responsibilities, which have dramatically
expanded in recent decades. No peripheral investigative duties should be allowed to detract from
the core aspect of USSS’s mission: protection.
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L. Introduction

The United States Secret Service (USSS) is tasked with a zero-failure mission: to protect
the President at all costs. This imperative has long attracted idealistic individuals to USSS in
service to their country. Because this function is so critical, Congress has a special responsibility
to provide the serious dedication, support, and oversight that USSS deserves and requires.

Problematically, security failures and staffing shortfalls that have been repeatedly
identified continue to emerge in recent incidents. For example, a September 1994 plane crash on
the South Lawn spurred a comprehensive White House Security review raising key concerns and
recommendations that are still applicable today.! Severe budget cuts beginning in 2011
exacerbated the agency’s difficulties and have led to the lowest staffing levels at USSS in ten
years.” Prior to April 2012, USSS received little meaningful oversight from Congress other than
annual appropriations and hearings where USSS updated Congress on crime trends.® That
changed abruptly in April 2012 after the agency’s prostitution scandal in Cartagena, Colombia,
which drew public attention and exposed potential systemic problems within the agency.

Since that time, several incidents have made it clear that USSS is in crisis. These
“horrific events,” as referred to by former Director Ralph Basham, have exposed several
problems with USSS.* On December 10, 2013, a fake sign language interpreter with a violent
past® and criminal history® stood within feet of President Obama at the memorial service for
Nelson Mandela in South Africa.” Shortly thereafter, that fake interpreter was admitted to a
psychiatric hospital.8 On May 6, 2014, an unauthorized vehicle entered the secure perimeter of
the White House by following Malia Obama’s motorcade through lowered bollards.” On
September 16, 2014, an armed contract security guard with an arrest for reckless conduct with a
gun rode in an elevator with President Obama at a visit to the Centers for Disease Control and

'U.S. Dep’t of Treasury, Public Report of the White House Security Review (May 19953).

? Memorandum from Cong. Research Service to Minority Staff of H. Comm. on Oversight & Gov’t Reform, The
Secret Service Salaries and Expenses Appropriation for FY1999-FY2015 (Oct. 23, 2015) [hereinafter Secret Service
Salaries and Expenses FY1999-2015] [App. at 1-12].

* Memorandum from Cong. Rescarch Service to Majority Staff of H. Comm, on Oversight & Gov 't Reform, “U.S.
Secret Service Testimony, 1863 ~ 20157 (June 11, 2015) [App. at 14-42].

* Memorandum from Hon. John Roth, Inspector Gen., U.S. Dep’t of Homeland Sec. to Hon. Jeh C. Johnson, Sec’y,
U.S. Dep’t of Homeland Sec., and Hon. Joseph Clancy, Dir., U.S. Secret Service, “Addendum to the September 25,
2015 Memorandum of Investigation into the Improper Access and Distribution of Information Contained Within a
Secret Service Data System”™ (Oct. 22, 2015), at 5.

* David Smith, Mandela memorial interpreter says he has history of violent behaviour, GUARDIAN (U K.), Dec. 12,
2013; Adam Withnall, Nelson Mandela sign language interpreter ‘helped burn people to death’, INDEP. (UK.),
Dec. 17, 2013,

© CNN Staff, Mandela interpreter has faced criminal charges, news network says, CNN, Dec. 13, 2013.

7 Alexander Smith, Violent sign language interpreter’s access 1o Obama triggers investigation, NBC NEws, Dec.
12, 2013.

% Alexander Smith, ‘Fake interpreter from Mandela event is admitted to psychiatric hospital: report, NBC NEWS,
Dec. 19, 2013.

® Inspection Div., U.S. Secret Service, Mission Assurance Inquiry Case Report Details, Case No. 190-872-14-013
(opened May 13, 2014).
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Prevention (CDC). ' The Committee would later learn that this breach was the result of USSS’s
failure to properly take into account documentation from CDC indicating that all contract guards
would be armed, properly conduct a name check on the elevator operator, or prevent the
President from entering an elevator with an individual without credentials. Just three days later,
on September 19, 2014, an armed individual jumped the White House fence, outran USSS
officers, and entered the White House, making it all the way to the East Room."" In both of the
last two cases, USSS initially provided incorrect information to the public.'* On September 27,
2014, a man posing as a Member of Congress at a Congressional Black Caucus awards dinner
where the President was speaking breached a secure area ba¢.:l<stage.13 Committee staff learned
that the man even managed to speak with the President backstage, a detail previously unknown
to the public.'* Committee staff also learned that just six days later, on October 3, 2014-—the
same day that news of the awards dinner breach was made public—a woman gained
unauthorized entrance backstage at the same venue, this time the site of a Congressional
Hispanic Caucus Gala."® Both of these incidents are eerily reminiscent of a November 2009
incident where three individuals were able to crash a White House state dinner, getting past
layers of security without an invitation.'® On October 9, 2014, just six days after the incident at
the Congressional Hispanic Caucus gala, a hotel employee in Los Angeles was not properly
screened through a magnetometer and did not have his bag searched at a time when the President
and Senior Advisor Valerie Jarrett were staying at the hotel. Moreover, one special agent was
observed watching movies on post with a Los Angeles Police Department officer."” These last
six breaches all took place within a one-month time period.

The security failures over the past few years have not been limited to the White House
and presidential visits. USSS also allowed the security system at one former President’s

1% Carol D. Leonnig, Armed contractor with arrest record was on elevator with Obama in Atlanta, WASH. POST,
Sept. 30, 2014 [hereinafter WASH.POST Sept. 30, 2014 article].

1S, Dep’t of Homeland Sec., Report on the White House Incursion Incident of September 19, 2014 (Nov. 1,
2014).

2 Memorandum from Timothy J. Hollern, Inspector, Inspection Div., U.S. Secret Service to Special Agent in
Charge, Inspection Div., U.S. Secret Service (Oct. 17, 2014) [hereinafter Oct. 17, 2014 CDC Memo] (USSS report
on Centers for Disease Control and Prevention incident) (“All of the USSS advance tcam personnel interviewed had
a clear understanding that all [contract] security personnel were armed.”); Letter from Hon. Joseph Clancy, Dir.,
U.S. Secret Service to Hon. Darrell Issa, Chairman, H. Comm. on Oversight & Gov 't Reform, Hon. Elijah
Cummings, Ranking Member, H. Comm. on Oversight and Gov't Reform, Hon. Jason Chaffetz, Chairman,
Subcomm. on Nat'l Sec., and Hon. John Tierney, Ranking Member, Subcomm. on Nat’I Sec. (Nov. 13, 2014)
[hereinafter Nov. 13, 2014 Letter from Clancy] (showing USSS provided contradicting information to Conumittee on
when agency learned of armed officer and how deep armed individual intruded into White House).

'3 Jonathan Allen, Bogus Congressman Said to Get Backstage at Obama Event, BLOOMBERG, Oct. 3, 2015,

M Inspection Div., U.S. Secret Service, Mission Assurance Inquiry Case Report Details, Case No. 190-872-14-023
(opened Oct. 8, 2014), at 2.

' Inspection Div., U.S. Secret Service, Mission Assurance Inquiry Case Report Details, Case No. 190-872-14-024
(opened Oct. 8, 2014), at 1.

' Amy Argetsinger and Roxanne Roberts, Secret Service confirms third crasher at White House state dinner,
WASH. POST, Jan. 1, 2009.

' Inspection Div., U.S. Secret Service, Mission Assurance Inquiry Case Report Details, Case No. 190-872-14-026
(opened Oct. 10, 2014).
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residence to remain inoperable from September 2013 until the end of 2014.'® As a result, in the
spring of 2014 a Czech citizen with an expired visa entered the property and remained
undetected for nearly an hour."” Tn November 2014, security equipment at a different residence
showed signs of impending failure. " USSS officials further acknowledged that other serious
problems exist at the residences of two other protectees.”’ On January 17, 2015, multiple
gunshots were fired outside of Vice President Joseph Biden’s Delaware residence, yet USSS had
no surveillance cameras facing the main road in front of the home * Although USSS informed
the Committee that no prior security incidents had occurred at the Biden residence,” in fact,
security systems had been breached as early as April 2013 when four young adults went fishing
in the Bidens’ backyard—an undetected intrusion only brought to the attention of USSS after a
neighbor saw the young adults and called to inform the agency.”

Additional failures have plagued the agency in 2015, On January 26, 2015, a drone
crashed onto the White House lawn, prompting news reports that the White House radar system
failed to pick up the object.”” On February 14, 2015, two individuals gained unauthorized entry
to the outer security perimeter of the White House complex simply by walking in unnoticed.*
On March 4, 2015, the senior-most USSS official responsible for day-to-day protective
operations at the White House was in a vehicle that moved a protective barrier and came within
inches of a possible bomb outside of a White House guard booth. The Department of Homeland
Security (DHS) Office of Inspector General (O1G) concluded the official’s judgment was likely
impaired by alcohol.*

Through this Committee’s work, it has become clear that problems threatening USSS’s
protective mission long predate the misconduct in Cartagena. For example, in the summer of
2011 agents from a Prowler team protective unit, which usually patrols the area near the White

'3 Office of Inspector Gen., U.S. Dep’t of Homeland Sec., Management Advisory — Alarm System Maintenance at
Residences Protected by the U.S. Secret Service, OIG-15-61 (Apr. 20, 2015), at 2-3 [hereinafter OIG Management
Advisory].
' Inspection Div., U.S. Secret Service, Mission Assurance Inquiry Case Report Details, Case No. 190-872-14-012
(opencd J2014) (noting unapproved change to security procedures and limited supervisory oversight may have
contributed to breach).
2 O1G Management Advisory, supra note 18, at 3.
21

Id.
2 Carol D. Leonnig, Surveillance cameras at Biden house provide no clues about gunman, WASH, POST, Jan. 20,
2015,
» Briefing from Hon. Joseph Clancy, Dir., U.S. Secret Service to H. Comm. on Oversight & Gov’t Reform (Jan, 22,
2015).
**H. Comm. on Oversight & Gov’t Reform majority staff notes from in camera review of U.S. Secret Service
documents (July 15, 2015).
* Michael S. Schmidt and Michacl D. Shear, Threat Too Small for Radar Raitles White House, N.Y. TIMES, Jan. 26,
2015.
2 Inspection Div., U.S. Secret Service, Mission Assurance Inquiry Case Report Details, Case No. 190-872-15-004
(opened Feb. 17, 2015) (concluding officer on duty’s “lack of experience at the White House complex is a likely
contributing factor in this incident.™) /d. at 2.
*" Memorandum from Hon. John Roth, Inspector Gen., U.S. Dep’t of Homeland Sec. to Hon. Jeh C. Johnson, Sec’y,
U.S. Dep’t of Homeland Sec., and Hon. Joseph Clancy, Dir., U.S. Secret Service, Investigation Into the Incident at
the White House Complex on March 4, 2015 (May 6, 2015), at 17 [hereinafter OIG Mar. 4 Report].
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House, were diverted for a considerable period of time for personal welfare checks on an
assistant to the Director of the agency, unrelated to the assistant’s official duties.”® On several of
those days the President was in residence at the White House.”” DHS OIG found that the
protective unit would not have been able to respond to emergencies at the White House while the
Prowler unit was at least 50 minutes away in rural Maryland.’ % In November 2011, gunshots
were fired at the White House while Sasha Obama was in the residence and Malia Obama was
expected to return at any moment. USSS did not discover that the shots hit the White House
residence until four days later, when a housekeeper noticed broken glass and chunks of cement
on the floor.®! USSS did not confirm either of these incidents until late 2014, shortly after they
were brought to public attention by press reports.™

USSS must keep constant vigilance over secured facilities and protectees. USSS
provided the Committee with data regarding attempted or actual security breaches involving
protectees and secured facilities over the past ten years.”> While this data only captured known
incidents that resulted in arrests, it is apparent that security incidents occur frequently enough
that the agency must be prepared to deter and respond to breaches at all times.

Inextricably related to these events are USSS employees’ views of their agency’s ability
to complete its mission. According to a recent federal government survey, only 63.2 percent of
USSS respondents in 2015 believe that the agency is “successful at accomplishing its mission,”
down 15 4 percent from 2014 and 20.2 percent from 2013 **

USSS must also ensure that there is accountability for security breaches as well as
incidents of misconduct. As discussed in the following case studies, these post-incident
investigations sometimes failed to quickly ascertain the full extent of the underlying problems. It
may be necessary for USSS to address processes and procedures for investigating incidents.

The blue-ribbon Protective Mission Panel (Panel), convened by DHS Secretary Jeh
Johnson, issued a report in December 2014 which made the point that accountability and
performance are linked:

* Memorandum from Hon, John Roth, Inspector Gen., U.S. Dep’t of Homeland Sec. to Hon. Jeh C. Johnson, Sec’y,
U.S. Dep’t of Homeland Sec., Allegations of Misuse of United States Secret Service Resources (Oct. 17, 2014), at 5-
§9 [hereinafter OIG Operation Moonlight Report].

“Id.

®rd.at7.

* Carol D. Leonnig, Secret Service fumbled response after gunman hit White House residence in 2011, WASH.
PoST, Sept. 27, 2014 [hereinafter WASH. POST Sept. 17, 2014 article]

32 Kurtis Lee and Neela Banerjee, White House defends Secret Service after report on 2011 shooting, L.A. TIMES,
Sept. 28, 2014; OIG Operation Moonlight Report, supra note 28.

* Protective Intelligence & Assessment Div., U.S. Secret Service, Security Incidents from April 1, 2014 to April 21,
2015 (Apr. 23, 2015) [App. at 44-46]; Letter from R. Christopher Stanley, Dep. Asst. Dir., Gov’t & Pub. Affairs,
U.S. Secret Service to Hon. Jason Chaffetz, Chairman, H. Comm. on Oversight & Gov't Reform (Sept. 18, 2015)
[App. at 48-58].

* Office of Personnel Mgmt., 2015 Federal Employee Viewpoint Survey: Department of Homeland Security, U.S.
Secret Service, 1™ Level Trend Report (Sept. 29, 2015) at 15 [hereinafter DHS FEVS USSS Dataj [see App. at 60~
95}.
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[T]he next director will need to help strengthen a culture of accountability.
... The agency’s zero-failure mission requires that its high standards be
met. In order for the Service’s agents and officers to meet its high
standards, they must see that the organization itself believes in its
standards and enforces them in a consistent, evenhanded manner. In other
words, agency leadership, managers, and front line supervisors must
believe and show that they are accountable for their mission. These are
not just morale issues, or issues of fairness or trust. Accountability creates
the culture of performance that the Secret Service needs to meet its zero-
failure mission. >

Unfortunately, USSS has severely struggled in this area in recent years. When asked about
accountability for misconduct at USSS at a recent hearing, DHS Inspector General John Roth
testified, “[G]Jiven the nature of what it is that we’ve seen since [2013], I believe that there is a
serious problem within the Secret Service.”*®

USSS made some positive changes in 2015 in response to recommendations from the
Panel and congressional oversight. The Committee found that one year after the Panel released
its report, however, several serious concerns remain. Many USSS employees told Committee
staff that USSS has not implemented a “culture of accountability,” as recommended by the
Panel. Instead, they say USSS leadership refuses to recognize the unpleasant reality that the
agency must undergo a dramatic reform.

The perception remains among some rank-and-file that agency leadership has protected
as much as possible the “8th floor” (the location of senior management at USSS headquarters) or
the “good old boys network.” Some whistleblowers have said disparate treatment harms morale
and widens a gap already felt between employees and management. For example, the typical
process for evaluating whether security clearances should be suspended was not followed for the
two senior supervisors directly involved in the March 4, 2015, incident. Although it is difficult
to measure morale, it is clear USSS is currently experiencing a staffing crisis that includes a
higher attrition rate among special agents in 2015 than USSS has experienced in at least ten
years.

The challenges to retaining experienced personnel pose major problems for USSS
because the agency cannot simply replace departing employees with others who have similar
experience and skills. Instead, the agency appears to hire new or entry-level officers to augment
their current force. Additionally, there are indications that the haste to hire new employees is
having a detrimental impact on the security clearance process. In June 2015, USSS publicly
confirmed whistleblower reports that the agency allowed both special agents and Uniformed

* Joseph Hagin, Thomas Perrelli, Danielle Gray, & Mark Filip, Executive Swmmary to Report from the United
States Secret Service Protective Mission Panel to the Secretary of Homeland Security (Dec. 15, 2014), at 4
[hereinafter Panel Report Exec. Summary].

*$ U.S. Secret Service: Accountability for March 4, 2015 Incident: Hearing Before the H. Comm. on Oversight &
Gov't Reform, 114th Cong. 29 (May 14, 2015) [hereinafter OGR Hearing on OIG Mar. 4 Report].
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Division officers—including those at the White House—to begin work without being issued a
security clearance, a requirement for employment with USSS.*” A USSS subject matter expert
and former security officer of over ten years alleges that USSS leadership pressured security
personnel to cut corners in the clearance process and that this incident was but one of many
problems that resulted. DHS OIG is currently investigating these allegations.38

DHS OIG also faced certain allegations during a crucial time for USSS oversight, which
led to further investigations that complicated the issues surrounding USSS. First, allegations
were raised that the DHS OIG investigation of the Cartagena scandal, which was completed in
September 2012 but never released publicly, was delayed and omitted derogatory information.
Second, the January 2013 DHS OIG inspection report on the adequacy of USSS’s internal
investigation found that USSS responded “expeditiously and thoroughly,” but omitted some
information regarding how USSS advised employees of their rights prior to interviews and the
resulting harm to the investigation.” Third, DHS OIG issued a report on USSS misconduct in
December 2013—eighteen months after the Cartagena incident—which “did not find evidence
that misconduct is widespread in USSS.”*

Former Acting and Deputy Inspector General Charles Edwards resigned from his position
on December 16, 2013, just three days prior to his testimony before the U.S. Senate about
allegations related to his lack of independence.”’ In April 2014, a U.S. Senate subcommittee
released a report finding that Edwards had “jeopardized the independence” of DHS OIG through
certain behaviors, but the Senate Report did not substantiate allegations regarding the integrity of
various reports, including those pertaining to USSS.** In November 2014, the Department of
Transportation OIG, conducting an investigation on behalf of the Council of the Inspectors
General on Integrity and Efficiency, also substantiated four allegations of misconduct against
Edwards, but did not substantiate claims that these incidents affected the reporting of USSS
investigations.”

The Committee, in a bipartisan fashion, has gathered an immense amount of information
officially from USSS and some information from whistleblowers. USSS, however, has been

37 Carol D. Leonnig, Secret Service officers at White House lacked security clearances, officials say, WASH. POST,
June 9, 2015 [hercinafter WASH. POST June 9, 2015 article].

* Email from Office of Inspector Gen. staff, Dep’t of Homeland Sec. to H. Comm. on Oversight & Gov’t Reform
staff (Oct. 7, 2015, 3:08 p.m.).

% Office of Inspector Gen., Dep’t of Homeland Sec., Adequacy of USSS’ Internal Investigation of Alleged
Misconduct in Cartagena, Colombia, O1G-13-24 (Jan. 24, 2013), at 1 [hereinafter OIG Cartagena Report].

42 Office of Inspector Gen., Dep’t of Homeland Sec., Adequacy of USSS Efforts to Identify, Mitigate, and Address
Instances of Misconduct and Inappropriate Behavior, OIG-14-20 (Dec. 17, 2013), at 1 [hereinafter OIG 2013
Misconduct Report].

S, Subcomm. on Financial & Contracting Oversight: Investigation into Allegations of Misconduct by the Former
ﬁcn’ng and Deputy Inspector General of the Department of Homeland Security, 113th Cong, (Apr. 24. 2014).

id

3 Letter from Timothy Delaney, Chair, Integrity Comm., Council of Inspectors Gen. on Integrity & Efficiency to
Hon. Thomas Carper, Chairman, S. Comm. on Homeland Sec. & Governmental Affairs, Hon. Tom Coburn,
Ranking Member, S. Comm. on Homeland Sec. & Governmental Affairs, Hon. Darrell Issa, H. Comm. on Oversight
& Gov’t Reform, and Hon. Elijah Cummings, Ranking Member, H. Comm. on Oversight & Gov’t Reform (Nov. 19,
2014).
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disappointingly resistant to the Committee’s oversight efforts, particularly with regard to
document productions. Perhaps this is not surprising because USSS has received only marginal
congressional oversight throughout its history. The agency has been noted for its insularity and
resistance to change in general. As the Panel noted: “Following through on reforms and
recommendations has been an issue for the Service in the past.”*

Indeed, USSS itself has previously identified numerous reforms and commitments that
had been articulated but never fully implemented.** Although the Panel made clear that some of
its recommendations “precisely echo recommendations that the White House Security Review
made in 1995 but that remain concerns today,”*® it was disconcerting for Committee staff to read
the Top Secret 1995 report and see how many of the same issues still plague USSS. 1t is clear
that USSS has not successfully addressed long-standing areas of concern. Such an inability to
fix known problems is very dangerous for USSS—and for those whom the agency is charged
with protecting.

USSS has historically been and remains filled with dedicated public servants firmly
committed to USSS’s mission. It was once considered the premier federal law enforcement
agency, both in training and attracting elite agents and officers. A better understanding of the
agency’s missteps in the past will inform discussions about how to restore the agency to
prominence.

Toward that end, the Committee reviewed thousands of pages of documents and
interviewed dozens of current and former USSS employees, many of whom came to the
Committee as whistleblowers. The Committee also relied on facts and information obtained
during hearings and in private briefings from agency officials. The Committee’s bipartisan
investigation yielded numerous findings and recommendations, which are contained herein. This
report also contains case studies of four of the most high-profile incidents of the last several
years—ithe November 2011 White House shooting, the spring 2012 incident in Cartagena, the
September 2014 Centers for Disease Control and Prevention incident in Atlanta, and the March
2015 incident at the White House—followed by sections on accountability for misconduct,
budget, management and leadership, running the agency, and reconsideration of mission.

[INTENTIONALLY BLANK]

* Panel Report Exec. Summaty, supra note 35, at 8.

* Joseph Hagin, Thomas Perrelli, Danielle Gray, & Mark Filip, Report from the United States Secret Service
Protective Mission Panel to the Secretary of Homeland Security, DEP'T OF HOMELAND SECURITY (Dec. 15, 2014), at
36 [hereinafter Panel Report].

“S panel Report Exec. Summary, supra note 35, at 6.
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II. Findings and Recommendations

Findings Related to the November 11, 2011 White House Shooting

On November 11, 2011, Oscar Ramiro Ortega-Hernandez fired multiple shots at the White
House from a semiautomatic rifle. USSS was not aware that at least seven bullets hii the
residence for several days.

FINDING:  Arlington Police questioned Ortega-Hernandez the day after the shooting and let
him go due to lack of awareness of the ongoing investigation.

FINDING:  USSS failed to identify the threat to the White House despite indications that
shots had been fired at the White House.

FINDING:  USSS failed to create a Spot Report until damage to the White House was
discovered.

Findings Related to April 2012 Misconduct in Cartagena

In April 2012, several USSS agents and officers solicited prostitutes before a presidential visit to
the Summit of Americas in Cartagena, Colombia.

FINDING:  USSS personnel who engaged in sexual misconduct in Cartagena had engaged in
similar misconduct on past occasions.

FINDING:  Then-Director Mark Sullivan at times provided inaccurate or incomplete
information to Congress.

FINDING:  Standards for sexual behavior as they pertain to maintaining security clearances
may not have been applied consistently.

Findings Related to the September 16, 2014 Incident at the CDC

The Secret Service allowed an unvetted armed contract security guard to ride in an elevator with
President Obama at the Centers for Disease Control and Prevention (CDC) in Atlanta, Georgia.
The guard also breached the President’s security formation and attempted 1o take pictures of the
President at a departure tent.

FINDING:  The President’s security was breached at least three times at the CDC.

FINDING:  USSS failed to conduct background checks on CDC’s security guards, all of
whom were armed.

FINDING:  USSS allowed unvetted armed guards near the President.
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FINDING:

FINDING:

FINDING:

FINDING:

FINDING:

FINDING:

FINDING:

FINDING:

FINDING:

FINDING:

FINDING:

FINDING:

USSS improperly distributed pins to CDC security staff without conducting
appropriate checks.

USSS did not realize the armed guard who rode in an elevator with the President
was previously arrested for reckless conduct with a gun,

USSS allowed the President to enter an elevator with an unpinned individual.
The armed guard also breached the President’s security at the departure tent.

USSS did not adhere to its own protective methodology while the President was
at the CDC.

Video coverage of the President’s CDC site visit did not capture any of the
breaches.

USSS initially blamed the CDC after an insufficient review of the incident.

USSS failed to inform White House staff during a briefing after the incident that
the guard was armed.

Then-Director Julia Pierson did not inform the President his security had been
breached until two weeks later, after the incident was made public.

USSS conducted a more thorough review of the incident after media attention.
USSS provided incomplete information to Congress.

An individual with an arrest history that includes reckless conduct with a gun may
not be disqualified from serving in a security function during a Presidential visit.

Findings Related to the March 4, 2015 Incident near the White House

On March 4, 2015, USSS senior supervisors Marc Connolly and George Ogilvie interfered with
a crime scene involving a bomb threat just outside White House grounds. Connolly and Ogilvie
were intoxicated at the time.

FINDING:

FINDING:

FINDING:

A warrant was not issued for the suspect in a timely manner.

USSS supervisors did not know the process for referring misconduct to the Office
of Professional Responsibility.

USSS senior supervisors believed fellow senior supervisors would self-report
their own misconduct.
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FINDING:  The typical process for evaluating whether security clearances should be
suspended was not followed for the two senior supervisors directly involved in the
March 4, 2015, incident.

FINDING:  Deputy Chief Alfonso Dyson may not have been candid with Committee staff.

FINDING:  USSS initially did not discipline Deputy Chief Alfonso Dyson after the Inspector
General found he did not report the incident.

FINDING:  DHS OIG did not investigate whether other USSS employees violated the “10-
hour rule” that prohibits consuming alcohol and reporting for duty.

Findings Related to USSS Culture and Accountability

FINDING:  USSS utilized non-disclosure agreements that do not comply with whistleblower
protections.

FINDING:  The independence of DHS’s Security Appeals Board may be called into question
when adjudicating USSS clearance revocation decisions because the Board is
composed of three members from USSS.

RECOMMENDATION:  DHS should prompily ensure the Security Appeals Board consists
of employees from multiple different agencies.

FINDING:  USSS managers and supervisors do not always report misconduct.

RECOMMENDATION: USSS must develop alternatives to self-reporting and hold
managers and supervisors accountable in cases where they fail to
report misconduct promptly.

FINDING: At times USSS supervisors lacked clarity about when to report possible
misconduct to the Office of Professional Responsibility.

RECOMMENDATION: Supervisors should receive formal training on the new guidelines
Jor promptly referring allegations of possible misconduct to the
Office of Professional Responsibility.

FINDING: At times USSS managers have failed to follow DHS procedures for referring
certain types of misconduct to the inspector general.

RECOMMENDATION: USSS Office of Inspection should refer misconduct covered by the
MOU 1o DHS OIG immediately upon receiving adequate
information to reasonably conclude that misconduct may have
occurred.
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FINDING:  USSS leadership has at times failed to charge USSS personnel with “providing
inaccurate information” or “lack of candor.”

RECOMMENDATION:  USSS should clearly define what constitutes “providing inaccurate
information’ or “lack of candor™ and agency personnel should
always be independently charged when merited.

FINDING:  Some USSS employees have resigned or retired prior to being disciplined for
misconduct.

RECOMMENDATION: Once the faci-finding phase of an investigation is completed, USSS
should continue to move swifily through the disciplinary process.

FINDING: Attimes USSS managers have failed to terminate employees promptly when
serious misconduct has been substantiated.

RECOMMENDATION: USSS should review its disciplinary processes to find ways to
streamline and make them more efficient and effective.

Findings Related to Agency Management and Leadership
FINDING:  USSS leadership needs to continue to reform the agency.

RECOMMENDATION:  USSS should make additional positive changes in senior
management ensure they uphold standards of excellence.

FINDING: Top leadership from outside USSS will help the agency make necessary changes.

RECOMMENDATION:  The next president should take into account the Panel’s
recontmendation for outside leadership when selecting a USSS
director.

FINDING:  After USSS’s public announcement that then-Deputy Director A T. Smith had
accepted a position with another agency, he remained on USSS’s payroll as a
detailee until his retirement nine months later.

FINDING:  Some USSS rank-and-file do not have confidence in USSS leadership.
RECOMMENDATION:  USSS should proactively seek and cultivate highly talented

individuals with fresh perspectives for the next generation of
senior leadership.

Findings Related to the Agency’s Staffing

FINDING:  USSS s experiencing a staffing crisis that threatens to jeopardize its critical
mission.
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RECOMMENDATION:  Congress should ensure that USSS has sufficient funds to restore
staffing to required levels, and USSS should ensure that it has
systems in place to achieve these goals.

FINDING:  USSS has fewer total personnel now than when the Protective Mission Panel
recommended a hiring increase in December 2014,

RECOMMENDATION:  USSS should focus immediately on increasing its permanent APT
personnel, especially those with a role in hiving, and should
consider seeking temporary details from other agencies to expedite
hiring.

Findings Related to the Agency’s Budget

FINDING:  USSS does not currently have a zero-based budget to accurately determine the
costs of its mission.

RECOMMENDATION:  USSS should include workforce planning experts outside the
agency in developing a zero-based budget, including a third party
validation of methodology.

FINDING:  USSS does not have adequate systems in place to manage its budget.

RECOMMENDATION: USSS should implement systems to track spending and other basic
accounting data.

FINDING:  Congressional funding for USSS has been inconsistent over the past decade,
including several years of cuts followed by more recent efforts to reverse this
trend.

RECOMMENDATION: Congress should fully support the President’s fiscal year 2016
request for USSS——particularly in light of the increased demand of
the presidential election year—provided that there are adequate
controls in place to ensure that the funds are used to address
ongoing hiring challenges.

Findings Related to Agency Morale and Emplovee Attrition
FINDING:  Morale at USSS is critically low and likely contributes to attrition.

RECOMMENDATION: USSS should report to Congress on additional proposals to
decrease attrition and improve morale.

RECOMMENDATION: USSS should include potential incentive plans to keep experienced
special agents who are eligible for retirement in a report to
Congress.
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RECOMMENDATION: USSS should ensure that supervisors and managers of APT staff
have the requisite knowledge, skills, and experience.

Findings Related to Agency Hiring
FINDING:  USSS hired at least one individual without verifying his citizenship.

FINDING:  In 2013, USSS discarded applications from 400-600 qualified applicants.

FINDING:  USSS’s current hiring process invests significant resources in applicants who may
not be eligible to receive a security clearance.

RECOMMENDATION: USSS should strongly consider incorporating interviews earlier in
the application process to filter out low-quality candidates and
those unlikely to receive a security clearance.

FINDING:  USSS’s current process for expediting the security clearance process may result in
increased risks to national security.

RECOMMENDATION: USSS should take care to minimize risks to national security
throughout the hiring process.

FINDING:  USSS’s Security Clearance Division has been understaffed for years, despite
warnings from external reviewers.

RECOMMENDATION: USSS must adequately staff the Security Clearance Division.

FINDING:  Keeping USSS’s Security Clearance Division under Human Resources may be
counterproductive to maintaining security at the agency.

RECOMMENDATION: USSS should consider moving the Security Clearance Division
under the Chief Operating Officer and ensure that any employee
occupying the Chief Security Officer position has the requisite
experience.

FINDING:  USSS practice for processing security clearances appears to result in the agency
issuing security clearances three times faster than the pace recommended by the
Office of the Director of National Intelligence.

RECOMMENDATION: USSS should allow at least as much time as the 114-day ODNI
timeline for issuing security clearances.

FINDING:  USSS may have afforded special agents as little as three to ten days to conduct
security clearance background investigations,
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RECOMMENDATION: USSS should provide sufficient time for special agents to conduct
clearance background investigations.

FINDING:  USSS re-hiring of former employees without requiring them to undergo an
updated physical examination, polygraph, or background investigation poses
security risks.

RECOMMENDATION: Re-hired employees at USSS should receive an updated physical
examination, polygraph, and background investigation.

FINDING:  USSS’s hiring panel does not appear to always have access to the results of FBI
background checks.

RECOMMENDATION: USSS should not present applicants to the hiring panel until FBI
background checks have been completed.

FINDING:  Since adopting the new hiring system in 2013, USSS may hire less qualified
applicants.

RECOMMENDATION:  USSS’s Security Clearance Division should participate in all
hiring decisions to ensure the importance of national security.

FINDING: At times, USSS has allowed agents, officers, and APT staff to begin their service
without having a fully processed security clearance.

RECOMMENDATION: USSS should ensure that all security concerns and administrative
checks are settled before an employee is put on duty.

Findings Related to Security Breaches

FINDING: Over the last 10 years, there have been 143 security breaches and attempted
security breaches at secured facilities which resulted in an arrest, 13 of which
resulted in jail time.

Findings Related to Reconsidering the Agency’s Mission
FINDING:  USSS’s mission has dramatically expanded.

RECOMMENDATION: The Executive Branch should conduct an interagency review on
USSS’s collateral or non-essential missions that can be shed, and
submit a report to Congress on its findings within a year.
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III. Case Studies

1. November 11, 2011 White House Shooting

On the night of Friday, November 11, 2011, Oscar Ramiro Ortega-Hernandez fired
several shots from a semiautomatic rifle at the White House. At least seven bullets struck the
second floor of the White House, the location of the Obama family’s personal residence.’
Several officers on the scene reacted to the shots and discovered evidence of the shooting, such
as the smell of gunpowder, falling debris, and the line-like pattern of leaves separated by a
firearm. Some took cover and drew their weapons. However, believing the noise was the
backfire from a nearby construction vehicle, a supervisor called over his radio, “No shots have
been fired. . .. Stand down.”** Although two witnesses saw Ortega-Hernandez fire the shots at
the White House, USSS failed to treat the incident as a threat to the First Family until four days
later, when White House ushers discovered broken glass and a chunk of cement in the
residence.*

USSS’s response to the incident didn’t become public until nearly three years later when
a September 27, 2014 story in the Washington Post exposed many security failures.”’ USSS
answered questions about the incident from numerous Members of Congress at a September 30,
2014 Committee hearing. The Committee also received two versions of USSS’s incident after-
action “Spot Report,” which is a document that summarizes USSS’s investigation into Ortega-
Hernandez; one was updated on September 11, 2014.

A. Failure to Issue Lookout

USSS’s Uniformed Division (UD) provides protection for the White House and its
grounds. At approximately 8:52 p.m. EST on Friday, November 11, 2011, UD officers reported
hearing gunshots in the area of 16th Street and Constitution Avenue NW > Within five minutes,
USSS and U.S. Park Police located a suspect vehicle sitting unoccupied at 23rd Street and
Constitution Avenue.”> The abandoned vehicle appeared to have been involved in an accident.™

7 WasH. POST Sept. 17, 2014 article, supra note 31

*7d.

1 Risk Mgmt. Branch, Protective Intelligence & Assessment Div., U.S. Secret Service, Spot Report, Oscar Ramino
ORTEGA-HERNANDEZ (Nov. 17, 2011; updated Sept. 11, 2014), at 1 [hercinafter 2014 ORTEGA-HERNANDEZ
Spot Report].

21d.

** Risk Mgmt. Branch, Protective Intelligence & Assessment Div., U.S. Secret Service, Spot Report, Oscar Ramino
ORTEGA-HERNANDEZ (Nov. 15, 2011), at 1 [hereinafter 2011 ORTEGA-HERNANDEZ Spot Report].
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Officers found a loaded assault rifle on the front passenger seat;”* a subsequent search of the
vehicle identified six spent shell casings.>

At 9:02 p.m., a UD officer notified the Arlington County Police Department (“Arlington
PD”) that a suspect in dark clothing had been reported fleeing toward the Roosevelt Bridge,
which would have taken him into Arlington, Virginia.”® Subsequently, USSS, U.S. Park Police,
Metropolitan Police, and Arlington PD all assisted with canvassing the area, but did not locate
the suspect.”’

Meanwhile, at 9:18 p.m., the abandoned vehicle with the assault r1ﬂe was determined to
have been registered to two 1nd1\/1duals-one of them Ortega-Hernandez.*® However, USSS did
not issue a formal law enforcement lookout for Ortega-Hernandez.>® Such a lookout (also
sometimes called a “BOLO” for “be on look-out™) is a formal notification to law enforcement
agencies to watch for a wanted suspect.

The next day, on Saturday, November 12, Arlington PD responded to a call about a man
behaving suspiciously in Quincy Park. The man was Ortega-Hernandez*® This was the second
time in two days that Arlington PD had been contacted about Ortega-Hernandez; he had been
caught peeping in residential windows the morning of November 11.5" However, after the
contact with Ortega-Hernandez on November 12, Arlington PD allowed him to leave. Since
USSS had not issued a lookout on Ortega-Hernandez, Arlington PD apparently was unaware he
was connected with the White House shooting and let him go.®

Herandes
were N circy

USSS did not learn of Ortega-Hernandez’s encounters with Arlington PD until the next day,
Sunday, November 13, apparently after U.S. Park Police obtained a warrant for the arrest of
Ortega-Hernandez on the felony charge of carrying a deadly weapon within the District of
Columbia %
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Subsequently, USSS conducted interviews of Ortega-Hernandez’s parents, girlfriend, and
friends. From those interviews they learned that approximately one year ago Ortega-Hernandez
said that he wanted to kill President Obama and had referred to him as the devil, that Ortega-
Hernandez “believes he is Jesus and grew his hair out to resemble him,” and that Ortega-
Hernandez purchased a “weapon for protection in the event of ‘Armageddon’ or a revolution.
USSS agents also reviewed videos of Ortega-Hernandez in which he commented “Osama bin
Ladin {sic] was the only man with courage enough to stand up to the U.8.%

»64

On November 16, Ortega-Hernandez returned to a hotel where he had stayed prior to the
incident. As a result of USSS issuing a lookout sheet to the hotel, an attentive hotel clerk noticed
Ortega-Hernandez returning to the hotel and contacted USSS. At the request of USSS,
Pennsylvania state police then arrested Ortega-Hernandez.*® In April 2014, Ortega was
sentenced to 25 years in federal prison and 5 years of supervised probation upon release.®’

B. Identifying the Threat to White House

According to the Washington Post, several UD officers had indications shots had been
fired at the White House. Two officers about 15 yards away from the shooter “could smell acrid
gunpowder as they jumped out of their vehicle.”® Another noticed that “leaves had been blown
away in a line-like pattern, perhaps by air from a firearm muzzle” which “created a path of
exposed grass pointing from Constitution Avenue north towards the White House.” ?

Perhaps the clearest evidence a shooting had taken place involved one officer hearing
debris fall from the Truman Balcony at the time of the shooting:

Under the Truman Balcony, the second-floor terrace off the residence that
overlooks the Washington Monument, Secret Service Officer Carrie
Johnson heard shots and what she thought was debris falling overhead.
She drew her handgun and took cover, then heard a radio call reporting
“possible shots fired” near the south grounds.”™

Officer Johnson “told several senior officers Friday night that she thought the house had been
hit.”™ Despite this evidence, officers received instructions from their supervisor to stand

6‘f 2014 ORTEGA-HERNANDEZ Spot Report, supra note 51, at 4.
®Id. at 6.

“rd atl.

“1d. at 19.

% WasH. POST Sept. 27, 2014 article, supra note 31.
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down.? USSS’s original Spot Report, dated November 15, 2011 did not note that any officers
believed that someone had shot at the White House or that it had been hit and does not include
any reference to a command to stand down.” The updated Spot Report, dated September 11,
2014, similarly does not include these details.”

On the night of the November 11 shooting, Special Agent in Charge (SAIC) for
Governmental and Public Affairs Ed Donovan contacted USSS’s Protective Operations
Intelligence Center and reported a series of tweets regarding the shooting:”

Continuing on November 11,2011

USSS/GPA SAIC E. Donovan contacted the USSS Protective Operations Tntelligence
Center (PIOC) and reported an unkriowsn subject- with the us&m;ﬁmeﬂ
posted the following statements on her Twitter account

‘?Dﬁver infrontof my<cab, STOPPED & fired 5 gun shots at the White House.
{@HuttingtonPost It took the police a while to respond” {sic)

"My cab was waiting at & stop light and this crazy guy stopped suddenly, Tired at the
white house and drove away like a maniac. @nytimes” {sic}

e The Investigative Suyp(m;f)i\iisiankﬂ‘s{l}} wasable 1o pmﬁfﬁ& 4 telephone number and
address fmi, as well ay the additional statement ou her Twitter account:

“Yes, Damhere. They were shot in front of the Ellipse. Not directly st the White House.
Sorry about that!" {sic}

Despite these pieces of information, USSS released the scene to U.S. Park Police at 9:52 p.m.,
approximately one hour after the shooting.”

The next day, on Saturday, November 12, USSS conducted an interview with a witness in
a cab west of the Constitution Avenue entrance to the White House complex at the time of the
shooting. The witness said he or she observed someone fire five shots in the direction of the
White House.”” According to the original Spot Report, the witness “did not report seeing a
second vehicle or suspect involved in the shooting.””™® This information is not included in
revised Spot Report. Instead, notwithstanding this interview, the revised Spot Report notes that

1d.

32011 ORTEGA-HERNANDEZ Spot Report, supra note 53.

2014 ORTEGA-HERNANDEZ Spot Report, supra note 51.

P Id.at 2.

6 1d.

772011 ORTEGA-HERNANDEZ Spot Repott, supra note 53, at 2; 2014 ORTEGA-HERNANDEZ Spot Report,
supra note 51, at 2.

2011 ORTEGA-HERNANDEZ Spot Report, supra note 53, at 2.
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discussions between USSS and U.S. Park Police indicated that Park Police “believed the incident
may have been an altercation between individuals in two separate vehicles.””

That afternoon, USSS supervisors related this version to UD officers, including Officer
Johnson, at roll call. According to the Washington Post, Johnson “did not challenge her
superiors, “for fear of being criticized”” at the roll call.*® At a September 30, 2014 Committee
hearing, Director Pierson stated that she would ask the Office of Professional Responsibility to
re~1nterv16w Officer Johnson based on the information contained in the Washington Post
article.®! The results of that interview are not included in the updated Spot Report.

C. Documenting the Incident

Shortly after noon on November 15, 2011, a White House usher discovered a hole in the
window of the Yellow Oval Room at the White House as well as two other impacts on the
window that did not break through the ballistic glass.*

s 1238 hee - USSS/PPDIDSAIC P, Reld (.ugs:md approximately 30 mfmﬁm nrior an
©Executive Residence Ushe rwmrm :
& a Hole tn the windaw m‘ the Veii&w {Iix al i{wm at the ’an me&rﬂ had bee
discovered:
& th:smnﬁimm RnactE g uf fwhat gxppmmi fobe? Ex’?mm retinds struck the w mﬁmx
butdid not penctrate the ballistic glass
Furthereeferente 18 made o the supplemental timeling regarding tiw d;wwery ofithe
rounds gt the White House Complex by USSS/PRD DSAIC P Reld:

This fact was eventually documented in USSS s Spot Report, but did not appear in the original
November 15, 2011 USSS Spot Report.*

Apparently, only after the damage to the White House was discovered did USSS inquire
with the Department of Commerce, which is headquartered pearby, to see if any of their
surveillance video showed the shooting, % 1 did not.®

2014 ORTEGA-HERNANDEZ Spot Report, supra note 51, at 3.

0 Sept. 27, 2014 Washington Post atticle, supra note 47.

¥ White House Perimeter Breach: New Concerns about the Secret Service: Hearing Before the H. Comm. on
Oversight & Gov’t Reform, 113th Cong. 74 (Sept. 30, 2014) (No. 113-154).

; 2014 ORTEGA-HERNANDEZ Spot Report, supra note 51, at 3,
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The fact that the original Spot Report was not created until four days after the shooting
and that USSS did not inquire about surveillance footage of the shooting prior to that date lend
support to allegations that USSS did not treat the incident as a threat to the First Family until the
damage to the White House was discovered.®

Further, USSS’s Inspection Division did not evaluate the incident in 2011. In fact, the
Inspection Division did not open a file on the case until October 20, 2014, nearly a month after
the September 27 Washington Post story."’

D. Summary

USSS’s response to the shooting on November 11, 2011 exposed many security failures
on the part of the agency—including the failure to determine the initial threat to the White
House, the failure to apprehend Ortega-Hernandez in a timely manner, and the failure to
promptly review USSS’s own response. Had USSS examined the shooting and its response and
learned from its mistakes, those lessons could have improved its responses to later incidents.
This incident also highlights the potential dangers of a culture where USSS employees fear
speaking up.

2. April 2012 Cartagena Misconduct

In April 2012 media reports revealed that USSS personnel solicited prostitutes before a
Presidential visit to the Summit of Americas in Cartagena, Colombia. USSS immediately began
an internal investigation into the alleged misconduct.”® The investigation found that thirteen
employees brought female foreign nationals (FFNs) back to their hotel rooms.* Accounts from
the employees differ on whether they had sex or their respective FEN contact asked for
payment.% Eleven employees had their Top Secret security clearances, and thus their access to
USSS facilities and automated information systems, suspended on April 14, 2013; a twelfth on
April 20, 2012; and the thirteenth on April 27, 2012.°* On May 7, 2012, the security clearances
of three of the employees were reinstated.”® These three received Security Warning Letters, to
be placed in their personnel files, and a Memorandum of Counseling.” Of the remaining ten,

¥ 2011 ORTEGA-HERNANDEZ Spot Report, supra note 53, at 3 (November 14, USSS sought surveillance
footage of crash of Ortega-Hernandez’s vehicle).
#7 Inspection Div., U.S. Secret Service, Fact-finding Inquiry Case Report Details, Case No. 190-872-14-027 (opened
Oct. 20, 2014),

% Inspection Div., Cartagena, U.S. Secret Service, Colombia Investigation, Initial Report, April 13, 2012-May 24,
2012 3 (May 24, 2012) [hereinafter USSS Cartagena Report May 2012].
¥ 1d. at 5-7.

“1d.
7 1d. at 132.

*? Inspection Div., Cartagena, U.S. Secret Service, Colombia Investigation, Third Report, September 21, 2012-
.Qgiarch 29,2013 19-24 (Mar. 29, 2013) [hereipafter USSS Cartagena Report Mar. 2013].

S 1d.
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one senior agent retired, five resigned, three were removed from employment, and one had his
appointment terminated during his trial period.”

On May 18, 2012, then-USSS Director Mark Sullivan received a briefing on the USSS
investigation-to-date by USSS investigators.” Five days later, on May 23, 2012, Sullivan
testified before the Senate Homeland Security and Governmental Affairs Committee
(FISGAC).96 At the hearing, Sullivan repeatedly assured Senators that the misconduct in
Cartagena resulted from the poor Judgment of a few agents, not from systemic problems
afflicting the agency as a whole.”” Sullivan testified that he was “confident this is not a cultural
issue” and “not a systemic issue.””® He explained that USSS has “zero tolerance for this type of
behavior,” and he did not “believe [those who engaged in misconduct] did it because they
believed this type of behavior would be tolerated.”™ Sullivan denied knowledge of other similar
incidents of misconduct, aside from one 2008 incident in Washington, D.C. which resulted in the
individual being separated from USSS.'® Additionally, Sullivan claimed that individuals
involved in the Cartagena misconduct had been asked if they previously engaged in similar
misconduct and they had answered in the negative.”" Sullivan understood misconduct to include
“casual sexual relationships” regardless of location.'"

Both the internal investigation by USSS and the independent investigation by DHS OIG
yielded facts rendering certain parts of Sullivan’s testimony to HSGAC inaccurate. Some of this
information should have been known to Sullivan prior to his testimony. At a minimum, USSS
should have corrected Sullivan’s statements made to Congress upon learning the contradictory
information. Based on the results of these investigations, the Committee further found that
USSS did not administer consistent disciplinary action fo those involved in the Cartagena
misconduct.

** Inspection Div., Cartagena, U .S. Secret Service, Colombia Investigation, Fourth Report, March 30, 2013-
November 29, 2013 10-11 (Nov. 29, 2013) [hereinafter USSS Cartagena Report Nov. 2013].

93 USSS Cartagena Report May 2012, supra note 88, at 126.

% Secret Service on the Line: Restoring Trust and Confidence: Hearing Before S. Homeland Sec. & Governmental
Affairs Comm., 112th Cong. (2012) [hereinafter May 23, 2012 HSGAC Hearing].

9" See, e.g., id. at 6.

“1d. at 13.

“1d.

074, at 11-12,

Y 1d. at 10-11 (“LIEBERMAN: Director Sullivan, let me ask von, with respect to your own investigation thus far
and the individuals alleged to have behaved improperly, were they asked whether they had engaged in similar
conduct on other occasions?

SULLIVAN: Yes, sir, they were.

LIEBERMAN: And what was their answer?

SULLIVAN: Their answer was that they had not.™).

"2 Jd. at 26 (“LIEBERMAN: OK. So but just to make the point, the concern that we’ve expressed, Senator Collins,
quite explicitly and well, I think, that what we’re worried about, what you're worried about, is that an agent witha
responsibility to protect the president, vice president could be compromised by being involved in a casual sexual
relationship while on assignment on the road. So ultimately, it doesn’t matter whether it happens in Cartagena,
Colombia, or Chicago, Illinois. True?

SULLIVAN: That’s correct sir.”).
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A. Similar Misconduct in Past

Shortly after the Cartagena misconduct, two employees involved admitted to USSS
investigators their involvement in similar misconduct. One employee admitted to having sexual
relationships with female foreign nationals (FFNs) in Italy, Ireland, Russia, New York City, and

Colombia, and a sexual relationship with an American citizen in the Republic of Korea.'™
Another employee admitted involvement in a romantic relationship with a Colombian national in

2010.1%

Later, one senior employee who solicited a prostitute in Cartagena, but refused to answer
USSS investigators’ questions about a relationship with an FFN in El Salvador, admitted to O1G
that he previously solicited prostitutes in El Salvador and Panama.'®

B. USSS Internal Investigation

USSS knew of the misconduct of the first two employees identified above well before
Sullivan received the May 18, 2012 briefing on USSS’s investigation. At the May 23, 2012
hearing, however, Sullivan inaccurately claimed to Congress that individuals involved in the
misconduct in Cartagena told USSS investigators that they had not previously engaged in similar
misconduct.'™ Suilivan should have been made aware this claim was inaccurate based on
information known to USSS before his briefing. After Sullivan’s testimony, USSS’s
investigators continued to find evidence of misconduct. When USSS learned this information, it
had a further obligation to update Congress that Sullivan’s testimony had been inaccurate. No
such correction was made.

At the hearing, Senator Susan M. Collins expressed concern that the employees who
engaged in misconduct did so in such a conspicuous manner—by checking in their FFN guests to
the hotel—that they may have believed their misconduct would be tolerated.'”” Sullivan assured
Senator Collins that this incident was not indicative of a larger problem and that he “[did] not

193 1JSSS Cartagena Report May 2012, supra note 88, at 34, 125.

" 1d. at 51.

1 Office of Inspector Gen., U.S. Dep’t of Homeland Sec., United States Secret Service Cartagena Review- Phase
One, at 326 (Sept. 26, 2012) (112-USSS-0OSI-00800) [hereinafter DHS OIG Cartagena Review-Phase One].

1% May 23, 2012 HSGAC Hearing, supra note 96, at 10-11.

Y Id. at 12.
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believe they did it because they believed this that type of behavior would be tolerated.”'® He

further testified that USSS has “zero tolerance for this type of behavior.

»109

Emails uncovered in USSS’s investigation, however, demonstrate the brazen conduct of
those engaged in the misconduct. Notable examples include:

On April 9, 2012, at 4:43 p.m., a senior agent forwarded an email to 54 USSS
recipients regarding logistics for the trip to Cartagena, Colombia. In the body of the
message, the senior agent wrote, “See logistics below. OQur motto for this trip is una
mas cerveza por favor.” [One more beer, please.}

On April 10, 2012, at 9:13 a.m., a special agent sent an email to another special agent
stating, “Swagg cologne-check/Pimp gear-check/Swagg sunglasses-check/Cash fo
dem hoes-check.” Continuing in the same email thread, on April 10, 2012, at 9:19
a.m., the first special agent replied to the second special agent, “Plenty of magnums
... double check!”

On April 12, 2012, at 12:06 a.m., a special agent sent an email to a senior special
agent with the subject line, “Re: Saludos de [name of supervisory agent].” In the
body of the message, the special agent stated, “Pleyclb bosque [nightclub name] off
hook.”

On April 12, 2012, at 11:25 a.m., a special agent sent an email to another special
agent stating, “T'm dying for the report from el noche pasado.” [I'm dying for the
report from last night] “Tonite [sic] we ride.” The second special agent responded on
April 12,2012, at 12:19 p.m,, stating, “Tengo un cuento incredible para ti.” [T have an
incredible story for you.]

On April 12, 2012, at 11:30 a.m., a Uniformed Division (UD) officer sent an email to
another UD officer stating, “You should have seen what I did with my hotel room :).”
Continuing on April 12, 2012, at 4:10 p.m., the UD officer returned the other UD
officer’s email and stated, “T was only joking this morning, now that I have herd [sic]
the news around here.”!'°

These emails not only provide circumstantial evidence of the actual misconduct, but demonstrate
a complete disregard for the consequences of publicizing it. This indicates that the employees
did not believe their misconduct would be punished. These emails were pulled on April 13, 2012
as part of USSS’s first report into the Cartagena misconduct, which covered the investigative
period between April 13, 2012 and May 24, 2012.''" Thus, the content of these emails were
known at least to USSS investigators prior to Sullivan’s testimony.

Y8 1d. at 12-13.

Y9 14 at 13.

MO USSS Cartagena Report May 2012, supra note 88, at 16-17.
111
ld.
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It is particularly troublesome that a senior supervisor emailed fifty-four employees that
his motto of the trip was “una mas cerveza por favor.”'"* Emails between those involved in the
misconduct and individuals not involved indicate that employees did not hesitate to publicize
their behavior. There is no evidence in the investigative record that those who became aware of
the misconduct did anything to report or stop it.

Other facts further indicate the tolerance for misconduct at USSS. While still in
Colombia, and after being interviewed about the misconduct, a senior agent felt it necessary to
ask and receive permission from a more senior official to contact USSS employees and explicitly
tell them not to bring guests back to the hotel.'® 1f USSS’s culture did not tolerate this behavior,
then this email would not be necessary. In the weeks following the misconduct, USSS also
issued a directive that made clear that laws of the U.S. apply to USSS employees abroad.'™*

Sullivan provided inaccurate testimony about the security of equipment and documents at
the May 23, 2012 hearing. He stated:

We also confirmed that none of the 12 individuals [who brought FFNs to
the hotel] had any sensitive security documents, firearms, radios, or other
security-related equipment in their hotel room. '

112

" 1d. at 22.

M Message from Alvin Smith, Dep. Dir, U.S. Secret Service to U.S. Secret Service (Apr. 27, 2012, 4:05 p.m.); see
also May 23, 2012 HSGAC Hearing, supra note 96, at 13.

19 May 23, 2012 HSGAC hearing, supra note 96, at 7.
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These comments echoed a May 1, 2012 letter from USSS to Representative Peter T. King, then
Chairman of the House Committee on Homeland Security. Chairman King previously asked:

Did the USSS employees involved in this alleged incident possess any
sensitive documents in their hotel room, particularly those related to the
President’s schedule in Colombia? If so, were those documents lost,
stolen, or compromised in any fashion? If not, how was that
determination made?!!®

USSS responded:

The investigation indicates that the USSS employees involved in this
alleged incident did not have sensitive documents in their hotel room, as
well as security-related equipment, such as guns.""’

Prior to Sullivan’s May 23, 2012 testimony, however, the USSS investigation found three
of the twelve agents who brought FFNs back to their rooms reported having equipment, work-
related documents, or credentials locked in safes in their rooms.!™® The fact that the agents
locked the items in safes indicates their sensitive nature.

USSS’s investigation later found eight other USSS employees in Cartagena, none of
whom were apparently involved in the misconduct, did not use appropriate measures to secure
their sensitive paperwork, and/or equipment.'’® These employees kept these items in personal
bags or suitcase at times left unattended.'® Six of those employees did not have locks for their
bags or suitcases.'”!

Sulfivan also gave incomplete and what turned out to be inaccurate information to
Congress regarding derogatory intelligence information concerning one of the FFNs involved in
the Cartagena incident. At the May 23, 2012 HSGAC hearing, Sullivan had the following
exchange with Senator Collins:

COLLINS: Have you now been able to definitively conclude that the
women were not associated with — that they were not
foreign agents, that they did not work for drug cartels, that
they were not involved in human trafficking, that they were

"¢ Letter from Hon. Peter King, Chairman, H. Comm. on Homeland Sec. to Hon, Mark Sullivan, Dir., U.S. Secret
Service (April 20, 2012).

"7 Letter from Hon. Mark Sullivan, Dir., U.S. Secret Service to Hon. Peter King, Chairman, H. Comm, on
Homeland Sec. (May 1, 2012).

M8 USSS Cartagena Report May 2012, supra note 88, at 23, 29, 66.

1914, at 127-129; Inspection Div., Cartagena, U.S. Secret Service, Colombia Investigation, Second Report, May 25,
2012-September 20, 2012 42-43 (Sept. 20, 2012) [hereinafter USSS Cartagena Report Sept. 2012].

7 J8SS Cartagena Report May 2012, supra note 1, at 127-129; USSS Cartagena Report Sept. 2012, supra note
119.

121 USSS Cartagena Report May 2012, supra note 1, at 127-129; USSS Cartagena Report Sept. 2012, supra note
119.
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not working for FARC, for example, or other terrorist
groups?

SULLIVAN: One of the first things we did, Senator, was to get the
names of all the women. We had their country
identification number. We provided those names and
identifiers to some of our various partners out there who
could verify for us if there was any connection with any
type of criminal activity or criminal organization, as well as
any type of intelligence concerns that we may have. The —
all of the information that we’ve received back is — has
concluded that was no connection either from a counter —
an intelligence perspective or a criminal perspective.'?

Similarly, USSS told Congressman King that “USSS requested that an [intelligence community]
agency conduct name checks on the FFN’s” and those “name checks produced negative results
for any known connection to foreign terrorist organizations, drug or human trafficking
organizations,”'*

Contrary to the statements above, a records check during the USSS investigation did
return a possible association for one of the FFNs:'**

Continuing on Aprit 19, 2012, DAD -recewed the resulls of the classified .
Program | traces from Sil, which revealed one possible association for
one of the FFNs (retained in ISP under separate cover).

In a July 2012 interview, a supervisor who was on the ground in Cartagena told DHS
OIG the following;'?*

(W s 2tcd that he did watch the tesfimony thet Mark Sullivan, Director, USSS, provided io
Congress regarding the lucident in C&i@mﬁiﬁ._m&uﬁmbﬂ&& (hat Sgnator Susan Colling
asked a leading question pertaining © the prostitutes having ap association fo terrorist and/or
criminal organizations. recalls that Sullivan stated that sone of the prostitutes had such
Hes, Atthe e of the tcshmmzy}- did not know why Sullivan made that statement, when
in fact; I koew that one of the prostitutes had an intelligence query Hinked to a criminal

organization,

22 May 23, 2012 HSGAC Hearing, supra note 96, at 28.

12 Letter from Hon. Mark Sullivan, Dir., U.S. Secret Service to Hon. Peter King, Chairman, H. Comm. on
Homeland Sec. (May 1, 2012).

124SSS Cartagena Report May 2012, supra note 88, at 57

125 Office of Inspector Gen., Dep’t of Homeland Sec., Memorandum of Activity, “Interview — Nelson Garabito,”
Case T12-USSS-0OS1-00800, at 2.
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DHS OIG would investigate the misstatement and confirm that USSS was aware that “the
FFNs underwent a national security check in April 2012, which resulted in one match of the
FFNs against a national security index,” but that it “consisted of a partial name match” and
therefore believed it was “not a positive msponse.”126 In November 2012, DHS QIG consulted
with the Department of Justice {DOJ) Public Integrity Section regarding the namechecks and
Sullivan’s misstatements to Congress.'” DOJ then informed DHS OIG that “the findings did not
merit prosecution.”'*

In a White Paper submitted to Congress, USSS stated the following regarding the
derogatory information:"®

Record checks requested through another Federal Government agency developed classified,
derogatory information possibly concerning one of the FFNs. Tlus information consisted of an
allegation that was over ten years old, and was loosely based on a stmlar name with virtually no
other identifiers. The Federal Government agency that conducted the name checks could not
substantiate the accuracy of the allegation itself, let alone that the allepation related to the same
FFN that had contact with the Secret Service employee.

Regardless of the reliability of the allegation, Sullivan’s statement to Congress that there
was “no connection either from . . . an intelligence perspective or a criminal perspective” did not
provide the full range of information collected on the FFNs.

C. DHS 016G Investigation

DHS OIG initially declined to investigate the Cartagena matter. After receiving a request
from Congress, however, Acting Inspector General Charles Edwards agreed to undertake an
investigation. DHS OIG limited the scope of the investigation to the events of Cartagena, and
referred all reported information of broader organizational issues within USSS to OIG’s
Inspections Division to be included in a later “culture report.” The investigation, which
substantiated the allegations of misconduct, culminated in a Report of Investigation (ROI) titled
“USSS Cartagena Review” that was transmitted to then-Secretary Napolitano on September 26,
2012."* While the ROI was transmitted after Sullivan’s May 23, 2012 testimony to HSGAC,
any new information should have prompted USSS to inform Congress of the additional
information pertaining to Sullivan’s testimony.

DHS OIG did not initially release the ROI publicly. The ROI contains information
contradicting Sullivan’s testimony to HSGAC that individuals engaged in the misconduct had

126 Memorandum from Charles Edwards, Deputy Inspector Gen., U.S. Dep’t of Homeland Sec. to Hon. Janet
Napolitano, Sec’y, U.S. Dep’t of Homeland Sec,._, (Mar. 1,2013)at 3.

T Id. at 6.

.

¥ U.S. Secret Service, Information Related to Intelligence Community Checks on the Identities of Female Foreign
Nationals Involved in the Cartagena Incident (on file with H. Comm. on Oversight & Gov’t Reform).

1% DHS OIG Cartagena Review-Phase One, supra note 105,
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not previously engaged in similar misconduct, individuals who brought FENs back to their rooms
did not have sensmve documents in their rooms, and that this type of misconduct was known to
not be tolerated.*" The ROI also contains information about employee perceptions and
awareness of previous misconduct that undermines Sullivan’s assurances there was no cultural
problem within USSS.

During the course of the investigation, DHS OIG interviewed 251 USSS employees
about the misconduct in Cartagena. Thirty-two employees declined to be interviewed, including
ten senior level managers or senior executives.*> Less than half of those interviewed believed
the events in Cartagena to be an anomaly, and eleven relayed knowledge of similar misconduct
on other occasions.®® DHS OIG did not interview the FFNs involved because the Department of
Justice (DOJ) denied OIG’s request for a Mutual Legal Assistance Treaty (MLAT)."** An
MLAT would have allowed OIG to work with Colombian authorities. DOJ denied this request
because OIG sought the information for a congressional proceeding rather than a U.S. criminal
matter.*> Due to the denial of the MLAT, OIG relied on the FFN statements previously
obtained by USSS."*

The ROI contained information related to similar alleged incidents of misconduct and
general perceptions and attitudes regarding similar misconduct. One employee involved in the
Cartagena misconduct told DHS OIG he “heard stories of people getting prostitutes while on
international trips and suspected it was common in countries where prostitution was prevalent,
such as Indonesia, Japan, Korea, and Brazil.”"*’ He believed “bem§ with prostitutes was
tolerated by USSS supervisors, as long as you did not get caught.””" He further stated USSS
supervisors also participate by getting prostitutes themselves.*® Another employee stated “he
had brou§ht women to his hotel rooms on numerous occasions . . . both in the U.S. and
abroad.”

Another employee involved in the misconduct told DHS OIG investigators he witnessed
similar behavior on “other foreign trips” in two continents, including witnessing “lagents] from
[the Presidential Protectlve D1V1510n] drinking excessively and “hooking up’ with ‘working girls’
and ‘non working girls.””**' According to the DHS OIG report, he knew this because other
agents used him to “translate with girls and negotiate with the prostitutes because he spoke
Spanish in return for them buying him drinks.”"*

B! See supra p. 3033,

1:; DHS OIG Cartagena Review—Phase One, supra note 105, at 3,
~Id.

P 1d. at 50.

% Office of Inspector Gen., Dep’t of Homeland Sec., Memorandum of Activity, Other — MLAT Request Rejection,

Case 112-USSS-081-00800.

e 1.

7 1d. at 30,

A

139 Id.

M0 74, at 33,

" 7d. at 43,

M2 1d. (emphasis added).
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The same agent told DHS OIG “on another occasion, [he] returned to his assigned hotel
from a club with a USSS supervisor in a taxi and the supervisor went to the front desk to advise
them he [the supervisor] was expecting a young lady to come back to his room for the night.”'*
When investigators asked one of the more senior employees why so many USSS employees
involved did not know of others engaged in similar behavior, he explained “considering how
much USSS [agents] travel they learn what is permissible and legal in certain locations overseas
and what is not.”***

Information in the ROI demonstrates a general belief that those involved in the
misconduct believed USSS tolerated this type of behavior. Many of the USSS personnel
involved cited other instances where they believed USSS had failed to discipline fellow
employees, including supervisors, for similar behavior."* Several of these incidents are detailed
later in this report in the USSS Culture and Accountability for Misconduct section.'*®

At a minimum, the ROT suggests that the individuals involved did not believe their
behavior constituted grounds for strong discipline. One said he “had never been instructed to not
bring females back to his hotel room” and “USSS Security Clearance Division held a meeting
... and advised that you do not have to report a one night stand with a foreign national ™%’
Another stated he “attended a counterintelligence briefing . . . along with many other SAs,
wherein they were told that ‘one night stands’ with foreign nationals were acceptable and only
needed to be reported if the relationship continued.”*** The individual provided signed
statements from other agents to corroborate this information.'*® An individual not involved in
the misconduct told DHS OIG that “USSS personnel on detail may meet members of the
opposite sex and have consensual sex” and that he “saw nothing wrong with behavior and
commented ‘to each their own.”"** Another described hearing of ““wheels up’ parties” and the
term “Wheels Up, Rings Off.”*!

Two of the most senior employees involved in the misconduct expected their
punishments to be much less severe, signaling comparisons to past instances of misconduct. One

143 1d.

" 1d. at6.

15 See, e.g., Office of Inspector Gen., Dep’t of Homeland Sec., Memorandum of Activity, “Personal Interview:

” Case 112-USSS-OSI-00800, at 7-8; Office of Inspector Gen., Dep’t of Homeland Sec.,
Memorandum of Activity, “Personal Imewiew:— ” Case 112-USSS-0SI1-00800, at 5-6; Office of
Inspector Gen., Dep’t of Homeland Sec., Memorandum of Activity, “Personal Interview: " Case
112-USSS-0SI-00800, at 5-7; Office of Inspector Gen., Dep’t of Homeland Sec., Memorandum of Activity,
“Personal Imerview:— ” Case 112-USSS-081-00800, at 5-6.
Y6 See infra p. 71.
17 DHS OIG Cartagena Review-Phase One, supra note 105, at 33.
" 1d. at 8.
149 1d.
1% Office of Inspector Gen., Dep’t of Homeland Sec., Memorandum of Activity, “Personal Interview: |}
" Case 112-USSS-0SI-00800, at 2.

> Office of Inspector Gen., Dep’t of Homeland Sec., Memorandum of Activity, “Personal Interview:-

I - Casc 112-USSS-OSI-00800, at 3.
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believed USSS would only temporarily remove him from duty as a punishmem152 and reportedly
commented: “I better not get time on the beach for this.”'>* “Time on the beach” is law
enforcement slang for unpaid administrative leave. Another reported being told by two
managers that he would probably only get 3-5 days punishment.15 * That agent ultimately retired
after being allowed to use all of his sick leave."> A more junior employee also reported being
told if it “would not have been for the media interest, this situation would have been handled
differently.”"*® That perception was echoed by another employee involved in the misconduct,
who told DHS OIG that “because of media coverage and embarrassment to the agency, [1] was
punished more severely.”"*’

It is unlikely Sullivan was not aware of such attitudes and the general perception of
misconduct, making his testimony to Congress even more unacceptable. Further undermining
Sullivan’s testimony and USSS’s investigation, according to the DHS OIG investigation, four
employees who brouOht FFNs back to their hotel rooms had USSS documents or equipment in
their hotel room safes.”® These four employees are in addition to the three employees who the
USSS invesu%atton discovered had documents or equipment in their rooms when they brought
an FEN back.”™ 1t is troubling DHS OIG uncovered information USSS did not relative to this
central security concern. It demonstrates the inaccuracy of Sullivan’s testimony that “none of
the 12 individuals [who brought FFNs to the hotel] had any sensitive security documents,
firearms, radios, or other security-related equipment in their hotel room.”"® Many employees
not involved in the misconduct told DHS OIG that they had stored classified material, their
weapons, or other sensitive or work-related documents, such as their schedules or credentials, in
their hotel room safes.’® The concerns involved with handling such information and equipment

l‘f “DHS OIG Carta gena Review—Phase One, supra note 105, at 7.

7 1d. at 29,

P rd. at 11

P 1d. at 12.

" 1d. at 14,

7 Office of Inspector Gen., Dep’t of Homeland Sec., Memorandum of Activity, “Personal Interview:-
” Case 112-USSS-OSI-00800, at 3.

”* DHS OIG Cartagena Review-Phase Ore, supra note 105, at 10, 16; Office of Inspector Gen., Dep’t of Homeland
Sec., Memorandum of Activity, “Personal Interview: |l Case 112-USSS-OSI-00800, at 4; Office of
Inspector Gen., Dep’t of Homeland Sec., Memorandum of Activity, “Personal Interview: | | EENNEEGNGNGg ~ Cose
I]2 USSS-OS1-00800, at 5.

* See supra p. 32 and note 118.
10 May 23, 2012 HSGAC hearing, supra note 96, at 7.
19! See, e.g., Office of Inspector Gen., Dep’t of Homeland Sec., Memorandum of Activity, “Personal Interview: [ ]
” Case 112-USSS-OS1-00800, at 2; Office of Inspector Gen., Dep’t of Homeland Sec., Memorandum of
Activity, “Personal Interview: | I~ Case 112-USSS-OSI-00800, at 2; Office of Inspector Gen., Dep’t of
Homeland Sec., Memorandum of Activity, “Personal Imcrview:— ” Case 112-US8S-0S81-00800, at

3; Office of Inspector Gen., Dep’t of Homeland Sec., Memorandum of Activity, “Personal Interview:

” Case 112-USSS-OSI-00800, at 1: Office of Inspector Gen., Dep’t of Homeland Sec., Memorandum of

Activity, “Personal Interview: |l N ~ Casc 112-USSS-0SI1-00800, at 2; Office of Inspector Gen., Dep’t
of Homeland Sec., Memorandum of Activity, “Personal Intem'ew:—,” Case 112-USSS-0S8I-
00800, at 1; Office of Inspector Gen., Dep’t of Homeland Sec., Memorandum of Activity, “Personal Interview:

” Case 112-USSS-OSI-00800, at 1; Office of Inspector Gen., Dep’t of Homeland Sec., Memorandum of
Activity, “Personal Interview: ” Case 112-USSS-0OS1-00800, at 3; Office of Inspector Gen., Dep’t
of Homeland Sec., Memorandum of Activity, “Personal Interview: |l ~° Case 112-USSS-OSI-00800, at 2.
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are heightened in an agency with an accepting attitude about having casual sexual relationships
while on duty.

The ROT also contained adverse allegations about USSS’s handling of discipline related
to the misconduct. DHS OIG, in an interview with one of the individuals who engaged in the
misconduct in Cartagena, learned that another individual engaged in the misconduct allegedly
“threatened to go to the media with knowledge of several other incidents similar to the situation
in Cartagena, but was allowed to keep his position as a result.”'** That employee was initially
placed on administrative leave,'® but ultimately later resigned. 164 The ROI does not contain a
finding to support or negate the allegation.

D. Standards for Sexual Misconduct

Punishment for the misconduct in Cartagena appears to have largely hinged on whether
the employee paid an FFN for sexual services or knew the FFN was a prostitute. Thisisin
contrast to Sullivan’s testimony that USSS takes all “casual sexual relationships” while on duty
very seriously. Specifically, of the thirteen employees involved, three brought FFNs back to
their rooms and engaged in sexual activity, did not pay the FFN, and stated they did not believe
that the FFNs were prostitutes. These employees received only non-disciplinary Security
Clearance Warning Letters and Memoranda of Counseling, and had their security clearances
reinstated.'®® Unlike other documents that become a permanent part of a federal employee’s
record, a Memorandum of Counseling does not stay in an employee’s personnel file.!" If USSS
actually took all “casual sexual activity” seriously, then these three employees would have
received more severe discipline similar to the other ten employees involved.

Under federal adjudicative guidelines, certain types of behavior are deemed security
concerns and may result in an individual losing his or her security clearance.'’ One such
condition is “sexual behavior that causes an individual to be vulnerable to coercion, exploitation,
or duress.”'®® The Adjudicative Guidelines also highlight concerns with “conduct involving
questionable judgment, lack of candor, dishonesty, or unwillingness to comply with rule and

162

Office of Inspector Gen., Dep’t of Homeland Sec., Memorandum of Activity, “Personal Interview:

” Case 112-USSS-OSI-00800, at 6; see also DHS OIG Cartagena Review-Phase One, supra note 103, at 19.
USSS Cartagena Report Mar. 2013, supra note 92, at 24.
151 USSS Cartagena Report Nov. 2013, supra note 94, at 10.
163 JSSS Cartagena Report May 2012, supra note 88, at 5 and 6.
156 Telephone Briefing from Office of Gen. Counsel, U.S. Secret Service to H. Comm. on Oversight & Gov’t
Reform staff (May 29, 2015) [hereinafter May 29, 2015 USSS OGC Telephone Briefing].
1" Title 32, Code of Federal Regulations, “Adjudicative Guidelines for Determining Eligibility for Access to
Classified Information.”
'8 U.S. Secret Service, Adjudicative Guidelines for Determining Eligibility for Access to Classified Information,
Guideline D: Sexual Behavior.
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regula‘rions”169 Furthermore, “conduct, especially while traveling outside the U.S., which may
make the individual vulnerable to exploitation, pressure, or coercion by a foreign person, group,
government, or country” is also a security concern.'”” Thus, the non-payment of an FFN for
sexual activity—the apparent basis for the disparate treatment of individuals involved in the
misconduct—does not fully mitigate the inherent security risks of such an encounter. An
employee who does not pay an FFN for sexual activity still leaves himself open to blackmail and
being seduced into compromising situations. These concerns are compounded by alcohol use.

After Cartagena, USSS issued the Table of Penalties and the Standards of Ethical,
Professional, & Personal Conduct. The Table of Penalties outlines two separate offenses for
sexual activity while on duty—one for the solicitation of payment for sexual services and another
for sexual activity without solicitation or payment. The former offense can result in a standard
penalty of forty-five days of unpaid leave, fourteen-thirty days of unpaid leave if the conduct is
mitigated, and removal if the conduct is aggravated171 The latter offense can result in a standard
penalty of fourteen days unpaid leave, five-ten days of unpaid leave if the conduct is mitigated,
and removal if the conduct is aggravated.!” The delineation of these two different penalties
reflects the current legal status of prostitution throughout most of the United States. The
recognition of the need for discipline for an agent who engages in a casual sexual relationship
while on duty appears to be reflected in this new penalty.

E. Summary

In his testimony to HSGAC, Sullivan spoke positively of accountability and abatement of
misconduct at USSS. Unfortunately, the facts uncovered by USSS and DHS OIG tell a different
story. In finding that less than half of those interviewed by DHS OIG considered the behavior in
Cartagena to be an anomaly, and based on the behavior and attitudes demonstrated in emails
uncovered by USSS, the results of the investigations into Cartagena demonstrate that, at least as
of April 2012, problems pertaining to alcohol and sexual behavior while on duty were not
isolated to the incidents in Colombia.

3. September 16, 2014 CDC Incident

On September 16, 2014, President Obama visited the Centers for Disease Control and
Prevention (CDC) in Atlanta, Georgia. During this visit, President Obama used a freight

U8, Secret Service, Adjudicative Guidelines for Determining Eligibility for Access to Classified Information,
Guideline E: Personal Conduct.

0.8, Secret Service, Adjudicative Guidelines for Determining Eligibility for Access to Classified Information,
Guideline B: Foreign Influence.

L{.8. Secret Service Directives System, Office of Human Res, and Training Manual, Section PER-05(13),
UNITED STATES SECRET SERVICE TABLE OF PENALTIES, Nov. 15, 2013 {hercinafter USSS Table of
Penalties], Solicitation of Payment for Sexual Services, Offense Code 5.29, at 23 [App. at 97-137].

172

= 1d. at Sexual Misconduct — Consensual, Offense Code 5.27, at 23,
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elevator operated by a CDC contract guard to move inside the building. After President Obama
made his final movement on the freight elevator, USSS personnel observed the contract guard in
the departure tent taking pictures of the President’s limousine. USSS personnel instructed the
contract guard to leave the tent. Once the President departed, USSS personnel confronted the
contract guard. According to USSS, only when CDC personnel subsequently requested the
guard’s weapon did USSS realized that he was armed—and had been armed and was unpinned
while in the elevator with the President.'”

USSS initially determined the CDC did not provide adequate information about its
contract security guards in advance of the President’s visit, and attempted to place the blame for
the security breaches on the CDC. The Committee’s investigation and a second investigation by
USSS, however, found that four days ahead of the President’s arrival, CDC submitted a Critical
Systems Program questionnaire to USSS indicating all CDC security personnel would be armed.
All USSS personnel later interviewed by USSS stated they had a clear understanding, prior to the
event, that all contract security personnel would be armed.'™

The Committee’s investigation found a string of failures that resulted in three breaches in
President Obama’s security: first, by allowing unvetted armed guards in close proximity to the
President; second, by allowing the President onto an elevator with an unpinned but armed
individual with an arrest history, including an arrest for reckless conduct with a gun in an
incident that involved shooting at a vehicle with a three-year-old child in the back seat; and third,
by allowing that unpinned guard to follow the President into a departure tent. The failures were
both on the part of the Presidential Protective Division (PPD), which travels with the President,
as well as USSS personnel in the Atlanta Field Office. The circumstances surrounding these
breaches are detailed below.

A. Underlying Incident

i. Failure to Solicit and Obtain Information for Background
Checks

In order to conduct background checks, USSS requests the name and identifying
information of individuals who might come into proximity with the president. In this case,
USSS “failed to properly solicit and obtain personal information from the CDC Security Services
necessary to conduct name and [Arms Reach Program] checks in accordance with USSS/PPD
policy.”'> CDC officials told the Committee that USSS “only asked for a spreadsheet listing the
names of people (along with date of birth, sex, title, and [Social Security Number]) who were

123 Oct. 17, 2014 CDC Memo, supra note 12, at 1.
T d. at 11
7 1d. at 13.
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meeting with the President while at CDC,” and that “[n]one of the staff of the Security Services
Office were on any list provided to USSS to include the contract guard in the elevator who
functions within the office.”!”® A USSS special agent separately requested [the CDC security
ofﬁce_L send the list of names and personal identifiers directly to White House staff instead of
him."” When White House staff subsequently sent the list, which did not include CDC security
personnel, to a USSS special agent, that special agent forwarded the list to the PPD Lead Agent
and Protective Intelligence advance agent without reviewing it.'” Tt is not apparent whether the
PPD Lead Agent or the Protective Intelligence advance agent reviewed the list or noticed it was
missing CDC security personnel. Had they reviewed it they should have noticed the missing
names of CDC security personnel.

Despite initially blaming CDC, USSS eventually found that PPD and Atlanta Field Office
site agents shouldered most of the responsibility for the breach as a result of these lapses. CDC
gave USSS notice that CDC security personnel would be armed, arguably increasing the need for
USSS to conduct background checks on those individuals. A USSS security questionnaire
completed b?/ CDC prior to the President’s visit specifically asked if on-site security personnel
were armed.'”” CDC answered affirmatively and returned the questionnaire to USSS on
September 12, 2014, four days before the President’s visit.!®

Security

1} How many securlty personniel onsite?
a0 How manyper i T 2
b fretheyarmed? Ve &

CDC confirmed to the Committee, on a phone briefing and in email, that all guards at the CDC
were armed !

One of the special agents in charge of the visit recently returned to the PPD shift from the
First Lady’s detail.™®® This was his first significant site advance visit after returning.'® Atlanta
Field Office management, USSS advance members, and the CDC Security management team all
indicated they believed this special agent was overwhelmed.'®*

V*Email from Public Health Analyst, Centers for Disease Control & Prevention to H. Comm. on Oversight & Gov’t
Reform staff (Apr. 3, 2015, 3:15 p.m.) [hereinafter Apr. 3, 2015 Email].
:8 Oct. 17, 2014 CDC Memo, supra note 12, at 9.

CId.
7 Completed “Site Survey” Questionnaire from Centers for Disease Control & Prevention to U.S. Secret Service
(Sept. 12.2014).
180 1d.
¥ Telephone Bricfing from Safety, Sec. and Asset Mgmt., Centers for Disease Control & Prevention to H. Comm,
on Oversight & Gov’t Reform staff (Apr. 1, 2015) [hereinafter April 1, 2015 CDC Telephone Briefing]; Apr. 3,
2015 Email, supra note 176.
74, at 10.
183 1d.
.
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il. Proximity of Armed CDC Security Personnel to President

CDC told the Committee “no other guards [besides the elevator operator] came within
close proximity to the President.”'® Director Clancy reiterated that point at a November 19,
2014 House Judiciary hearing in the following exchange with Representative George E.B.
Holding;

HOLDING: One other follow-up question, then Tl yield back.
Regarding the security guard who was armed and hadn’t
been cleared, were there any other security guards armed
but not [cleared] at the event in Atlanta?

CLANCY:  Sir, as I've been briefed, there were other armed security at
the CDC. But they were not on the inner perimeter. They
were on the outside of our inner perimeter, which is not
uncommon on the outside perimeter to have arms. ..

HOLDING:  So, there were armed security who had not been cleared on
the outside of the perimeter, Were there any on the inside
of the perimeter, like the individual that we’ve noted?

CLANCY:  As I've been briefed, sir, not on the inside of the perimeter,
other than the elevator operator who was armed.'*

However, USSS’s first review indicated there were security personnel in close proximity
to the President.”®” That review stated, “It was discovered after the visit that none of the security
personnel in close proximity to [President Obama] were name checked or gArms Reach
Program] checked because they did not submit any of their own names.”**

In an email sent the day after the incident, Assistant Special Agent in Charge (ASAIC)
Jack Coffey wrote to Special Agent in Charge (SAIC) Robert Buster, head of PPD:

185

Id.
Y United States Secret Service: Hearing Before the H. Comm. on Judiciary, 113th Cong. 34 (Nov. 19, 2014) (No.
113-118).
¥ Email from |- U-S. Secret Service to Jack Coffey, Jr., Asst. Special Agent in Charge, Presidential
Protective Div., U.S. Secret Service, et al. (Sept. 16, 2014, 11:58 p.m.) [hereinafter Sept. 16, 2014 Email] (emphasis
added).
188 Id.
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No other armed CDC security officers were in our secure areas. They
were in non secure areas. We did have unarmed CDC officers in our
secure area. They were not name checked and should have been. '™

The aforementioned information provided by the CDC shows that all CDC security personnel
were armed that day, and that CDC had sent notification of that fact to USSS. Thus, the guards
mentioned by Coffey as being “unarmed CDC officers in our secure area” would have in fact
been armed, and Director Clancy’s testimony that there were not armed guards “on the inside of
the perimeter” appears inconsistent. CDC also told the Committee that USSS agents interacted
with guards all over campus and “had no particular reaction to the visible weaponsf’]%

Additionally, USSS’s second review stated that armed contract security %uards supported

Q

the USSS security plan by holding exterior posts and two stairwell access posts.”' USSS failed
to conduct background checks on these guards just as it did all other CDC guards that day.

iii. Distribution of Credentials at CDC

A basic element of USSS’s protective operations at site visits is the use of special
credentials, known as “SARGE pins,” to help control who has access to the various layers of
security around the ?resident. "2 These pins are physical temporary identifiers worn on an
individual’s lapel.19 Each pin has a specific letter: S for Staff, A for Airport, R for Resident, G
for Guest, and E for Enforcement (armed law enforcement or private security)."™

Without having conducted the appropriate name checks, a USSS special agent provided
pins to the CDC Security Services management team and to another USSS special agent to
distribute.'” The distribution of these pins without having conducted the proper background
checks violated USSS policy. Thus, as USSS’s second review found, “PPD and Atlanta [Field
Office] CDC site agents failed to appropriately control the distribution of SARGE System pins to
only name checked personnel.”'*®

Given USSS’s failure to vet guards and follow proper pin distribution procedures, the
Committee believes that the policies and procedures for advance visits, specifically regarding the

'® Email from Jack Coffey Jr., Asst. Special Agent in Charge, Presidential Protective Div., U.S. Secret Service to
Robert Buster, Special Agent in Charge, Presidential Protective Div, U.S. Secret Service (Sept. 17, 2014, 12:46
am.).
¥ Apr. 3, 2014 Email, supra note 250,
¥ Oct. 17, 2014 CDC Memo, supra note 12, at 11.
:;’3 U.S. Secret Service Protective Operations Manual, OPO-9 (Aug, 24, 2007), at 4,
3

1d.
.
1% Oct. 17, 2014 CDC Memo, supra note 12, at 10.
% 1d. at 13,
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vetting and pinning of individuals who are in close proximity to the President, should be further
analyzed by DHS OIG.

iv. Elevator Operator’s Arrest History

An armed security guard was stationed in the elevator in order to operate it for the
President. Like the other guards, USSS did not conduct a background check. When USSS did
later conduct a records check on the armed guard, it returned a criminal history of three arrests
for misdemeanors.'”’ One of the arrests was for reckless conduct with a weapon, when he
intervened in a shooting incident at a neighbor’s apartment by shooting at and hitting a fleeing
suspect’s vehicle while a three-year old was in the back seat, though this charge was Nolle
Prossed due to the death of the defendant (the fleeing suspect) and a primary witness.'” The two
other arrests were for simple assault during a domestic dispute with the guard’s future wife, and
for simple assault after a domestic dispute with his sister, and these arrests were stricken from his
record and dismissed, respectively,w‘q The guard was never convicted for any of the three
misdemeanors. >

Had USSS properly screened the armed guard and learned of his arrest histo?, he likely
would have been excluded from serving as an elevator operator per USSS protocols. ™!

v. Allowing Unpinned Individuals near President

Neither the freight elevator manifests contained in the USSS Preliminar%f Survey report
nor the USSS CDC site diagrams included a generic elevator operator position. 92 The PPD site
agent claimed that on September 11, 2014, he requested the CDC Security Services team provide
an unarmed elevator operator during the President’s visit.*”® The CDC Security Services team
has no record of USSS making any such request,zo4

Y Id. at 12.

% Email from Brian Christensen, U.S. Secret Service to Timothy Hollern, Inspector, Inspection Div., U.S. Secret
Service (Oct. 3, 2014, 4:29 p.m.).

129 Oct. 17, 2014 CDC Memo, supra note 12, at 12.

= d.

2 Sept. 16, 2014 Email, supra note 223.

22 14, at 10.

B 1d. at 9.

204 Id
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Regardless, USSS did not provide the armed guard elevator operator with a SARGE
pin® He should have received one under current USSS procedures had he passed the proper
screening ™ Thus, USSS found that PPD and Atlanta Filed Office CDC site agents “failed to
appropriately vet, manifest and SARGE pin the freight elevator operator.”*"

Although other USSS personnel knew the elevator operator was armed, the PPD site
agent alsg{ ;‘failed to ask [the security guard] if he was armed prior to the arrival of President
Obama.”*

Even disregarding the fact that the guard was armed and had a violent arrest history,
USSS should not have allowed the President into an elevator with an unpinned individual. The
pinning system is USSS’s primary means of controlling presidential access. Allowing the
President into an elevator with an unpinned individual represents a major breach of the
President’s security.

vi. Breach at President’s Departure

After President Obama made his final movement from the freight elevator to a loading
dock to depart the CDC, the contract guard followed the President and the group accompanying
him.* The guard then began taking pictures of the President with his cell phone.”® Despite
being unpinned and armed, he was not stopped by USSS at the time. USSS would later find that
the “PPD shift failed to provide adequate rear coverage of the security formation on the
movement from the freight elevator on the second floor to the departure tent.”*!!

This breach was only detected because after taking the initial pictures, the guard went
back to the freight elevator, saw that no one else was waiting to get on the elevator, and then
returned to the President’s departure tent through a different entrance to take more pictures '
At that time, SAIC Buster observed the guard, who was motioned out of the tent by another
USSS special agent.*”

After the President had departed, USSS contacted the guard’s management.”'* When
management asked for the guard’s gun during a subsequent interview, the USSS special agent

2% Oct. 17, 2014 CDC Memo, supra note 12, at 10.

2% 8. Secret Service Protective Operations Manual, OPQ-9 (Aug. 24, 2007), at 4.
27 Oct. 17, 2014 CDC Memo, supra note 12, at 13.

“® 14, at 13.

¥ Oct. 17, 2014 CDC Memo, supra note 12, at 11.

0 1d. at 11-12,

U d. at 14,

2214, at 12,

03 [d

M Id a7,
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realized that the security guard had been armed throughout the day.**® The guard was

subsequently fired for leaving his post and for lyin% about his actions by telling USSS personnel
he did not attempt to take pictures of the President *'®

vii. USSS Protective Methodology

USSS failed to comply with its own protective methodology, jeopardizing the security of
the President in the process. According to the Protective Methodology section of USSS’s
Protective Operations Manual, a core principle of the mission is “proactive protection,” or the
“the use of preventative controls and countermeasures to avoid incidents that may place
protected persons, places, and events at risk of harm or disruption.”*!” The manual lists
components that are important to providing a safe and secure environment.”

Banual | Protective Operations Section © OPO-02
RO T QPO ‘ Date  : 0B242007

The process of providing a sefe and secure environment begins with the following components:

»  Gathering, analyzing, and controlling the disseminalion of relevant intelligence information

The protective advance

«  The Preliminary Survey — specification of every aspeci of the visit or event which may have an
impact on the protective environment, including:

+ The arrival and departure of protectees

+ The velting and screening of those who may be In proximity to protecises

-

As the facts above demonstrate, USSS violated its own protective methodology prior to
the President’s visit, during the President’s time in the CDC building, and while the President
was departing. USSS’s failure to properly take into account information that all guards would be
armed, failure to conduct appropriate background checks, failure to stop the President from
getting into an elevator with an unpinned individual, and failure to secure the departure tent area
amount to violations of all five of the above bullets.

viii. Video Evidence of the Incident

2% Oct. 17, 2014 CDC Memo, supra note 12, at 7.

flf Apr. 1, 2015 CDC Telephone Briefing, supra note 179

7.8, Secret Service, Protective Operations Manunal, OPO-02 (Aug. 24, 2007), at 3-4.
8

21

“cld.
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The Committee obtained and reviewed all relevant video footage from the day of the
President’s visit to the CDC. None of the footage shows the armed guard in the elevator with the
President. There was no taped footage from the elevator or in the conference room where the
interview of the guard took place, and no camera visibility of the President’s departure where the
armed guard breached the security formation in an attempt to take pictures of the President.
There is video of the armed guard when he left his post to make a phone call, as shown in the
picture below.?"® Not only was the President accompanied by an armed security guard who had
not been properly vetted by USSS, there is no video evidence of the guard’s proximity to the
President.

B. Subsequent Developments

i. USSS’s Incomplete and Problematic Initial Review

19 Centers for Disease Control & Prevention, Surveillance Video of Pres. Obama’s Sept. 16, 2014 Visit to Atlanta
CDC.
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In the hours following the breach, USSS personnel met at the Atlanta Field Office to

review the incident.*™® The Committee obtained the email summary of that meeting. Key

excerpts include:

CDC policy states that security personnel are not allowed to
photograph any visiting VIPs, [Security guard] admitted to knowing
this policy and intentionally violated that policy because he was
excited to see the President.

Subsequent investigation determined that [security guard] had a
criminal history that would have precluded him from serving as
the elevator operator but not excluded him from serving in a
security function at that site.

Was [security guard] wearing an E pin [credential for law
enforcement]?**' No, because he is not a sworn officer. He also was
not issued an R pin [credential for residents] because his name was not
submitted by CDC security supervisors to [special agent] for [Arms
Reach Program]2 22 checks. Tt was discovered after the visit that
none of the security personnel in close proximity to [President
Obama] were name checked or [Arms Reach Program] checked
because they did not submit any of their own names.

Did [special agent] make a request that the elevator operator not be
armed? SA [special agent] stated he did make the request of one of
two CDC security supervisors. When asked, both supervisors could
not recall this request. However, it was also discovered there were
additional omissions by CDC security regarding name checks and
[Arms Reach Program] checks.””

The Arms Reach Program is an enhanced background screening of individuals who will have
private or close proximity to the President and utilizes a review of partner agencies’ databases.
The procedures of the program are classified.

The above email inaccurately places the blame on CDC by implying that it was CDC’s
responsibility ensure that name checks and Arms Reach Program checks were successfully
completed. It was not the responsibility of CDC personnel to check their own names. That

responsibility belonged to USSS alone.*** Further, as discussed above, CDC provided all

information requested by USSS in advance of the visit.

0 Oct. 17, 2014 CDC Memo, supra note 12, at 9.

#1178, Secret Service Protective Operations Manual, OPO-9 (Aung. 24, 2007), at 4.
222 Nov. 13, 2014 Letter from Clancy, supra note 12.

3 Sept. 16, 2014 Email, supra note 187 (emphasis added).

2 Id. at 13.
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The leadership of PPD received some, but not all, of this information in an email from
ASAIC Jack Coffey to SAIC Robert Buster. After updating SAIC Buster, ASAIC Coffey
forwarded the update he provided to SAIC Buster to another USSS employee with the
instructions, “Close hold on this please. Do not disseminate or discuss.”?® The individual
responded: “Yes sir, mums [sic] the word.”*

USSS referred information from the interview with the armed guard elevator operator and
subsequent meeting at the Atlanta Field Office to the Protective Intelligence and Assessment
Division, bu; the case was not referred for further action, and the review resulted in no
discipline.

ii. Failure to Fully Brief White House Staff

When provided with a clear opportunity to inform White House staff that the guard in the
elevator with President Obama was armed but had not received a background check, USSS failed
to do so. According to a USSS interview with SAIC Buster, USSS briefed the White House staff
in Atlanta on the inappropriate photography portion of the incident.”*® USSS did not, however,
tell White House staff or President Obama that the guard in question had not received a
background check, or that he carried a weapon while in close proximity to the President.”® The
failure to provide this information to the White House is inexplicable.

iii. Then-Director Pierson’s Testimony to Congress

3 Email from Jack Coffey Jr., Asst. Special Agent in Charge, Presidential Protective Div., U.S. Secret Service to

, U.8. Secret Service (Sept. 17,2014, 9:31 am).
“ Email from N - U S. Secret Service to Jack Coffey Jr., Asst. Special Agent in Charge, Presidential
Protective Div., U.S. Secret Service (Sept. 17, 2014, 11:35 am.).
* Oct. 17, 2014 CDC Memo, supra note 12, at 1. When an incident (the occurrence of an event or activity that may
be of protective interest) occurs, information is required to be anatyzed to develop protective intelligence products.
Typically, the Protective Intetligence and Assessment Division (PID) does not refer incidents to the field for further
investigation. When PID does refer an incident to the field office, the field office assists in gathering information
required to identify subjects or groups involved, gather technical information, report chronological informationon a
major crime, or monitor another agency’s investigation. U.S. Secret Service, Protective Intelligence & Info. Manual
(Jan. 7,2013), at 1.
** Interview by Timothy Hollern, Inspector, Inspection Div., U.S. Secret Service with Robert Buster, Special Agent
2119 Charge, U.S. Secret Service (Oct. 7, 2014).
1.
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News of the incident became public on September 30, 2014, hours after a Committee
hearing on the September 19, 2014 White House fence-jumping incident. ™ At that hearing
Chairman Chaffetz, then Chairman of the National Security Subcommittee, and Julia Pierson,
then-Director of USSS, had the following exchange:

CHAFFETZ: What percentage of the time do you inform the President if
his personal security [has], in any way, shape, or form,
been breached?

PIERSON:  Percent of the time? One hundred percent of the time we
would advise the President.

CHAFFETZ: You would advise the President?
PIERSON:;  Yes.

CHAFFETZ: In the calendar year 2014, how many times has that
happened?

PIERSON: T have not briefed him, with the exception of one occasion
for the September 19 incident.

CHAFFETZ: So the only time you have briefed the President on
perimeter security, the President’s personal security, the
First Family’s security, has been one time in 20147

PIERSON:  Thatis correct. =

After this hearing, however, the Committee learned that neither Pierson nor anyone else
at USSS notified the President of the CDC breach until September 30, 2014, hours before the
story broke in the media.™* Pierson knew about the incident, including the fact the guard was
armed, within hours after it occurred on September 16, 2014.%® Thus, despite Pierson’s
testimony that she advised the President on security breaches “one hundred percent of the time,”
the President did not know about this breach in his security for two weeks. Although President
Obama initially expressed confidence in Director Pierson’s leadership of the agency, the next
day, he accepted Pierson’s resignation.™*

20 WasH. POST Sept. 30, 2014 article, supra note 10.

3 White House Perimeter Breach: New Concerns about the Secret Service: Hearing Before the H. Comm. on
Oversight & Gov 't Reform, 113th Cong. 74 (Sept. 30, 2014) (No. 113-154).

2 Nov. 13, 2014 Letter from Clancy, supra note 12.

3 Email from Protective Intelligence Operations Center Info, U.S. Secret Service, to [REDACTED] (Sept. 16,
2014, 6:35 pm.).

34 Carol D. Leonnig, Julia Pierson resigns as Secret Service director after series of security lapses, WASH. POST,
Oct 1, 2014,
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Second USSS Review of the Incident

If not for the attention from the media and Congress following the revelation of the CDC
incident, USSS’s investigation may have been limited to its cursory, and incorrect, initial review.
After Secretary Johnson became aware of the CDC incident on September 30, 20]4 the same
day the story became public, he ordered USSS to conduct an additional review. ™ This second,
more thorough, review disputed some of USSS’s original findings regarding the solicitation and
collection of information necessary for name checks being the fault of CDC .

USSS’s second and more thorough review included 30 interviews with individuals
involved in the incident.™’ It was completed on October 17, 2014.5® As a result of the second
review, USSS issued one special agent a ten-day Proposed Suspension. ™ USSS does not appear
to have proposed discipline for any other individuals involved, including any of the special
agent’s supervisors or other agents involved. There also does not appear to be any discipline in
conmection to the armed guard breaching the “rear coverage of the security formation on the
movement from the freight elevator on the second floor to the departure tent.”**

Inaccurate Information in Letter to the Committee

On October 7, 2014, Members of the Committee wrote to USSS seeking clarification of
several issues.”"' In a November 13, 2014 response, Acting Director Clancy stated: “As the
newly appointed Acting Director, I am devoting my utmost attention to the recent incidents, and
1 appreciate the opportunity to address your concerns.”*?

In that letter, USSS referenced both its same-day review of the incident as well as the
second review ordered by Secretary Johnson, which was completed on October 17, 2014—well
prior to the November 13, 2014 letter to the Committee.”” However, USSS failed to include the

5 Nov. 13, 2014 Letter from Clancy, supra note 12.

8 Oct. 17, 2014 CDC Meimo, supra note 12.
238 Iz

* Tnspection Div., U.S. Secret Service, Mission Assurance Inquiry Case Report Details (opened June 23, 2011)

(190-872-14-025).
0 Oct. 17, 2014 CDC Memo, supra note 12, at 14.
1  etter from Hon. Darrell Issa, Chairman, H. Comm. on Oversight & Gov’t Reform, Hon. Elijah Cummings,
Ranking Member, H. Comm. on Oversight and Gov’t Reform, Hon. Jason Chaffetz, Chairman, Subcomm. on Nat’1
Sec., and Hon. John F. Tierney, Ranking Member, Subcomm. on Nat’l Sec. to Hon. Joseph Clancy, Dir., U.S. Secret
Service (Oct. 7, 2014).
*2 Nov. 13, 2014 Letter from Clancy, supra note 12,
B Oct. 17, 2014 CDC Memo, supra note 12, at 1.
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results of the second review, which differed substantially from the results of the first review, in
the November 13, 2014 letter to the Committee. ***

For example, the November 13 letter incorrectly stated that USSS employees did not
know the CDC contract security guard who operated the elevator was armed until an interview
with the guard immediately following the incident when his supervisor asked for his pistol ***

o 4:140 p.m. (approximately) — The Presidential Protective Division (PPD) site
agetit contacted CDC Security Services management regarding the attemypts of
the contractor who operated the elevator to take photographs of President
Obama in the departure arca. The PPD site agent met with CDC Security
Services management, supervisors from Professional Security Corporation
(PSC), and the conteactor in-question in a nearby room. During the meeting, a
PSC supervisor suspended the contractor and took his PSC-issued pistol. The
PPD site agent realizes that this individual was armed while operating the
-elevator and requests a Secret Service protective intelligence team 1o interview
the contractor. This is the first time Secret Service employees became aware
that the contractor was armed.

While this may have been the first time that the PPD site agent realized that the guard
was armed, it was not the first time that USSS employees generally became aware of this fact.
USSS’s second investigation had confirmed nearly a month prior to this letter that “all of the
USSS advance team personnel interviewed had a clear understanding that PSC personnel were
armed.”**® This applied to both security personnel in uniform, with visible weapons, and those
who wore suited attire and did not have visible weapons, such as the armed elevator operator.*’
Furthermore, CDC guards and USSS agents participated in multiple rehearsals with the guard in
question present and armed.**®

C. Standards for Security Personnel at Presidential Visits

This incident highlights the possibility that different protocols should be considered.
Despite the armed guard’s arrest history, and the fact that it would have disqualified him from

** Nov. 13, 2014 Letter from Clancy, supra note 12.
245

Id. at 2.
24? Oct. 17, 2014 CDC Memo, supra note 12, at1l.
7 Apr. 3, 2014 Email, supra note 250.
248
“1d.
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operating the elevator for the President, he would not have been excluded from servingin a
security function at the site for the President’s visit.**

According to the CDC, the guard’s “arrest history did not disqualify him from
employment as a security guard at CDC.”**" The guard met various background standards and
checks before working at the CDC, including: (1) a National Agency Check with Written Inquiry
(NACT) investigation through the Office of Personnel Management, which dates back five years
and contacts law enforcement authorities; (2) a comprehensive pre-assignment evaluation by his
contract employer, which included a search of records of criminal convictions; (3) an
investigation by the Georgia Board of Private Detective and Security Agencies to receive a
license to carry a weapon for private security, which disqualifies individuals with criminal
convictions; and (4) a Bioterrorism Security Risk Assessment by the Federal Bureau of
Investigation (FBI) Criminal Justice Information Services Division in order to receive access to
select agents and/or toxins.?*!

Passage of these checks and employment at CDC, however, does not mean an individual
should be allowed to provide security support to the President. At the very minimum, USSS
should be aware of the criminal backgrounds or arrest histories of those providing security to the
President, and have clear protocols pertaining to resulting prohibitions providing security
functions.

D. Summary

USSS jeopardized the President’s security during his visit to the CDC. USSS allowed the
President’s security to be breached at least three times in addition to failing to follow its own
security protocols in a number of ways.

USSS’s failure to promptly and adequately investigate the incident, and forthrightly
address concerns about the incident, was also problematic. First, USSS did not inform the
President or his staff that the guard in the elevator had been armed and had a violent arrest
history, including an arrest for reckless conduct with a gun; second, USSS conducted a
problematic initial review that inaccurately placed blame on CDC, and may not have conducted
the more thorough review if not for media attention focused on the incident; third, USSS
provided inaccurate information at a Committee hearing; fourth, USSS provided what appears to
be inaccurate information at a House Judiciary Committee hearing; and fifth, USSS provided
inaccurate information in response to a letter from the Committee.

249 1d

250 I (é‘

> Letter from Sherri Berger, Chief Operating Officer, Centers for Disease Control & Prevention to Hon. Jason
Chaffetz, Chairman, H. Comm. on Oversight & Gov’t Reform (Feb. 24, 2015).
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4, March 4, 2015 Incident

On March 9, 2015, Director Clancy learned of allegations that five days earlier, on March
4, two USSS supervisors, Marc Connolly and George Ogilvie, possibly intoxicated after
attending a retirement party for a fellow supervisor, interfered with a crime scene surrounding a
threatened bomb just outside White House grounds.”* Connolly was Deputy Special Agent in
Charge (DSAIC)—the second-in-command—on President Obama’s Presidential Protective
Division (PPD). Assistant to the Special Agent in Charge (ATSAIC; Ogilvie was a senior
supervisor in the Washington (D.C.) Field Office’s protection squad.” USSS personnel
referred the matter to DHS OIG that day.”* Two days later, after being informed that press
accounts of the allegations would be published later that evening, Director Clancy notified the
Committee of the incident.”

The next day, the Committee requested information on the incident, including all video
footage, photographs, or audio recordings.*® The Committee understands that USSS has
undertaken some efforts to extend its formerly 72-hour retention period for security video
footage. Various state agencies, public universities, and private sector entities routinely retain
security video tapes for at least thirty days and USSS would be well served to follow such best
practices.

Director Clancy subsequently briefed Committee members on March 17, 2015. To
obtain more information, the Committee sent an extensive document request on March 19,
2015.%7 Between mid-April to mid-May 2015, Committee staff also conducted transcribed
@ntggvievgggof six USSS employees on duty or with responsibilities pertaining to the March 4
incident.”™

On May 14, 2015, DHS OIG released its public report, which concluded “it was more
likely than not that both Connolly’s and Ogilvie’s judgment was impaired by alcohol.”**
According to DHS OIG’s investigation, DSAIC Connolly, ATSAIC Ogilvie, and two non-agent

2 Email from Gov’t & Pub. Affairs staff, U.S. Secret Service to H. Comm, on Oversight and Gov’t Reform staff
(Mar. 17, 2015, 11:34 a.n).

3 OIG Mar. 4 Report, supra note 27, at 2.

254 J? d

% Telephone Bricfing from Hon. Joseph Clancy, Dir., U.S. Secret Service to Hon. Jason Chaffetz, Chairman, H.
Comm. on Oversight & Gov’t Reform (Mar. 11, 2015).

2% Letter from Hon. Jason Chaffetz, Chairman, H. Comm. on Oversight & Gov't Reform and Hon. Elijah
Cummings, Ranking Member, H. Comm. on Oversight and Gov’t Reform to Hon. Joseph Clancy, Dir., U.S. Secret
Service (Mar. 12, 2015).

7 Letter from Hon, Jason Chaffetz, Chairman, H. Comm. on Oversight & Gov’t Reform, Hon. Elijah Cummings,
Ranking Member, H. Comm. on Oversight and Gov’t Reform, Hon. Ron DeSantis, Chairman, Subcomm. on Nat’1
Sec., and Hon. Stephen F. Lynch, Ranking Member, Subcomm. on Nat’1 Sec. to Hon. Joseph Clancy, Dir., U.S.
Secret Service (Mar. 19, 2015) [hereinafter Mar. 19, 2015 Letter].

¥ The Coramittee conducted transcribed interviews of Assistant to the Special Agent in Charge Kimberly Tello as
well as Uniformed Division personnel Officer Samuel Mason, Lieutenant Charles Miller, Captain Michael Braun,
Inspector Keith Williams, and Deputy Chief Alfonso Dyson.

9 OIG Mar. 4 Report, supra note 27, at 17.
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USSS personnel with them were likely the last to leave a nearby retirement party that night.”®

The report further revealed that at 10:45 p.m —just minutes before Ogilvie drove Connolly to the
White House grounds in Ogilvie’s government-owned vehicle—Ogilvie paid the bartender for
eight glasses of scotch, two vodka drinks, one glass of wine, and three glasses of beer.®®! Of
those, Ogilvie could not recall what happened to five of the glasses of scotch, the glass of wine,
and two or three of the beers, claiming he gave them away to others but being unable to recall the
identities of the beneficiaries.

During this same time, at the White House, UD officers were on high alert after an
individual had placed a package outside of a guard booth and stated it contained a bomb. The
area was closed off to await the arrival of the Washington Metropolitan Police Department bomb
squad* Yet both at the bar and in ATSAIC Ogilvie’s government-owned vehicle afterwards,
both ATSAIC Ogilvie and DSAIC Connolly failed to check their devices indicating that the
White House was at a Condition Yellow.?* Approximately thirty minutes after the bomb threat,
Ogilvie and Connolly approached a roadblock closing off traffic to the area,” ignored an officer
directing the vehlcle to turn around,” turned on the vehicle’s police lights or sounded an air
horn to pass,”®” and slowly drove straight to the Erecise E Street entrance where the alleged bomb
was awaiting examination by the bomb squad.Z(’ Surveillance footage shows the vehicle
maneuvered around a steel bike rack, “pushfed] [a] barrel . . . more than five feet . . . to shove the
barrel out of the way,” and “passed within inches of the susp1c1ous package” ~a threatened
bomb outside of USSS’s most important protected residence, the White House.*®® DHS OIG
concluded, “[Tlwo highly experienced Secret Service supervisors drove into a crime scene
inches from what the rest of the Secret Service was treating as a potential explosive device and
which, under different c1rcumstances could have endangered their own lives and those of the
UD officers responding. ™’

When confronted by UD officers at a vehicle blocking gate 100 yards further into the
White House complex, Ogilvie and Connolly initially failed to respond, described by one officer
as having a “deer in the headlights look.”®”" The officers notified their watch commander, who
walked from an entirely different part of the White House complex to come investigate the
situation with DSAIC Connolly and ATSAIC Ogilvie, who acknowledged to the watch
commander that they had been drinking *"

®1dat2.

®1d. at 3.
262

5 Id. at 5.

4 1d. at 8-9, 10,
5 1d. at 6.

6 1d. at 6-7.

" 1d. at 7.

8 1d. at 7-8.

269 I d

0 1d. at17.

T rd.at9.

22 1d. at 9-10.
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Notifications of the incident that night went from the watch commander up the chain of
command, but ultimately stopped with the two leaders of the UD, one of whom essentially
reports through DSAIC Connolly to PPD SAIC Robert Buster.””> No one in USSS wrote up the
incident.*”* Despite both agents and UD officers talking of the incident for days, the Office of
Professional Responsibility would not be notified of the incident untit March 9 when Director

Clancy himself learned of the incident—through a source outside of USSS.*

The purpose of the DHS OIG investigation “centered around the activities of two senior
Secret Service personnel.”276 The Committee’s investigation into this incident also included
further review of how USSS responded to and reported the possible misconduct of the senior
agents, as well as how the agency responded to and investigated the original incident of the
suspicious package that was claimed to be a bomb. Although the DHS OIG report provides a
substantial narrative of most of the underlying facts these circumstances, it did not discuss some
of the significant issues of the original incident. These are described below.

A. Unnecessary Delay in Arresting Heather Brookins

On March 4, 2015, the suspect pertaining to the original incident of the suspicious
package, Heather Brookins, evaded initial arrest after placing what she claimed to be a bomb
outside an entry gate to White House. Three days later, on March 7, 2015, the Louisa County
Sheriff’s Office in Virginia apprehended her on unrelated charges.””” The Committee
interviewed several USSS personnel involved in the response to the suspicious package,
including UD Officer Samuel Mason. Stationed at a guard booth designated “South Park 15,”
located near E Street on the southeast corner of the White House complex, Officer Mason
was on the scene when Brookins made the bomb threat. Officer Mason described the events:

Roughly 10:25 p.m. She pulled up. I saw her there. Like I said, 9 times
out of 10, they’re waiting for the green light to do a left turn or something,
they went the wrong way, et cetera. I gave her a few moments, and then I
was going outside the booth. At the same time, she got out of her car, so 1
went to address her. The first thing I was telling her is, “Ma’am, you can’t
park here,” because that’s, like T said, a thousand times a day.

Instantly, she arose my suspicion when she says, “I have something for
you,” and I was like, “Ma’am, we can’t take packages. We can’t—we
can’t do this. And, you know, you have to mail it or whatever,” you
know, because we get that a lot of times, too, I want to mail a letter, I want

73 1d. at 18.
7 1d. at 15,
72 1d.at 14.
6 1d. at 2.
=7 Staff Report, Louisa cops solve White House problem, CENTRAL VIRGINIAN, Mar, 12, 2015,
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to hand a letter, so on and so forth.

She’s like, “I have something for you. It’s a book . . . actually, it’s a
***ing bomb.”

And then I was like, “Back up.” I was yelling at her; screamed back. She
set it down—she laid it on the ground at that point. I retrieved my radio to
alert the complex what was going on.

At that point, she was returned to her car. I went out to the car, opened up
the closest door to me, which was the front passenger door. I was
screaming at her, “Get out of the car. Get out.” And she said, “I don’t
have to do anything you say,” put it in reverse, went backwards 5, 6 feet or
so. I was inside the pocket of the door, so she took me with her. That’s
when I leaned in, put it in park, and screamed at her again. No other
assets were there yet, and I didn’t want to run around on the front of the
car or even the back at that time, obviously, if she went into reverse. Then
she put it in drive and started—headed southbound on 15th Street.””®

As USSS began to secure the area, UD officers attempted to locate Brookins® car.”” The
officers at the scene provided a description of the car but not the license plate number.™*" Within
seconds of Brookins leaving the scene, two UD cruisers began pursuit. ™' One of the UD
cruisers spotted a vehicle matching the description, but discontinued yursuit when a second UD
cruiser radioed in that he stopped a vehicle matching the description.™** However, the second
cruiser stopped the wrong vehicle, allowing Brookins to evade arrest after cruisers discontinued
pursuit of the first vehicle ™

After reporting the license plate number, a UD officer at the scene learned the owner of
the car was married to Brookins, a person of record with USSS.? Brookins encountered Capitol
Police the day before while staying at a hotel in the area.”® USSS agents traveled to the hotel
early in the morning after the incident but discovered that Brookins had alread7y checked out.**
Only then did USSS issue a “be on the lookout” (BOLO) alert for Brookins.”®” USSS agents
traveled to Brookins’ house early the same morning and interviewed her husband, who informed

2% H. Comm. on Oversight & Gov’t Reform, Transcribed Interview of Samuel Mason (Apr. 17, 2015), at 27-28.
¥ OIG Mar. 4 Report, supra note 27, at 5.
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281 Id

14, at 5+6.

14 at 6.

284 Id

285 Id

286 ]d

% Letter from Hon, Joseph Clancy, Dir., U.S. Secret Service to Hon, Jason Chaffetz, Chairman, H. Comm. on
Oversight & Gov’t Reform (Mar. 23, 2015) [hereinafter Mar. 23, 2015 Letter].
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them that Brookins traveled to Virginia,288 USSS located Brookins at 6:00 p.m. on March 5,
2015, in Gordonsville, Virginia.289

USSS interviewed Brookins at 7:05 a.m. the next morning, March 6,290 but, according to
USSS documents, agents were “unable to arrest the subject,” and that the warrant for her arrest
was issued on March 102" At 12:31 p.m., USSS’s Protective Intelligence Operations Center
(PIOC) cancelled the BOLO for Brookins.** Later that night, Louisa County, Virginia Police
responded to a verbal dispute involving Brookins at the hotel, but reported Brookins left the
premises before they arrived *”

On the morning of March 7, Louisa County Police responded to a department store after
receiving a report of a suspicious vehicle.”* The vehicle belonged to Brookins.** Police found
her sleeping in the driver’s seat and charged her with trespassing, loitering, disorderly conduct,
and obstruction of justice after she threw items out the window and refused to comply with
officers.*®® When Brookins refused to exit the vehicle, officers broke the window to remove
her.”” She was then committed to a hospital in Charlottesville, Virginia.298 However, when
Louisa County Police contacted USSS’s PIOC that morning regarding Brookins” status as a
USSS look-out, USSS informed them the BOLO was no longer in effect.

A warrant was not issued for Brookins until March 10—six days after the events of
March 4—for Assault with a Dangerous Weapon, not for any bomb-related threats.™ Charges
in Virginia were dismissed in lieu of other prosecution, and Brookins was then transferred to
USSS custody and taken to federal court in southern Virginia. > Her case is pending.

B. Need for Clarity in Misconduct Investigations

¥ OIG Mar. 4 Report, supra note 27, at 6.
89
Id.
9 1d.
#L Mar. 23, 2015 Letter, supra note 287.
292
Id.
3.
2.

Conmmittee staff (Apr. 27, 2015).
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Inspectors serve as the highest level of management in the USSS UD under the top three
in the UD chain of command: the Chief, the Assistant Chief, and the Deputy Chief ***
According to Inspector Keith Williams, when a UD employee is aware of misconduct, the
practice is to report it up the chain of command to headquarters. Williams gave this hypothetical
example for a UD officer, whose next-level reporting official is a sergeant, that was suspect of
some type of misconduct:

If there’s an incident that requires disciplinary action, the sergeant’s
involved with it who will inform his lieutenant, but it’s the ultimate
decision of the watch commander whether or not the disciplinary action
will be sent up for recommendation. . . . Tt would be forwarded on to the
deputy chief for his review, and then sent on to the Office of Integrity for
their decision whether or not disciplinary action will go forward.’

Yet UD Deputy Chief Alfonso Dyson, the third highest-ranking official in the UD and
the highest-ranking operational UD official at the White House, provided conflicting information
to the Committee as to his role compared with the role of the Office of Integrity or Office of
Professional Responsibility. Initially, Dyson stated the Office of Professional Responsibility
investigates allegations and determines whether misconduct occurred:**

Q. Who is ultimately responsible in the Secret Service for
investigating possible misconduct allegations to determine whether
or not there was actual misconduct?

A So that would be the Office of Integrity, along with the Office of
Professional Responsibility, the Inspection Division.

L

Q. [1]f the Office of Integrity is supposed to investigate and determine
if there is misconduct, would it be up to you to determine whether

2 . Comm. on Oversight & Gov’t Reform, Transcribed Interview of Alfonso Dyson (May 12, 2015), at 10-11
|hereinafter Dyson Tr.].

*B H. Comm. on Oversight & Gov’t Reform, Transcribed Interview of Keith Williams (Apr. 30, 2015), at 15-16
[bereinafter Williams Tr.].

™ In interview excerpts in this section, the Office of Integrity is often used interchangeably with the Office of
Professional Responsibility. USSS personnel were unclear on which office misconduct should be reported to—one
of the many arcas of confusion USSS personnel evidenced regarding disciplinary procedures in the agency. The
Office of Professional Responsibility, not the Office of Integrity. is in fact responsible for convening USSS s Intake
Group to receive allegations of misconduct. The Office of Integrity only plays a role in ensuring consistency in
discipline once allegations have been investigated. U.S. Secret Service Directives System, Office of the Dir.
Manual, Section ITG-06(01), DISCIPLINARY AND ADVERSE ACTIONS - GENERAL, Jan. 31, 2014, at 5-6.
However, the Office of Integrity also sits on the Intake Group, so the outcome should be the same regardless of
which of these two entities allegations are conveyed to. 7d. at 3. USSS personnel may possibly associate the Office
of Integrity with investigating misconduct due to the fact that its creation was a highly-publicized event in response
to the Cartagena scandal.
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there’s misconduct, or would it be ultimately up to the Office of
Integrity?

It’s ultimately up to the Office of Integrity.
So your obligation is to report all potential misconduct to the
Office of Integrity so that they can determine whether or not there

was actual misconduct?

Well, it’s up to them to determine whether or not it’s actual
misconduct and if there would be disciplinary action taken.*”*

Dyson, however could not provide a clear explanation of what matters should, in fact, be
referred to the integrity process:

Q.
Al

Q.

A.

What types of matters would you report to the Office of Integrity?

There is a wide range of things. If an officer violated some
policy, but that’s not necessarily always going to go to
Integrity. It really varies. It’s kind of difficult. There’s no set
rule on every single misconduct issue.

So what would be the types of misconduct issues that would not—
then for which there would not be an obligation to report to the
Office of Integrity?

Well, T guess if we go back a little bit, if there’s actual
misconduct and it violates a policy, then that in itself will go to
Integrity. So if we are speaking of misconduct, as we are, that
generally would go to Integrity.*

Dyson ultimately stated a matter is only referred to the Office of Integrity after the UD makes its
own determination on whether misconduct occurred:

Q.

If there’s an incident that takes place and there is any allegation
that there may have—it may have involved misconduct, would that
be something that you would need to report up the chain to the
Office of Integrity?

That is something that 1 would look at, along with the watch
commander of the shift, and then if there is some facts to show that
there is some sort of misconduct, then we would take the next step.

305» Dyson Tr., supra note 302, at 13-15.
% 1d. at 12 (emphasis added).
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But if there is just an allegation that something may have
happened, I don’t know that that would be reported to the Office of
Integrity.

Q. So you would do the fact finding ultimately, not the Office of
Integrity?

A Not necessarily just a formal fact finding, but we would actually
inquire as to what happened, or someone on my team, probably the
watch commander, will look into the issue, and then they would
advise me as to whether or not there’s miseonduct, and if there
is actually misconduct, then it will be forwarded.

Q. Okay. So when you say, “if there is actually misconduct,” so you
make determination that there is or is not misconduct, and if you
determine that there is misconduct, then it goes to the Office of
Integrity just for disciplinary purposes?

A, Based on the information I receive from the supervisors, the watch
commander included, and usually the inspectors, so they bring me
the information, and then I will look at it, and if there is
misconduct, then we will report it 307

C. Reliance on Self-Reporting of Misconduct

After the March 4 incident, no one reported the full details of DSAIC Marc Connolly’s conduct
to SAIC Buster or the Office of Integrity. According to the DHS OIG report, Deputy Chief
Dyson stated that he did not report the incident because he believed that Connolly would self-
report.”®® Chief Simpson went even further, stating that not only did he assume that Connolly
was going to self-report, Simpson did not believe it was his job to report Connolly.** Neither
Dyson nor Simpson followed up on whether Connolly actually fulfilled his obligation to self-
report. ™ Simpson told DHS OIG that he did not believe he had a duty to report:

Simpson thought that Connolly would have reported the incident to Robert
Buster, Special Agent in Charge, PPD, Washington DC, who is
Connolly’s direct line of supervision. Normally, Dyson would have been
responsible to report the incident to Buster, but Dyson did not report the

37 Id. at 15-16 (emphasis added).

3% OIG Mar. 4 Report, supra note 27, at 15.
1.

% Dyson Tr., supra note 302, at 112,
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incident because Dyson believed that Connolly would have self-reported
the incident. In this instance the notifications should have been reported
from Connolly through Buster to Callahan. Simpson did not report the
incident to Callahan because it is not Simpson’s responsibility to report an
incident involving a Special Agent of the USSS. Simpson is responsible
to report incidents involving UD Officers to Callahan *"!

The DHS OIG memorandum makes no record of whether Simpson believed he had any
responsibility to report to the Office of Integrity. However, Inspector Williams informed
Committee staff that he understood referrals to the Office of Integrity to go through the Office of
the Chief of the UD:

[Ulltimately on the Uniformed Division side a deputy chief will send that
information to the Office of the Chief, and then the Office of the Chief
will ultimately send that information to the Office of Integrity. . . . It’s sort
of like a dual role. [Tthe paperwork goes up the chain of command like
that, but it will go to the Office of the Chief, and the Office of the Chief
will make sure it gets in the hands of the office of integrity. >

For his part, Deputy Chief Dyson offered contradictory testimony in his transcribed
interview with Committee staff. He acknowledged his obligation to report the misconduct of
others:

Q. Do you have an obligation to report misconduct when you become
aware of?

A. If T am aware of misconduct, then I have an obligation to report
-, 313
it.

Yet he also emphasized the obligation of individuals to self-report:

Q. So, just to make sure we're clear, at the Secret Service, all
employees have a general obligation to report misconduct; is that
correct?

A Yes. But—

Q. Okay.

U Office of Inspector Gen., Dep’t of Homeland Sec., Memorandum of Activity, “Personal Interview — Kevin
Simpson, Chief, USSS, UD, WHB,” Case 115-USSS-SID-06777, at 2 [hercinafter DHS OIG Simpson MOA],
2 Williams Tr., supra note 303, at 47-48.

3 Dyson Tr., supra note 302, at 106.
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A —there’s also an expectation that the individual involved will self-
3
report.

In the case of special agents, Dyson seemed to believe that USSS could rely on the
obligation to self-report:

Q. If anyone . . . on the special agents’ side had committed
misconduct that you observed, would you rely on them to report
that misconduct up their chain of command, or would you have an
independent obligation to report it yourself?

A. Well, if I have a discussion with the individual and, after the
discussion I'm led to believe you’'re going to make the notification,
T would not make the notification.!®

However, he also referenced the fact that Connolly was a supervisor as one of the factors
that led him to believe self-reporting was sufficient:

[W]ith Marc Connolly being a SES GS-15, the numbet two person on the
President’s detail, there was no reason for me to believe he wouldn’t self-
report this, especially after he and I discussed it, and I made sure he knew
that he should report it %1

Although Dyson had only been Deputy Chief and a colleague of Connolly’s for a short four and
a half weeks, he took it for granted that Connolly would self-report: “There was nothing about
Mare Connolly that T knew of in my short time knowing him that indicated that he would not
self-report this to SAIC Buster.”*!” In fact, Dyson stated this expectation went for all managers:
“We all have and there’s this expectation that especially us, as managers, will self-report. 1
really viewed this as another one of those cases where the individual would self-report.”*"®

The DHS OIG report concluded both Dyson and UD Chief Kevin Simpson “could have
reported the incident.”®" Yet the report failed to note that under USSS’s Table of Penalties, all
supervisors have an obligation to report misconduct in Offense Code 5.6, dereliction of
supervisory responsibility. This obligation is discussed in greater detail in the Failure to Report
Misconduct section later in this repcrt.m

Whether Dyson allowed Connolly to self-report because of Connolly’s status as a fellow
supervisor in the chain of command or as a special agent is unclear. However, it is clear it is not

34 1d. at 48.

35 1d. at 105,

318 14, at 104,

7 14, at 118,

318 [d

*1° OIG Mar. 4 Report, supra note 27, at 18.
30 See infra p. 81.
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sufficient to rely on individuals to report their own misconduct. Not only did the misconduct not
get reported up the chain in this instance, but in general, relying on someone to self-report
because they are a fellow supervisor may send the message to rank-and-file USSS personnel that
supervisors get preferential treatment and do not have to abide by the same rules.

D. Disparate Treatment

Even after USSS leadership became aware of the events of March 4, 2015, and referred
the matter to the Inspector General, Connolly and Ogilvie’s clearances were not suspended,
which was generally inconsistent with this type of misconduct.

USSS’s Security Officer at the time, Robin DeProspero-Philpot, told the Committee that
in this type of case, an individual’s security clearance is normally suspended during an
investigation into their conduct. DeProspero-Philpot stated:

[A] The only case . . . that I don’t feel that the process was followed,
necessarily—in other words, there was no briefing given by me or
my Deputy Assistant Director; I found out the information about
the March 4 incident, that I was told that no clearances would be
suspended, the two employees would be on administrative leave
until an investigation was done.

And you had no input in that decision.

No.

But you typically would.

Yes.

Do you have any insight as to why this was treated differently?
No, Ididn’t—no.

You didn’t ask questions?

1 did not ask questions.

I T~ TS

Who told you that this would be different?
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A As Irecall . .. Ithink it was my Deputy Assistant Director, Pete MecCauley. 3

DeProspero-Philpot said that, had the normal process been followed, she vgould have suspended
the clearances of Ogilvie and Connolly pending additional investigation ***

E. Lack of Candor with Committee Staff

Deputy Chief Alfonso Dyson was one of the UD supervisors who chose not to report the
misconduct to the Office of Professional Responsibility. In the Committee’s interview of Dyson,
he used the phrase “don’t recall” eighty-eight times.*> Some of his responses raised questions
about whether he was being candid with Committee staff. For example, Dyson claimed that he
didn’t know the vehicle made contact with any barrier;

Q. Now, in addition to looking at security camera footage related to
the suspicious package incident itself on March 4, 2015, did you
ever review any security camera footage related to Agents
Connolly and Ogilvie’s attempted entrance at the White House
complex on the night of March 4, 2015 at all?

A. I did. Isaw a video. And this was very short, but it showed the
vehicle pulling up at the orange barrier. I may have even seen the
vehicle nudge the barrier. But that would have been sometime
long after things had really kind of blown up and it was all over the
media. And I don’t remember when. But it certainly wasn’t
within the first several days because that wasn’t a topic of
discussion. Ididn’t know any of that happened.

I certainly don’t recall any knowledge of Ogilvie driving and
hitting a barrier, If I did, then when Rich Coughlin called me on
the 9th and said that someone hit a gate in the drunk driving thing,
I would have cleared it up. No, Rich, they moved the barrier. I
would have said some sort of follow-up as relates to what the
vehicle struck or moved or pushed or whatever. But I completely

1 H. Comm, on Oversight & Gov’t Reform, Transcribed Interview of DeProspero-Philpot (Sept. 14, 2015), at 185
{hereinafter DeProspero-Philpot Tr.].

322

ld.

3 Dyson Tr., supra note 302, at 20-22, 28, 29, 30, 31, 33, 35, 53, 55, 56. 58, 59, 63, 66, 82, 97-99, 100, 101, 107,
109-114, 122, 125, 134, 139, 142, 144, 145, 147, 148, 150, 155, 156, 159, 161, and 162.
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dismissed it to Rich when he called because, as far as I knew, none
of that happened.***

However, in his interview with DHS OIG, Dyson said that Connolly told Dyson in a
phone call that they drove around a road block.? » According to the DHS OIG report, Dyson
called Connolly at 11:19 p.m., just over twenty minutes after Connolly and Ogilvie went through
the entrance to the White House complex at South Park 153 Within minutes of that call,
Dyson received a forwarded email from the JOC describing a vehicle entering SP15 and moving
an orange barrel.>”’ Dyson in turn sent that e-mail to both SAIC Buster and Connolly.**®

From: ALFONSO DYSON (UIDW)

To: ROBERT BUSTER (PP, MARC CONNOLLY, (PPD}
Subject: Fw: SP15

Date: Wednesday, March 04, 2015 11:46:46 PM

Fyi

Deputy Alfonso M. Dyson
U.5. Secret Service

From: MICHAEL BRAUN (UDW)

Sent: Wednesday, March 04, 2015 11:34 PM Eastern Standard Time
To: ALFONSO DYSON (UDW); KEITH WILLIAMS (UDW)

Subject: Fw: SP15

Joc video

From: ALDO FRASCOIA II (UDW)

Sent: Wednesday, March 04, 2015 11:32 PM
To: MICHAEL BRAUN (UDW}

Subject: SP15

Capt.
The individual that entered sp15 moved the orange barrel, that was blocking the entrance, with his
vehicle. He never exited his vehicle but moved it with his car then backed up and moved it again.

> 1d. at 149-150.,

*3 Office of Inspector Gen., Dep’t of Homeland Sec,, Memorandum of Activity, “Personal Interview — Alfonso
Dyson, Deputy Chief, USSS, WHB,” Case 113-USSS-SID-06777, at 2 [hereinafter DHS OIG Dyson MOA].

¥° OIG Mar. 4 Report, supra note 27, at 10.

377 Email from Michael Braun, Uniformed Div., U.S. Secret Service, to Alfonso Dyson, Deputy Chicf, Uniformed
Div., U.S. Secret Service, and Keith Williams, Inspector, Uniformed Div., U.S. Secret Service (Mar. 4, 2015, 11:34
p.an).

*% Email from Alfonso Dyson, Deputy Chicf, Uniformed Div., U.S. Secret Service, to Robert Buster, Special Agent
in Charge, Presidential Protective Div., U.S. Secret Service, and Marc Connolly, Deputy Special Agent in Charge,
Presidential Protective Div., U.S. Secret Service (Mar. 4, 2015, 11:46 p.m.).
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When asked whether he received any such emails, Dyson claimed he believed the email referred
to the female driver who left the suspicious package:

Q.

A.

Did you receive any emails regarding DSAIC Connolly’s presence
at the White House complex?

I can’t recall a specific email saying that DSAIC Connolly was
there. I don’t recall seeing any emails that night, but T also don’t
recall even checking my emails that late at night.329

I

So, in the course of that night, did you ever have an understanding
that DSAIC Connolly’s vehicle, the vehicle in which we now
know he was not the driver, but as you understood it that night, did
you have any understanding that the vehicle had moved a barrel
near the package?

I don’t think anyone told me that, but there was an email that came
out stating that, but I don’t even think I saw that email until the
next day sometime. I don’t recall checking my emails that night,
from the timeframe of the package. 1 remember a bunch of phone
calls and falling asleep, getting up and going to work the next
morning. And I think — I'm not 100 percent, but I think that’s
when I saw that email about the vehicle.

Who was the email from?

1 believe the email was from [Watch Commander] Mike Braun. It
might have been from Keith Williams, but I believe it was from
Mike Braun to Keith Williams and myself.

So what was your reaction when you received that email?

I think my initial reaction—and again, I'm trying to recall from a
couple months ago—was that . . . the email referenced a vehicle
moving the barricade or a barrier, but . . . the email didn’t specify
that it was DSAIC Connolly. And if I recall correctly, I think I
believed it was the individual’s car or the individual who actually
left the package or somethin% T don’t think my mindset was that it
was DSAIC Connolly’s car.™ 0

** Dyson Tr., supra note 302, at 98.

30 1d. at 98-99.
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Yet Deputy Chief Dyson received the email shortly after Inspector Williams notified him of the
concerns about DSAIC Connolly and ATSAIC Ogilvie’s vehicle and Connolly himself provided
information about driving around a road block. Additionally, though Dyson stated he did not
“recall seeing any emails that night,” he in fact forwarded the e-mail on to both SAIC Buster and
Connolly. As aresult, it is difficult to trust Dyson’s claim that he was not aware the email
forwarded by the Watch Commander, Captain Michael Braun, was about the vehicle containing
Connolly and Ogilvie.

F. Discipline for Thase Involved

i. Individuals Named in OIG Report

The day before DHS OIG publicly released its report, DSAIC Marc Connolly reportedly
notified USSS leadership that he planned to retire.®' As a result, USSS did not consider
disciplinary measures for Connolly.**

ATSAIC George Ogilvie received a demotion from his position as a GS-14 supervisory
special agent to a GS-13.*** He also received a thirty-day suspension and a transfer out of
USSS’s Washington (D.C.) Field Office. ™

UD Chief Kevin Simpson received a 5-day suspension for Offense Code 5.6, dereliction
of supervisory responsibility, in USSS’s Table of Penalties. ™ According to Clancy, on March
12, Simpson told Clancy that he had not been aware of the allegation of Connolly and Ogilvie
drinking ™ However, Simpson acknowledged in his interview with DHS OIG that Dyson
reported to Simpson information reported up the chain from Captain Braun that Connolly had a
smell of alcohol on his breath. ®”

Deputy Chief Alfonso Dyson initially received no proposed discipline despite DHS
OIG’s finding that Dyson could have reported the incident but faited to do so.***

Four other employees received a letter of reprimand or memorandum of counseling,
including ATSAIC Kimberly Telio, Captain Michael Braun, and Lieutenant Charles Miller ™ A

3 Carol D. Leonnig, Secret Service agent retiring amid probe into conduct at White House, WASH. POST, May 13,
2015,
2 May 29, 2015 USSS OGC Telephone Briefing, supra note 165.
% May 29, 2015 USSS OGC Telephone Briefing, supra note 165.
334
Id.
> USSS Table of Penalties, supra note 171, Dereliction of Supervisory Responsibility, Offense Code 5.6, at 18.
¥ Office of Inspector Gen., Dep’t of Homeland Sec., Memorandum of Activity, “Person Interview — Joseph Clancy,
Director, USSS,” Case 115-USSS-SID-06777, at 4 [hereinafter DHS OIG Clancy MOA].
** DHS OIG Simpson MOA, supra note 311, at 1-2.
3% May 29, 2015 USSS OGC Telephone Briefing, supra note 165.
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letter of reprimand constitutes formal discipline and stays in an employee’s file for three years,
even if the employee is reassigned to another office; a memorandum of counseling does not
constitute formal discipline, but is written up by an employee’s supervisor and kept by the
supervisor for one year or until the employee is reassigned to another office **

il. Individuals Not Named in OIG Report

The conduct of other individuals was not investigated as part of the DHS OIG review of
the March 4 incident. When Inspector General John Roth appeared before the Committee in a
May 14 hearing on the DHS OIG report, he testified: “We interviewed some of the individuals
who were at the sort of farewell party in which alcohol was served. Some of them had alcohol
and then, for example, went back to the office to continue to work.” **! Roth could not provide
an estimate of how many individuals fell into such a category342 Roth testified that his office
“did not really press it” because the DHS policy about not driving after even one drink “was
really unknown to the Secret Service” and “[n]o one within the Secret Service understood it

According to the USSS Standards of Ethical, Professional, & Personal Conduct, a desk
reference provided to every USSS employee, employees “may not consume alcohol within 10
hours of reporting for duty.”*** The DHS OIG report mentions the rule in passing and does not
state whether Ogilvie, Connolly, or any other USSS employee violated the rule. Inspector
General Roth later testified before the Committee that it was unlikely that either Ogilvie or
Connolly violated the rule, since the incident at South Park 15 took place just before 11:00 p.m.
and their duty hours did not begin until 9:00 a.m. the next day.>*

Yet any other agent or officer who went back to work after consuming alcohol—
regardless of whether or not they traveled in a government-owned vehicle, which Roth focused
on—would have violated the 10-hour rule. DHS OIG did not follow up on this issue in its
investigation. When asked whether others might have violated the rule Roth pivoted back to
Ogilvie and Connolly,™ even though he testified a short while later that other employees told
DHS OIG they “would have a beer and a sandwich, say good-bye, and then go back to work.™"

3
340 1d.
* OGR Hearing on OIG Mar. 4 Report, supra note 36,
2 1d. at 6.
> 1d. at 35.
" Standards of Ethical, Professional, & Personal Conduct: A Desk Reference for United States Secret Service
Emplovees, 2013, at 49. See alse, “Use of Intoxicants,” U.8. Secret Service Directive System Section PER-03(05)
(Jul, 19, 2012) and Section ITG-04 (Dec. 1, 2014).
3:“ OGR Hearing on OIG Mar. 4 Repott, supra note 36,at 57-58.
Id.
7 1d. at 6.
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Altogether, DHS OIG interviewed five of the approximately thirty to forty USSS personnel who
attended Donovan’s retirement party.348

DHS OIG also did not pursue the issue of whether it was appropriate to drive a
government-owned vehicle to a retirement function regardless of whether alcohol was consumed.
Clancy told DHS OIG in his interview that he believed USSS personnel could use their
government-owned vehicles to attend social functions.* However, at least two USSS
employees told DHS OIG that just one month before the March 4 incident, they received ethics
training which specifically indicated the inappropriateness of taking a government-owned
vehicle to a retirement event.*>® USSS personnel may have employed creative means to
circumvent this ethics rule; Ogilvie told DHS OIG that he understood that government-owned
vehicle driving logs were not to record any mileage other than the drive from home to office or
office to home. As a result, Ogilvie’s driving log for March 4, 2015, listed no usage of the
government-owned vehicle to drive to the retirement party and back to the White House
Complex. ™!

G. Summary

The March 4, 2015 incident is significant for several reasons. First, the potential
intoxicated driving occurred in the midst of an incident with potentially devastating
consequences—a bomb threat at the White House. This is the type of event against which USSS
should constantly be vigilant. Second, the incident involved two managers within USSS—one a
high-level supervisor with prominence to both special agents and UD officers. Third, and
perhaps most importantly, the incident was not initially reported as it might have been for lower-
ranking personnel, and the supervisors subsequently appeared to receive preferential treatment
during the investigation—both emblematic of the type of inconsistent treatment rank-and-file
some USSS employees have alleged is common in USSS and which they say negatively impacts
to morale. Combined together, these factors make both the underlying incident and USSS’s
subsequent handling of it extraordinary troubling, and indicative of serious problems within the
agency.

3% Office of Inspector Gen., Dep’t of Homeland Sec., Memorandum of Activity, “Personal Interview —
 Case I15-USSS-SID-06777; Office of Inspector Gen., Dep’t of Homeland Sec.,

Memorandum of Activity, “Personal Interview — | GG Case 115-
USSS-SID-06777; Office of Inspector Gen., Dep’t of Homeland Sec., Memorandum of Activity, “Personal
Interview — George David Ogilvie, ATSAIC, USSS, WFO,” Case 115-USSS-8ID-06777 [hereinafter DHS OIG
Ogilvie MOAY; Office of Inspector Gen., Dep’t of Homeland Sec., Memorandum of Activity, “Personal Interview —
I Case 115-USSS-SID-06777; Office of Inspector Gen., Dep’t of
Homeland Sec., Memorandum of Activity, “Personal Interview -

” Case 115-USSS-SID-06777.
¥ DHS OIG Clancy MOA, supra note 336, at 6.
3% Office of Inspector Gen., Dep’t of Homeland Sec., Memorandum of Activity, “Personal Interview —
I Cosc [15-USSS-SID-06777, at 4; Office of Inspector Gen., Dep’t of
Homeland Sec., Memorandum of Activity, “Personal Interview ~_,” Case
115-USSS-SID-06777, at 5.
331 DHS OIG Ogilvie MOA, supra note 348, at 30; Email from George Ogilvie, U.S. Secret Service to Office of
Inspector Gen., Dep’t of Homeland Sec. (Apr. 15, 2015, 11:49 am.).
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IV. USSS Culture and Accountability for Misconduct

When DHS OIG released its report on the March 4, 2015 incident, it noted that the
incident should be viewed in light of “the Secret Service’s reputation for punishing or ignoring
those who would further investigate or report such violations.”* Inspector General John Roth
personally raised this issue in his May 14, 2015 testimony before the Committee, where he stated
that Watch Commander Braun’s alleged fears were “[c]ertainly consistent with some of the
things that we found in the 2013 report with regard to a high percentage of people failing to
report misconduct, believing that either nobody would listen, or you would, in fact, be
affirmatively retaliated against.”>

Roth also pointed out that when DHS OIG conducted an electronic survey as part of its
December 2013 report, forty-four percent of respondents felt they could not report misconduct
without fear of retaliation ™ According to the report:

Employees consistently cited fear of reprisal or retaliation as a reason for
not reporting solicitation of prostitution, criminal sexual behavior other
than solicitation, excessive alcohol consumption, foreign contacts, or
personal conduct. . . . During interviews, supervisors and employees
described the USSS as a small and com;s)etitive agency, which can make
fear of retaliation or alienation an issue.”’

Widespread fear of retaliation suggests misconduct may be underreported at USSS and would
therefore not be accurately reflected in agency disciplinary data.

According to the results of the 2015 Federal Employee Viewpoint Survey, filed between

April 27 and June 5, 2015, USSS employees increasingly believe they cannot report
misconduct without fear of retaliation:*"’

[INTENTIONALLY BLANK]

32 OIG Mar. 4 Report, supra note 27, at 18.

*3 OGR Hearing on OIG Mar, 4 Report, supra note 36, at 50.

% OIG 2013 Misconduct Report, supra note 39, at 42; see also OGR Hearing on OIG Mar. 4 Report, supra note 36,
at 29.

3% OIG 2013 Misconduct Report, supra note 39, at 42.

3% Office of Personnel Mgmt., 2015 Federal Employee Viewpoint Survey: Department of Homeland Security, 2015
Agency Management Report (Sept. 29, 2015) at 5 [hereinafter DHS FEVS] {App. at 139-177].

3" DHS FEVS USSS Data, supra note 34, at 7.
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According to this data, since 2014, less than half of respondents indicated that they could report
misconduct without retaliation **®

USSS whistleblowers who provided information to the Committee alleged that there has
been a disciplinary double standard that allowed agents and officers who have close relationships
with supervisors, including those whose close relationships are the result of being “legacy”
employees (relatives of current or former employees), to receive milder discipline for
misconduct or to avoid disciplinary action altogether. Some whistleblowers have reported USSS
leadership is not consistent when it metes out disciplinary action for misconduct.

It is clear the perception of inconsistency in discipline for misconduct exists. In
December 2013, DHS O1G surveyed USSS personnel and found only sixty-one percent of survey
respondents were willing to affirmatively state they believed management did not tolerate
misconduct.> Nearly one in five survey respondents—a “noteworthy number,” according to
DHS O1G—believed USSS management tolerated misconduct.>® Twenty percent of those were
supervisors.*’ Additionally, nearly twenty-five percent of non-supervisory respondents stated
they believed supervisors and senior managers were not held accountable. Even among
supervisory respondents, twenty percent believed senior managers are not held accountable for
misconduct.*®® Overall, only fifty percent of respondents believed senior managers are held
accountable, and only fifty-five percent believed supervisors are held accountable.*®

¥ 1d.

3 Id at 1.

0 1d. at 31.
g,

2 1d. at 32-33.
3314, at 31-32.
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Figure 14: Percentage of respondents whe believe the following occupational specialties and managerial levels are
not held accountable when they engage in misconduct or illegal activity, by response of supervisers and non-
SURRrVisers.

& Supervisory Respondents ® Non-Supervisory Respondents

1

L AL
Administrative, Professional & Technical Support - 4%

6%

Uniformed Division Officers

Special Agents 13%

Supervisors

Senior Managers

Source: OIG electronic survey results for Questions 6-10

In the wake of the Cartagena scandal, USSS implemented certain changes to its
disciplinary procedures by centralizing responsibility for the process in an Office of Integrity and
adopting a uniform Table of Penalties. By December 2014, when the Protective Mission Panel
released its findings, a year had elapsed since those changes. Yet the Panel found the perception
of disparate treatment remained a problem:

The Panel did not review individual past incidents in detail to determine
whether appropriate discipline was imposed. It is clear, however, that the
rank-and-file—and even very senior current and former members of the
Secret Service—do not have confidence that discipline is imposed in a fair
and consistent manner. That is a problem for any organization.

With respect to disciplinary action, perception can be damaging. Morale can be harmed by the
perception of a double standard. The Panel added:

In order for the Service’s agents and officers to meet its high standards,
they must see that the organization believes in its standards and enforces
them in a consistent, evenhanded manner. . . . Accountability creates the

3 1d. at 36.
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culture of performance that the Secret Service needs to meet its zero-
failure mission.*®

Unlike the Protective Mission Panel, the Committee reviewed past incidents in detail, and
has concerns that discipline may have been imposed inconsistently. Such findings could suggest
deep-rooted issues. Current DHS Inspector John Roth stated at the May 14, 2015 Committee
hearing: “{Gliven the nature of what it is that we’ve seen since [2013], I believe that there is a
serious problem within the Secret Service.”*®

1. Protection of Communications

367
2

The Whistleblower Protection Enhancement Act of 201 and a similar longstanding
appropriations rider”®® both require that alt non-disclosure agreements include precise language,
which states that the agreement does not supersede employee rights relating to communications
to Congress, reporting to an Inspector General, or any other whistleblower protection.’® Ttisa
prohibited personnel action to implement or enforce any non-disclosure policy, form, or
agreement that does not contain this precise language.” 0

The Committee found that in the course of conducting an internal investigation, USSS’s
Inspection Division administered a non-disclosure form that did not contain the required
language. On November 17, 2015, the Committee wrote USSS asking that USSS immediate
replace non-disclosure forms that did not comply with the Whistleblower Protection
Enhancement Act.””!

S 1d. at 35,
¥ OGR Hearing on OIG Mar. 4 Report, supra note 36, at 29.
75 U.8.C. §2302(0)(13).
3 Consolidated and Further Continuing Appropriations Act, Pub. L. No. 113-235 Division E, § 713 (2015).
*% Both provisions state that no agency may “implement or enforce” “any nondisclosure policy, form or agreement,
if such policy form, or agreement does not contain the following statement™
These provisions are consistent with and do not supersede, conflict with, or otherwise
alter the employee obligations, rights, or liabilities created by existing statute or
Executive order relating to (1) classified information, (2) communications to Congress,
(3) the reporting to an Inspector General of a violation of any law, rule, or regulation, or
mismanagement, a gross waste of funds, an abuse of authority, or a substantial and
specific danger to public health or safety, or (4) any other whistleblower protection. The
definitions, requirements, obligations, rtights, sanctions, and liabilitics created by
controlling Executive orders and statutory provisions are incorporated into this agreement
and are controlling. The definitions, requirements, obligations, rights, sanctions, and
liabilitics created by controlling Executive orders and statutory provisions are
incorporated into this agreement and are controlling.
05 .8.C. § 2302()(13).
31 Letter from Hon. Jason Chaffetz, Chairman, H. Comm. on Oversight & Gov’t Reform and Hon. Elijah
Cummings, Ranking Member, H. Comm. on Oversight and Gov’t Reform to Hon. Joseph Clancy, Dir,, U S, Secret
Service (Nov. 17, 2015).
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2. USSS Disciplinary Structure and Procedures
A. Former Disciplinary System

Prior to changes in recent years, the disciplinary process at USSS headquarters essentially
had two prongs. Where allegations of internal misconduct required investigation, those were
conducted by the Inspection Division, over the years a component of its own Office of
Inspection, the Office of Investigations, and eventually the Office of Professional Responsibility.
The Inspection Division provided its findings to the Employee Relations Branch (ERB), located
within the Personnel Division of the Office of Human Resources and Training, to make
recommendations for disciplinary action. USSS policy required supervisors and managers
contemplating disciplinary and adverse actions to contact ERB for guidance even when the
Inspection Division did not conduct an mvestlgatlon 72 UsSSs gave the supervisor discretion to
determine the ultimate discipline as the deciding official. As a USSS official described to the
Committee, this resulted in supervisors meting out punishments slightly less severe than those
prevtously doled out by other supervisors, resulting in a downward trend of severity of
discipline > Once the penalty was decided, ERB prepared the relevant materials for personnel
actions, such as preparing letters of reprimand or notices of proposal and decision.”” Despite the
fact that USSS’s Office of Chief Counsel (OCC) did not have access to the files on past instances
of misconduct,’” OCC provided guidance to the USSS parties involved at each stage of the
process, including both ERB as well as the supervisor making the determination of discipline.*”

In February 2001, the Treasury Department Office of Inspector General released an
. . . . T 377 .
integrity oversight review of USSS’s disciplinary process.””” Among other findings, the report
found USSS was unable to track how misconduct allegations were handled USSS-wide because
it had no centralized tracking or reporting system for such allegatic>r15.378 As a result, misconduct
allegations might never make it to the Inspection Division; misconduct reporting occurred at the
discretion of the Assistant Director’s office to which the employee was assigned.*”

Even when misconduct was investigated by the Inspection Division, and thus discipline
was under the direction of USSS headquarters officials, the report concluded: “[I]n several cases,

*72 Office of Investigations, Office of Inspector Gen., U.S. Dep’t of the Treasuty, Integrity Oversight Review of the
United States Secret Service Inspection Division (Feb. 2001), at 9 [hereinafter OIG 2001 Inspection Division
chort] OIG 2013 Misconduct Report, supra note 39, at 3.

* Briefing from Office of Strategic Planning and Policy, U.S. Secret Service to H. Comm. on Oversight & Gov’t
Reform (Oct. 8, 2015) [hereinafter Oct. 8, 2015 USSS OSP Briefing].
374 O1G 2013 Misconduct Report, supra note 39, at 3-4.
¥ H. Comm. on Oversight & Gov’t Reform, Transcribed Interview of Deborah Eldredge (Sept. 14, 2015), at 87-88
[hereinafter “Eldredge Tr.”].
T Id. at 81.
377 OIG 2001 Inspection Division Report, supra note 372.
B Id. at 5,
P ld. at6.
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discipline administered was not consistent with penalties imposed for similar instances of
misconduct.”**’

In its response to the weaknesses identified in the Treasury OIG report, USSS indicated it
would establish a disciplinary review board to ensure “equitable treatment of offenses” and
provide a “central repository for ethical, legal, and policy offenses.”® Despite what USSS told
OIG in 2001, USSS did not establish such a board until January 31, 2014, after the Cartagena
scandal sparked a host of reforms to the disciplinary process.***

B. Changes to Disciplinary System

In the wake of the 2012 Cartagena scandal, USSS’s disciplinary process received
significant attention. In May 2012, USSS established a Professionalism Reinforcement Working
Group (PRWG), a panel of five government executives co-chaired by former Director John
Berry of the Office of Personnel Management (OPM) and Director Connie Patrick of the Federal
Law Enforcement Training Center (F LETC).3 % The PRWG was supported by approximately
seventy subject matter experts from OPM, FLETC, the Federal Bureau of Investigation, the
military, and USSss 3

After eight months of review, the PRWG made seventeen recommendations. One of the
recommendations stated:

The USSS should consider implementing a cross-agency disciplinary
review panel on which supervisors and managers will serve on a rotating
basis. This has the advantages of creating a transparent process, exposing
many agency personnel to the process, and removing the burden from the
direct supervisor to apply discipline.*®

On February 7, 2013, USSS released a “Strategic Action Plan to Reinforce
Professionalism” that consolidated the recommendations into twelve objectives it intended to
pursue. The objective related to the two recommendations above, Objective 7, was titled “Foster
transparency in the discipline process and encourage the reporting of misconduct by employees.”
It outlined changes USSS intended to implement to its structure for imposing discipline.**

74, at 11.

381 Memorandum from Gregory J. Regan, Dep. Asst. Dir., U.S. Secret Service to Michael C. Tarr, Asst. Insp. Gen.,
Office of Inspector Gen., U.S. Dep’t of the Treasury, Integrity Oversight Review, U.S. Secret Service, QA-2000-8-2
(Jan. 25, 2001), at 2.

2 Oct. 8, 2015 USSS OSP Briefing, supra note 373; see also Office of Gov't & Pub. Affairs, U.S. Secret Service,
Follow Up from 10/8/15 Briefing on the Status of USSS Implementation of PMP Recommendations, at 1 [hereinafter
Oct. 8, 2015 USSS OSP Briefing Follow Up].

3 Analyzing Misconduct in Federal Law Enforcement: Hearing Before the H. Subcomm. on Crime, Terrorism,
Homeland Sec., and Investigations, 114th Cong. (Apr. 15, 2015) (written statement of Mark Hughes, Chief Integrity
Officer, U.S. Secret Service).

384 1d.

385 Recommendations of the Professionalism Reinforcement Working Group (2012).

#1718, Secret Service, Strategic Action Plan to Reinforce Professionalism (Feb. 7, 2013), at 12.
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On November 15, 2013, USSS released its new Table of Penalties, providing
recommended standards of discipline for a wide Variety of categories of misconduct, including
under mitigated and aggravated circumstances.’ USSS s table is particularly similar to the
table of penalties of the Federal Bureau of Investi gatlon ® USSS said that it used the FBI's
table as a model, then “incorporate[d] the mission” of USSS in order to make modifications.™®
Both agencies recommend the same discipline for many categories of misconduct, such as
recommending a standard penalty of forty-five days for “DUIVDWI — Government Vehicle.
For some categories of misconduct, USSS recommends stronger discipline than the FBL. For
example, “Loss of Weapon™ has a penalty of three days in the FBI table and ten days in the
USSS table

5390

USSS, however, also recommends weaker discipline for other categories. For example,
“Violation of Ethical Guidelines” has a standard penalty of fourteen days in the FBI table, but
only a penalty of five days in the USSS table.** “DUI/DWI — Privately Owned Vehicle” has a
penalty of thirty days in the FBI table, while USSS breaks its table down into fourteen days for a
law enforcement officer and seven days for non-law enforcement personnel. 393

In response to findings from the 2013 DHS OIG misconduct report,*** USSS
implemented a gohcy regarding when directorates can conduct their own fact-finding
investigations.” The policy was implemented the same week USSS released the Table of
Penalties. Under the new policy, directorates are authorized to conduct their own fact-finding
investigations for:

Tardiness (non-habitual);

Absence without leave (less than one workday);

Minor violations of the appearance policy;

Performance issues (minor issues that do not affect the mission);
Discourtesy or disruptive behavior {(minor, non-habitual);

Failure to follow instructions or leave policies (minor, non-habitual);

*¥7 USSS Table of Penalties, supra note 171.
*%% Federal Bureau of Investigation, Offense Codes and Penalty Guidelines Governing FBI’s Internal Disciplinary
Process, Jan. 15, 2012 [hereinafier FBI Table of Penalties].
3 Oct. 8, 2015 USSS OSP Briefing, supra note 373.
** FBI Table of Peraltics, supra note 388, DUVDWI ~ Government Vehicle, Offense Code 4.3, at 12; USSS Table
of Penalties, supra note 171, DUI/DWI — Government Vehicle, Offense Code 4.6, at 15.
! FBI Table of Penalties, supra note 388, Loss of Weapon, Offense Code 3.4, at 10; USSS Table of Penalties,
suﬁpra note 171, Loss of Fircarm, Offense Code 3.4, at 12.

%2 FBI Table of Penalties, supra note 388, Violation of Ethical Guidelines, Offense Code 2.12, at 9; USSS Table of
Penalties, supra note 171, Violation of Ethical Guidelines, Offense Code 2.11, at 29.
3 FBI Table of Penaltics, supra note 388, DUI/DWI — Privately Owned Vehicle, Offense Code 4.4, at 12; USSS
Table of Penalties, supra note 171, DUI/DWI - Privately Owned Vehicle, Law Enforcement Officer, Offense Code
4.7, at 15, and DUYDWI - Privately Owned Vehicle, Non-Law Enforcement Personnel, Offense Code 4.8, at 16,
34 OIG 2013 Misconduct Report, supra note 39, at 49-50.
¥ U.S. Secret Service Directives System, Office of Prof’l Responsibility Manual, Section RES-02, FACT-
FINDING INVESTIGATIONS, Nov. 19, 2013.
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Miscalculation of leave (minor, non-habitual);

Loss of Government property valued at $500 or less;

Harassment (see HRT Manual section HRT-04(06));

Loss of Government issued identification or access cards (not including badges); and
Security violations (first violation).**®

*® & ¢ o o

Directorates may also conduct their own fact-finding investigation if a letter of reprimand is
within the mitigated penalty range for the misconduct in question and the Inspection Division
gives the directorate permission.*”’

In December 2013, USSS created a new Office of Integrity, overseen by a Chief Integrity
Officer who reports to the Office of the Deputy Director. The next month, in January 2014, the
new misconduct and disciplinary procedures went into effect. Under the new procedures, when
USSS receives allegations of misconduct, the Inspection Division convenes and chairs an “Intake
Group” to review the allegations and determine whether further investigation is warranted.**® If
further investigation is warranted, the Intake Grougp refers the matter back to the Inspection
Division and also notifies the Office of Integrity.*”

The Office of Integrity took over disciplinary responsibilities from ERB, becoming
responsible for preparing and issuing materials related to personnel actions, such as letters of
reprimand and notices of proposal and decision.*® OCC retained responsibility for “[p]roviding
legal advice, consultation, draftinfff and review, in regard to all disciplinary and adverse actions,
grievance, appeals, and reviews. ™"

C. Transparency in Disciplinary Process
A second PRWG recommendation stated:

To the extent consistent with law, the USSS should inform all employees
of acts of misconduct by agents and officers and the disciplinary
consequences of this misconduct in a way that does not identify the
affected employees but reinforces the consequences of misconduct
violations. Additionally, senior leadership should have regular
communications with agents and officers promoting a transparent culture
where reporting misconduct is expected.

% 1d. at 12,

7 1d. at 2.

*®1J.8. Secret Service Directives System, Office of the Dir. Manual, Section ITG-06(01), “DISCIPLINARY AND
%A;QDVERSE ACTIONS ~ GENERAL,” Jan. 31, 2014, at 5.

U ld.

014, at 6.

401 Id

%2 Recommendations of the Professionalism Reinforcement Working Group (2012).
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In its December 2013 report, O1G noted concerns USSS leadership expressed with regard to the
recommendation, but DHS OIG nevertheless supported the PRWG recommendation:

USSS senior leadership stated that USSS has the challenge of balancing
the workforce’s apparent need to know disciplinary outcomes with privacy
concerns, especially given the small size of the agency relative to other
law enforcement agencies such as FBIL Our survey showed that some
employees perceive that USSS tolerates misconduct, does not hold
employees accountable, and does not take appropriate action against
supervisors and senior managers. These announcements would aid USSS’
credibility in responding to reported misconduct and remind the workforce
of the consequences of engaging in misconduct.*”

USSS finally issued the first such executive summary of misconduct in September 2015,
nearly three years after the PRWG’s recommendation on this issue,** However, the report does
not contain any correlation between the offense committed and the discipline administered. The
Director and other leadership received a more detailed report of the misconduct.*”

3. Security Clearance Revocation Process

Although USSS procedures require the Security Clearance Division to be represented on
the Intake Group convened by the Office of Professional Responsibility, the security clearance
revocation process is separate and distinct from the formal disciplinary process which follows
after the Inspection Division refers its findings to the Office of Integrity. Nevertheless, USSS
generally prefers to resolve security concerns before considering disciplinary action.**® From
fiscal years 2011 through 2013, USSS was among the three components with the highest number
of security clearance revocations within DHS *"

Given this fact, it is important that the revocation process have appropriate checks and
balances. Just as with the formal disciplinary process, some USSS employees have accused
USSS of utilizing the revocation process inconsistently. All USSS employees should be able to
receive a fair hearing and receive due process in revocation matters.

%5 OIG 2013 Misconduct Report, supra note 39, at 34.
224 Oct. 8, 2015 USSS OSP Briefing, supra note 373.

S Id.
“% Telephone Briefing from Office of Gen. Counsel, U.S. Secret Service to H. Comm. on Oversight & Gov't
Reform staff (Apr. 13, 2013); see also OIG 2013 Misconduct Report, supra note 39, at 3.
“7U.S. Gov't Accountability Office, Personnel Security Clearances: Additional Guidance and Oversight Needed at
DHS and DOD to Ensure Consistent Application of Revocation Process, GAO-14-640 (Sept. 2013), at 4.
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According to the DHS handbook on its Personnel Suitability and Security Program,
clearance revocations function as follows: if a USSS employee chooses to appeal an initial
Notice of Determination revoking a security clearance, the decision goes to a Second-Level
Deciding Authority, who completes a Notice of Review to reverse or uphold the Notice of
Determination. If the Notice of Review upholds the Notice of Determination, the employee has
the right to appeal to a three-person Security Appeals Board {“Board”) within fifteen days.**
All three Board members, however, are USSS personnel, because USSS staffs the Board for
DHS.* Unlike employees in other DHS component agencies, it is impossible for USSS
personnel to have their appeal heard by individuals outside the agency. This leaves the Security
Appeals Board vulnerable to criticisms that it lacks independence, both in perception and fact.

As one footnote from a September 2014 report issued by the Government Accountability
Office stated:

All members of the board over the last 10 years have been Secret Service
employees and thus were involved with the appeals cases of Secret
Service employees. Nearly 30 percent (15 of 50) of the DHS cases that
went to the appeals board from fiscal years 2011 through 2013 involved
Secret Service employees, which could result in employees facing a board
that might not be independent.*'”

Guidance dating back to the earliest days of the Department, known as “DHS
Management Directive 11048, required Board members to be USSS officials.'’ USSS’s Chief
Counsel Donna Cahill told the Committee that USSS’s role in appointing the members of the
Board was a holdover from an interim measure taken when DHS was established, and USSS
believed DHS needed to finalize a more formal process.™'? DHS seems to have at least initiated
such a process. In June 2009 DHS issued new guidance, DHS Instruction 121-01-007 Revision
# 00, which requires the Board be appointed by a Secretary or a designee.*”® The December
2013 OIG report found “appointments to the Board and the composition of the Board have not
been made in accordance with [that] policy.”414

According to the 2013 DHS OIG report on misconduct: “USSS officials have expressed
interest in relocating the Board from the Department-level and including members who are not
from USSS. ™ Specifically, one senior official at USSS told DHS OIG that moving the Board

4% Dep’t of Homeland Sec., The Departiment of Homeland Security Personnel Suitability and Security Program,
DHS Instruction Handbook 121-01-007 (Junc 18, 2009), at 31.

4% See OIG 2013 Misconduct Report, supra note 38, at 6.

M08, Gov’t Accountability Office, Personnel Security Clearances: Additional Guidance and Oversight Needed at
DHS and DOD to Ensure Consistent Application of Revocation Process, GAO-14-640 (Sept. 2013), at 35 n.51.

L OIG 2013 Misconduct Report, supra note 38, at 74.

412 Telephone Briefing from Office of Chief Counsel, U.S. Secret Service to H. Comm. on Oversight & Gov’t
Reform staff (May 29, 2015) [hereinafter May 29, 2015 USSS OCC Briefing].

:ij OIG 2013 Misconduct Report, supra note 38, at 74.

“d.
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out of USSS “would increase the appearance of fairness and due process” for those who appeal
revocations.*'® The Committee found no evidence USSS is working to make this a reality.

In practice, nothing has changed since the 2013 OIG report; nearly two years later, the
Board is still composed entirely of USSS employees.*”” The DHS OIG report recommended
USSS “[i]nform the Secretary, or the Secretary’s designee, when vacancies on the Board
oceur . .. "M According to the 2013 report, USSS agreed to do just that.*'® After DHS OIG
notified USSS of the problem and was in the final stages of finalizing its report and findings,
USSS even pointed to a resulting November 25, 2013, memo issued by Director Pierson which
referenced the issue.*® Yet there was in fact a vacancy on the Board when the Chief Human
Capital Officer, Thomas Dougherty, left the Board in mid-2014.**' He was simply replaced on
the Board by the next Chief Human Capital Officer.**

The Committee believes USSS should be more proactive in pushing DHS to appoint non-
USSS employees to the Board. It is important USSS make these changes immediately to create a
truly independent body to hear appeals from USSS employees.

4. Response to Misconduct

Notwithstanding the changes USSS made to its disciplinary system in recent years,
further changes are needed. The Protective Mission Panel found “organizationally, neither the
previous, decentralized system nor the new Office of Integrity is perceived as holding the agency
to its highest values.”** The Panel recommended USSS “[i]mplement a disciplinary system in a
consistent manner that demonstrates zero tolerance for failures that are incompatible with its
zero-failure mission. ”*** Necessary changes to USSS’s response to misconduct are discussed
below.

A. Failure to Report Misconduct

416 Id.

7 Oct. 8, 2015 USSS OSP Briefing, supra note 373,

8 OIG 2013 Misconduct Report, supra note 38, at 75,

N 1d. at 75-76.

P Id., at 76.

;ii Oct. 8, 2015 USSS OSP Briefing, supra note 373.
= ld.

3 Panel Report, supra note 45, at 37.

424 Id
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USSS employees are expected, but not required, by USSS policy to report misconduct
involving fellow employees. However, managers and supervisors are. On the first page of the
USSS Table of Penalties, the introduction states:

Employees are encouraged and expected to report through their chain of
command, or the Inspection Division Hotline, or the DHS Office of the
Inspector General hotline, information that indicates another employee
may have engaged in misconduct described in the Table of Penalties.
Supervisors are required to report through their chain of command
an employee’s misconduct involving violations set forth in the Table of
Penalties. Failure of a supervisor to report information required by this
policy may result in disciplinary action. See Offense Code 5.6,*%

This message is mirrored in the training materials USSS employees receive from USSS’s Office
of Integrity, which emphasizes the word “REQUIRED "%

¢ Reporting of Misconduct
* All Employees: encouraged and expected to report
misconduct as described in the Table
. . Chain of Command, ISP or OIG Hotline, Ombudsman
_* Supervisors: REQUI RED to report through chain of
- cs:smmand:an{emgxl@yee’ﬁ niscondu t‘as dﬁsmheé in the
“Tabk:* .

upervisor.

The Table of Penalties itself does not inctude a penalty for employees who fail to report
fellow employees; there are only penalties for an employee’s failure to report information about

4258

USSS Table of Penalties, supra note 171, at 1 (emphasis added).
% Id. {capitalization in original).

Page | 82



83

themselves,*” and a penalty for a supervisor “intentionally failing to report an employee’s
misconduct involving violations set forth in the Table of Penalties, the USSS Standards of
Ethical, Professional, and Personal Conduct Desk Reference, [the] Human Resources and
Training Manual, section SCD-02(01) relating to security policies and procedures, and other
violations of taw.”*

Offense Code 5.8 A supervisor, or'an smployes acting Inan authorized supervisory
Deraliction of Supervigory Responsibility | capacity. faliing to exercise reasonable care in the execution of

) his dutles or responsibilities: disregarding his dutiesor
yesponsibiities: significantly deviating from appropriste methods
of supervision; or intentionally falling to report an employee’s -
misconduct involving violations set forth in the Table of Penaities;
the USSS Standards of Ethical , Professional; and Personal
Conduct Desk Reference, Human Resources and Training Manual,
section SCDOROT) relating to security policies and provedures,
and other violations of law. This Offense Code does nol require
{hal supervisors report performance issues and other minor
policy violations not otherwise describad above:

The March 4, 2015 incident, where top-level supervisors aware of potential misconduct
relied on an individual to self-report rather than independently notifying the Inspection Division
of the incident, showed continued problems with reporting persist notwithstanding the creation
of the Office of Integrity and the Intake Group.*”® Supervisors and managers at USSS should not
rely on an individual’s commitment to “self-report.” Allowing fellow supervisors or managers to
self-report misconduct may reinforce a perception among the rank-and-file that such individuals
consider themselves above the rules.

B. Conducting an Investigation before Reporting

27 14, at Failure to Report, Offense Code 5,17, at 21, and Failure to Report — Criminal/Serious Misconduct, Offense
Code 5.18, at 21.

“ Id. at Dereliction of Supervisory Responsibility, Offense Code 5.6, at 18.

¥ See, e.g., H. Comm. on Oversight & Gov’t Reform, Transcribed Interview of Michael Braun (Apr. 28, 2015), at
135 (“[Al]t that point I believed that the Office of Integrity would take it over from there and do their investigation”™),
187-88 (“It was my understanding that it would be turned over to the Office of Integrity and then that process would
be starting shortly™), 206.
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There is great potential for the disciplinary process to be undermined when supervisors
conduct their own investigations.

In conjunction with the creation of the Office of Integrity, new guidelines adopted in
December 2014 outline the responsibility of all USSS employees:

1. Report promptly and directly to the Department’s Office of the
Inspector General or to the Office of Professional Responsibility, U. S.
Secret Service, any knowledge, information, or allegations coming to
your attention which indicates that any employee or former employee
may have:

e committed a criminal act, . . . or

e violated any provision of applicable Standards of Conduct or any
rule of conduct issued by an office or bureau, or

o violated any provision of the merit system, or

e committed any other misconduct, other than minor misconduct
ordinarily addressed by management.

2. Hin doubt as to whether circumstances warrant referral of a matter to
the Inspector General or the Office of Professional Responsibility,
contact the Office of the Inspector General or the Office of
Professional Responsibility for a decision.***

The procedures clearly indicate that even allegations coming to an individual’s attention should
be reported to the Office of Professional Responsibility.

Notwithstanding these new guidelines, as highlighted above in the March 4 case study,
USSS supervisors could not definitively say whether it was the role of supervisors to establish
misconduct had occurred before referring matters to the Office of Professional Responsibility for

investigation.®" Their lack of clarity on this issue suggests that USSS has not adequately

implemented its new procedures requiring prompt referral.

0.8, Secret Service Directives System, Office of the Dir. Manual, Section ITG-05, INVESTIGATIONS OF
ALLEGED EMPLOYEE MISCONDUCT, Dec. 1, 2014, at 1.
1 See supra pp. 58-61.
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C. Referring Appropriate Misconduct to OIG

The Committee reviewed dozens of cases in which the MOU and the DHS management
directive applied and found that USSS generally referred them to DHS OIG in most cases.
However, the Committee also found some cases where the documents do not indicate whether
there was a referral, and several cases which raised questions regarding USSS’s compliance with
the MOU, which are discussed below.

Inspectors general can serve as neutral fact-finders in matters where there may be a
conflict of interest within an agency, especially in cases where the alleged misconduct is very
serious or when there are high-level agency officials involved. When USSS conducts its own
investigations into these types of matters, instead of turning them over to DHS OIG, it has the
potential to undermine the disciplinary process and send a message that USSS believes it does
not have to answer to independent oversight. Handling such matters “in-house” similarly has the
potential to undermine the culture of accountability the Protective Mission Panel stated was so
necessary.

In December 2003, USSS signed a Memorandum of Understanding (MOU) with DHS
O1G which delineates which types of matters need to be referred to DHS OIG when USSS
receives an allegation of misconduct. Those matters include:

¢ All allegations of criminal misconduct against a USSS employee.

o All allegations of misconduct against employees at the GS-15, GM-15
level or higher, or against employees in the USSS Office of Inspection.

e All allegations regarding misuse or improper discharge of a firearm
(other than accidental discharge during training, qualifying or
practice).

¢ All allegations of fraud by contractors, grantees or other individuals or
entities receiving Department funds or otherwise engaged in the
operation of Department programs or operations.432

The MOU also states:

In addition, the IG will investigate allegations against individuals or
entities who do not fit into the categories identified above if the allegations

% Memorandum of Understanding Between the U.S. Secret Service and the Office of Inspector General,
Department of Homeland Security, Dec. 2003, at 1-2 [hereinafter USSS/DHS OIG MOU] [App. at 179-180].
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reflect systemic violations, such as abuses of civil rights, civil liberties, or

racial and ethnic profiling; serious management problems within the

Department, or otherwise represent a serious danger to public health and
433

safety.

On June 10, 2004, DHS issued a management directive on policy regarding DHS OIG.
The directive reiterated the information outlined above, and also added two additional categories
of allegations to be referred to DHS OIG:

o All allegations of serious, noncriminal misconduct against a law
enforcement officer. “Serious, noncriminal misconduct” is conduct
that, if proved, would constitute perjury or material dishonesty,
warrant suspension as discipline for a first offense, or result in loss of
law enforcement authority. For purposes of this directive, a “law
enforcement officer” is defined as any individual who is authorized to
carry a weapon, make arrests, or conduct searches.

e All allegations of visa fraud by DHS employees working in the visa
issuance process.

Both the 2003 MOU and the 2004 DHS management directive contained a version of the
following language, which makes clear that for the types of matters outlined above, the
Inspection Division does not have the authority to merely conduct an investigation and then
produce the results to DHS OIG after the fact:

Such referrals shall be transmitted by the USSS Office of Inspection
immediately upon the receipt of adequate information or allegations by the
USSS Office of Inspection to reasonably conclude that misconduct may
have occurred, and no investigation shall be conducted by the USSS
Office of Inspection prior to the referral **°

For all allegations that do not fit the categories above, the 2003 MOU and the 2004 DHS
management directive also included a provision for notifying DHS OIG:

With regard to categories of misconduct not specified above, the USSS
Office of Inspection should initiate the investigation upon receipt of the
allegation, and shall notify within five business days the OIG’s Office of
Investigations of such allegation. The OIG shall notify the USSS Office of
Inspection if the OIG intends to assume control over or become involved

B Id.at 2,

¥ Dep’t of Homeland Sec. Management Directive System, MD # 0810.01, June 10, 2004, app. A, at A-1
[bereinafter MD # 0810.01} [App. at 182-187]. The updated directive stated that “any agreement of any kind issued
by or entered into by any DHS official or Component that is inconsistent in any respect with this directive is hereby
superseded to the extent that it is inconsistent with this directive.”) Id. at 1.

¥ USSS/DHS OIG MOU, supra note 432, at 1 (emphasis added); see also MD # 0810.01, supra note 434, at 5.
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in such an investigation, but absent such notification, the USSS Office of
Inspection shall maintain full responsibility for these investigations, ™

Despite the MOU and the DHS management directive, the Committee found several cases which
raised questions regarding USSS’s compliance with the MOU.

In May 2011, a custodian in the Orlando Field Office alleged the Special Agent in Charge
(SAIC) had sexually harassed and had unwanted physical contact with her.*” Asa GS-15, any
allegation involving the SAIC should have been immediately referred to DHS OIG as per the
MOU and management directive. Instead, the Inspection Division conducted its own
investigation, interviewing twenty-three USSS employees, three custodial employees, and two
local law enforcement officers.**® USSS’s entire file on the incident makes no mention of DHS
OIG. In some cases such as these, allegations are referred to DHS OIG and referred back to
USSS for investigation. It is not clear whether that happened in this case. The SAIC retired
from USSS in December 2011.

The initial allegations of misconduct in Cartagena in April 2012 did not necessarily
constitute alleged criminal misconduct, given that prostitution is legal in Colombia; they also did
not involve employees at GS-15 level or higher. Accordingly, DHS OIG claimed in a January
2013 report that USSS followed the MOU and DHS management directive. ™ The subsequent
DHS OIG report stated that DHS OIG “received reports that USSS officials continued to proceed
with their investigative activities into the Cartagena incident, despite having been advised by
DHS OIG on several occasions to cease their investigative activities, in order to enable to OIG to
conduct an independent investigation.”*

Failures to appropriately refer misconduct to DHS OIG continued even after the
Cartagena scandal. On June 18, 2013, an Assistant Special Agent in Charge (ASAIC) on the
Presidential Protective Division (PPD), met 2 woman in a bar at the Hay-Adams Hotel as he had
dinner and drinks.*' At approximately 10:30 p.m., she commented on how much alcohol the
ASAIC had consumed, and he suggested that he stay in an extra bed in her hotel room.** In the
room, he unloaded his duty weapon, and they slept in separate beds.**® In the middle of the
night, he was awakened by the sound of vomiting from the woman, who told him that he needed
to leave immediately.*** He collected his weapon, but forgot to collect a round of ammunition he
had earlier ejected from the weapon’s chamber.**® He realized his mistake once he arrived in the

6 USSS/DHS OIG MOU, supra note 432, at 2; see also MD # 0810.01, supra note 434, at 6.

7 Inspection Div., U.S. Secret Service, Inspection Division Case Details, Case Number 190-872-11-014 (opened
May 12,2011y at 1.

438

¥ OIG Cartagena Report, supra note 39, at 7.

* DHS OIG Cartagena Review—Phase One, supra note 105.

4 Inspection Div., Office of Investigations, U.S. Secret Service, Memorandum Report, Case Number 190-805-
0000613 (Apr. 24, 2014), at 12.

"2 1d. at 13,
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Hay-Adams lobby, and asked a hotel security officer if he could return to a guest’s hotel room to
retrieve a “money clip” that he left behind.**® However, the security officer would not permit
him to return to the room, since he was not a registered guest and did not have a key.*"” When
the hotel security officer ultimately went up to the room himself, the ASAIC got nervous and left
the hotel without the round of ammunition, driving himself home.** The ASAIC briefed the
Inspection Division on the incident in July 2013,* and PPD SAIC Buster issued a letter of
reprimand on July 31, 2013.*° The ASAIC was a GS-15 employee, and the incident should
have been reported to DHS OIG immediately per the MOU. It was not until November 4, 2013,
that USSS reported the incident to DHS OIG,*! after the Washington Post made an inquiry
about the incident in October 2013.%

In the summer of 2013, the USSS Inspection Division became aware of allegations
against the Deputy Assistant Director in the Office of Investigations. As a Deputy Assistant
Director, he was a member of the Senior Executive Service. The allegations concerned conduct
that allegedly took place sometime in 2012 or prior, when he was the SAIC of the San Antonio
Field Office.*™® As a GS-15, any allegation involving the SAIC should have been immediately
referred to DHS OIG per the MOU and management directive. Instead, the Inspection Division
conducted its own investigation and determined that the allegations of improper conduct against
the Deputy Assistant Director were unfounded.*™* Only after the Inspection Division had
completed its investigation did it refer the incident to DHS OIG.”** However, DHS OIG only
performs a fact-finding role, upon completion of which disciplinary action is always performed
by the agency itself. This raises concerns that DHS OIG may not spend resources duplicating an
investigation already conducted, and not having conducted any investigation, would not be in a
position to question the conclusions of USSS’s investigation.

446 Id

447 ]d.

"8 1d. at 13-14.

9 1d, at 12.

0 1d. at 36.

! Email from Dep’t of Homeland Sec., Office of Inspector Gen., to H. Comm. on Oversight & Gov’t Reform staff
(Nov. 23, 2013, 2:29 p.m.).

42 Carol D. Leonmig and David Nakamura, Tiwo Secret Service agents are cut from Obama’s detail after alleged
misconduct, WASH. POsT, Nov. 13, 2013,

3 Inspection Div., U.S. Secret Service, Fact-finding Inquiry Case Report Details, Case Number 190-872-13-024
(opened Sept. 15, 2010), at 1.

454 Id.

5 Telephone Briefing from Office of Inspector Gen., Dep’t of Homeland Sec. to H. Comm. on Oversight & Gov’t
Reform staff (Apr. 22, 2015).
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D. Failure to Discipline

i. Employees Who Provide Inaccurate Information

The USSS Table of Penalties includes six separate charges aimed at honesty. Four cover
false or misleading information with regards to employment or security documents,**® fiscal
matters,”’ investigative activity.458 and other official matters.*” Each of these carries a standard
penalty of fourteen days suspension. The Table of Penalties also includes categories for “Lack
of Candor - No Qath™** and “Lack of Candot/Lying ~ Under Oath.”** The standard penalty for
lack of candor with no oath is seven days of suspension, while the standard penalty for lack of
candor under oath is removal.*®

Even when it occurs absent an oath, lack of candor is damaging because it can result in
Giglio impairment, which affects the employee’s future ability to testify as a witness in a
criminal case. DHS OIG noted in its 2013 report on misconduct in USSS:

Ultimately, a “Giglio-impaired” law enforcement officer could be deemed
unable to testify as a witness in a criminal case and thus unable to perform
a critical element of his or her job. Pursuant to Giglio v. United States, 405
U.S. 150 (1972) and Brady v. Maryland, 373 U.S. 83 (1963), the defense
in a Pederal criminal case is entitled to any information or evidence that
tends to undermine the credibility or truthfulness of a witness. When the
United States Attorney’s Office makes a Giglio request, a Federal agency
has an affirmative duty to conduct a pretrial examination of each testifying
law enforcement officer’s personnel file for any such derogatory
information, United States v. Henthorn, 931 F.2d 29 (9th Cir. 1991).
Because a lack of candor charge against a Federal law enforcement officer
relates to his or her propensity for truthfulness, this material would have to
be provided to the United States Attorney’s Office and could potentially
undermine the Government’s case.*”

46 USSS Table of Penalties, supra note 171, False/Misleading Information — Employment/Security Document(s),
Offense Code 2.1, at 27.

7 1d. at False/Misleading Information - Fiscal Matter(s), Offense Code 2.2, at 27.

Afg Id. at False/Misleading Information — Investigative Activity, Offense Code 2.3, at 28.

O rd at False/Misleading Information — Other Official Matter(s), Offense Code 2.4, at 28.

4 1d. at Lack of Candor/Lying — No Qath, Offense Code 2.5, at 28.

1 1d. at Lack of Candor/Lying — Under Oath, Offense Code 2.6, at 28.

42 14, at Lack of Candot/Lying ~ No Oath, Offense Code 2.5, at 28, and Lack of Candor/Lying — Under Oath,
Offense Code 2.6, at 28.

301G 2013 Misconduct Report, supra note 39, at 47 n.23.
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In an effort to avoid a Giglio impairment, it has been publicly reported that managers at USSS
have at times been reluctant to charge USSS employees with providing inaccurate information,
even when USSS determined that an employee lied.***

The December 2013 DHS OIG report provided an example of this. The case involved a
USSS special agent in 2010 traveling in support of a presidential visit.*®® The agent arrived at
the airport four hours late smelling of alcohol and accompanied by local female foreign nationals
(FFNs).**® ERB recommended a seven-day suspension for three charges: failure to report to duty
as scheduled, fack of candor with a USSS supervisor, and conduct unbecoming a USSS special
agent.*” The employee’s SAIC issued the notice of proposed discipline, and in response, the
employee requested that the SAIC remove the lack of candor charge.*® The SAIC agreed to
grant the request, rescinding the initial proposal and asking ERB to draw up a new suspension
proposal without the lack of candor charge.469 When ERB asked the SAIC whether or not the
charge was supported by the evidence, the SAIC stated that “he did not want to affect the
employee’s future ability to testify in criminal cases, and explained that once the employee
cleared his head and had time to reflect fully on the events, the employee acted in good faith.
DHS OIG noted, “It is unclear whether a supervisor is permitted to change the basis of a
proposed penalty once it has been issued to the employee.”*”* ERB specialists informed their
manager of their concerns with changing the documents, but after discussion with Deputy
Assistant Director Jane Murphy were ultimately told to remove the charge.*’

»470

Security Coneerns - Adjudirative Guidelines E, G, B {Excessive Alcohol
Consumption/Urniwillingness to comply with rules and regul ations/Conductwhile traveling
outside the U.5.]; Discipline - Failure to Report for Duty and Conduct Unbecoming & Special
TSSC Warning; 7 day suspension Agent (Missed a departure after having consumed alcohol].

Overall, it is difficult to quantify how many times an employee has shown or acted with
lack of candor, but has not been charged with this violation. The example above can be
documented because of Murphy’s direction that the lack of candor charge be removed.
However, there are also other instances where USSS employees identified a lack of candor yet
were not disciplined for it. For example, in January 2011, two special agents from the Clinton
Protective Division were involved in an accident in the Dominican Republic in a government-
rented vehicle.*’”> One special agent said he consumed a glass of wine and a glass of champagne

% Susan Crabiree, Exclusive: Agent misled Secret Service, WASH. EXAMINER, Oct. 3, 2014.

j; OIG 2013 Misconduct Report, supra note 39, at 45-46.

= rd.

7 OIG 2013 Misconduct Report, supra note 39, at 47.

.

469 id.

70 1d. at 47-48.

471 id.

7 1d. at 47 (Murphy also objected to Security Clearance Division interviewing employee to resolve
counterintetligence concerns); Cf. Id. at 48-49. Murphy was subsequently promoted to serve as Assistant Director
for Governmental and Public Affairs, and was serving in that role in January 2015 when demoted from the position
along with several other assistant directors.

73 Inspection Div., U.S. Secret Service, Fact-finding Inquiry Case Report Details, Case Number 190-872-11-003
(opened Jan, 5, 2011), at 1.
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prior to the accident.*’® Investigators subsequently learned “[d]etails previously omitted and
facts misrepresented” by the special agent. There is no mention in the case file of whether the
special agent should have been charged or was disciplined for lack of candor.*” 1In fact, only
informal discipline was administered for failure to follow instructions and policy regarding
vehicle accidents.”® USSS concluded “no conclusive information was developed” to determine
the agent “was impaired while operating a government-rented vehicle.”*"”

In April 2013, USSS received allegations against a GS-14 ATSAIC in the Orlando Field
Office.*’® The allegations included the ATSAIC failed to investigate an accident in a
government-owned vehicle driven by a special agent who was close with the ATSAIC. The
ATSAIC claimed it was because USSS’s Administrative Operations Division (AOD) told him
the vehicle would shortly thereafter be surveyed and “it was more beneficial for the government
to avoid the cost of an accident investigation for a vehicle that was scheduled to be surveyed in
one or two days.”“79 Investigators found “[d]espite [the] ATSAIC['s] . . . claim that he contacted
AOQOD and was advised that an accident investigation was unnecessary, there is no record of that
conversation, and AOD personnel deny they would have advised him not to complete an
investigation.”**

Investigators concluded the ATSAIC failed to ensure the accident was properly
investigated, but apparently made no formal finding on ATSAIC’s veracity in the matter.*!
Inspectors also found the ATSAIC compelled a suspect to grant consent to search his residence,
and induced a special agent to obtain food and beverages from a hotel for the USSS command
post and have the hotel charge them as setup fees.®® Ultimately, the Office of Integrity proposed
a ten-day suspension for the ATSAIC.*** In the end, however, the ATSAIC was only issued a
letter of reprimand for “Inappropriate Interactions with a Criminal Suspect and Subordinate.”***

A review of discipline imposed from fiscal years 2010 through 2014 shows when USSS
does charge lack of candor, it is usually when the agency could impose discipline for other
categories of misconduct. For instance, one male special agent was charged in 2012 with
“Providing Inaccurate Information in {a] Matter of Official Interest” in conjunction with

474 1d.
473 id.
Y18 Incidents of Misconduct by Agents and Uniformed Division Officers FY 2010-2014, Employee ID 311663, at 4
Elcrcinafter FY 2010-2014 USSS Discipline].

7 1d.
78 Inspection Div., U.S. Secret Service, Special Investigation Case Report Details, Case Number 190-805-0000583
(opened Apr. 12, 2013), at 1 [hereinafter Special Investigation Case Number 190-805-0000583].
“* Inspection Div., Office of Investigations, U.S. Secret Service, Memorandum Report, Case Number 190-803-
0000583 (Aung. 15, 2013), at 74.
®Ord. at 119,
zj Special Tnvestigation Case Number 190-803-0000583, supra note 478, at 1.
1.
83 Inspection Div., Office of Investigations, U.S. Secret Service, Memorandum Report, Case Number 190-805-
0000583 (July 1, 2014), at 3.
a4 Inspection Div., Office of Investigations, U.S. Secret Service, Memorandum Report, Case Number 190-805-
0000583 (Apr. 14, 2015), at 3; FY 2010-2014 USSS Discipline, supra note 476, Employee ID 254202, at 10.
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“Conduct Unbecoming a Secret Service Employee” for having an inappropriate relationship with
Sara Jane Moore, the woman who attempted to assassinate President Gerald Ford, after she was
released from prison in 2007."*° The agent was specifically assigned to Moore’s case, and had
taken her to his son’s wrestling matches on three occasions when he was on duty and assigned to
monitor Moore. ™ Similarly, he brought Moore to his home for a Labor Day event at his house
that a female special agent from USSS also attended; both agents received scheduled overtime
pay as part of an assignment to monitor Moore that day in connection with a protective visit. 487
The special agent, who was marrying the female special agent, invited Moore to their
wedding;™®® according to the agent, when he informed his ATSAIC of the idea, the ATSAIC
asked to be seated next to Moore and joked, “At least we will know where she is.”** The agent
charged with “Providing Inaccurate Information” received a thirty-day suspension;** however,
the ATSAIC, who was aware of the wedding invitation but did not inform other supervisors,*!
was apparently not charged with Dereliction of Supervisory Responsibility for failure to report
the special agent’s relationship or wedding invitation, **

Of thirteen examples where inaccurate information or a lack of candor played a role in
the discipline imposed, ten were accompanied by another violation.*” In two instances, a charge
of lack of candor or providing inaccurate information was not accompanied by another violation.
In 2010, a probationary special agent provided inaccurate information concerning loss of
equipment, which resulted in the agent’s termination during the probationary period.** Ina
February 2012 incident, a special agent was charged with providing inaccurate information
concerning his association with a foreign national, which resulted in the agent resigning in lieu of
adverse action.*”” Both were investigated by the employee’s managers and not by USSS
headquarters‘496

In a third incident, an employee was charged with an offense completely unrelated to
false information. In August 2012, a Uniformed Division (UD) officer who provided inaccurate
information to a supervisor was disciplined for the generic charge of “Conduct Unbecoming a

®1d. at Employee 253709, at 10; Inspection Div., U.S. Secret Service, Special Investigation Case Report Details,
Case Number 190-803-0000510 (opened June 23, 2011); Inspection Div., Office of Investigations, U.S. Sccret
Service, Memorandum Report, Case Number 190-805-0000510 (Aug. 14, 2012).

* Inspection Div., Office of Investigations, U.S. Secret Service, Memorandum Report, Case Number 190-805-
0000510 (Apr. 11, 2012), at 9.

7 1d. at 6.

50 Inspection Div., Office of Investigations, U.S. Secret Service, Memorandum Report, Case Number 190-805-
0000510 (Aug. 14, 2012), at 9.

! Inspection Div., Office of Investigations, U.S. Secret Service, Memorandum Report, Case Number 190-805-
0000510 (Jul. 13, 2012), at 25, 28, 33.

jzi FY 2010-2014 USSS Discipline, supra note 485, Employee ID 233709, at 10.

Id.

“* Id. at Employee ID 613487, at 2.

5 1d. at Employee ID 652949, at 5.

5 1d.
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Secret Service Employee.”497 The officer received a two-day suspension.”® This incident was
also investigated by the employee’s managers in the UD and not by the Inspection Division.*”

Conduet Unberoming a Secret Servica Employee (providing inaeeurate information to
2 day suspension SUpRrviser)

ii. Resigning or Retiring in Lieu of Formal Discipline

In 2001, the Treasury OIG noted that discipline was not administered in some cases
because employees either resigned or retired prior to discipline being administered.”™ Federal
agencies do not have disciplinary authority over individuals who resign their employment. Thus,
when USSS employees facing disciplinary action as a penalty for misconduct resign or retire, no
formal discipline can be imposed.

USSS told the Committee the agency “evaluates the specific facts and circumstances of
each case and considers a number of factors to determine whether a settlement/employment
agreement is appropriate and in the best interests of the Agency.”501 This includes the
“likelihood of proving the case”; “a balancing of the time it would take to finally resolve a matter
through the discipline and litigation process versus the time it would take to resolve the matter
through settlement”; and “whether the employee is willing to accept in settlement a disciplinary
or adverse action that is at the same or similar to the action the proposing or deciding official
considers appropriate.”"> USSS also stated “nothing prevents an employee who is eligible to
retire from retiring. Therefore, a retirement-eligible employee may choose to retire before an
agency takes disciplinary or adverse action.”*”

For example, an ATSAIC of USSS was detailed to Carnegie-Mellon University in
Pittsburgh, Pennsylvania.”®* For approximately nine months in 2005-2006, the ATSAIC

*7 Id. at Employee D 254531, at 7.

498 Id

499 ]d

% OIG 2001 Inspection Division Report, supra note 372, at 11.

> Email from Gov't & Pub. Affairs staff, U.S. Secret Service to H. Comm. on Oversight and Gov’t Reform staff
(Nov. 25,2015, 3:04 p.m.).

302 1([

S03 Id.

* Inspection Div., U.S. Secret Service, Special Investigation Case Report Details, Case Number 190-805-0000530
(opened Dec. 15, 2011), at 1.
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commuted daily to Pittsburgh from Cleveland in his government-owned vehicle; ultimately, his
SAIC found out about the travel and counseled him to stop, but did not discipline him.*®® A
review of the employee’s official car files at the beginning of 2012 revealed a discrepancy of
17,739 miles.>® In January 2012, the ATSAIC admitted to inspectors that for the prior two
years, he had falsified his time and attendance paperwork to reflect work when in fact he “failed
to report to the office an average of two to three days a week and on the days he did report, he
arrived late and left early.”*”” He also kept at his personal residence approximately $50,000
worth of Camegie-Mellon University equipment, which he failed to produce for inventory
purposes.5 % On the same day the ATSAIC admitted time and attendance fraud USSS suspended
his security clearance, and USSS continued its investigation. Approximately two weeks later on
February 13, the ATSAIC informed USSS that he would retire at the end of the month.*® USSS
did not propose any discipline for him during that time period.

In May 2010, a USSS employee filed a harassment complaint against an ATSAIC in the
New York Field Office, accusing him of unwanted touching and inappropriate comments and
gestures, such as grabbing his genitals.”'® After interviews by the Inspection Division identified
other allegations of inappropriate behavior, a search of the ATSAIC’s computer revealed a
sexually-explicit PowerPoint file and photogra?hs depicting nudity.>"* In July 2010, USSS
suspended the ATSAIC’s security clearance.”'* That fall, the ATSAIC’s security clearance was
revoked and the employee was placed on indefinite suspension.”™ After the ATSAIC filed an
appeal with the Merit Systems Protection Board and USSS’s Security Appeals Board, he

ultimately reached a settlement agreement with USSS’s Office of Chief Counsel in May 2011.°'*

As described above, in May 2011, a custodian filed a complaint against a SAIC in
USSS’s Orlando Field Office. USSS suspended the SAIC’s security clearance on May 17,
2011.°" USSS’s subsequent investigation concluded the SAIC “engaged in a pattern of
unprofessional conduct,”' including unwanted physical contact with a custodian and three
USSS employees,”'” “requests to view child pornography,™'® having “a sexually explicit video
file, nude photographs, and other inappropriate material in emails and email attachments,”*'* and

S 1d. at 2.

% 1d. at 1.

T Id. at 1-2.

508

1.

31 Inspection Div., U.S. Secret Service, Case Details, Case Number 190-872-10-003 (opened May 18, 2010, at 1.

15 Inspection Div., Office of Investigations, U.S. Secret Service, Memorandum Report, Case Number 190-805-
0000509 (July 12, 2011), at 4.

31 Ingpection Div., U.S. Secret Service, Special Investigation Case Report Details, Case Number 190-805-0000509
(?pencd June 15, 2012), at 1 [hereinafter Special Investigation Case Number 190-805-0000509].

1d

% Inspection Div., U.S. Secret Service, Inspection Division Case Details, Case Number 190-872-11-014 (opened
May 12, 2011), at 1 [hereinafter Inspection Division Case Number 190-872-11-014].
519

d.
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unreported relationships with female foreign nationals.”® The SAIC clearly lied to inspectors
regarding his inappropriate conduct, denying all of the allegations until confronted with contrary
evidence.®®' Despite this, USSS never issued a notice of proposed discipline. Instead, USSS
Chief Counsel Donna Cahill approved an employment agreement with the SAIC on Segtember
12, 2011 which allowed him to remain on leave until he retired at the end of the year.

During the Cartagena investigation, DHS OIG received a hotline complaint concerning
the individual serving as the head of the Office of Professional Responsibility, Assistant Director
George Luczko.”™ DHS OIG told the Committee that it developed evidence to indicate that
Luczko misused his government vehicle by giving arideto a forelgn national and meeting
another foreign national at a restaurant for unofficial purposes.’>* After Acting Inspector
General Charles Edwards presented Director Julia Pierson with this information on July 13,
2013,5 2 Luczko retired from USSS on August 31, 2013, and no disciplinary action was taken.*?

In February 2014, an ATSAIC in USSS’s Charlotte Field Office was found to have
consumed alcohol on duty and participated in unauthorized outside employment.* The
ATSAIC admitted to drinking vodka on duty to cope with anxiety and stated he was under
treatment for it.>*® USSS suspended his security clearance on March 6, 2014.°% On July 17,
2014, the ATSAIC entered into an employment agreement with USSS’s Office of Chief Counsel
whereby he remained on accrued leave until he retired earlier this year on April 30, 2015.%°

According to statements to the Committee during the transcribed interview of the former
chief of USSS’s Human Capital Division, when formal discipline is not imposed, there is no
permanent record of the employee’s misconduct when they seek employment at another federal
agency after their separation from USSS.*!

3 Special Investigation Case Number 190-805-0000509 | supra note 516, at 1.
*2! Inspection Division Case Number 190-872-11-014, supra note 518, at 1-2.
2 Inspection Div., Office of Investigations, U.S. Secret Service, Memorandum Report, Case Number 190-805-
0000509 (Sept. 21, 2011), at 3.

52 Office of Inspcctor Gen., Dep’t of Homeland Sec., Memorandum of Activity, Other — Hotline Complaint
(C1212306), Case 112- USSS- OSI-00800, at 1.

** Email from Dep’t of Homeland Sec., Office of Inspector Gen., to H. Comm. on Oversight & Gov’t Reform staff
(Oct 7,2013, 2:39 pm.).

*% Inspection Div., U.S. Secret Service, Special Investigation Case Report Details, Case Number 190-805-0000612
(opcncd Oct. 15,2013), at 1.

Inspccuon Div., U.S, Secret Service, Special Investigation Case Report Details, Case Number 190-805-0000629
{opened Feb. 21, 2014), at 1.
528

5297 d:

530 1d
! Eldredge Tr., supra note 375, at 95.
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iii. Need for Appropriate Discipline

The Committee’s investigation has identified instances in which managers failed to take
appropriate steps to remove employees who have committed serious misconduct. In response,
some Committee Members feel that statutory changes are necessary to give USSS the ability to
take more swift action in firing employees for substantiated misconduct. Other Members believe
that USSS should instead streamline its the process to ensure prompt and appropriate disciplinary
action.

In general, federal agencies may take actions to remove employees only for “such cause
as will promote the efficiency of the service "> A removal action is an adverse action based
upon misconduct, unacceptable performance, or a combination of both. An employee against
whom an action is proposed is entitled to: (1) at least thirty days’ advance written notice, unless
there is reasonable cause to believe the employee has committed a crime for which a sentence of
imprisonment may be imposed, stating the specific reasons for the proposed action; (2) a
reasonable time, but not less than seven days, to answer orally and in writing and to furnish
affidavits and other documentary evidence in support of the answer; (3) be represented by an
attorney or other representative; and (4) a written decision and the specific reasons therefor at the
earliest practicable date.”

Federal agencies m ay : also remove an employee for unacceptable performance, which are
performance-based actions.”™” These actions must be properly documented and an employee
must be provided with an opportunity to improve performance before a removal action can be
taken. An employee whose removal is proposed is entitled to: (1) thirty days’ advance written
notice of the proposed action which identifies the specific instances of unacceptable performance
by the employee on which the proposed action is based and the critical elements of the
employee’s position involved in each instance of unacceptable performance; (2) be represented
by an attorney or other representative; (3) a reasonable time to answer orally and in writing; and
(4) a written decision that specifies the instances of unacceptable performance and that has been
concurred in by an employee at a higher level than the employee who proposed the action.*

Federal employees generally have the right to appeal a removal action to the Merit
Systems Protection Board (MSPB) or file a grievance under the agency’s collective bargaining
grievance procedures. Allegations of discrimination, reprisal for whistleblowing, and other
prohibited personnel practices can be part of the MSPB appeal process or through the grievance

B 5USC §7513)
B 3US.C 57313
HSUSC §43.
"”SUSC §4303(b)(1)<
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process. Employees can also file such allegations directly with the agency’s Equal Employment
Office or with the Office of Special Counsel.

During the 114th Congress, the Committee has held a series of hearings to examine
federal employee misconduct. ™ Members of the Committee expressed dismay at the
misconduct and some questioned whether agency leadership has the tools to adequately detect
and punish wrongdoing by employees. Other Committee members noted that better
implementation of existing laws could help by streamlining the disciplinary process. While
USSS’s firing authority doesn’t materially differ from other agencies, the consequences of
problems within the agency are more acutely felt by USSS due to its zero-failure mission.

5. USSS Culture of Misconduct

As noted above, Inspector General John Roth recently testified before the Committee:
“IGliven the nature of what it is that we’ve seen since [2013], I believe that there is a serious
problem within the Secret Service.” This section examines whether these problems are new,
or whether they have been an issue at USSS throughout the past several years.

A. OIG “Culture” Report

As USSS was in the midst of adopting the new Table of Penalties and creating the Office
of Integrity, DHS OIG released its December 2013 report on misconduct and disciplinary issues,
The 2013 OIG report was quickly dubbed the USSS “culture report” given such headlines as
“Long-Awaited Report Largely Clears Secret Service of ‘Culture’ Problem.” % The word
“culture” is actually only used once in the report, to describe the “chain-of-command” tendencies
of the Secret Service.”™ Nevertheless, a frequently quoted line from the report, which appears in
the Executive Summary, states DHS OIG “did not find evidence that misconduct is widespread
in USSS.”*" Within months, after agents passed out in a hallway from drinking in the

33 11.8. Secret Service: Holding the Protectors Accountable: Hearing Before the H. Comm. on Oversight & Gov't
Reform, 114th Cong. (Mar. 24, 2015) (No. 114-16); DOJ IG: Handling of Sexual Harassment and Misconduct
Allegations: Hearing Before the H. Comm. on Oversight & Gov 't Reform, 114th Cong. (Apr. 14, 2015) (No. 114~
17y, EPA Mismanagement: Hearing Before the H. Comm. on Oversight & Gov 't Reform, 114th Cong. (Apr. 30,
2015) (No. 114-26); EPA Mismanagement Part 11: Hearing Before the H. Comm. on Oversight & Gov 't Reform,
114th Cong. (July 29, 2015); Federal Air Marshal Service: Oversight: Hearing Before the H. Comm. on Oversight
& Gov't Reform, 114th Cong. (Sept. 17, 2015).

7 OGR Hearing on OIG Mar. 4 Report, supra note 36, at 29.

3 Mike Levine, Long-Awaiied Report Largely Clears Secret Service of ‘Culiure’ Problem, ABC WORLD NEWS,
Dec. 20, 2013; see also Report finds Secret Service does not have ‘culture’ problem, despite questions over probe,
Fox NEwS, Dec. 20, 2013.

% O1G 2013 Misconduct Report, supra note 39, at 43.

*d.atl,
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Netherlands and crashed a car in the Florida Keys in an incident involving alcohol,* the
conduct of USSS agents was called into question.”*

The DHS OIG report’s one-page Executive Summary also stated DHS OIG did not find
“any evidence that USSS leadership has fostered an environment that tolerates inappropriate
behavior.”* As noted above, at a Committee hearing on May 14, 2015, current Inspector
General John Roth was asked by Representative Ron D. DeSantis about these two conclusions in
the 2013 report:

DESANTIS: [Blefore your tenure the DHS Office of Inspector General
released a 2013 report which did not find evidence in the
Secret Service that misconduct or inappropriate behavior is
widespread or that leadership has fostered an environment
that tolerates inappropriate conduct. So given your tenure,
given this report, what are your thoughts about the 2013
DHS report? Is that an accurate reflection of what’s going
on in the culture of the Secret Service right now?

ROTH: Certainly not right now, it is not, I mean. But one of the
things about the report that you reference, the 2013 report,
is that there are fascinating findings within it. For example,
they did a survey, an electronic survey in which 138
electronic survey respondents personally observed
excessive alcohol consumption and 86 percent of them
indicated that they did not report such behavior. The report
also indicated that of the 2,500-and-some electronic survey
respondents, 44 percent of them felt that they could not
report misconduct without fear of retaliation if they, in fact,
reported that. So within that report itself there are some
very, very disturbing trends. And I think, given the nature
of what it is that we’ve seen since then, I believe that there
is a serious problem within the Secret Service.>**

DESANTIS: Is there any indication that the process for discipline within
the Secret Service has improved since the 2013 report?

4 Carol D. Leonnig, David Nakamura, and Michael Birnbaum, Secret Service incident in Netherlands was on heels
of car wreck during Obama’s Miami trip, WASH. POST, Mar. 26, 2014; see also Carol D. Leonnig and Julie Tate,
Police: Secret Service agent caused March 7 crash in South Florida before Obama visit, WASH. POST, Mar. 27,
2014,

2 See, ¢.g., Aamer Madbani and Kevin Johnson, Questions raised again about Secret Service culture, USA TODAY,
Mar. 27, 2014.

% OIG 2013 Misconduct Report, supra note 39, at 1.

3 OGR Hearing on OIG Mar. 4 Report, supra note 36, at 29.
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ROTH. Well, it certainly has improved since Cartagena. The Secret
Service has taken steps to—they have an Office of Integrity
now, for example. That is the one that imposes discipline.
As a result of our 2013 inspection, we made a number of
different recommendations, including the table of penalties,
which they now have adopted. So I think the Secret Service
is moving in the right direction in this area after Cartagena.

DESANTIS: It’s safe to say . . . that the conclusions reached in the 2013
report, that there’s a conflict between the conclusions you
reached in your [2015] report.

ROTH: I'would agree with that**

The Executive Summary of the 2013 OIG report stated only sixty-one percent of survey
respondents believed management did not tolerate misconduct; however, a “noteworth‘?/ number”
believed USSS management tolerated misconduct, including eighty-nine super\/isors.5 6 Twenty
percent of supervisory respondents believed senior managers are not held accountable for
misconduct.™*” Overall, only fifty percent of respondents believed senior managers are held
accountable, and only fifty-five percent believed supervisors are held accountable.’ 4

According to the OIG report, some USSS employees were hesitant to report misconduct.
The top reason cited was that employees did not believe USSS management was supportive of
employees reporting behavior that could cause a security concern.”” Only fifty-five percent of
respondents stated that they could report a suspected violation of any law, rule, regulation, or
standards of conduct without fear of retaliation.® Further, eighty percent of respondents who
personally observed behavior that could cause a security concern to USSS did not report it.>!

[INTENTIONALLY BLANK]

% OGR Hearing on OIG Mar. 4 Report, supra note 36, at 30.
*1d. at 31.

7 Id. at 32-33.

38 14, at 31-32.

*® 1d. at 37-38.

30 1d. at 91.

U 1d. at 36.

Page | 99



100

Figure 14: Percentage of respondents who believe the following occupational specialties and managerial levels are
not held accountable when they engage in misconduct or illegal activity, by response of supervisors and non-
supervisors.

# Supervisory Respondents # Non-Supervisory Respondents

Administrative, Professional & Technical Support

Uniformed Division Officers

Special Agents

- 13%

Supervisors
P 2%

Senior Managers

Source: OIG electronic survey results for Questions 5-10

B. Alcohol-Related Misconduct

Historically, USSS’s policy on alcohol prohibited “[o]perating or being in actual physical
control of [any] owned, leased, or rented passenger motor vehicle . . . while intoxicated or
impaired by alcohol or a controlled substance.”>* Thus, in the 2011 car accident in the
Dominican Republic that involved alcohol, discipline hinged on whether the driver was
“intoxicated or impaired.” In response to criticisms at the time of the Cartagena scandal that
USSS was too lenient with regard to a wide variety of conduct, the agency quickly adopted
stricter standards for several behaviors.” The new standards, sent to all USSS employees on
April 27, 2012, included the so-called “ten-hour rule,” prohibiting the consumption of alcohol
within ten hours of reporting for duty.55 4

2 USSS Table of Penalties, supra note 170, DUI/DWI — Government Vehicle, Offense Code 4.6, at 15 (codifying
the historic USSS policy on alcohol); see also DU/DWI - Privately Owned Vehicle, Law Enforcement Officer,
Offense Code 4.7, at 15, and DUYVDWI — Privately Owned Vehicle, Non-Law Enforcement Personnel, Offense
Code 4.8, at 16.

:: Email from Alvin Smith, Dep. Dir, U.S. Secret Service (Apr. 27, 2012, 4:05 p.m.).

> Id.
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High-profile violations of the ten-hour rule have attracted public attention. As mentioned
above, on March 23, 2014, a special agent on USSS’s elite Counter Assault Team supporting a
presidential visit to The Hague, Netherlands was found passed out under the influence of alcohol
in a hotel hallway.5 % On March 24, he and two other agents were all sent back to the U.S. for
improper conduct involving alcohol.>*® On March 25, the Washington Post broke the story,”’
and the next day, USSS made formal notifications to DHS OIG.**® One special agent resigned
on April 22, 2011, and the other two agents involved were issued 28-day and 30-day
suspensions.” One of the individuals involved in the incident acknowledged to inspectors he
had previously passed out due to excessive alcohol consumption in April 2011 on his first out-of-
town assignment, which was to Chicago.”*

During the 2014 United Nations General Assembly, one special agent was assigned to
work each day at 9:00 a.m., yet stayed out one night drinking until 1:00 a.m.*®" The agent self-
reported this information in connection with a misunderstanding regarding whether the agent had
been involved in ordering an escort service, which the agent had not > USSS referred the
incident to DHS OIG on October 8, 2014, after the last date the Committee has full information
on final disciplinary actions,”®

As mentioned above, on March 7, 2014, two UD officer-technicians were involved in a
late-night accident while driving a government-rented vehicle in Islamorada, Florida.”®*
Although Florida Highway Patrol responding to the scene detected a slight odor of alcohol
emanating from the driver, the officer-technician passed a horizontal gaze nystagmus field
sobriety test.®® According to USSS files, the UD notified the Inspection Division of the incident
on March 19, at which point the Intake Group determined the Inspection Division should
investigate.”® The subsequent investigation, which included interviewing thirteen employees
from various bars and restaurants and other private venues, revealed the driver had misused a
government-rented vehicle, and four UD officer-technicians overall had violated USSS’s ten-

** Inspection Div., U.S. Secret Service, Mission Assurance Inquiry Case Report Details, Case Number 190-872-14-
95;7 (opened Mar. 28, 2014), at 1[hereinafter Mission Assurance Inquiry Case Number 190-872-14-007].

.

557 Carol D. Leonnig and David Nakamura, Secret Service agents sent home from Netherlands were warned to avoid
trouble, WASH, POST, Mar. 25, 2014,

%% Inspection Div., U.S. Secret Service, Special Investigation Case Report Details, Case Number 190-805-0000630
{opened Mar. 24, 2014), at 1.

¥ 1d. at 1-2.

5% Inspection Div., Office of Investigations, U.S. Secret Service, Memorandum Report, Case Number 190-805-
0000630 (May 19, 2014), at 9.

! Inspection Div., U.S. Secret Service, Special Investigation Case Report Details, Case Number 190-805-0000667
(opened Oct. 8,2014), at 1.

562 Id.

363 ][1

3 6? Mission Assurance Inquiry Case Number 190-872-14-007, supra note 555.

5% Inspection Div., Office of Investigations, U.S. Secret Service, Memorandum Report, Case Number 190-805-
0000631 (May 5, 2014).

*% Inspection Div., U.S. Secret Service, Special Investigation Case Report Details, Case Number 190-805-0000631
(opened Apr. 1, 2014), at 1.
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hour rule.®®” One of the four UD officer-technicians resigned on October 4, 2014, two served
35-day suspensions in late 2014, and one had acknowledged his proposed 21-day suspension as
of March 2, 2015.°%

On the night of November 7, 2014, a special agent from the Washington (D.C.) Field
Office was stopped by U.S. Park Police after losing control of his government-owned vehicle on
the George Washington Parkway and sliding onto the grass shoulder.”® A field sobriety test
indicated the agent’s blood alcohol level was .136, and the agent admitted he had had four or
more drinks at a bar.””™® Park Police contacted USSS and requested a supervisor respond to the
scene; the agent was then released to the USSS supervisor without being criminally charged.571
On November 10, 2014, USSS’s Intake Group determined the Inspection Division should
conduct an investigation, but by mid-2015 USSS’s file on the incident had not been updated to
reflect whether an investigation occurred.””

On December 28, 2014, a GS-15 RAIC of the Lima, Peru Resident Office, was involved
in an accident with his government-owned vehicle.’” The RAIC’s child was in the car at the
time of the accident, a violation of government-owned vehicle policies.””* Both local police and
Department of State’s regional security officer believed alcohol may have been a factor in the
accident, as he “refused field sobriety tests and claimed that he is taking medication which
causes drowsiness.”" According to USSS files, local police “did not arrest RAIC [NAME
REDACTED]due to his diplomatic status™ " however, they did request the U.S. embassy
interview him.””’ After DHS OIG declined to review the incident, USSS’s Intake Group
determined that USSS should conduct an investigation.””® Meanwhile, USSS temporarily
reassigned the RAIC to Washington, D.C. As of mid-2015, there was no indication in USSS’s
case file that he had received any discipline.

C. Sexual Misconduct
A review of USSS disciplinary files from both before and after the Cartagena incident

revealed some instances of sexual misconduct, Such misconduct included solicitation of
prostitution, other criminal sexual acts, and other sexual behavior that causes a security concern.

‘f " Mission Assurance Inquiry Case Number 190-872-14-007, supra note 555.

% Inspection Div., Office of Investigations, U.S. Secret Service, Memorandum Report, Case Number 190-805-
0000631 (May 5, 2014), at 3.

*% Inspection Div., U.S. Secret Service, Special Investigation Case Report Details, Case Number 190-805-0000676
(opened Nov. 14, 2014), at 1.

S0 g

1 .
’j“ Id.
37 Inspection Div., U.S. Secret Service, Special Investigation Case Report Details, Case Number 190-804-0000682

(9}pcned Jan. 8, 2015), at 1.
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According to USSS’s Adjudicative Desk Reference, sexual behavior is a security concern when
it “reflects a lack of judgment or discretion, or subjects the individual to undue influence or

. s e 35579
coercion, exploitation, or duress.””

A review of USSS records reveals disturbing instances of sexual misconduct. In April
2011, an agent in the Greenville (SC) Resident Office admitted to having sex at the USSS office
in March 2010 with a woman who he was investigating for embezzlement.”® The woman
alleged that the agent had continually encouraged her to “trust” him that she would get a
probationary sentence, and thus when he initiated sexual intercourse she cooperated out of fear
he would otherwise allow her to be sentenced to prison.”®" The agent denied making such a deal,
but failed a polygraph examination when asked if had ever told her he would seek probation for
her in exchange for sex.”® The agent subsecéuently resigned from USSS in August 2011, and
USSS never proposed any formal discipline.

In April 2012, USSS investigated allegations that an ASAIC in USSS’s Special Services
Division pointed a gun at his wife.”® The ASAIC made some admissions to USSS investigators,
but then failed a polygraph. %5 After ‘express[ing] regret and embarrassment at having lied to
inspectors in early interviews,” " in early May 2012 the ASAIC admitted “he had numerous
extramarital affairs in the form of one-night stands with eight women from his past and with two
additional couples, whom he met through . . . online swinging websites.”*"” Further, he admitted
he had “spit in his wife’s face and at the back of her head; thrown things at her; tossed water in
her face twice; and used hlS hands in at least two instances to simulate a gun and then point it at
her during arguments.”**® Notwithstanding this information, USSS failed to move forward with
disciplinary procedures for the ASAIC; in May 2013, one year after the ASAIC’s admissions, the
Office of Chief Counsel advised the Inspection Division that the case “remain[ed] under
administrative review.”*® The ASAIC finally resigned from USSS in July 2013 without USSS
ever proposing any formal discipline. >

Overall, in its December 2013 report, DHS OIG stated that it had verified fourteen
instances where USSS’s Inspection Division had concluded employees engaged in sexual

7 OIG 2013 Misconduct Report, supra note 39, at 23.
8 Inspection Div., U.S. Secret Service, Special Investigation Case Report Details, Case Number 190-805-0000505
(opcncd Apr. 20, 2011) atl.

' 1d.

%2 Id.;, also discussed in Office of Inspector Gen., Dep’t of Homeland Sec., Report of Investigation 111-USSS-ATL-
00706 (July 5, 2012), at 12.
% Inspection Div., U.S. Secret Service, Special Investigation Case Report Details, Case Number 190-805-0000505
Pened Apr. 20, 2011), at L.
Inspection Div., U.S. Secret Service, Special Investigation Case Report Details, Case Number 190-805-0000543
(opened May 1, 2012) at 1.
Id.

586 14,
3 1d.
B 1.
¥ 1d. at2.
0 1d,
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activity in exchange for money.™' For example, in Las Vegas in April 2013, police and hotel
security responded to a disturbance call from a room at the Quad Hotel Resort and Casino.”” A
UD officer was in the room with a prostitute and an unknown third individual.*® The police
determined that the officer hired a prostitute, exchanged money, and had sexual intercourse with
her.”®* However, later that night, an argument ensued over money and the Las Vegas police
responded.”® The officer was not arrested or charged by Las Vegas police.”™ Five days after
the incident, USSS placed the officer on administrative leave and suspended his security
clearance the next day.”’ USSS subsequently moved forward with disciplinary procedures by
suspending the officer indefinitely without pay. > He resigned in November 2013.°

However, DHS OIG’s 2013 report also states that electronic and in-person survey
respondents do not believe the solicitation of prostitutes is widespread in USSS. Out of 2,575
electronic survey respondents, 207 respondents (eight percent) indicated they were aware of
USSS employees engaging in solicitation of prostitutes. Of the 207 respondents, nineteen
indicated they personally observed this behavior.*” The 2013 report also acknowledged,
“Because of how matters are reported to ISP . . ., we were unable to confirm that these instances
represent a comprehensive account of all alleged or confirmed activities related to sexual contact
in exchange for moneyf’wl In fact, an electronic survey of USSS employees by DHS OI1G found
that out of 2,575 respondents 207 were willing to acknowledge that they were aware of USSS
employees engaging in solicitation of prostitutes.*> Of those individuals, 46 percent did not
believe solicitation of prostitution was isolated, and ten percent believed it was systemic,*® Yet
of those who personally observed solicitation of prostitutes, 100 percent admitted that they had
not reported the behavior to USSS.

Instances of solicitation for prostitution have continued to come to light since the 2013
DHS OIG report. In June 2014, a member of USSS’s APT staff reported as part of his security
clearance update investigation that he had been arrested by the D.C. Metropolitan Police
Department in October 2011 for solicitation of prostitution.®® As of mid-2015, there was no
indication in the file that the employee had been disciplined.

1 OIG 2013 Misconduct Report, supra note 39, at 17.

%2 Inspection Div., U.S. Secret Service, Special Investigation Case Report Details, Case Number 190-803-0000585
(opened Apr. 19, 2014), at 1.
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593 id.

% 1d.

397 Id.

1. at 122,

# 1d.

% O1G 2013 Misconduct Report, supra note 39, at 18,

14, at 15,

2 1d. at 18.

%5 Id. at 19-20.

¥ 1d. at 37.

% Inspection Div., U.S. Secret Service, Special Investigation Case Report Details, Case Number 190-805-0000648
(opened June 23, 2014), at 1.
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V. Management and Leadership

USSS leadership must strengthen its efforts to hold individuals accountable as it reforms
the agency. This sentiment has been expressed again and again to the Committee. The
Protective Mission Panel also felt strongly about this issue:

Of the many concerns the Panel encountered, the question of leadership is,
in our view, the most important. The Panel found an organization starved
for leadership that rewards innovation and excellence and demands
accountability. From agents to officers to supervisors, we heard a
common desire: More resources would help, but what the Secret Service
really needs is leadership.%*

In addition to accounts from USSS personnel, it is clear from quantitative data such as
employee separation surveys that USSS employees are disconnected from management. %7 UD
officers and special agents who left the agency in fiscal year 2015 cited “Senior Leadership
Commitment to the Mission™ as one of the three poorest aspects of the job.*®® “Better
communication between employees and management” and management “demonstrat[ing] an
appreciation for the level of work accomplished” were commonly cited as factors that could
cause employees to stay at USSS.

While many USSS employees associate leadership deficiencies with USSS’s senior
leadership team (the so-called “8th floor” because of the location of the executive offices), Panel
member Tom Perrelli testified at the Committee’s February 12, 2015 hearing that the need for
leadership across the organization affects morale agency-wide:

[Wihat we really need is leadership. We need a different, dynamic
leadership, not specified to one particular floor, but a clear sense from the
rank and file that their confidence in the organization would really
improve only if they saw substantial change at the top,sm

Indeed, several of the recommendations in the Panel’s December 15, 2014 report
involved leadership. Related to the perception that USSS supervisors and senior leadership are
simply looking to protect each other, even in the face of misconduct, is the question of how

% panel Report Exec. Summary, supra note 35, at 3,

7 Workforce Planning Div., Office of Human Res. and Training, U.S. Secret Service, Employee Separation Survey
Results: FY 2015 (Oct. 1, 2014 - June 27, 20135).” July 13, 2015 [hereinafter USSS Employee Separation Surveys]
[App. at 189-192}.

*B1d at2, 4.
609 [ d

0 11.8. Secret Service: Identifying Steps 1o Restore the Protective Agency: Hearing Before H. Comm. on Oversight

& Gov't Referm, 114th Cong. 21 (Feb. 12, 2015) (No. 114-1) [hercinafter Protective Mission Panel Hearing).
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individuals even get into supervisory or senior leadership positions in the first place. The Panel
found:

The Service needs to take a . . . fresh look at its promotion and rotation
systems. There is a perception among active agents and officers that the
promotion system results in the advancement of old hands who served
together6 ﬁnd got along, rather than on advancing those most capable of
leading.

The 2015 Federal Employee Viewpoint Survey found that this perception is held by 68.8 percent
employees, with only 13.9 percent believing that promotions are based on merit.**?
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"' panel Report, supra note 45, at 22.
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The Panel also made several recommendations regarding the rest of USSS’s senior leadership:

productive and valued assets either in other positions at the Secret Service or the department.

elevated to the Senior Executive Service to fill the resulting vacancies in management.

To be sure, the Secret Service has innovative thinkers within its ranks, and
a number of them have impressed us with their forward-thinking
approach. There are future leaders of the Service at the supervisory level
but below the senior headquarters ranks. But the organization has not
sufficiently invested in developing them at this point to put the agency
wholly in their hands.

We are also hopeful that the agency’s senior leadership team will, when
possible, come from within and move the agency forward in a manner
consistent with its core mission. We met with junior and mid-level agents,
officers, and staff who were highly talented, innovative thinkers,
committed to the agency, and could move it in positive directions in the
future. They are the kind of energetic, dynamic, disruptive thinkers that
the agency needs in leadership positions.

On January 14, 2015, USSS announced four Assistant Directors were being demoted
while two others were retiring, resulting in a turnover of six of the agency’s eight Assistant
Directors.””® This came approximately one month after the release of the Protective Mission
Panel report and its recommendations, and was during the time Clancy was then still serving as
Acting Director. At the time, Clancy said in a statement: “Change is necessary to gain a fresh
perspective on how we conduct business. I am certain any of our senior executives will be

»616

However, a whistleblower expressed concern to the Committee that the new Assistant
Directors all came from existing senior USSS leadership, and that individuals were merely

According to many whistleblowers, the new senior leaders resembled the experience and
attitudes of their predecessors. Some whistleblowers told the Committee that until much of

current leadership was replaced, there would be no real cultural change in the agency.

where they were” in leadership, including at the Director and Assistant Director levels.
However, they noted that the “8th floor” had resisted change in the past and significant

During a September 2015 meeting, two Protection Mission Panel members discussed
their reaction to the major leadership changes that occurred after issuing their report. They
believed the “housecleaning was a good move” and USSS had “significant improvement over

leadership changes were still important. They also described how talent had been depleted in

¢ Panel Report, supra note 43, at 38-39.
15 Carol D. Leonnig, Four top Secret Service executives told to leave their posts in agency shake-up, WASH. POST,
Jan. 14, 2015.

18 14,
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recent years as highly-qualified employees left the agency after not being promoted to senior
positions. This contributed to a “mixed bag” of those who recently received promotions.®"’

USSS senior leadership should continue to ensure that individuals are held accountable as
reforms are made.

1. Selection of Clancy as Permanent Director

On September 30, 2014, Director Julia Pierson appeared before the Committee to testify
about the White House fence jumper. She resigned the next day, on October 1, 2014. In her
place, Joseph Clancy was called back from the private sector to serve as the Acting Director.

On December 15, 2014, the Protective Mission Panel released its report. The panel
recommended that the next permanent Director come from outside USSS.*™® The report stated:
“The need to change, reinvigorate, and question long-held assumptions—from within the agency
itself~—is too critical right now for the next director to be an insider. . .. The Secret Service
needs an agent for change."®"® The report also explained:

The next director will have to make difficult choices, identifying clear
priorities for the organization and holding management accountable for
any failure to achieve those priorities. Only a director from outside the
Service, removed from organizational traditions and personal
relationships, will be able to do the honest top-to-bottom reassessment this
will require.*

Notwithstanding the Panel’s recommendation, on February 18, 2015, President Obama
announced that he was appointing Clancy as permanent director. In September 2015, Committee
staff met with two members of the Protective Mission Panel to get their take on the report nine
months later ' They recognize that the most important consideration is that any president feels
confident in the person appointed as director. However, both reiterated USSS still needs an
outside director, although they do not believe it should or will happen at this stage in President

€' Briefing from Hon. Joseph Hagin and Hon. Thomas Perrelli, Protective Mission Panel to H. Comm. on Oversight
& Gov’t Reform staff (Sept. 22, 2015).
618
Id.
% 1d. at 38.
0 1d. at 2.
" Briefing from Hon, Joseph Hagin and Hon. Thomas Perrelli, Protective Mission Panel to H. Comm. on Oversight
& Gov't Reform staff (Sept. 22, 2015).
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622

Obama’s administration.”” While Director Clancy has undertaken some positive reforms, a

future outside director could make changes without feeling bound by custom or sentimentality.

2. Resignation of Deputy Director Smith

On February 9, 2015, two days before a Committee hearing on the Protective Mission
Panel Report, Director Clancy issued an internal message that stated in part:

Today, A.T. Smith announced that he is stepping down as Deputy Director
and has accepted another position within the Department of Homeland
Security effective Tuesday, February 10, 2015. . . . Deputy Director Smith
has had an exceptional law enforcement career spanning nearly 29 years
within the Secret Service. His contributions to the agency have been
invaluable. Today, I salute his distinguished service to the Secret Service
and to the Nation. Please join me in thanking Deputy Director Smith for
his exceptional dedication and service. We wish him continued success in
his new responsibilities.

[INTENTIONALLY BLANK]

2 1d.
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In addition, Director Clancy called both Chairman Chaffetz and Ranking Member
Cummings to inform them that Smith was being transferred out of the agency. Accordingly, the
Committee allowed Director Clancy to postpone his scheduled February 11 testimony before the
Committee.

The media was unable to determine where in DHS Smith was going or what his role
would be. On February 9, 2015, the Washington Post reported: “Smith, 56, has been invited to
transfer to another position in the Department of Homeland Security, according to an email sent
early Monday to USSS staff that also praises Smith’s 29 years of service to the agency. %%

The New York Times referenced USSS’s announcement “that Mr. Smith had stepped
down and taken a job at the Department of Homeland Security . . . "%

The Wall Street Journal reported: “Deputy Director A T. Smith, who has worked at the
Secret Service for 29 years, will take ‘another position within the Department of Homeland
Security’ on Tuesday, the agency said in a news release. . . . It wasn’t immediately clear what
position Mr. Smith would take.”**

3 Carol D. Leonnig, Under pressure from Congress, Secret Service deputy director resigns, WASH. POST, Feb. 9,
2015,

2 Michael S. Schmidt, Secret Service Deputy Demoted as Panel Chairman Presses for Firing, N.Y. TIMES, Feb. 9,
2015.

3 Andrew Grossman, Secret Service Reassigns No. 2 Official Days Before Hearing, WALL ST. J, Feb. 9, 2015,
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On February 11, 2015, the Associated Press honed in on the issue in an article titled
“QOusted Secret Service No. 2 to mystery Homeland Security job™

What new job in the Homeland Security Department is the ousted No. 2
official at the Secret Service doing? Nobody’s saying. . . . In what appears
to be a highly unorthodox employment shuffle, Smith — who earned as
much as $183,000 a year — was permitted to take an unspecified job
inside the highly regarded Homeland Security Investigations unit in U.S.
Immigrations and Customs Enforcement. Both agencies are part of the
Homeland Security Department. But no one will disclose Smith’s new job
title, his responsibilities or how much public salary he’s earning. It’s a
mystery whether Smith is investigating cases, shuffling paperwork behind
a desk or supervising agents.*?

Two days later, the Associated Press returned to the issue, reporting:

The former No. 2 agent at the Secret Service is moving to Immigration
and Customs Enforcement as a ‘senior adviser’ for cybercrime after being
forced out of the agency charged with protecting the president, according
to an internal email obtained by The Associated Press. . . . DHS initially
refused to disclose what Smith would do at ICE, saying only that he was
transferring to that agency’s Homeland Security Investigations unit.*?’

In fact, Smith had not been taken off USSS’s payroll. In late April 2015, the Committee

learned that Smith was still with the agency. Chairman Chaffetz questioned Director Clancy
about the matter at the Committee’s April 29, 2015 hearing:

CHAFFETZ: 1have got to ask you, Mr. Clancy: Is A.T. Smith still on the
Secret Service payroll?

CLANCY:  Yes, sir. He’s a detailee to another Homeland department.

CHAFFETZ: Whose decision was it—yours or Secretary Johnson’s—to
detail Smith rather than transfer him out of the agency?

CLANCY:  Sir, it was my decision.

% Alicia A. Caldwell, Ousted Secret Service No. 2 to mystery Homeland Security job, ASSOCIATED PRESS, Feb. 11,
2015.

57 Alicia A. Caldwell, Former Secret Service No. 2 now cybercrime advisor at ICE, ASSOCIATED PRESS, Feb. 13,
2015.
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So why do you keep him in the Secret Service? You sent
out a press release that says he accepted a position within
the Department of Homeland Security effective Tuesday,
February 10, 2015, but he still works for the Secret Service.

Sir, he’s detailed to—he is on our payroll. Yes, sir.

Why?

Sir

You told me, you told the ranking member, you told the
world—you all sent out a press release saying he was being
transferred. But he still works for the Secret Service,
doesn’t he? He still gets a Secret Service——

He gets a Secret Service paycheck. Yes, sir.
How long is he detailed for?

Sir, it has not been defined, the time limit.
It has been since February.

Yes, sir.

You said to us, to me personally, multiple times, the White
House did, Homeland Security did, Secretary Johnson did,
Mr. Mayorkas did, that you are implementing fundamental
changes.

Yes, sir.

And this guy is still on the payroll. You sent out a press
release touting that he was going to another department and
agency and he does no work for the Secret Service, and,
yet, he is on your payroll. Don’t ever come back here to
Congress and tell me that you have a financial problem
when you have got A T. Smith on your payroll and you say
you don’t have enough money. You shouldn’t have to pay
for that out of your budget. He is a very, very senior
person. You personally promised that he was being moved
and transferred out of the Department, and he hasn’t. I am
not buying this unlimited detail thing. This is just classic
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Homeland Security shuffling around, and every one of your
employees knows it. How do you think I know it? I don’t
go to work there. Your employees know it. And you lose
their trust and confidence that you are actually
implementing the change that you say you are going to.
There was no consequence to all these things we have
talked about if he can keep his job, have a great title, get
the same paycheck, you know, get a detail[], when waters
calm down, then we will sort things out.

1 have got to tell you, you tried to tell the men and women
of the Secret Service, you tried to tell Congress, you tried
to tell the world, that you were making changes. And
everybody can look this up. It is public knowledge. But
here is $183,000 that comes out of your budget that could
have gone to somebody else. Hire a new, fresh person.
Promote somebody within the agency. Do whatever you
might. But then you are going to come crawling back to
Congress, saying, ‘1 need more money. I need more
money.”’

The next day, media reporting showed that Smith’s job listing had changed in the internal USSS
directory from “Deputy Director” to “Chief of Staff” to Director Clancy.**

On May 11, 2015, USSS provided additional information to the Committee in a letter.
According to the letter, “It is anticipated that this detail will end on or before November 2015, as
Mr. Smith is subject to mandatory retirement on or about that date.”**°

On September 14, 2015 the Committee conducted a transcribed interview of the former
chief of USSS’s Human Capital Division, Deborah EldredgeA631 Eldredge explained that
detailing agents and officers is not a common practice within USSS; Eldredge could not recall a
single instance of an SES level employee ever being detailed, much less an Assistant Director or
a Deputy Director.**? Of all USSS employees who were detailed, Eldredge also could not recall
a single instance of anyone being detailed indefinitely, or being detailed without the expectation

8 Flying Under the Radar: Securing Washington, D.C., Airspace: Hearing Before the H. Comm. on Oversight &
Gov't Reform, 114th Cong. 74-76 (Apr. 29, 2015) (No. 114-25).

2 Colby Itkowitz, Top Secret Service official removed after security lapses remains on agency payroll, WASH.
PosT, Apr. 30, 2015.

4 Letter from Hon. Joseph Clancy, Dir., U.S. Secret Service to Hon. Jason Chaffetz, Chairman, H. Comm. on
Oversight & Gov’t Reform and Hon. Elijah Cummings, Ranking Member, H. Comm. on Oversight and Gov’t
Reform (May 11, 2015), at 2.

3! Eldredge Tr., supra note 375.

2 Id. at 140-144.
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of them returning to USSS.®* However, in a September 2015 meeting with two Protective
Mission Panel members, they told the Committee that being detailed is “pretty typical” and “not
unusual” across federal government in such situations

3. Other Leadership at USSS Headquarters

The 2015 Federal Employee Viewpoint Survey, based on results filed after the January
2015 change in Assistant Directors, captured widespread negative views regarding senior
leadership amongst USSS employees and reflected a downward trend for multiple years.*

USSS employees increasingly believe that senior leaders do not maintain high standards
of honesty and integrity, with only 22.1 percent believing that they do. *
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USSS employees increasingly report not having a high level of respect for senior leadership.*’

[INTENTIONALLY BLANK]

1.

4 Briefing from Hon, Joseph Hagin and Hon. Thomas Perrelli, Protective Mission Pancl to H. Comm. on Oversight
& Gov’t Reform staff (Sept. 22, 2015).

5 DHS FEVS USSS Data, supra note 34.

6 1d. at 21.

" Id.at23.
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Finally, USSS employees increasingly believe that senior leaders do not generate high levels of
motivation and commitment in the workforce, with only 15.7 percent believing that they do. *’
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A review of optional employee separation surveys from fiscal year 2015 revealed that
“Senior Leadership Commitment to the Mission” was one of the three aspects of the job ranked
lowest b4y Uniformed Division personnel, and the aspect ranked second-lowest by special
agents.”
section. ¥

® This data is discussed more fully later in this report in the Morale and Attrition

[INTENTIONALLY BLANK]

% USSS Employee Sepatation Surveys, supra note 607, at 2, 4. Retiring USSS personnel are not surveyed by
agency.
0 See infra p. 113.
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VI. Running the Agency

1. Staffing Crisis

USSS currently has fewer employees than at any point over the past decade, including
special agents, Uniformed Division {UD) officers, and Administrative, Professional, and
Technical (APT) staff.***

Total Fall-Time Employees
(FY2006-FY2015)
7,200
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6,800
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6,400
6,200
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The current staffing crisis began after 2011, when the number of full-time employees
began to decline sharply. This crisis has three primary causes: (1) significant cuts imposed by
the Budget Control Act of 2011; (2) systemic mismanagement at USSS that has been unable to
correct these shortfalls; and (3) declining employee morale leading to attrition.

As USSS’s mission has grown, its workforce has had to do more with less. According to
USSS, salaries and expenses require seventy-five cents of every dollar USSS receives.* Thus,
beginning in 2012, USSS imposed a moratorium on hiring in order to fund existing salaries.***

Major staffing declines have continued since 2011 in all categories of employment.**

642

Secret Service Salaries and Expenses FY1999-2015, supra note 2, at 7-8.

3 Qct. 8, 2015 USSS OSP Briefing.

1 Id.; Briefing from Office of Human Capital, U.S. Secret Service to H. Comm. on Oversight & Gov’t Reform staff
(Aug. 20, 2015) [hereinafter Aug, 20, 2015 USSS HUM Briefing]. This moratorium was certainly imposed on the
hiring of special agents and officers; some USSS personnel indicated that limited APT hires may have been made
during this period, although APT attrition and limited hiring also significantly decreased overall APT numbers
during that same time period.
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Table 1. USSS Staffing Levels, FY2011 and FY2015

Special Agents 3,535 3,257 7.9%
Uniformed Division 1,420 1,329 6.4%
APT Staff 2,069 1,729 16.4%
Total Employees 7,024 6,315 10.1%

In contrast, if staffing had increased after 2011 at the same rate from 2006 to 2011, USSS would
have been projected to have more than 7,400 employees as of 2015.%%

Table 2. USSS Actual Versus Projected Staffing Levels, FY2015

“Special Agents 273 3535 3257 3789
Uniformed Division 1,333 1,420 1,329 1471
APT Staff 1,900 2,069 1,729 2,177
Total Employees 6,506 7,024 6,315 7,437

The following charts show actual USSS staffing levels in its three major categories of

employment, as well as projected levels based on the rate of increases between 2006 and 201
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645

Secret Service Salaries and Expenses FY 1999-2015, supra note 2, at 8.

4 Id. The projected fiscal year 2015 numbers were calculated by taking the average rate of annual growth from
fiscal years 2006 to 2011 and then applying that same rate of growth over the next four fiscal years.
647

Id.
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There is widespread agreement that current staffing levels at USSS are wholly

inadequate. For example, last December, the Protective Mission Panel concluded that the UD
and Presidential Protective Division were “stretched beyond their limits” and recommended
immediate increases in staffing:
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As an interim step, the Panel recommends that Congress and the Executive
Branch work together to ensure appropriations sufficient for an additional
85 special agents and 200 Uniformed Division officers; the Panel believes
this is a first step, but likely not the last step, to ensure adequate training
and personnel for the White House.**®

The Panel explained:

Perhaps the Service’s greatest strength—the commitment of its personnel
to sacrifice and do the job “no matter what™—has had unintended
consequences.  Special agents and Uniformed Division personnel
protecting the White House work an unsustainable number of hours.
Rather than invest in systems to manage the organization more effectively
and accurately predict its needs, the Service simply adds more overtime
for existing personnel. Rather than sending its agents and officers to
training, it keeps them at their posts.*’

During the Committee’s hearing on February 12, 2015, Panel member Thomas Perrelli testified
that these increases were a first step:

1 think that is why our proposal of, again, 200 additional Uniformed
Division officers and 85 additional special agents, we thought that that
would allow the current workforce to reach training levels that we thought
were acceptable. It doesn’t answer the question of what is the long term
right size of the organization **°

He reiterated his assessment during a briefing with the Committee in September.®!

Director Clancy has also been vocal on this issue. Shortly after being named permanent
director, Clancy submitted written testimony to the House Committee on Appropriations in
which he stated: “Of all the Panel’s recommendations, there are no greater priorities for me than
staffing the agency at a level commensurate with the demands of the mission. . . .”** Clancy
also stat&d that this was “critically important” and represented a need for USSS to “get back to
basics.”™

5% Panel Report Exec. Summary, supra note 35, at 5.

O 1d.at4,

% Protective Mission Panel Hearing, supra note 610, at 19,

%! Briefing from Hon. Joseph Hagin and Hon. Thomas Perrelli, Protective Mission Panel to H. Comm. on Oversight
& Gov't Reform staff (Sept. 22, 2015).

%2 Department of Homeland Security Appropriations for 2016: Hearing Before the H. Subcomm. on Homeland Sec.,
114th Cong. (Mar. 17, 2015) (written statement of Hon. Joseph Clancy, Dir., U.S. Secret Service), available at
http://www.dhs.gov/news/2015/03/17 /written-testimony -usss-director-joseph-clancy-house-appropriations-
subcomimittee).

653 1d.
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On October 8, 2015, USSS’s Chief Strategy Officer informed the Committee that the
need to undo the staffing deficit is the essential issue for USSS.***

The Federal Law Enforcement Officers Association, which represents the interests of
rank-and-file federal law enforcement, wrote to the Committee in February:

Even the best can only maintain a standard of excellence for so long under
the debilitating “make due with less” environment. While enduring an
increase in mission demands, concurrent with a decrease in agency
resources, the Secret Service has been confronted by significant challenges
that have impacted its legacy of excellence. The cost has been the steady
degradation of the agency’s manpower, resources and training capabilities
due to this lack of funding.65 :

Recently, Congressional appropriators have also expressed support for reversing this
alarming trend. As discussed in more detail below, Congress provided USSS significantly less
than the President requested in 2011, 2012, and 2013. 1n 2014 and 2015, Congressional
appropriators approved more funding than the President requested, but a continuing resolution
placed restrictions on the ability of USSS to use those funds, hindering hiring and training
efforts.®*® The House Appropriations Committee recently concluded that “there is no doubt that
the USSS desperately needs additional personnel.”*’

Prior to 2014, USSS last completed a human capital plan in March 2004.°® Tt was
intended to project USSS’s goals for 2004-2008, although due to the unpredictable nature of
hiring, USSS has recently acknowledged the limitations of only completing a plan every four
years."® No final human capital plan was developed for the period 2008-2014.°° Tom
Dougherty, the Chief Human Capital Officer from 2010 to 2014, claimed that this failure
resulted from a lack of clarity regarding who was responsible for drafting such a plan.®!

Despite this support, USSS has not been able to increase the number of personnel in the
year since the Panel issued its recommendations. In fact, USSS staffing has declined even
further. From the date the Panel’s report was released until the end of fiscal year 2015, USSS
hired 129 new officers.*®* USSS only graduated and placed fifty-nine new officers on the job in
all of fiscal year 2015 (even including the six weeks of the fiscal year before the December 15

% Oct. 8, 2015 USSS OSP Bricfing, supra note 373 (emphasis added).

%5 Letter from Jon Adler, President, Federal Law Enforcement Officers Association to Hon. Jason Chaffetz,
Chairman, H. Comm. on Oversight & Gov’t Reform and Hon. Elijah Cummings, Ranking Member, H. Comm. on
Oversight and Gov’t Reform (Feb. 6, 2015).

% Secret Service Salaries and Expenses FY 19992015, supra note 2, at 5.

7 4. REP. NO. 114-215 (2015).

88 1.8, Secret Service, Human Capital Strategic Plan (FY 2004-2008), Mar. 2004 [hereinafter Human Capital Plan
2004-2008] [App. at 194-209].

;;j Oct. 8, 2015 USSS OSP Briefing, supra note 373.

ai

2 Oct. 8, 2015 USSS OSP Briefing Follow Up, supra note 382.
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663

report).”” During the same time period, at least eighty-six officers left USSS.%* Thus, while the

UD had 1,344 personnel onboard at the time of the Panel’s report, it had 1,329 at the end of
fiscal year 2015.%° Not only did the agency fall short of the goal to increase the UD by 200
officers, by the end of fiscal year 2015 the UD was actually smaller than when the Panel issued
its recommendations. This problem was aggravated by the fact that additional funding approved
by Congress for fiscal year 2015 was not available to USSS because it was operating under a
continuing resolution that provided lower funding levels.

2. Budget

USSS has a zero-failure mission and must be given the appropriate funding to meet that
mission. Both the Protective Mission Panel and the Committee agree that USSS must be able to
properly define the mission and determine what the mission will cost in order to allow Congress
to fund USSS at the appropriate levels.

A. Need for Zero-Based Budget

In addition to recommending an immediate increase in staffing, the Panel’s
recommendation that USSS create a zero-based budget is one of its most important, and a
lynchpin for many of the Panel’s other recommendations. The Panel described the following
failings with the current budget process:

Put simply, the Service does not have systems in place to make the most
prudent budgeting choices. Like so many agencies, the Service has, for
years, looked at its base budget and tried to ballpark how much more it
might be able to get through the OMB and congressional processes. The
result, however, is that no one has really looked at how much the mission,
done right, actually costs. That is why one of our most important
recommendations is that a new director start with a zero-based budget.
Forget about what the Service has asked for in the past: Define the
mission, and make the argument to policy makers in the Executive Branch

3 Oct. 8, 2015 USSS OSP Briefing, supra note 373.

4 Workforce Planning Div., Office of Human Res. and Training, U.S. Secret Service, “Separations by SA and UD
FY2005-2015 by Quarter,” Aung. 12, 2015 [hereinafter FY 2005-2015 Attrition Data] [App. at 211].

5 Oct. 8, 2015 USSS OSP Briefing Follow Up, supra note 382.
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and Congress that this sum—which we believe to be more than current
appropriations—is needed.**®

During its review, the Panel also found:

The President and other protectees cannot receive the best possible
protection when agents and officers are deployed for longer and longer
hours with fewer and fewer days off. For years, the Service has taken on
additional missions—in both its protective and investigative roles—but
has not matched its request for additional resources to those expanded
missions. The Service has to increase the number of agents and, to an even
greater extent, increase the size of the Uniformed Division to ensure
protection of the White House.®

The Panel further described the problems with USSS’s current budgetary system:

Rather than specifically defining the mission and modeling a
corresponding staffing plan, it appears to the Panel that the Service has
done what many agencies have done: Look at its base budget from the
prior year, triage a few of the worst areas of need, make a prediction about
how much additional money DHS, OMB, or Congress might provide, and
then pursue those resources.”

The Panel also provided a recommendation on what should be included in the zero-based budget:

The zero-based budget should take account of, among other things, the
expanding protection responsibilities, the increased threat environment,
and the need for substantial and ongoing investments in technology. But
... it should also entail a review of the Service’s full set of missions, both
within the protective mission and the investigative mission, to determine if
any of those missions should be trimmed or eliminated to ensure adequate
resources for and dedication to the Service’s paramount mission. Thus,
while the Panel expects a new director will need to seek substantially new
funds for the Service to enhance its protection of the President and the
White House, the Panel also expects a new director to take a hard look at
whether some resources could come from other aspects of the Service.*®

The Committee agrees creating a zero-based budget is critical for improving USSS.
Although USSS has begun this process, the agency has advised the Committee that it does not
expect to have a true zero-based budget until FY18, and expects more iterations after that.*”

5% panel Report Exec. Summary, supra note 35, at 5.

7 1d.

% Panel Report, supra note 43, at 20.

1.

5 Oct. 8, 2015 USSS OSP Bricfing, supra note 373.
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The Committee understands that while creating a zero-based budget is a very time-consuming
and arduous process, the self-assessment required will be of great benefit. USSS must fully
commit to this process and ensure that the commitment is shared throughout the agency.

The Committee believes that, as part of the budgeting process, experts with specialized
expertise in budgeting and workforce planning from other federal agencies and the private sector
should be brought in to the development process. The zero-based budget should be submitted to
a third party for a complete validation of its methodology, in addition to the reviews done by
Congress. The Committee expects that any zero-based budget the agency creates will need to go
through several budgetary cycles before it fully captures the needs of the agency.

B. Lack of Budgetary Controls and Systems

One of the major problems with USSS’s current budget system is that there is no system.
Panel member Thomas Perrelli testified to the Committee that the Panel found USSS’s inability
to provide full information about budgetary processes concerning. In fact, the Panel could not
even determine who at USSS should be responsible for answering budgetary questions:

WALKER: Maybe we could say that was one of your larger, if not
largest, surprises, that there was no go-to person when you
had budgetary questions?

PERRELLL We were certainly disappointed that we could not get a
number of questions answered.®”!

The Panel never obtained a clear understanding of the budget because USSS did not even
have necessary documents that would have assisted the Panel in developing this understanding.
For example, Perrelli testified that the Panel could not make specific budgetary
recommendations because USSS simply lacked the requisite information:

PERRELLIL [A]s I think we indicated, I think one of the challenges was
trying to get the kind of budget—

CHAFFETZ: Right.

7! protective Mission Panel Hearing, supra note 610, at 32.
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PERRELLI: The kind of resource documents with respect to evaluating
some of the staffing issues that we were concerned about.
So, as I think we noted, trying to get that information was
challenging and I think, in no small part, because I don’t
think they have it in a form that is—you know, would be
sort of useful to use. And so I think that—you know, I
would identify that as a challenge we had.

CHAFFETZ: The budget?

PERRELLI: Those documents, because I think—or that information. I
think more of it as information than documents. We
wanted to make some, you know, even more specific
recommendations about the appropriate size of the
Service.®”?

Perrelli also testified that funding discrepancies are attributable in part to the agency’s
inability to communicate its funding needs:

It has not been a question of Congress not appropriating funds, but the
Service not coming to Congress and saying what it needed, as well as
making some of the hard choices about other aspects of the mission.

¥ % ok

[1] think the issue that we really saw was the Service having difficulty in
defining what it needed and seeking resources for that. So it wasn’t so
much that—it wasn’t that Congress was saying, you know, we are not
going to provide the President’s budget. It was that, as this was working
up through the process, the Service was approaching its budget by saying,
“Here is how much we have. Maybe we ask for a little bit more,” rather
than saying, “Here is what the mission is, here is what we need to achieve
it,” and pursuing those resources.”*”

Perrelli further testified that USSS was not relying on proper staffing modeling when
requesting money from OMB and Congress:

There is no question that—and again, I think we talk about this in our
report—I think we found that the Service did what perhaps other agencies
do, which is they look at what they have, they think about what they might
be able to get through the agency, the OMB, and through Congress. And
they ask for a little bit more. And they maybe ask for a little bit more in an

2 1d. at 45-46.
3 1d. at 32, 37.
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area that they think might be one that Congress is interested in funding.
Our concern 18 that over time, what happened with the Service is that they
weren’t continuing to increase their staffing, they weren’t asking,
necessarilAy modeling and making decisions about how much they really

needed.®”

USSS has taken positive first steps toward elevating the importance of tracking its
financial and operations systems, including the hiring of a Chief Operating Officer and a Chief
Financial Officer. These, and other leaders, must ensure that the proper systems are put into
place so that data can accurately be tracked. The Committee expects this to require a wholesale
reevaluation.

C. Congressional Appropriations

Tn fiscal year 2011, the President requested $1.572 billion for USSS,*” and Congress
approved $1.515 billion.’® This $56 million deficit was the largest single-year difference
between an Administration’s request and a Congressional appropriation for USSS since 1999,
the last year for which the Committee obtained data *”

In fiscal year 2012, this trend continued. The President requested $1.699 billion, but
Congress approved only $1.667 billion, which was $32 million less than requested.®”

In fiscal year 2013, the President requested $1.601 billion, but Congress ultimately
approved $1.524 billion after automatic funding cuts imposed by the Budget Control Act. 679
This $77 million difference set a new single-year record for the deficit between an
Admi&iostration’s request for USSS funding and a Congressional appropriation since at least
1999.7

% 1d. at 22-23.
(‘f See App., Budget of the U.S. Gov’t, Fiscal Year 2011, Office of Mgmt. and Budget.
" H.REP. No. 112-331 (2011).
7 Secret Service Salaries and Expenses FY1999-2015, supra note 2, at 1-2.
678
Id.
% OMB Briefing Slides (President’s Budget vs. Enacted), produced to Committee from USSS Aug, 28, 2015.
8 Secret Service Salaries and Expenses FY1999-2015, supra note 2, at 1-2.
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In these three years alone, from fiscal years 2011 through 2013, Congress approved $165
million less than the combined amount requested by the President for USSS.*

In fiscal year 2014, this trend began to change. The President requested $1.546 billion,
and Congress appropriated $1.585 billion. This increase of nearly $39 million was the first time
since fiscal year 2007 that Congress approved an amount higher than the President’s request.®®

Similarly, in fiscal year 2015, the President requested $1.636 billion, and Congress
appropriated $1.666 billion, nearly $30 million more than the President requested.*®® The House
Committee on Appropriations explained this increase:

Recent incidents at the White House have raised serious concerns about
the leadership and management of the Secret Service. In its Security
Report on the White House Incursion Incident of September 19, 2014, the
Department highlighted critical failures in information sharing and
communications, confusion about operational protocols, and gaps in
training at the White House Complex. While some of these problems can
be attributed to insufficient resources requested by DHS and the Office of
Management and Budget, others are systemic and appear to reflect broader
cultural challenges within the Secret Service. To begin addressing some
of these shortfalls, the bill provides an additional $25,000,000 in the
Protection of Persons and Facilities PPA. These resources shall be used in
part to support additional tactical canine units and staff, assess and bolster
security infrastructure at both the White House Complex and Vice
President’s Residence, and fund overtime and training.684

However, much of the additional funding in fiscal year 2015, including the $25 million
for the protection of persons and facilities, was not available to USSS. Until December 11, 2015,
USSS will have been operating under Continuing Resolution P.L. 114-53, which provides
funding at a rate of operations equal to what was provided in fiscal year 2015 minus 0.2108
percent,

In February 2015, Homeland Security Secretary Jeh Johnson explained the distressing
ramifications of operating under a continuing resolution:

681 1d.

%2 See App., Budget of the U.S. Gov’t, Fiscal Year 2014, Office of Mgmt. and Budget; Consolidated Appropriations
Act of 2014, Pub. L. No. 113-76, Explanatory Statement. The President also requested, and Congress appropriated,
$51,775,000 for acquisition, construction, and improvement expenses for USSS for fiscal year 2014, /d.

3 See App., Budget of the U.S. Gov't, Fiscal Year 2015, Office of Mgmt. and Budget; Department of Homeland
Security Appropriations Act, 2014, P.L. 114-4 (2014). The President also requested, and Congress appropriated,
$49,935,000 for acquisition, construction, and improvement expenses for USSS for fiscal year 2015.

4 Department of Homeland Security Appropriations Act, HLR. Res. 240, 114th Cong. (2015), explanatory
statement at 41.

% Continuing Appropriations Act, 2016, Pub. L. No 114-53 (2015).
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To those in Congress who may be contemplating punting or kicking the
can a few weeks down the road, I must remind you that the consequences
to this Department, if we remain on a continuing resolution, are also
severe. We are restricted to last year’s funding levels if we are on a
continuing resolution and must operate in a state of uncertainty about
when the next infusion of funds will be.%*

According to a USSS spokesman, operating under a continuing resolution meant the
agency would not have $21 million to train security agents or purchase vehicles and equipment
for the 2016 campaign, $4 million for training President Obama’s post-White House security
detail, or the $25 million to implement Protective Mission Panel recommendations, includin
hiring 85 more special agents for the Presidential Protective Division and 200 UD officers.®®

Over the past decade, from fiscal years 2006 through 2015, Congress approved $97
million less than the total amount requested by the President for USSS. From fiscal year 2008
until fiscal year 2013, Congress approved $187 million less than the total amount requested by

the Administration. In fiscal years 2006-07 and 2014-15, Congress approved $90 million more
than the Administration requested,(’88

Table 3. USSS Appropriations, FY2006-FY2015

$1,277 billion +$13 million |

$1,572 billion  $1,515 billion

$1,601 hillion  $1,524 billion

2015 h 5;636 billion  $1,666 billion + $30 million

The President requested $1.939 billion for fiscal year 2016.°*> Much of this increase is

attributed to 2016 being a presidential election year.690 There are currently more than a dozen

% Remarks by Sec’y Johnson at Employee Budget Media Availability (Feb. 23, 2015), available at

http://www.dhs.gov/news/2015/02/24/remarks-secretary-johnson-employee-budget-media-availability [hereinafter
Remarks by Sec’y Johnson].

¥ David Nather and Seung Min Kim, DHS funding fight threatens Secret Service, FEMA, POLITICO, Feb. 18,
2015.

% The amount for fiscal vear 2013 includes the impact of automatic spending cuts imposed by the Budget Control
Act of 2011.

9 Secret Service Salarics and Expenses FY 1999-2015, supra note 2, at 1.

® Department of Homeland Security, United States Secret Service Salaries and Expenses Fiscal Year 2016
Congressional Justification, at 4 [hereinafter USSS Salaries and Expenses FY 2016).
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candidates, and three already have protective details.®! OFf the $215 million requested for
increases in salaries and expenses, $123 million is devoted to the anticipated increased demands
of the 2016 presidential campaign cycle.**® Perrelli described this increase as a cyclical
occurrence;

And, of course, there are, as occurs regularly on 4-year cycles, the Service
both draws from its investigative force for Presidential campaigns, but
also usually receives, seeks and receives additional appropriations every 4
years in order to plan for those campaigns because the amount of travel
which is very unpredictable increases.®

As part of this four-year cycle, 290 personnel would shift from domestic field operations
to presidential candidate nominee protection.®*

The President’s fiscal year 2016 budget requests funding for 6,694 total positions, which
would be an increase of 379 positions over fiscal year 201593 However, even with this
increase, USSS would still have 743 fewer positions than if it had continued to increase the
number of staff at the same rate as from 2006 to 2011.

Approximately $65.7 million of the fiscal year 2016 increase is for the implementation of
Protective Mission Panel recommendations.**® These include critical personnel enhancements,

including more administrative support in Human Resources to help hire additional staff and
process security clearances, and pursuing retention initiatives to lower attrition among UD
officers.*””’

D. Hiring Challenges

%' Maya Rhodan, Donald Trump, Ben Carson Get Secret Service Protection, TIME, Nov. 5, 2015.
2 1SSS Salaries and Fxpenses FY 2016, supra note 690, at 4.

3 protective Mission Panel Hearing, supra note 610, at 19-20,

Zz: USSS Salaries and Expenses FY 2016, supra note 690, at 4.

i

7 1d. at 61-62.
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At the end of fiscal year 2015, the total number of positions at USSS declined to 6,315
positions, a reduction of fifty-two positions since the Panel issued its report last year.*”® More
specifically, the Uniformed Division had 1,344 personnel at the time of the Panel’s report, but
oniy 1,329 at the end of fiscal year 2015.%”

In addition to attrition and changes to the hiring process, which are addressed below,”™ a
key reason for these challenges is the huge decline since 2011 in the number of APT staff,
including the employees who do the hiring for USSS. Of all the categories of employees, APT
staff have had the most significant declines—more than 16 percent since 2011.7"!

Without adequate APT staff, hiring additional special agents and UD officers has been
difficult. Like the rest of USSS’s support staff, these employees are stretched to the limit. Itis
clear that USSS is in desperate need of additional APT personnel and that more attention must
be paid to this essential category of employees.

As a short-term measure, USSS recently hired temporary contractors to assist with
several areas of USSS operations, including the hiring process.”” In 2015, USSS contracted for
twenty-eight individuals to assist with the hiring process.””

Panel member Thomas Perrelli testified that there have been noticeable improvements to
the hiring process:

There was certainly a period of time where the Service’s hiring process
was not functioning as intended, whether for budgetary or other reasons.
Because problems with the hiring process, they were not getting classes
through. Our sense is that that has improved. They are using different
hiring practices again. And we think that is improving. But . . . we
continue to believe that having—some of the mistakes that have been
made in the past related to not having a professionalized human resources
function, or led by professionals in that area. And we think that is an
important change going forward.”

&% Secret Service Salaries and Expenses FY 1999-2015, supra note 2, at 8.

7 Oct. 8, 2015 USSS OSP Briefing Follow Up, supra note 382.

" See infrap. 131 and p. 148.

" Secret Service Salaries and Expenses FY1999-2015, supra note 2, at 8.

72 Oct. 8, 2015 USSS OSP Briefing, supra note 373.

314, (fourteen of the contractors were hired to assist with Phase 1 and fourteen were hired to assist with Phase 2).
7 Protective Mission Panel Hearing, supra note 610, at 36-37.
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3. Morale and Attrition

Struggles with morale and attrition are not new to USSS. USSS human resources and
strategic planning personnel acknowledge, however, that given the agency’s current staffing
levels, the effects of attrition have been particularly acute in fiscal year 2015.7%

Internal USSS documents discuss retention challenges within the Uniformed Division
dating back to the end of the 1990s,”* and numbers for the past ten years show a fluctuating
cycle of attrition among both UD officers and special agents.””” Many whistleblowers attribute
the current overall high in attrition to low morale arising from poor management and the other
internal issues outlined above. Previous periods of high attrition may be more attributable to
outside influences, such as the need for experienced agents in other components during the
formative years of DHS.”™®

Low morale at USSS is objectively demonstrated by the 2015 Federal Employee
Viewpoint Survey (FEVS). Over 43,000 DHS employees responded to the 2015 FEVS, which
was conducted between April 27 and June 5, 2015.7% DHS again ranked last among large
agencies in “employee engagement,” at fifty-three percent and “global satisfaction” at forty-
seven percent.m USSS fared exceptionally poorly compared to other components within DHS,
seeing an “employee engagement” rating of forty-nine, down seven points from last year, and a
“leadership and knowledge management” rating of forty, down ten points from last year. ! In
fact, USSS saw a drop in all its engagement scores.”!?

[INTENTIONALLY BLANK]

%5 Aug 20, 2015 USSS HUM Briefing, supra note 644; Oct. 8, 2015 USSS OSP Briefing, supra note 373.

7% Analytical Support Branch, Mgmt. and Org. Div., Office of Protective Operations, U.S. Secret Service,
Justification for Additional Uniformed Division Officers, MNO/ASB 00-07, May 2000, at 5.

T FY 2005-2015 Attrition Data, supra note 664.

7% See Human Capital Plan 2004-2008, supra note 638, at 18 (“With regards to retention . . . , 2002 was an
anomalous year due the large-scale expansion of the Federal Air Marshals Service.™).

" DHS FEVS, supra note 356, at 5.

" Jerry Markon, Homeland Security ranks dead last in morale — again — but Jeh Johnson’s morale is high, WASH.
POST (Sept. 29, 2015).

" Office of Personnel Mgmt., 2015 Federal Employee Viewpoint Survey: Department of Homeland Security, 2015
QﬁS Overview Information (Sept. 29, 2015) at 5 [App. at 213-216].

" Id.
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2015 DHS Component Engagement Score Summary
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More specific component level data from the Federal Employee Viewpoint Survey
indicates that job satisfaction at USSS is continuing to decrease, down 12.9 percent from
2014.7"
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Similarly, USSS emiployees’ satisfaction with the organization continues to decrease, down 15.4
percent from 20147
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The confluence of increased security incidents and leadership reaction to past and new
misconduct has undoubtedly also contributed to a decrease in job and organizational satisfaction,
though it has been on the decline since at least 2011.7"°

While hiring is a key part of the solution to USSS’s staffing challenges, new hires will
not replace the wealth of knowledge and experience that is leaving the agency. A fiscal year
2014 report to Congress noted, “To address congressional concerns, USSS will hire to replace

3 DHS FEVS USSS Data, supra note 356, at 26.
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»716

attrition,””"” and set as a goal “to stop and reverse attrition experienced since FY 2013777

Instead, in fiscal year 2015, USSS experienced its highest attrition rate among special agents in
at least ten years, and the highest combined agent and officer rate in seven years.

A. Uniformed Division

There were 1,420 Uniformed Division officers in fiscal year 2011. USSS immediately
experienced sharp declines with a net loss of thirty-eight officers in 2012 and an additional sixty
in 2013. After a modest increase of thirteen officers in 2014, USSS ended fiscal year 2015 at
1,329 positions, still below 2006 levels.””

USSS has long faced staffing challenges within the UD, the unit responsible for the
physical protection of the White House. One internal USSS document from May 2000 suggested
the average attrition rate in the prior two fiscal years was twice as high as in the preceding six
years.”™ Tt concluded the UD required “315 more full-time equivalent (FTE) positions in order
to substantiall?r reduce overtime among its officer population and improve declining working
conditions.”™ 1t suggested that any alternatives would result in “a potential degradation in the
quality of security, personnel, and morale.”’* An internal USSS report from May 2003 on
staffing and morale in the UD noted the long hours, insufficient staffing, high overtime demands,
and resulting decline in quality of life. The report further concluded that USSS employees
believed “safety of protectees, officers, and general public is tenuous.”™ A study in September
2004 examined the effect of these issues on attrition from the UD.”**

As the December 2014 Panel report highlighted, these problems have not gone away. In
fact, the Panel report mirrors reports from over ten years earlier, suggesting USSS has never
adequately addressed these issues. A 2002 U.S. News and World Report investigation
highlighted many of these specific problems.”” According to that report, then-Director Brian

715U.S. Secret Service, Human Capital Strategic Plan (FY 2014-2018), June 2014, at 3 [hereinafter Human Capital
Plan 2014-2018].

7 1d. at .

T EY 2005-2015 Attrition Data, supra note 664.

iw Secret Service Salaries and Expenses FY1999-2015, supra note 2, at 8.

" Analytical Support Branch, Mgmt. and Org. Div., Office of Protective Operations, U.S. Secret Service,

MINO/ ASB 00-07, Justification for Additional Uniformed Division Officers (May 2000) at 5.

U Id.

" 1d. at 4.

2 Mgmt. and Org. Div., Office of Admin., U.S. Secret Service, MNO Review of Uniformed Division: Staffing and
Morale (May 3, 2003) at 1.

7 Quantitative Studies and Statistical Systems Branch, Mgmt. and Org. Div., Office of Admin., U.S, Secret
Service, Uniformed Division Retention Study, Sept, 2004.

73 Chitra Ragavan and Christopher H. Schmitt, Special Investigative Report: Secrets of the Service, U.S. NEWS &
WORLD REP. (June 17, 2002).
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Stafford acknowledged the “continuous loss of personnel” due to “enormous overtime burdens’
and said that he was “well aware that the attrition rate of the UD is at a critical level "™

In May 2014, USSS began responding to the shortages by ﬂyin; in special agents from
around the country for one- and two-week details to the White House.””” Some speculated this
practice may have played a role in the September 19, 2014, fence-jumping incident, as such
agents7 Xould naturally be less familiar with the White House grounds and intruder response
plans.

On October 21, 2015, DHS OIG issued a management alert to USSS regarding the fact
that it had encountered two UD officers sleeping on the job.”® The alert noted that “[f]atigue
from travel, overtime shifts, and long hours contributed” to “officer safety issues that pose an
immediate or potential danger to [USSS] officers and those whom they protect.””*" The alert
stated: “We are concerned that [USSS’s] staffing and scheduling process does not ensure that
officers receive adequate breaks while on duty and time off between shifts.””"

A review of optional employee separation surveys from fiscal year 2015 revealed that the
three aspects of the job ranked lowest by UD personnel on a scale of one to six were “Work
Schedule/Hours” (2.5), “Training Opportunities” (2.7), and “Senior Leadership Commitment to
the Mission™ (2.8).7*

[INTENTIONALLY BLANK]

.

7 Oct. 8, 2015 USSS OSP Briefing Follow Up. supra note 382, at 2.

"% Carol D. Leonnig, Spencer Hsu, and Annys Shin, Secret Service reviews White House security afier fence-jumper
enters mansion, WASH. POST (Sept. 20, 2014).

7 Office of Inspector Gen., U.S. Dep’t of Homeland Sec., Management Alert - Secret Service Staffing and
:S;%hedtelirzg Contributed to Officer Fatigue (Oct. 21, 2015) at 1.

.

PUld.at2.

2 USSS Employee Separation Surveys, supra note 607, at 4. Retiring USSS personnel are not surveyed by agency.
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Please indicate your assessment of the following aspects of your joix
Rated on a scale of 1 - 6, with 1 being poor and 6 being good.

Average

. Rating |
Duties/Responsibilites 43
Travel Opportunities 47
Relahmshx with Co-workers 53
COntrmnan to the Mission of the Secret Sarvice 4.5
Connecnnn to the Mission of the Secret Service 4.4
Workioad 32
[Work Schedule/Mours 2.5
Current Duty Station/Office Location 38
Physical conditions 36
Professionalism of the Secret Service 37
Pmstlge of the Secret Service 38
}Recagnition Received 3.2
Rewards Based on Merit a0
Overal! Satisfaction with Immediate Supewiswn 4.4
[Communication with Immediate Supervisor 48
Sersiur Leadership Commitment to the Mission 2.8
Training Opportunities 27
Office Policles 31
Office/Government Pslmcs 3.0
Pay Grade _ 39
Overtime Compensation 47
{Benefits 45

The surveys indicated that the primary factor that could have impacted officers’ decision
to stay with USSS was “[a]dequate numbers of persons to accomplish the work” (5.4 out of 6).
Number two was “[]ess forced overtime™ (5.0). Two other factors in the top five reflected some

of the sentiment communicated by whistleblowers to the Committee: “Management
demonstrates an appreciation for the level of work accomp 1shed’ (4.8) and “[bletter
communication between employees and management” (4.7).”

[INTENTIONALLY BLANK]

733 Id
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Rank the significance these factors could have had on your decision to stay with the Secret Service
Ranked on a scale of 1 - 8, with 1 being insignificant and 8 being significant.
Average
Rating
Adequate numbers of persons to accomplish the work 5.4
Less forced overtime 5.0
Reassignment to different type of work or position 4.9
Management demonstrates an appreciation for the lave! of work accomplished 48
Better communication between employees and management ) ) 47
Higher salary or grade o } ) 4.4
Flexible tour of duty/work hours B 4.4
Fair gvaluation based solely on performance and not other factors 4.4
The effective discipline of employees with performance or conduct problems 4.2
Challenging work . T ; 4.2
Less job stress ) - ) ) 4.1
Realistic performance expectations o ) 38
Wanted to become a Special Agent ) o ... 38
More promotion opportunities 37
Telework Program 29
Assignment o a different supervisor 2.9

Interestingly, more than fifty-one percent of those surveyed did not speak to a UD officer
prior to their start date, a surprisingly large number.”** Nearly everyone who has commented on
UD hiring has emphasized that the opportunity to speak with an officer prior to being hired is
one of the best ways to ensure that UD hires have a realistic understanding of the job. Of survey
respondents, almost forty-four percent did not believe the information they received prior to
being hired accurately reflected their duties.”’

Of those UD officers who completed separation surveys, over half who left were between
the ages of twenty-six to thirty.*® Further, almost seventy-four percent of the officers who left
had between zero and five years of service.”’ This marks a significantly high level of turnover
among young, inexperienced officers and presents a major challenge to USSS, which has to
onboard officers faster when the ones they just hired are leaving. It also prevents USSS from
consistently developing young UD officers into more experienced mid- and senior-level officers
and perpetuates a young and inexperienced workforce.

[INTENTIONALLY BLANK]

1 1d. at 3.
S,
4.
4.
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Length of Service Age Rank

1 year or less 19.0% 21-28 - 24% Recruit {Training) A

2 - 3 years 18.7% 2630 BE. 7% Officer/Officer Tech | 829%
4 - & years 38 1% 31-35 19.0%

6 - 10 years 21.4% 36 -40 11.9%

11-18 years 4.8%

On April 2, 2015 Committee staff met with the Chairman and Vice Chairman of the
Uniformed Division Labor Committee (UDLC).”*® The UDLC leadership described a workforce
on the verge of collapsing due to understaffing and pending attrition.” They cited the
exhaustive nature of the job, constant overtime, and lack of respect from Presidential Protective
Division leadership as major factors in UD attrition.”*® Their characterizations of morale and
attrition, and the connection between the two, tracks the objective data and perceptions the
Committee has identified.”"

USSS has taken steps to begin to decelerate the attrition, and senior management appears
to recognize that additional changes must be made. As a short-term step to immediately curb
attrition, in fiscal year 2015, UD officers were offered 5 percent retention bonuses to be paid out
over 2 years in order to ensure they remain during that time.”** Approximately 1,100 of 1,300
UD officers were eligible for retirement, and USSS personnel estimated over 1,000 officers
accepted the offer.”” While such bonuses are not a permanent solution, USSS personnel have
stated that various other, more long-term retention proposals are under development.”

B. Special Agents

In fiscal year 2011, there were 3,542 special agent positions. USSS had a net loss of 100
special agents in 2012 and 111 special agents in 2013. The decreases continued, but were less
dramatic in 2014 and 2015, with a net loss of forty-seven agents and twenty agents respectively.
At the end of fiscal year 2015, USSS was down 285 special agent positions from 2011 levels.”

Since May 2014, USSS has flown in special agents from field offices around the country
for temporary duty standing posts at the White House in order to make up for Uniformed
Division shortages.”® As with the UD, many factors may contribute to high attrition and low

™ Meeting between Scott Curry, Chairman, U.S. Secret Service Uniformed Div. Labor Comm., Jay Cassetta, Vice
Chairman, U.S. Secret Service Uniformed Div. Labor Comm. and H. Comm. on Oversight & Gov’t Reform staff
(Apr. 2, 2015).

739 Id.

740 1d.

741 I d.

; Oct. 8, 2015 USSS OSP Briefing, supra note 373.

i

™ Secret Service Salaries and Expenses FY1999-2015, supra note 2, at 8.

™5 Oct. 8, 2015 USSS OSP Briefing, supra note 373. USSS said that this practice ended at the end of the summer of
2015 because it was not feasible with so many national special security events (NSSEs), and that agency
management had not revisited whether there would be a need to resume the practice.
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morale among special agents. In fiscal year 2015, attrition was higher for agents than any time
in the last ten fiscal years.

As of the spring of 2015, USSS’s Office of Investigations had 400 fewer employees than
it did in 2012.7* At that time, USSS personnel projected that they had approximately 272
protection vacancies—235 based in Washington, D.C. and thirty-eight based outside of
Washington, D.C.."* USSS recently stopped internally distributing lists of special agents who
leave the agency, contrary to its practice of distributing such lists for many years.

Budget concerns alone do not account for reductions in personnel; attrition also plays a
large role. USSS’s fiscal year 2014 human capital plan stated the average projected attrition per
year for special agents was 120.7° As of July 25, 2015 (roughly ten months into the fiscal year),
fiscal year 2015 attrition was already 171, nearly 150 percent of the projection, though total
attrition from 2012 to 2014 ranged from 100 in 2012 to ultimately 141 in 2014."'

Retirement numbers are routinely affected by such factors as the number of individual
employees who have reached the eligible retirement age or the mandatory retirement age of fifty-
seven at any given time.”> However, USSS human resources personnel acknowledged they are
losing fifty-one-year-old eligible retirees at a higher rate; unlike in the past, fewer individuals
were staying with the agency until mandatory retirement.” Thus, onl;/ a handful of the sixty-
three fiscal year 2015 retirements as of July 25, 2015 were mandatory. % PFurther, USSS said the
retirement eligibility pool will double next year.”

A review of the seventy-three special agent separation surveys from fiscal year 2015
indicated that the vast bulk (nearly ninety-two percent) of those leaving the agency were GS-13s,
many of whom had been with the agency for five years or more.”® The most common plan after
leaving USSS was to join another federal agency, which nearly seventy-three percent of
respondents cited.”” Similar to the UD, younger special agents are leaving in higher numbers:
more than sixty-five percent of special agents who left had ten years of service or less, although
the vast majority were on the job long enough to have realistic expectations of the position, and
nearly seventy-three percent were forty or younger.

7T FY 2005-2015 Attrition Data, supra note 664.

748 Nyt e \ i 5
o }\[I{olos from | mecting with [USSS leadership] (). 2°!5)

70 FY 20142018 Human Capital Plan, supra note716, at 6.

7! FY 2005-2015 Attrition Data, supra note 664.

732 Federal law enforcement personnel are eligible to retire at age 50 if they have reached 20 years of service. Unless
the relevant department grants a waiver, the mandatory retirement age for all federal law enforcement personnel is
57 if an employee has reached 20 years of service, the day and month that they reach 20 years of service if that is
between age 57 and 60, or age 60 regardless of whether an employee has reached 20 years of service.

: Aug. 20, 2015 USSS HUM Briefing, supra note 644.

.

> 1d.

: 5 USSS Employee Separation Surveys, supra note 607, at 1. Retiring USSS personnel are not surveved by agency.
758 gg‘
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Age

26-30  88%
31-3  288%
36-40 37.0%
41-45  233%
46-50  2T%
51-55 1.4%

As in the UD, the overall staffing trend has had implications for the special agent
workload. Starting in January 2015, USSS’s Office of Investigations increased the investigative
travel schedule from thirty-five percent of an office’s available special agent manpower to forty
percent. USSS cited increased travel by protectees, increased protective responsibilities,
increased training, and reduced manpower in the field. The special agent workload can be
expected to increase in 2016 with a large number of declared candidates for president now
eligible for protection, which, in turn, further stresses staffing levels.

The three aspects of the job ranked lowest by special agents were “Training

Opportunities” (3.0 out of 6), “Senior Leadership Commitment to the Mission” (3.1), and
“Rewards Based on Merit” (3.3).°

[INTENTIONALLY BLANK]
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Piease indicate your assessment of the following aspects of your job:
Rated on a scale of 1 - 8, with 1 being poor and 8 being good.

Average

Rating |
Relationship with Co-workers | T 56
Pay Grade o . 53
Salary . B 5.3
Benefits e 5.0
Contribution 1o the Mission of the Secret Service § - ; 48
Communication with Immediate Supervisor ; , 4.8
Physical conditions ) . ; 4.8
Overall Satisfaction with immediate Supervislon ; . 47
Duties/Responsibiiities ; e e 48
Trave! Opportunities R 1 A8
Connection to the Mission of the SecretServies @ 45
Current Duty Statior/Office Location ] a3
Owvartime Compensation 4.2
Professionalism of the Secret Service B ; 42
[Workioad | N ] ee
Recognition Received | : . 39
Prestige of the SecretServiee ] 37
[Office Policies . § 37
[Office/Government Politics R 33|
Work Schedule/Hours 34
Rewards Based on Merit - N - ; 33|
Senlor Leadershi- CommitmenttotheMission |34
Training Opportunities 20

The surveys showed a tie for the number one factor which could have impacted a special
agent’s decision to stay with USSS: “Reassignments/[t]ransfers” and “[aldequate number of
persons to accomplish the work™ (both 5.1 out of 6). Four of the five other top categories all
reflected some of the sentiment communicated by whistleblowers to the Committee: “[bletter
communication between employees and management” (4.6), followed by a tie between “[f]air
evaluation based solely on performance and not other factors,” “[mJanagement demonstrates an
appreciation for the level of work accomplished,” and “[t]he effective discipline of employees
with performance or conduct problems” (all at 4.3). “Flexible tour of duty/work hours” also tied
with the above factors (4. 3)

[INTENTIONALLY BLANK]

" Id.
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Rank the significance these factors could have had on your decision to stay with the Secret Service
Ranked on a scale of 1 - 8, with 1 being insignificant and 6§ being significant,

Average
Rating |
Reassignments/Transfers 5.1
Mequate numbers of persons to accomplish the work 5.1
Better mmmumcauon between employees and management 48
Fair avaluahon based solely on performance and not other faclors 4.3
Management demonstrates an appreciation for the level of work accomplished | 4.3
Flexible tour of dutyiwork hours 43
The sffective discipline of employees with performance or conduct problems 43
Rssss!gnm&nt to different type of work or position ) n 39
Realistic performance expeciations ) 3.8
Less job stress L ) 3.8
Less forced overtime 38
More promotion opportunities ) 37
Challenging work o L ] 3s
Telework Program B ) 3.8
Higher salary or grade o ) o ) 34
Assignment to a different suparvisor 2.4

Regarding flexible tour of duty, some employees repeatedly raised USSS’s career track
model in interviews with the Committee. Although all USSS special agents sign a mobility
agreement requiring them to travel to duty stations as required, some whistleblowers complained
of unpredictability in the application of USSS’s career track model. Roughly speaking, special
agents follow a career track in three phases; Phase 1 involves special agents going to a USSS
field office to develop investigative expertise; Phase 2 entails a protective detail; and Phase 3
involves a final field office, with the possibility of being preceded by a headquarters assignment
or protective specialty,761 Although USSS informed Committee staff in briefings that current
USSS workforce planning needs dictate a Phase 1 length of approximately six to nine years,
then-Special Agent in Charge John Koleno acknowledged that the expectation of the length of
Phase 1 has shifted over time, and that several years ago new emgloyees had been given the
expectation that the length of Phase 1 would be four to six years.”*> USSS does not publish its
current career phase expectations for internal employee review. Thus, some USSS employees
expressed that after being passed over for protective details in the timeframe of four to six years
when they expected to progress to Phase 2, they eventually planted roots in the locations of their
Phase 1 assignments.

Data provided by USSS regarding agents still in Phase 1 confirmed some individuals had
dramatically exceeded the four to six year timeframe: thirty-six agents had been there for ten to

'S Briefing from Office of Investigations, U.S. Secret Service to H. Comm. on Oversight & Gov't Reform staff
(Mar. 11, 2015) [hereinafter Mar. 11, 2015 USSS INV Briefing].
762

Id.
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twelve years, thirty agents for thirteen to fifteen years, and eighteen agents for sixteen years or
more. ™

SA Start Year Phase 1 Agents
1999 and Earlier 18
2000 4
2001 4
2002 22
2003 b
2004 9
2005 21

In 2013 and 2014, USSS ordered a large number of these agents to report to USSS’s Washington
(D.C) Field Office.™ These so-called “forced transfers” became a source of contention with
several employees.

Some employees also expressed confusion about mixed messages from USSS
management with regard to other elements of career tracks. USSS told the Committee that there
is no career track that would allow an agent to stay in the field for their entire career.”® Special
agents say they have also been told in the past, however, of a career track known as the
“Investigative Management Career Track,” which agents inferred would allow them to move
between USSS field offices and move up the management career chain. Overall, the confusion
about career paths has been a source of frustration for some special agents.

On September 1, 2015, USSS issued a new directive on the topic of “Special Agent
Career Progression Guidelines” that superseded the prior career track policy.” According to the
accompanying message, the new policy was developed to create better balance between
employees’ work life needs and the critical impact personnel constraints are having on the
protective mission.”’

"S3 Email from Special Agent in Charge, Office of Gov't and Pub. Affairs, U.S. Secret Service to H. Comm. on
Oversight & Gov’t Reform staff (June 16, 2015, 4:41 p.).
"% Mar. 11, 2015 USSS INV Briefing, supra note 761.
7635

id.
6 1J.8. Secret Service Directives System, Office of Human Res. and Training Manual, Section WPL-04(02) (Sept.
1,2015).
7 DCP#: HRT 2015-49, accompanying U.S. Secret Service Directives System, Office of Human Res. and Training
Manual, Section WPL-04(02) (Sept. 1, 2015).
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C. Administrative, Professional, and Technical Staff

In fiscal year 2011, there were 2,069 APT positions. By the end of fiscal year 2015, there
were only 1,729 APT positions, down approximately 16.4 percent.”® As long ago as 1990, the
General Accounting Office (former name of the Government Accountability Office) reported
significant problems in recruiting and retaining qualified support (i.e., non-law enforcement)
staff, with some vacancies taking months or years to fill.’®

The Protective Mission Panel recommended that USSS reform its administrative
capabilities’”” and specifically “[pJromote specialized expertise in its budget, workforce, and
technology functions.”””' For example, as the Panel noted, “An agency that needs the best agents
and officers on the front lines needs a hiring process run by human resources experts valued for
their specialized knowledge about how to recruit and retain talent, in a timely and efficient
manner.””’* In its discussion on the issue, the Panel wrote:

Positions that should be filled by individuals with specific administrative
experience and expertise are instead filled by special agents on a rotation
to headquarters. . . . [F]illing these important administrative functions with
agents rather than professional administrators . . . has also fed into a strong
perception that the agency relies heavily on an old-boys’ network for its
management. .. .”"

With respect to the administrative staff who work at USSS, the Panel took note of the
ways in which their reporting structure was a detriment to USSS:

[TThe Secret Service does utilize professionals to perform many functions

.. But . . . [elxcept for the Service’s General Counsel, all of these
c1v1lxan professionals report to an assistant director, all of whom are
agents, and who themselves report to the Deputy Director. Thus, key
leadership and management positions—particularly leadership-level
oversight of the agency’s budget, human resources (personnel and
training), and technology functions—remain essentially in the hands of

7% Secret Service Salaries and Expenses FY1999-2015, supra note 2, at 8.

¥ Gen. Accounting Office, Law Enforcement: Recruitment, Retention, and Compensation to Support Staff (May 22,
1990) (GAO GGD-90-60).

7% panel Report Exec. Summary, supra note 35, at 4.

" 1d. at 7.

P d.at 4.

7 Panel Report, supra note 45, at 30.
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agents rather than administrative professionals or subject-matter
experts.

These themes were repeated by former USSS security officer Robin DeProspero-Philpot,
who began with USSS in 1979 as a GS-2 clerk typist.””> She spoke of a need in the agency for
“equal respect no matter what position you are . . . [Y]ou do need 1811s to kind of break that gap
there where, ‘Oh, who is she? She’s not an 1811. .. " [Y]ou know, that type of mentality that
still goes on.””"® She described her experience at the agency over more than three decades:

Over the past several years—I mean, again, I've had over 35 years—and
when I first joined the Secret Service—my father was an agent. He
worked on the Presidential detail with President Reagan. He was the
SAIC there. So I've seen the agency morph and grow. When I started
there, there was approximately 3,000 employees in the Secret Service. We
have more than doubled. At that point, one of the biggest mottoes for the
Secret Service, that we thought we were a family. And I truly, truly
believed that we were a family. Everybody knew everybody. Everybody
respected each other. And I didn’t care whether or not you were an APT,
you were a Uniformed Division officer, or you were a special agent. We
all worked together to perform the missions that we had. And, again, there
was a lot of respect for one another. I think, not really quite sure why . . .
now there is a true, true division between SA, UD, and APT.”

When I was in—when I joined the Secret Service, the vast amount, a vast
majority of APT individuals that worked for the agency, the highest
graded level that they ever reached was a 9 or an 11, possibly a 13. T was
the first non-1811 chief of my division in its history.””®

DeProspero-Philpot particularly highlighted how transitory USSS management overseeing the
efforts of the APT staff had been. DeProspero-Philpot made clear that this turnover affected

operations:

[Y]ou have to understand that the assistant director’s office over my
division, HUM—I’ve had seven assistant directors in the last 10 years.”””

B

When you look at the assistant directors that were in that directorate,
especially, I would say, the last four or five, no disrespect to them

T d. at 31,

> DeProspero-Philpot Tr., supra note 321, at 7.
¢ 1d. at 169.

I,

B 1d. at 131-132.

"% Id. at 20.
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whatsoever, they were on their way out of the agency. . . . This is where I
go back to having the appropriate people managing some of these
divisions when they don’t have any experience.

She also noted the disadvantages of such a system:

When you’ve got 1811s moving around, retiring, moving around in
different directorates, retiring, and you’ve got 1811s coming up, and
they’re coming up in this particular field, protection or investigation, and
they’re over here, and then 2 years later they’re over here, and they’re
over here, is there a true loyalty to exactly what they’re doing in those
respective directorates? They’re not there to forecast what’s going to
happen in 5 to 10 years. They weren’t there 5 years previously when it
was really, really good. So I can just say that generally the APT
community who are managers, who 10 years were forecasting what we’re
going through now, where we don’t have enough IT resources, we don’t
have enough manpower in our divisions, where we knew of upcoming and
new initiatives and mandates, that’s where it’s frustrating. So, 10 years
ago, if we would have addressed these problems, T don’t think we would
be sitting here right now.”

DeProspero-Philpot stated that the aggregate effect that this was hugely detrimental to APT
morale:

You have an assistant director, that oversees the [Chief Human Capital
Officer] for the agency, with no HR experience. . . . And you have an
assistant director who oversees a chief security officer, who has no
security experience. And these three individuals now oversee this entire

hiring and security. And you have individuals, non-1811s . . . who have
that experience, but they don’t want to listen. So therefore—and this is
kind of across the board when you look at the infrastructure. . . . [Wlhen

you send 1811s in to do procurements or, you know, security, or HR, [to]
manage—I'm not saying do it—manage these professionals, the morale of
the APT community right now is at an extremely critical point where I
know of people that have been in the agency for 10, 15, 20, 25 years who
are looking to leave because it’s not worth it anymore. And that’s
dangerous to me.

When asked what could improve that morale, DeProspero-Philpot resgonded: “I think you need
to put more APT people in those positions that know how to do it.”” ”®

0 1d. at 147-148.
8 14, at 169-170.
2 1d. at 133-134.
" 1d. at 134.
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It is clear that more APT staff are needed. APT have been affected by the same
personne] reduction trends as officers and agents in recent years. Although some APT staff were
hired during the period when no agents or officers were hired due to budgetary concerns,
according to internal USSS documents, the agency lost 100 APT positions in the Office of
Investigations due to sequestration.”™ As of fiscal year 2014, USSS had lost 235 APT positions
altogether since fiscal year 2011.7% USSS’s Chief Strategy Officer reported that APT numbers
are at the lowest APT level USSS has ever had.”®® However, he said the agency’s priority was
hiring law enforcement personnel instead.”’

4. Hiring and Security Clearance Process

A. Historical Security Clearance Issues

A review of USSS disciplinary files raised many questions about USSS’s historical
processing of security clearances. For example, in one case USSS issued a security clearance for
a physical security specialist without independently verifying that the individual was in fact a
U.S. citizen, relying instead on the individual’s SF-86 and subsequent polygraph examination.”®
Only when the individual applied in 2010 for U.S. citizenship with U.S. Citizenship and
Immigration Services (USCIS), which in tumn requested documentation from USSS, did USSS
become aware of the issue.”® While USCIS ultimately determined the lack of citizenship
resulted from a past error, and subsequently approved the individual’s application for U.S.
citizer%%xip, it is concerning that USSS did not verify the individual’s citizenship when he was
hired.”

7 Notes from [N ecting with [USSS leadership] (Uii}: 2015). Note that the term
“positions” is derived from the internal USSS designation “PIN,” adopted in the agency in the late 1980s. It is not
exactly the same as a Full-Time Equivalent (FTE), the budget concept used by Congress and the Office of
Management and Budget, although it is roughly similar.

75 FY 2014-2018 Human Capital Plan, supra note 716, at 12.

7% Oct. 8, 2015 USSS OSP Briefing, supra note 373.

.

78 Inspection Div., U.S. Secret Service, Fact-finding Inquiry Case Report Details, Case Number 190-872-10-011
(opened Sept. 15, 2010).

789 [ d

.
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B. 2013 Adoption of New Hiring System

i. Implementation

The Protective Mission Panel report states: “When the government sequester took effect,
the Service made the decision to stop hiring new officers and agents, resulting in a failure to push
new classes through training and into the field ””*" During the course of its investigation, the
Committee learned that hiring officers and agents stopped in fiscal year 2011 when USSS began
planning for severe future budget cuts, and it lasted through fiscal year 2013 until the budget
outlook improved.™ As a result, the funds Congress authorized for training classes in those
years were diverted to other areas.”™

In 2011, during the hiring freeze, then-Assistant Director for Human Resources and
Training Alvin “A.T.” Smith initiated a move toward a new hiring system. The system was
believed by some to have been supported by then-Director Julia Pierson. At the time, local field
offices coordinated USSS hiring through the screening of applicants, as opposed to relying on
applicants’ self-assessments submitted online. Smith initiated a change to instead use the federal
hiring portal, USAJobs, for USSS’s hiring process.”” The process was completed in 2013, by
which point Smith was serving as Deputy Director,””

USSS personnel told Committee staff that USSS’s Security Clearance Division (SCD)
historically maintained a “hold shelf” of several hundred applications that it drew upon to offer
applicants seats in training classes as openings arose.””® The hold shelf contained information on
applicants for whom USSS had completed the entire security vetting process—security
interview, polygraph examination, and background investigation. SCD maintained and managed
the hold shelf throughout the hiring freeze, and in 2013, it consisted of approximately 400 to 600
applicants. Yet as USSS implemented a new hiring process that year, USSS leadership directed

! Panel Report, supra note 45, at 22 (USSS apparently did hire some APT staff during this petiod).

; Aug, 20, 2015 USSS HUM Bricefing, supra note 644.

P ld.

79‘? The finished product directs applicants from USAJobs to an online portal known as “Career Connector.”

7 It is unclear what further problems existed in the Human Capital Division at this time. In July 2013, the Chief of
USSS’s Human Capital Division (HCD), Deborah Eldredge, moved to DHS. Eldredge Tr., supra note 375, at §-9.
The month before, in June 2013, an anonymous letter signed ‘the People of HCD” and delivered to the Office of the
Director alleged poor management and leadership in HCD and urged careful consideration in selecting the next
Chief of HCD. The resulting inquiry by the Inspections Division revealed “evidence of dysfunctional senior and
mid-level management” and numerous other issues. Inspection Div., U.8. Secret Service, Fact-finding Inquiry Case
Report Details, Case Number 190-872-13-026 (opened Nov. 12, 2013), at 1. Further, an Assistant Special Agent in
Charge (ASAIC) of HCD was involved in the misuse of a government-owned vehicle. Inspection Div., U.S. Secret
Service, Special Investigation Case Report Details, Case Number 190-805-0000617 (opened Dec. 9, 2013), at 1.
The ASAIC received a letter of reprimand. FY 2010-2014 USSS Discipline, supra note 485, Employee ID 252854,
at9.

7% DeProspero-Philpot Tr., supra note 321, at 80.
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that all the applications on the hold shelf be tossed out.””’ Thus, as USSS began to hire again,
the agency had no applicants to choose from who had already been through the vetting process.

Then-SCD Chief Robin DeProspero-Philpot told Committee staff that she objected to
tossing out the hold shelf:

[W]hen the new process was implemented in the spring of 2013, we
basically had to start over from scratch with nobody. I think we had a few
veterans.”*

I would have said you leave those people on the shelf and as soon as the
new process goes through, you make them do whatever is involved in the
new process, and then we hire these people. And in the meantime then
you set aside 6 to 9 months to sit down here and tell the field office, don’t
go to this USA Jobs. Because my primary thing was I knew that if you
went to this USA Jobs it was just going to bring in thousands of
applicants[.]”®

Unlike the former hiring process, SCD did not have the opportunity to evaluate an
individual’s eligibility to hold a security clearance until the second half of the process, known as
“Phase 2,” where a conditional job offer is extended. Thus, according to DeProspero-Philpot:

[Wle were informed of classes starting in the latter half of fiscal year
2013, and we did not have any kind of pool. And so it was process,
process, process as fast as you possibly can.™

2013 was when it got pretty crazy because, again, we started with, you
know, very, very, very minimal, minimal, minimal people. And this was
when the new process was going to start, and I was extremely concerned
because of the timeline that it was going to take the new applicants from
the new process to get into phase 2. . . . [W]e were starting to hear that we
were going to be hiring in fiscal year 2014. So I kept waiting for
applicants to get to SCD, my division’s door for phase 2, and it wasn’t
happening. But yet there were classes coming up in fiscal year 2014. And
when you are looking down at 3, 4, 5 months and you’re going to start

7 1d. at 12-16.
8 1d. at 15-16.
™ Id. at 133-134.
50 1d. at 16.
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hiring classes on an aggressive level, I kept saying, we’re never going to
make it, we’re never going to make it, we’re never going to make it.*"’

il. Resulting Decline in Quality of Candidates

The new hiring process had a direct negative effect on USSS’s ability to hire quality
candidates and remain fully staffed. In its report, the Panel noted:

Unfortunately, the Secret Service’s hiring process in recent years has not
been smooth; indeed, it is one reason why the Service does not have
sufficient personnel today. The Service changed its hiring process in
2013, resulting in more applicants but a less effective process at
identifying strong candidates. The agency itself reports that despite
receiving thousands of applications, it has regularly taken twelve months
to on-board a special agent; among other things, more than half of
applicants fail the golygraph and are unable to receive the necessary
security clearances.®”

According to USSS personnel, the new hiring process resulted in an applicant pool much less
qualified than under the old system, when USSS invested more time in cultivating applicants in
the law enforcement community. DeProspero-Philpot stated, “I honestly don’t feel that . . . this
process targets the right person,”* She continued, “I think the new process allows more
individuals who do not have a true focus on getting a career in Federal law enforcement. I think
there are so many individuals that are out there shotgunning their resume for any position that
there’s an opening for.”** It does not help that, instead of spending the time to target qualified
applicants, USSS advertises for open positions on the back of their government vehicles.

[INTENTIONALLY BLANK]

% 1. at 81-82.

592 Panel Report, supra note 43, at 22.

5% DeProspero-Philpot Tr., supra note 321, at 56,
5 1d. at 56.
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Under the new hiring process, the steps in which the greatest number of applicants are
eliminated from consideration, including the polygraph and background check, do not occur until
Phase 2-—later in the process than under the previous system. By this point, USSS has invested
significant resources and months of time in processing the application. USSS personnel
unofficially told the Committee that polygraph failure rates used to be about 35 percent for
special agent applicants and 40 percent for UD officer applicants.go5 According to USSS human
resources personnel, currently 50 percent of special agent applicants and 60 percent of UD
officer applicants fail the polygraph.®® Other USSS personnel put the numbers over the past
couple of years even higher, varying from 60-80 percent."”’ In DeProspero-Philpot’s words,
SCD feels like a “waste treatment facility” because of the responsibility of sifting out clearly
unqualified candidates.**® DeProspero-Philpot told Committee staff:

[TIhe quality of applicants that we are processing has gone down. It's
been quite eye opening to me, compared to the old process, that some
individuals can get through this entire process and then get to the
background stage. In other words, in the old process where I said there
was a 30, 35, 40 percent rejection rate for the polygraph, now we’ve
climbed to approximately 60 to 70 percent at any given time. In order to

B Id. at 17.

896 Ang, 20, 2015 USSS HUM Briefing, supra note 644.
87 DeProspero-Philpot Tr., supra note 321, at 18.

58 1d. at 56.
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pass that, you would think, wow, you’ve got a good candidate if you've
gone through this entire process. But now we’re getting into—now we go
to the background investigation on some of these individuals. We go out
and we do interviews of their current and/or previous employers and that’s
where we're getting derogatory information. They’re horrible employees.
They have a lot of problems with their employment. So it’s just amazing.
That’s amazing to me.**

According to data provided by USSS to the Committee near the end of fiscal year 2015,
four percent of special agent applicants received a conditional job offer ' Remarkably, of the
four percent that received a conditional job offer, only 1 percent were hired.*'' The numbers are
slightly higher for the UD: fifteen percent of applicants received a conditional job offer, and of
those, two percent were hired.®1? These numbers track with the numbers from fiscal year 2014,
although a slightly higher percentage of those who received conditional offers were hired (nine
percent of special agents, and eleven percent of UD officers).*" That so many individuals would
receive conditional offers but never actually make it through the process to be hired suggests
extraordinarily deep-rooted problems with the USSS hiring process.

Notwithstanding USSS’s attempts to advertise openings on the back of some of its
vehicles, the availability of positions within USSS is not always clear. The website provided on
the back of some vehicles provides descriptions for the positions of specials agents, UD officers,
APT staff, and special officers. However, the link on that section of the website for
“Opportunities” only lists a limited number of positions.**

[INTENTIONALLY BLANK]

59 1d. at 56.

810 Email from Office of Gov’t & Pub. Affairs staff, U.S. Sectet Service to H. Comm. on Oversight & Gov’t Reform
staff (Sept. 10, 2015, 9:27 am.).

811 Id

812 14,

813 1 d.

81 Accessing hitp://www.secretservice. gov/join/opportunities on October 6, 2015, the only position listed was that
of Attorney-Advisor. Accessing the same site on October 13, 2015, the only position listed was that of Protective
Support Technician (Auto Technician).
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Issues such as these in the hiring system may result in USSS employees lacking confidence in
the employees the agency does hire. According to the 2015 Federal Employee Viewpoint
Survey, USSS employees increasingly believe that their work unit is not able to recruit people
with the right skills, with only 25.3 percent believing that their unit is able to recruit people with
the right skills.*"®

815 DHS FEVS USSS Data, supra note 34, at 9.
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©
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C. Security Clearance Process

All USSS employees are required to hold a Top Secret/Sensitive Compartmented
Information clearance. USSS conducts its own security clearance process from beginning to
end, not relying on the Office of Personnel Management or any other agency to conduct any
portion of the process.

As part of its investigation, the Committee interviewed former SCD Chief Robin
DeProspero-Philpot. As described above, Robin DeProspero-Philpot joined USSS in 1979. She
served as a security officer and SCD Chief, a GS-15 position, from May 2004 to July 20158
Prior to that, she served as Chief of the Personnel Security Branch, a branch of SCD which
oversees all background investigations for USSS security clearances.®!’

SCD has been short-staffed since at least fiscal year 2008.%® In conjunction with those
shortages, DeProspero-Philpot described to Committee staff how the 2013 change to the hiring
system and the subsequent push to “hire, hire, hire” has had a detrimental effect on USSS’s
process of issuing security clearances and USSS’s ability to minimize risks to national security.
As discussed below, she described specific ways in which she believes USSS leadership
pressured SCD to, as she said, “cut corners” in its process.

816 DeProspero-Philpot Tr., supra note 321, at 7.

817 Jd. The Security Clearance Division is split into four branches: the Personnel Security Branch, the
Counterintelligence Branch, the Clearance and Access Branch, and the Industrial Security Branch.

818 Workforce Planning Office, U.S. Secret Service, Summary: Workload Study for the Office of Human Resource
and Training, Security Clearance Division, FY 2008, at 2 [hereinafter Workforce Planning Office FY 2008].
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SCD is not the only component of USSS to be consistently understaffed in recent years;
yet unlike operational components, failure to properly staff SCD impacts the processing of
clearances necessary to staff the rest of the agency. DeProspero-Philpot expressed deep concerns
about the developments at USSS affecting SCD, and also indicated that she believes there are
widespread concerns within SCD.*" DeProspero-Philpot filed her concerns with USSS’s Office
of Inspection.m DHS OIG also opened an investigation into the matter.%?

i. Security Clearance Division Understaffing

According to DeProspero-Philpot, for approximately twenty years between 1995 and
2015, SCD requested additional manpawer.822 Instead, a study by USSS’s Workforce Planning
Office in fiscal year 2009 found that SCD had seen a sharp decline in growth, and outlined the
potential adverse implications:**

Since SCI s largely involved with many of the tasks assoclated with bringing new employees on-
board, a trend of the nature described above could potentially affect SCDs ability to process new
employees in a timely and accurate manner, This isdue to an immediate increase in workload for
SCI based on a continuous increase in service-wide growth,

DeProspero-Philpot stated that she documented her requests for more SCD resources
through memos in both 2014 and 2015.%* In January 2015, the memo she sent her supervisors
reads:

Every audit that has been conducted during the last 7-8 years, and reported
to date (DHS [Security Compliance Reviews], USSS Office Inspections,
OIG investigations, [Office of Personnel Management], [Office of the
Director of National Intelligence], and [Information Security Oversight
Office] audits, in addition to separating employee interviews), has

819 1d. at 90,

529 1d. at 89-90.

¥ Email from Office of Inspector Gen. staff, Dep’t of Homeland Sec. to H. Comm. on Oversight & Gov’t Reform
staff (Oct. 7, 2015, 3:08 p.m.).

822 Memorandum from Chief — Security Clearance Division to AD — Office of Human Resources and Training,
Request for SCD Resources (Jan. 13, 2015), at 4 [hereinafter 2015 SCD Memorandum].

3 Workforce Planning Office FY 2008, supra note 818.

¥4 DeProspero-Philpot Tr., supra note 321, at 42, 47,
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reiterated the fact that the USSS is inadequately staffing its Office of
Security (SCD) that is responsible for the oversight and compliance of
standards that relate to the safe§uarding of personnel, information,
facilities, and resources for USSS.*

The memo goes on to describe USSS’s resources in comparison with other agencies in DHS:

To define the Security Clearance Division as being inadequately staffed
and under-resources is an understatement. The USSS’s SCD manages
more classified programs, and processes more classified equities[,] than
any other DHS component. In addition, all USSS employees require a
Top Secret clearance, with upwards of 35-40% requiring access to
Sensitive Compartmented Information (SCI). No other DHS component
requires all of its employees to be eligible for a Top Secret security
clearance. Yet, SCD is operating at only a fraction of the number of
employees and resources than [sic] any other DHS component or
comparable federal agency.XZ(’

The memo noted the history of compliance reviews of SCD:

The USSS has undergone three separate DHS Security Compliance
Reviews (SCRs) within the last 5 years where all areas of security were
evaluated (November, 2009, July, 2012, and July, 2014 respectively). As
a result of each review, an official synopsis was submitted to the Secretary
of DHS, the DHS Executive Management Chain, and to former Directors
Sullivan and Pierson, wherein . . . it was iterated that “SCD continues to
lack sufficient human capital to manage USSS security programs. . . . [I]t
would benefit the USSS if additional security specialists were hired to
absorb the heavy workload being currently performed by SCD . . . ”
“This is especially prudent for an agency comparable to the size of the
TUSSS and for an agency that possesses the largest number of Sensitive But
Unclassified (SBU), Classified National Security Information (CNSI), and
Sensitive Com;;artmented Information (SCI) programs within the entire
Department.”82

The memo also noted that DHS had cited USSS for failing to meet minimum
physical security compliance standards:

It was further noted as a result of the SCR’s that the USSS, who [sic] does
physical security and protection as a primary mission, failed to meet
DHS’s and the Inter Security Committee (ISC) government-wide physical

¥252015 SCD Memorandum, supra note $22, at 11-12.
826 2

Id. at2-3.
7 1d.at 3.
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security standards; citing that the USSS is not meeting minimum physical
security compliance standards due to the lack of support under the [Chief
Security Officer], a misaligned organization of security responsibilities
within the agency’s overall organizational structure, and the simple fact
that the USSS had yet to establish a formal physical security program.®®

DeProspero-Philpot told the Committee that unlike in 2014, her request in January 2015
for more employees was approved. However, she said that by September 2015 she still had not
seen an additional new en‘;ployee,829

il. Restructuring of Security Clearance Division

DHS reviews of USSS’s security programs cited USSS’s “misaligned organization of
security responsibilities within the agency’s overall organizational structure.”®® DeProspero-
Philpot, a GS-15 who has been SES-eligible for over seven years, explained:

I was the first non-1811 chief of my division in its history. . . . I think
former Director Basham recognized that there were certain positions in the
agency that needed continuity and consistency. You could not bring a new
SAIC in there every 2-1/2, 3 years that wanted to reinvent the wheel **!

As noted in the section above on APT morale, top-level management over SCD shifted regularly,
with seven different Assistant Directors for Human Resources and Training in the past ten years.

DeProspero-Philpot contrasted her experience with those holding the Deputy Assistant
Director and Assistant Director positions:

1, as a chief of Personnel Security Branch . . . knew security and I had the
subject matter expertise and the experience . . . . I think that is what is
missing right now when it comes to certain positions in the Secret Service.
Case in point, my immediate management. You have three 1811s that
have no experience or specialized experience in HR or security. You have
an assistant director, that oversees the [Chief Human Capital Officer] for
the agency, with no HR experience. . . . And you have an assistant director
who oversees a chief security officer, who has no security experience.

8 1d. at 3-4.

2 DeProspero-Philpot Tr., supra note 321, at 42-43.
8302015 SCD Memorandum, supra note 822, at 4.
¥ DeProspero-Philpot Tr., supra note 321, at 132,
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And these three individuals now oversee this entire hiring and security.
And you have individuals, non-1811s, such as me and quite a few other
individuals, who have that experience, but they don’t want to listen.®?

I

[T]he vast majority of people do not think like we do as security
professionals. We are always constantly, “What if? What if? What if?”%%

This is where I go back to having the appropriate people managing some
of these divisions when they don’t have any experience.”"

DeProspero-Philpot also noted the problems with locating the security officer under human
resources:

[Mly division should never have stayed under HUM [Human Resources].
That is a true conflict. . . . I said, “It’s not my division’s mission to hire
people. We don’t hire people. We determine eligibility for access to
classified information. That is a requirement for someone to be hired, but
we don’t hire” And when you have HR and security under the same
directorate, there is going to be a conflict. Because, primarily, . . . their
mission is to hire a well -qualified, diverse workforce.?’

She further explained:

[A] 1t was a lack of exposure to the importance of our mission.
Because when you look at the overall directorate of HUM, it’s HR.
And so there was, you know, such priorities as the learning
management system, the merit promotion process. It was more or
less all the priorities were geared towards the HR functions. And,
again, our Office of Security, we were the—you know, we liked to
call ourselves the bastard children of the directorate. . . . And, to be
quite honest with you, you know, there are certain elements of the
agency that look at us and, when we try to bring up the what-if
scenarios, such as our counterintelligence and our security
clearance processes—you know, in my former role, I was on the
Security Executive Agent Committee and met with the DNI on a
quarterly basis, and I went to various security conferences, and you

82 14, at 132-133.
83 1d. at 172.

53 1d. at 147-148.
¥ 1d. at 95.
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realize the potential threats . . . [W]ith our protective mission, you
would think that it would be looked upon, what we do, as very,
very, very significant and important. . . . So that was more or less
the frustration that I had, that HR just did not think like security
professionals. And that was just very evident to me, that we were
not — we were not paid attention to.

Q. So do you feel that HR took your security concerns seriously
enough?

A. No. They don’t,

Q. Just to be clear, that’s both in the present as well as even in the
past?
A. Yes.

2015 and before?

A. Yes. 5%

[A] 1think the alignment was incredibly wrong. We needed focus, we
needgeg exposure, we needed support. And we just did not get
that.™

In 2015, current Office of Human Resources and Training management began conducting
a restructuring of SCD. According to DeProspero-Philpot, that has resulted in specific changes
to the security clearance process which fail to minimize the risks to national security. Several of
these changes are described in the sections below.

Further, DeProspero-Philpot stated that restructuring a security office is governed by
DHS instructions and directives which require USSS to collaborate with the DHS Office of the
Chief Security Officer in hiring a Chief Security Officer.*® Yet according to DeProspero-
Philpot, when she informed the Chief of DHS’s Security Compliance Review Unit Michael Ness
of the changes, he was unaware of the requirements:

I proceeded to tell him what was happening. And he said, really? Well, he
said, you make sure that you let me know on our—when we come in and
do our pre-brief, to let me know what has changed. And I said, okay.

% 1d. at 146-147.
557 14, at 148.
38 1d. at 92-93.
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And 1 said, do you know whether or not they consulted about this? He
said, absolutely not.®¥

DeProspero-Philpot recommended restructuring SCD by moving it under USSS’s Chief
Operating Officer:

[A.] [Bleing that our division is charged with all the various security
disciplines and it kind of touches all of the directorates, I think that
we would best be served under the Chief Operating Officer right
now.

Okay.

As a separate entity under a Chief Security Officer with security
experience. . . . I just think, you know, being a separate entity—
you know, if you look at the vast majority of security offices in the
Federal Government, either it resides under the Office of Internal
Affairs or Office of Professional Responsibility or as a separate
entity under very, very high-level management **

L S

[A]] Then you would have a Chief Security Officer who dealt directly
with that COO to advise on upcoming mandates, any kind of
obstacles, any potential issues that are occurring from over the
purview of my division, that type of thing **!

iii. Overall Timeline for Clearances

Government-wide, all applicants for security clearances with the federal government
must complete Standard Form 86 (SF-86).%* Once an applicant for employment with USSS

839 14, at 94-95.

90 1d, al 166-167.

414, at 168.

82 Aug, 20, 2015 USSS HUM Bricfing, supra note 644,
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completes an SF-86, SCD conducts an initial review of the form, then assigns it to a local USSS
field office to conduct a security interview of the applicant.**® An interview is conducted by a
special agent in the field office. Upon conducting the interview, the field office provides the
results to SCD to review.*** If SCD approves an applicant moving beyond the security interview
stage, the applicant is then administered a full-scope polygraph examination, also usually at a
local USSS field office.%* The resulis of those examinations are provided to the Forensic
Services Division at USSS headquarters for quality control, then once again to SCD for
review.®® At that stage, if the applicant is successfully approved to continue in the process, SCD
initiates the background investigation.®"

Background investigations at USSS are parceled out into several elements: SCD scopes
out the investigation, determines which cities need to be visited (in order to verify information
regarding the applicant’s birth, family, education, employers, etc.), and then assigns the elements
to various local field offices to investigate.**® This could result in as many as 25 different field
offices conducting elements of the investigation ** Once initial investigation results come back
from USSS field offices, SCD finalizes the background investigation by conducting various
checks of federal criminal and other databases.

Once USSS has conducted initial checks, an applicant’s file goes before the
aforementioned hiring panel. If the applicant is approved by the hiring panel, USSS’s practice is
to offer the applicant space in the next training class at the Federal Law Enforcement Training
Center in Glynco, Georgia. However, the offer is contingent upon the final checks of the
background investigation yielding non-adverse results while the individual is in training, so the
new employee may be issued a security clearance. USSS calls this practice “hiring contingent.”

USSS told the Committee that Office of the Director of National Intelligence (ODNI)
guidelines provide a target of 114 days to complete a security clearance investigation, from
initiation to adjudication.’™ DeProspero-Philpot emphasized the ODNI timelines are for a clean
case.®' However, she said USSS leadership provides SCD with only a third of that time to
complete their work 52

According to DeProspero-Philpot, this directive impacts all branches of SCD. She stated
of the Counterintelligence Branch:

843 1 d

84 1.

845 1 d

846 1 d

847 J? d

348 1 d

% DeProspero-Philpot Tr., supra note 321, at 31.

9 Ang. 20, 2015 USSS HUM Briefing, supra note 644; DeProspero-Philpot Tr., supra note 321, at 64.
! DeProspero-Philpot Tr., supra note 321, at 64, 67-68.

82 1d. at 63.
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I know they are being rushed. You know, if you have a file that’s this
thick, you have never seen this file before, and now all of a sudden
someone within the Personnel Security Branch is asking you to take a look
at this and make a counterintelligence assessment on this case, it’s not
going to take you an hour to do this; it’s going to take you several hours to
do that. And Personnel Security Branch is getting rushed by the [Human
Resources] directorate, “Hey, get this person to the hiring panel.” . . . [Ijt’s
a mess, you know. And then now my counterintelligence branch chief or
analyst is feeling that pressure to get it done

As DeProspero-Philpot put it, after repeatedly communicating to USSS management that SCD
“could not maintain the pace,”854 SCD arrived at the conclusion that “[a]ll they care about is
butts in seats.”®*

DeProspero-Philpot suggested that a good security clearance background check should
take approximately 120 days.g“(’ DeProspero-Philpot summed up: “[Y]ou have to allow ample
enough time to ensure that the risk of hiring anybody is brought down to a minimum level.
She further explained:

Q. So what you’re saying . . . is that a higher quality investigation
would further minimize the risks to national security once
somebody is actually approved?

A. Correct.

That would be ideal?

85
Correct.™®

iv. Investigation Timelines for Local Field Offices

53 14, at 97.
8414, at 29.

855 1d. at 100.
6 14, at 67-68.
57 Id. at 65-66.
5% 1d. at 66.
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Special agents in local field offices are given fourteen days to complete the initial

security interview. Agents receive the same amount of time to complete whatever elements of
the background investigation they are subsequently assigned. Individual agents usually handle
multiple applications and are thus conducting the investigations concurrently. DeProspero-

Philpot noted this duty is not the primary assignment any special agent has:

stages of this process (the security interview as well as the background investigations).

[TThose are 1811s, the vast majority of them. They have protective
assignments. Right now they’re probably going up to the UN. They do
have collateral duties than primarily the background investigation. . . .
[Tlhey don’t just sit there and wait for updates and background
investigations to come in.%”

DeProspero-Philpot expressed concerns with the length of time agents receive for both

DeProspero-Philpot stated:

Therefore, once the security interview is assigned out to the field, DeProspero-Philpot
recommended giving agents approximately one month for the interview to be reviewed,

That investigator, when they are getting ready to do a security interview,
again, fitting these other duties in, they have to review that entire packet of
forms. And I think if you have ever filled out an [SF-86], it’s 127 pages
now. . . . You want to be able to conduct a good security interview, it
should take anywhere from 2 to 3 hours because you are trying to develop
leads, number one. You're trying to ensure the veracity of the applicant’s
form and obtain any kind of additional information, make sure that this
individual knows that . . . this interview is done under sworn declaration.
And integrity is a big part of having a clearance. 60

conducted, and sent back to SCD.**!

Similarly, DeProspero-Philpot recommended a significantly lengthier window for the
background investigation:

We’ve got background investigations that are going out with a 14-day due
date. Now, are the field offices actually spending 14 days doing that? 1
highly doubt it. So that impacts the quality of the investigation. . . . [BJack
in the good old days, these offices were given 45 to 60 days to do their
background investigations. And the minute that they developed
questionable information, they would go out and they would attempt to
develop leads to fully, fully mitigate any type of questionable information.
... Twould get a call from an agent out in the field going: There’s just

89 1d. at 51.
59 1d. at 51-52.

861,
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something not here that . . . 1 can’t put my finger on it. Is it okay, have
you got anything else, do you have any other information? . . . What do
you think I should do? That’s where the Personnel Security side of the
house, our experience, we could say: Well, maybe we can go down this
road. Let’s start, maybe I can review this, I'll get back to you. . . . [T]hat’s
the type of conversations, discussions that are not taking place right now
because of that “get it done, get it done, get it done” I'm not saying
they’re cutting any corners. They’re getting done exactly what we told
them to do. But, you know, more could be done ??

DeProspero-Philpot also indicated that this year USSS leadership tried to additionally shorten the
amount of time given to field offices to conduct background investigations:

I was notified in January of this year by Deputy Assistant Director Fred
Sellers that they wanted to reduce the due date for or the completion time
for investigations field portion to 10 days. I strongly recommended
against that. I advised him that the quality was going to suffer and that [
truly, honestly did not believe that the field could comply with the 10-day
due date background, that T was going to be overrun with what we call
requests for extensions, and that T was very concerned from a security
standpoint. He advised to me that the front office wanted that . . .
[m]eaning the Director and Deputy Director wanted that. And then T said
to him well, of course, if that’s what they want, then we will comply. But
I want to go on record that I strongly am opposed to this.**

DeProspero-Philpot said USSS usually approved requests for extensions.”® However,
providing such a short timetable increases the likelihood that corners will be cut. Not
until after the news broke that many UD officers did not have clearances did USSS revert
back to the 14-day timeframe **°

Since much of the background investigation process is conducted in the field, its
management is actually conducted under the Office of Investigations, not the Office of
Human Resources and Training. The Committee received an allegation that in late
February 2015, all local field office SAICs across the country received an email from
James Helminski, a Deputy Assistant Director in the Office of Investigations. Helminski
allegedly indicated that since an upcoming training class in March needed to be filled, all
background investigations needed to be expedited to 3 days. DeProspero-Philpot said she
was not aware of this email and had not given approval for it.* The shortened
timeframe allegedly resulted in various field offices being unable to resolve simple

52 1d. at 65-66.

53 1d. at 71.

54 Id. at 75.

%5 14. at 86-87.

%6 DeProspero-Philpot Tr., supra note 321, at 76-77.
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questions such as whether dual citizens had renounced their foreign nationality, or to visit
local police offices to resolve derogatory information from the SF-86.

v. Consistency for Former Employees

USSS historically maintained a policy that, if any of its personnel left the agency for
more than a year, re-hiring them required recompleting certain vetting procedures. Evenifa
former employee maintained a security clearance with another agency during their separation
from USSS, the agency nevertheless completed an updated physical examination, polygraph, and
background investigation to ensure that no additional problems had developed during the time of
separation.*® Earlier this year, USSS eliminated this policy.*® According to DeProspero-
Philpot, removing these requirements was a mistake:

[T}f you were gone longer than a year, we would repolygraph you to make
sure that there were no red flag issues there. And if necessary, we would
update your background investigation. We would definitely want to know
why you left your other employment, that type of thing *

B

Whether or not the other agency hired you under the reciprocity laws,
that’s one thing. But now we're talking as to whether or not you are
medically eligible to perform the duties of an agent. And, again, Secret
Service policy is that if you leave the Secret Service and you’ve been %one
longer than a year you are required to retake a polygraph examination. 70

L

[Y]ou don’t know what has happened however long that they’ve been
gone. . . . [Yjou have no idea why they are leaving their previous
employment. I mean, if they left under bad circumstances, that’s
something that T would want to check into. . . . [Y]ou would have had
information as to the polygraph, you would have had information as to

67 1d. at 122, 123-124, 149.
58 1d. at 122.
89 1d. at 124.
50 1d. at 123.
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whether or not they are still medically eligible to come back onboard, and
we would definitely want to have a background investigation, at least do
interviews with respect to their recent employment.®”

Despite DeProspero-Philpot’s opposition, in 2015 at least six applicants have been re-hired by
USSS without being required to go through any of the security or medical vetting process.
DeProspero-Philpot did not know if these six individuals have any relationships with existing
USSS persormel.873

vi. Database Name Checks

DHS Personnel Suitability and Security guidelines require that all component agencies
conduct an investigative name check of FBI databases.”™ DeProspero-Philpot said of the
investigative process:

It is mandatory that you conduct an FBI investigative name check. And
that check primarily is one of those checks that produces the most if
there’s going to be questionable or derogatory information. So it had been
my policy always to not hire anything contingent if we had those checks
outstandingAm

Yet, DeProspero-Philpot told the Committee that in the spring of 2015, USSS began “hiring
contingent” even prior to receiving the results of the FBI name check:

Q. And were there ever pressures to try and cut any corners in that
process?

A. Yes.

Q. Can you tell us more about that?

S 1d. a1 1224123,

82 1d. at 122.

3 1d. at 136-137.

4 Office of the Chief Sec. Officer, Dep’t of Homeland Sec., Instruction Handbook 121-01-007, Personnel
Suitability and Sec. Program (June 2009), at 22.

7% DeProspero-Philpot Tr., supra note 321, at 32.
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A The FBI investigative name check that 1 mentioned. In order to
contingent-hire people, I did not want my staff to put before a
hiring panel any applicant where we had not received the FBI
investigative name checks back on either them and/or their
foreign-born contacts or relatives.

But it happened anyway?
It did.

In just one case or multiple cases?

S S

It depends on the timeframe. There were definitely initially . . .
times when I was asked whether or not, would it be a security risk
to present some of these, some of them. I said yes, because they
had a heavy foreign nexus. And I was told that . . . [i]t was eight
people that were in a class thus far, They wanted to hire at least a
half a class. And so I was told to make sure that those four cases
went before the hiring panel on the following Monday morning,*”®

Although USSS cancelled that particular training class, the issue came up again after
news of the incomplete clearances broke in June.*”” Deputy Director Craig Magaw raised with
DeProspero-Philpot the ten-day due date for the background investigation, as well as the new
practice of bringing candidates before the hiring panel without having the results of the FBI
name check.*”® Magaw first asked who told directed her to change these measures.*” Then,

according to DeProspero-Philpot, “[H]e asked me my personal opinion, do you see that as a
security risk? I said I do.”* Notwithstanding what she told the Deputy Director, a few weeks
later DeProspero-Philpot received instructions that, effective immediately, all files were to go
beforegtg}e hiring panel prior to USSS receiving the results of the FBI investigative name
check.

vii. Changes to USSS Hiring Panel

% 1d. a1 84-85.
87 Id. at 85-86.
878

0 1d.
8 1. at 19-20.
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As described above, USSS utilizes a hiring panel to make final decisions on new hires at
the agency. For many years, DeProspero-Philpot held a seat on the hiring panel, which was
historically composed of five or six individuals, depending on the time period.*** When the
panel had six voters, the Assistant Director of Human Resources and Training broke a tie if
necessary.**’

DeProspero-Philpot told the Committee that, since the implementation of the new hiring
system in 2013, the number of individuals not making it past the hiring panel had “significantly
increased.”®* Yet in March 2015, USSS reduced the panel to three voters and removed
DeProspero-Philpot.*®> DeProspero-Philpot believed her demotion and removal from the hiring
panel was the result of her objections about security risks.**® No one has represented SCD on the
panel since DeProspero-Philpot’s removal,®® and a higher percentage of applications have been
approved for hire by the panel.888

DeProspero-Philpot also told the Committee that Deputgf Assistant Director Fred Sellers
re-presented several rejected applications to the smaller panel.8 ® One applicant was even
advanced to training after again being reg'ected by a majority vote of the smaller panel, with
Sellers voting in favor of the applicant.*” DeProspero-Philpot said of the applicant:

1 was very concerned about the derogatory information that was included
in the synopsis presented to the hiring panel. . . . [TThe primary reason that
I was very concerned was there was information pertaining to this
applicant’s potentially putting a gun to his former girlfriend’s head and
threatening [her]. . . . [I}f there was an interest in pursuing this applicant, I
would have wanted to go out and at least try to interview friends of his,
friends of hers, any potential witnesses to any previous or ongoing
domestic problems between the two of them before we would even
entertain putting him in a class. And from what I saw on the synopsis,
there had been no follow-up on that investigation.®”

DeProspero-Philpot did not know why the individual was placed in a training class,*? which
violated the historical practice that the majority vote of the panel prevailed.*” However, she

52 1. at 98-99, 137.
83 14, at 137.

54 14, at 129,

585 1. at 87, 98-99, 126-127.
55 1d. at 87-88.

7 1d. at 98-99.

B 1d. at 9.

¥ 1d. at 124-125.
50 14,

1 1d. at 125-126.
2 1d. at 125.

83 14, at 136.
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heard unconfirmed information that the Assistant Director had been given the authority to
override the hiring pane

894
1.

viii. Employees on Job without Clearances

As outlined above, each applicant to USSS is “hired contingent,” meaning that a job offer
is made to an applicant who begins training prior to receiving a security clearance. Training at
FLETC takes approximately eight to nine weeks, depending on the course; thereafter, USSS
officers and special agents receive position-specific training at USSS’s James J. Rowley Training
Center in Beltsville, Maryland. USSS told the Committee that it is able to “hire contingent”
because the agency can still make a final determination of eligibility for a security clearance
while an individual is in training. Yet despite it being a requirement for employment at USSS
that an individual hold a security clearance (not just be eligible for one), the agency has allowed
its employees to begin service without holding a clearance.

According to press reports, in early June 2015, whistleblowers alleged that Uniformed
Division officers finished training, received a posting at the White House, and gained access to
classified information—all without having been issued their security clearances.”” Allegedly,
USSS removed one UD officer from duty in the West Wing after discovering he did not hold a

security clearance.

On June 5, 2015, Government Operations Subcommittee Chairman Mark Meadows
spoke with Director Clancy, who acknowledged that the practice of posting uncleared UD
officers at the White House dated back to 2013, On June 9, 2015, the Washington Post reported
that a USSS official said, “Clancy promised to fix the problem as soon as possiblef’896 The same
day, a document provided by USSS to Congress indicated that some 133 USSS employees—over
eleven dozen—Iacked security clearances despite completing training. The number included
APT staff, special agents, and UD officers posted both at the White House and the Vice
President’s residence.”

DeProspero-Philpot said that the backlog resulted from SCD being directed to purely
focus on getting individuals into training classes, rather than focusing its resources on the other

894
Id.
%% June 9, 2015 Washington Post article, supra note 37.
896
Id.
87 Office of Gov’t & Pub. Affairs, U.S. Secret Service, Security Clearance Information (June 9, 2015) [hereinafter
Security Clearance Information].
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end of the process by finalizing clearances for the individuals who come out of those classes.™®

DeProspero-Philpot said “we were told in no uncertain terms that our first priority was to process
these applicants and hire them—hire, hire, hire, hire.” % This management directive resulted in
a pile of clearance applications for which all investigating had been completed, but which had
not been adjudicated so the individual formally received a security clearance. According to
DeProspero-Philpot:

With respect to what happened with the Uniformed Division officers . . .
what ended up happening was we hired those individuals contingent. In
the vast, vast majority of those cases, the pending information had come
into my branch, and it was more or less—and I’'m being demonstrative
here—"0kay, everything is in. Good. Good to go for a TS clearance. Put
it over here in this pile” Because my branch is getting the constant
message of: “Forget about that. Hire, hire, hire.”

So this is over here pending a TS, but, in actuality, they have been
favorably adjudicated. Because it’s not just like, “Okay, good, issue the
TS.” There is probably a good hour to an hour and a half of
administrative-type duties that go into closing out a case and issuing the
TS clearance. You have to update databases. You have to finalize typing
a report. You have to strip out the file; again, update databases, type up
things, issue the clearance, so on and so forth. So that’s a lot of work. It’s
important work, but it takes time. And it was a constant message of hire,
hire, hire. So we’re constantly trying to open backgrounds. And, again,
the strongest emphasis I can make is that we did not have enough people
to do this. Ineeded twice as many people to do this.”

Because SCD only needed to complete these administrative duties before issuing the clearances,
SCD “adjudicated” seventy files on the weekend on June 6-7, 2015, %! The next week SCD
adjudicated and processed the remaining sixty-three, which included special agents, APT staff,
and UD offgiogers assigned to the White House, the Vice President’s residence, and various foreign
embassies.” ~

Within weeks of the public revelations about clearances, on July 10, 2015, Director
Clancy sent Subcommittee Chairman Meadows a follow-up letter stating that “none of the
Officers had access to or participated in any meetings involving the dissemination of information
classified as TS/SCL”** Director Clancy noted “[a]s a matter of policy and practice,
information classified as TS/SCl is not authorized to be discussed outside of an approved Secure

% DeProspero-Philpot Tt., supra note 321, at 29, 33, 144-145.
5% 1d. at 29.

0 14, at 33.

i Secum; Clearance Information, supra note 897.

e Letter from Hon. Joseph Clancy, Dir., U.S. Secret Service, to Hon. Mark Meadows, Chairman, Subcomm. on
Gov’t Operations (July 10, 2015).
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Compartmented Information Facility (SCIF).”** Yet Clancy’s letter glaringly omitted mention
of information classified Secret or even Top Secret, which do nof require being discussed in a
SCIF. DeProspero-Philpot acknowledged that agents and officers holding clearances were
frequently exposed to Secret and Top Secret information,””® and stated, “A SCIF is only required
when you’re discussing SCI information. So when it’s a collateral, TS, or Secret, then the
precautions are made as to how you are relaying that information.”™® Such precautions include
talking in an area that is routinely swept—such as the West Wing of the White House. As the
Washington Post noted, “Agents and officers, as part of their work guarding the White House
grounds and protecting the president and top aides, are sometimes present for meetings and
briefings where classified information is discussed.”"’

The letter also seemed to ignore the realities of working at the White House, where White
House staff would not necessarily know which USSS officers hold clearances and which don’t—
particularly since it is widely understood that USSS personnel hold TS/SCI clearances as a
condition of their employment.

Such confusion would apparently not be limited to White House staff. DeProspero-
Philpot said that SCD relies on the management of USSS divisions to communicate to the proper
supervisors which employees had not yet received their security clearances.””® The Committee’s
investigation suggests that this information was not being properly conveyed. According to
DeProspero-Philpot:

[Tn the beginning of May, I know that there was a Uniformed Division
officer who apparently was acting as the spokesman for some other
Uniformed Division officers who contacted my division and talked to my
ASAIC and said: I know that I don’t have a clearance, and I think I'm
being exposed to classified information.

My ASAIC then asked him: Did you tell your supervisor? And that
employee basically stated: 1did. There was a comment made that: Do you
have a gun? Do you have a badge? Yes. Well, then, you’re cleared.””

DeProspero-Philpot said that in this particular instance, “Based on what that Uniformed Division
officer said, my ASAIC did not feel that [the information in question] was classified.”""
Nevertheless, DeProspero-Philpot acknowledged that this supervisor’s belief that having a gun
and badge meant someone was cleared was “absolutely” problematic given the responsibil ity of
managers to make sure their personnel are not exposed to classified information.”

904 [d

%% DeProspero-Philpot Tr., supra note 321, at 142.

5 1d, at 141-142.

7 WasH, POST June 9, 2015 article, supra note 37.
% DeProspero-Philpot Tr., supra note 321, at 140-141.
2 1d. at 106.

014,

M 1d. at 139.
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Several indications suggest a disconnect between USSS’s Office of Human Resources
and Training and the UD. DeProspero-Philpot did not know how the UD addresses this issue:

Q. What kind of training do managers get in order to make sure that
they’re aware of which of their staff have clearances and what the
implications of that are?

Al Again, I'm not quite sure exactly what the Office of the Chief of
the Uniformed Division has implemented. This is not a new
process. We regularly hire people contingent. We give them that
memorandum. It’s not up to us to implement the procedures; it’s
them. So I really can’t comment on the training. . . . [Olnce we
have issued that memorandum . . . we are presuming that you are
going through the steps, once you assign someone to a certain post
of duty, that you're informing the managers as to, “This person
does not have a clearance yet. Make sure that they’re not
exposedf’g12

DeProspero-Philpot described meetings which suggest leadership for the Office of Human
Resources and Training did not know how the UD operated:

My ASAIC and myself had a meeting with Assistant Director Triplett,
Deputy Assistant Director Sellers, Deputy Assistant Director Linda
Williams. We were talking about some of the initiatives that were going
on in my division, and this topic came up. And all I can tell you about that
conversation is that Mr. Sellers, as well as Ms. Williams, were former
Uniformed Division officers. And at that point, they started to . . . discuss
where are these Uniformed Division officers going immediately after
graduation? And they [said] something to the effect of: Wow, they are
going straight over to the House. You know, why wouldn’t they go over
to foreign missions. You know, that apparently was somewhat of a
change in policy from the 20 years prior or whatever that they had been on
UD, that type of thing. Well, what kind of information would they be
exposed to if they were over at the House, so on and so forth.”"*

According to DeProspero-Philpot, the group concluded that UD officers “probably would not be
exposed to classified information,” but apparently this conversation spurred further
communication between Human Resources and other parts of the agency. According to the
written summary USSS provided to Congress on the clearance issue, on June 1, Assistant

214, at 139-141.
8 1d. at 108,
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Director Triplett “advised[] that in fact there was an issue with some of the Top Secret
Clearances for UD Officers and special agents.””"*

Further, the incident described by DeProspero-Philpot took place around the same time as
when USSS allegedly removed an officer from duty in the West Wing—if true, a seemingly clear
acknowledgement that the UD improperly posted officers without clearances.

In 2016, DHS OIG plans to conduct an inspection of USSS’s practices of hiring and
deploying personnel without completing the security clearance process.
forward to receiving the findings of this inspection.

1 The Committee looks

[INTENTIONALLY BLANK]

914
Id.
13 Office of Inspector Gen., Dep’t of Homeland Sec., Fiscal Year 2016 Annual Performance Plan (Oct. 5, 2015).
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VL. Security Breaches

USSS provided the Committee with data regarding attempted or actual security breaches
at secured facilities from April 2005 to April 21, 2015.”"® While this data only captured known
incidents that resulted in arrests and charges, it is apparent that security incidents occur
frequently, and the agency must therefore be prepared to deter and respond to breaches at all
times.

Unsurprisingly, the White House is the location of the large majority of security incidents
at protected sites.”!”

® White House

B Treasury Dept.

i Protectee Site

®EEOB

8 NEOB

# Bush Residence, Waco, TX

& Obama Residence, Chicago Hlinois

%18 protective Inteltigence & Assessment Div., U.S. Secret Service, Security Incidents from April 1, 2014 to April

21,2015 (Apr. 23, 2015); Letter from R. Christopher Stanley, Dep. Asst. Dir., Gov’t & Pub. Affairs, U.S. Secret
Service to Hon. Jason Chaffetz, Chairman, H. Comm. on Oversight & Gov't Reform (Sept. 18, 2015) [collectively
hereinafter 2005-2015 Security Incidents].

7 2005-2015 Security Incidents, supra note 916.
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In July 2015, the Secret Service announced that it would install “removable anti-climb
feature consisting of sharp metal points” on top of the White House fence in order to “deter and
inhibit individuals who may attempt to climb over the fence.”*"™® On November 26, 2015, a man
was able to scale the fence while carrying a binder, making it past the new fence enhancements,
and land on White House grounds.”™ The man then raised his arms and laid down on the ground
until he was apprehended. 2 At the time, President Obama and his family were inside the White
House celebrating Thanksgiving.*!

Photo courtesy of Vanessa Pefia

Most securi}y incidents result in an unlawful entry charge. Some arrests result in
multiple charges.*

“I%1.8. Secret Service, Press Release, Agencies Announce Implementation Timeline for Enhanced Security for White
House Complex (May 7, 2015).

¥ Lynh Bui and Ashley Halsey 111, He said, ‘Alright, let’s do this.’ Then he jumped the White House fence, WASH.
POST, Nov. 26,2015.

0 1d.

921y

%22 2005-2015 Security Incidents, supra note 916.
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® DC Code Unlawful Entry
8 Assauit on Police Officer
& Felony Threats

& Failure to Obey

& Contempt of Court

i Trespassing

® Disorderly Conduct

® Carrying Prohibited Weapon
i Threats to do Bodily Harm
B Destruction of Property
W18 USC 1752

# Other

Other: ICE Detainer, False Bomb Treat, Possession of Marijuana, Driving Under the Influence, Crossing Police Line,
Possession of a Firearm, Causing a Nuisance in Water, 18 USC 111, 1361, Unregistered Ammunition, Obstruction of
Official Business, Traffic Offense, Possession of Large Capacity Ammunition Feeding Device

Despite the seriousness of committing or attempting a security breach, the vast majority of
arrests result in the dismissal of charges or the issuance of a stay away order rather than in jail
time. Note that some arrests result in multiple adjudications.

Not
Prosecuted
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That a large number of those involved in the incidents are mentally ill or intoxicated is likely a
significant contributing factor.”®

The Committee’s investigation did not cover issues of prosecution, sentencing, and mental
illness related to actual and attempted breaches at protected sites. The Committee believes actual
and attempted security breaches merit punishment to the fullest extent of the law.

[INTENTIONALLY BLANK]

B 1d.
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VII. Reconsideration of Mission

As the Protective Mission Panel reported, the primary mission of USSS is the prOtectlon
of the President and other elected leaders and foreign di gmtarles 2 The agency’s dual-mission
structure may result in distracting from its primary mission and thus deserves reconsideration.
USSS emphasizes that the investigative mission supports the protective mission by developing
agents’ law enforcement skills. USSS will have to critically weigh when the investigative
mission directly contributes to the protective mission or is outweighed by the distraction. USSS
is facing massive staffing problems and is consistently pulling agents from around the country to
assist with protection, as well as losing agents prematurely as a result of transfers to the
Washington, D.C. area. Simultaneously, the threat landscape for both protection and
investigations is becoming more complex. Rather than expand non-essential missions during a
time of staffing shortages, USSS should focus on protecting the president and other protectees.

1. History of Mission Growth

In order to understand USSS’s current dual-mission, it is necessary to understand the
origins and growth of the agency. USSS was created in 1865 to investigate counterfeit
currency.”® Counterfeit currency was a major problem during the Civil War, when it comprised
one-third to one-half of the money in arculatlon and continued to be widespread even after a
national currency was adopted in 1862 ¢ Counterfeit currency now makes up less than .01
percent of the money in circulation.””’ In its early stages, USSS engaged in investigations into
the broad category of people committing “frauds against the government,” which included the
Ku Klux Klan, non-conforming distillers, smugglers, mail robbers, and land frauds.”® USSS
conducted espionage activities during the Spanish-American War and World War I and
investigated land fraud in the early 1900s.°%

In 1894, per his request, USSS began informally protecting President Grover Cleveland
on a part-time basis.”® After President McKinley was assassinated in 1901, Congress informally
asked for USSS to protect the President, and soon thereafter there was a permanent presence at

°24 Panel Report Excc. Summary, supra note 35, at 1.

"5 U.S. Secret Service, United States Secret Service: Investigative Mission, available at
http://www.secretservice.gov/investigations.shtml (last accessed May 35, 2013) [hereinafter USSS Website:
Investigative Mission].

926 Id

“7U.S. Secret Service, Fiscal Year 2016 Strategic Context Congressional Submission.

8.8, Secret Service, United States Secret Service: Secret Service History, available at
http//www.secretservice.gov/history.shiml (last accessed May 3, 2015) [bereinafter USSS Website: History].

% Cong. Research Sexvice, The U.S. Secret Service: History and Missions, RL34603 (Dec. 18, 2014) [hereinafter
CRS Repon on USSS Mission].

930
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the White House. In 1906, Congress provided funds for Presidential protection. The scope and
nature of protection has continued to grow over time, notably including:

1908:

1913:

1917:

1922:

1961:

1962:

1965:

1968:

1968:

1970:

1971:

1976:

1977

1986:

1986:

Protection of President-elect.
Congress permanently authorized Presidential Protection.

Congress authorized permanent protection of the President’s immediate
family.

White House Police Force created (precursor to the Uniformed Division),
USSS took supervision over in 1930,

Protection of former Presidents and their spouses for a reasonable time.

Congress authorized statutory protection of the Vice President and Vice
President-elect.

Congress authorized protection of former Presidents and spouses during their
lifetime and minor children up to age sixteen.

USSS assigned to protect major Presidential and Vice-Presidential candidates.

The widows of Presidents until death, or remarriage, and their children until
age sixteen receive USSS protection.

Size and responsibilities of the White House Police extended to include
protection of foreign diplomatic missions in the Washington, DC area, and
elsewhere as directed; name changed to Executive Protective Service.

Congress authorized USSS protection for visiting foreign heads of state/heads
of government, and other official foreign guests, as directed.

Congress authorized protection of Presidential and Vice Presidential
nominees’ spouses within 120 days of the November general election.

Executive Protective Service name changed to U.S. Secret Service Uniformed
Division (UD).

Accompanying spouses of visiting foreign head of state or government are
authorized protection by Presidential directive.

UD assigned responsibility for the security of the U.S. Treasury Building and
grounds.
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e 1998: Presidential Decision Directive 62 designated USSS as the lead federal agency
to coordinate security at designated National Special Security Events
(NSSEs).

e 2003: USSS transferred to Department of Homeland Security.”!

As threats have changed, the nature of protective activities has evolved. The protection
that used to be more akin to “bodyguard” duties now includes advance security surveys,
coordination with state and local enforcement entities, intelligence analysis, and advanced
technology to address evolving threats. ™

USSS’s investigative mission has also grown substantially. In 1948, the investigative
mission expanded from being counterfeit-focused to including additional financial crimes when
Congress authorized the investigation of crimes against the Federal Deposit Insurance
Corporation, federal land banks, joints-stock land banks, and national farm loan associations.
The investigative mission has grown in scope drastically in last thirty years. In 1984, USSS was
given authority to investigate computer crimes and credit card fraud; in 1990, given joint
jurisdiction with the Department of Justice for investigations related to federally-insured
financial institutions; and given increased cyber-crime authority in the 2001 Patriot Act™
USSS was transferred from the Department of Treasury to the newly created Department of
Homeland Security in 2003.*°

933

2. Current State of Investigative Mission

USSS’s investigative mission includes crimes that involve counterfeit currency, financial
institution fraud, computer and telecommunications fraud, false identification documents, access
device fraud, advance fee fraud, electronic funds transfers, and money laundering.936 USSS also
plays an important role in facilitating relationships between other law enforcement entities and
academia. USSS maintains the Electronic Crimes Task Forces, which focus on identifying and
locating international cyber criminals connected to cyber intrusions, bank fraud, data breaches,
and other computer-related crimes.”™’ Additionally, USSS runs the National Computer Forensic
Institute, which provides law enforcement officers, prosecutors, and judges with cyber training
and information to combat cybercrime.93 8

31U 8. Secret Service, Protective Operations Manual, Mission and Authority of Secret Service Protective
Ogeralions. OPO-02 (Aug. 24, 2007).
z; CRS Report on USSS Mission, supra note 929.
Id.
4 JSSS Website: Histoty, supra note 928,
935 1d.
936 11
%7 Dep’t of Homeland Sec., Combatting Cyber Crime, available at http://www.dhs.gov/topic/combating-cyber-
%imc (last accessed May 5, 2015) [hereinafter “DHS Website: Combatting Cyber Crime].
1d.
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A majority of USSS’s workforce investigates financial crimes.”™ As of September 2014,
ﬁfty-two percent of USSS s total workforce were Series 1811 “special agents,” who are involved
in criminal investigations.”* This is a higher percentage than the Federal Bureau of
Investigation’s thirty-nine percent of Series 1811 employees ! Most special agents are in
USSS’s 2,659-person Office of Investigations.”* On average, these special agents spend only
about a third of their time on protection-related activities.™ This number increased to more than
forty-four percent during the 2012 election cycle.”™ These protection activities could include a
temporary assignment to a detaﬂ protective intelligence investigations, or developing complex
protective operational plans.”*

Office of Investigations
Activity by Man-Hours

jory iy }
lnm@g_* ns__|Financial Crime Investigations 8911 1,140,818
Counterfeit Investigations % 844 181
Cyber Crime Invesigiations 503, 551,962
Other Crininal Imvestioations S45 502 824! )
Other Non-Criminal investigations N 245 036] 274 483
Physical Protection 1,885, 1,759.326] 2,457 614
Protective X 284 D18 203,186
Other Duties 264, 1622621 194,782
o

Financial Crime Investigations
!n»es&gamns Counterfeit Investigations
Investigations | Gyber Crime Investgiafions
Other Criminal investigations
Other Non-Criminal investigations
Physical Protection

= -

¥ Memorandum from Cong, Research Service to Majority Staff of H. Comm. on Oversight & Gov’t Reform, The
Secret Service’s Financial Crime and Cybercrime Investigative Mission: Analysis of Overlap with Other Agencies
and Potential Issues Re. Shifting Mission Into Another Department/Agency (May 20, 2015) [hereinafter CRS Memo
onU.S. Secret Service Mission Overlap].

0 1d.

U 1d.

2 Workforce Planning Div., Office of Human Res. and Training, U.S. Secret Service, FY2015 - Staffing Levels as
of PP1504, Mar. 7, 2015, Mar. 25, 2015.

Zi Mar. 11, 2015 USSS INV Briefing, supra note 761.
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The Committee found the amount of time special agents are spending on protection is too
low, and the amount of special agents involved in criminal investigations is too high. USSS’s
model should be shifted to address this. This could be accomplished by reducing the
investigative responsibilities of USSS.

3. Benefits of Investigative Mission to Protective Mission

USSS maintains the investigative mission provides important benefits to the protective
mission. According to USSS, some skills developed in investigations are also used in an agent’s
protective duty, such as:

¢ Expertise in handwriting and forgery techniques skills is useful in investigating
handwritten letters and suspicious package threats;

o Expertise in investigating electronic and financial crimes skills is useful in
investigating threats made on the Internet;

s Tactical operation (i.e. surveillance, arrests, and search warrants) and law
enforcement writing (i.e. affidavits, after action reports, and operations plans) skills
are useful for both investigations and protection; and

» The partnerships that are created between field offices and local law enforcement are
useful for protection events.”*®

The Committee found these skills could be honed elsewhere, or in training, or in a USSS
with a much more limited investigative mission. These skill sets are more useful in some
protective situations than others; for example, they are more useful in the more technical
protective intelligence duties (which account for only about five percent of an agent’s time) than
in actual physical protection. USSS could focus investigative training on better complementing
protective duties if it were not focused on the specific complexities of financial and cybercrime.

USSS has argued that investigative rotations provide a respite from the hyper-vigilance
needed on a protective detail, which often consists of unpredictable and long hours.*’ Limiting
the agency’s investigative duties could also be done in such a way where relief from hyper-
vigilance could be preserved. For example, training could fill the vacuum left by removing some
investigative duties. It is important to note that employees would not be forced to work as many
consecutive shifts if the staffing problems were solved by reducing the strain from manning
investigative functions. The problem of tedium and the need for respite from hyper vigilance is
not unique to USSS and exists in many law enforcement and military jobs. More prescriptive
solutions as to how to manage a special agent’s time may be best answered through an outside

946
Id.
7 CRS Memo on U.S. Secret Service Mission Overlap, supra note 939, at 9.
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scientific study. Additionally, USSS should focus on relief from hyper vigilance in regards to
the Uniformed Division, whose duties are far more tedious and repetitive.

USSS asserts the investigative mission benefits the protective mission by providing
special agents who are able to be pulled from the field’s 141 domestic offices to assist with
protection duties when needed.”*® This “surge capacity” is tapped during large events such as a
Presidential election. Protection needs are not always consistent and it is important to have the
ability to pull more manpower as required. In the case of National Security Special Events,
USSS pulls manpower from other federal agencies, which end up far exceeding the USSS
employees working the event.™ This strategy indicates that USSS does not require their staffing
numbers to equal the total staffing need for certain events, thus their current model cannot
provide full “surge capacity” without help from other agencies. Even with a smaller
investigative mission and a smaller field office presence, USSS could continue to tap other
federal resources when a large scale protection event requires the agency to do so.

4. Position of Protective Mission Panel

While noting ways in which skills acquired from performing the investigative mission
benefit agents in performing the protective mission, the Protective Mission Panel also considered
the possible benefit of shedding non-essential missions and reiterated that the core mission is the
protection of the President.”® The panel wrote:

For years, the Service has taken on additional missions—in both its
protective and investigative roles—but has not matched its request for
additional resources to those expanded missions. The Service has to
increase the number of agents and, to an even greater extent, increase the
size of the Uniformed Division to ensure protection of the White House.
We think that a new director should give serious consideration to whether
there are collateral or non-essential missions that can be shed, though we
believe the Service’s investigative mission provides benefits to its
protective mission.”

The Panel concluded: “[T]he Secret Service cannot lose focus on its core and gssential mission:
the protection of the current, past, and future Presidents of the United States.””**

During the February 12, 2015 Committee hearing, members of the Panel expanded on
some of those points.”>® Former Deputy Attorney General Mark Filip explained that not all
investigative activities benefit the protection mission by the same amount:

% Mar. 11, 2015 USSS INV Briefing, supra note 761.
¥® Briefing from Office of Gov't & Pub. Affairs, U.S. Secret Service to H. Comm. on Oversight & Gov’t Reform
staff (July 30, 2015).
Z: ‘:Panel Report Exec. Summary, supra note 35, at 5.
> Id.
*21d. at 6.
% Protective Mission Panel Hearing, supra note 610.
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[T]here is certainly some benefits [sic] to be gained from the investigative
mission to some extent. Now, there is a continuum in those investigative
activities. To the extent, for example, that cyber investigations involve the
safety of the First Family, of the President, that is probably going to be
part of the core mission of the Secret Service. To the extent that cyber
involves looking at whether a movie studio has been hacked, or a health
insurance company, or a multinational leak, you know, retail-type entity,
that might be further afield, and other parts of the Federal Government
that are involved in cyber activities might be better positioned to handle
the lead on that, again, all through the core prism of what the main mission
of the Secret Service is.

So, you know, we had a couple months to look at this. We don’t purport
to have the final answers. But we think the guideposts on this will be what
is the core mission of the Secret Service, and does this particular activity,
whatever it is, further that mission or distract from it?°**

He also testified:

We think that the investigative mission in some form is consistent with the
protective mission. Some of those skills, some of those technologies
dovetail in very nicely. That said, protecting the financial system of the
United States is a massive endeavor if there aren’t bounds and limits put
on it. And it is likely the case—and we think this is important because it
also flows through the budgeting and personnel issues—that there has to
be a very hard, good-faith look at whether or not investigative functions
enhance the ability to protect or distract. And so the issue you have
identified is very real. We share that concern. That is one of the most
important things we think a new Director and a leadership team is going to
have to look at.”*®

Former Associate Attorney General Tom Perrelli stated:

And let me add on the question, one of the reasons why you find that the
investigative mission supports the protective mission is because of the
need for surge capacity or additional capacity when the President or other
protectees travel, particularly foreign travel, as well as certainly during
political campaigns, the arrival of the Pope in the United States, and those
kinds of things where you need to be able to draw on a significant force.
You also need a period of time, those 4 or 5 years in the field, to train and
then ultimately come to Washington to be part of the protective detail. If

S 1d. at 7.
93 1d. at 26.
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you didn’t have the investigative mission, you would have a very different
looking organization, really focused solely on protection. And that, 1
think, is, would be a very substantial change with a variety of pros and
cons. Ultimately, as a panel, we decided that we think, as Mr. Filip said,
that the investigative mission does support that protective mission. But
that because we believe that the protective mission is paramount, a new
Director has to make some serious choices.”™®

The Committee agrees with the Panel’s concerns. Documents and testimony obtained by
the Committee show the Director and the Administration should strongly consider adjusting the
agency’s mission.

5. DHS OIG Report on DHS Cyber Coordination

On September 4, 2015, DHS OIG released an audit of DHS component’s coordination
in performing their cyber missions. The audit “sought to determine whether [DSHS
components’] cyber roles and responsibilities have been well delineated and a process is in
place for department-wide information sharing and coordinated responses to cyber incidents
and criminal investigations.”®” The audit recommended “DHS develop both a department-
wide cyber strategy and training program” and “DHS components must also address the
information security deficiencies we identified.”*®

DHS OIG analyzed components with cyber responsibilities within DHS, including
Immigration and Customs Enforcement (ICE), the National Protection and Programs
Directorate (NPPD), and USSS. In addition to recommending an integrated cyber training
program and increased awareness of other component’s responsibilities, DHS OIG had some
adverse findings about USSS. DHS located vulnerabilities on external and internal websites
used by ICE and USSS agents to report investigation statistics, case tracking, and information
sharing.”®® USSS recently updated their external website on September 10, 2015.°° DHS OIG
also found USSS was not compliant with certain baseline DHS information security program
requirements and Federal Information Security Act requirements and that USSS has “not
provided annual specialized training to individuals with significant cyber responsibilities, a
DHS requirement.”*"!

Many of the findings of this audit concern the “blocking and tackling” of internal
cybersecurity. More troublesome than the consequences of USSS’s failure to meet this
requirement is that USSS is struggling to meet compliance issues related to its role within a
larger, bureaucratic DHS. Such a relationship could prove to be a distraction and require a

614, at 27.

7 Office of Inspector Gen., Dep’t of Homeland Sec., DHS Can Strengthen Its Cvber Mission Coordination Effort
(Sept. 4, 2015) (O1G-15-140) [hereinafter DHS OIG Cyber Coordination Report].

¥ Id. at 1.

" Id. at 14.

¥®1J.8. Sectet Service, Press Release, Secret Service Launches New Website and Mobile App (Sept. 10, 2015).

%I DHS OIG Cyber Coordination Report, supra note 957, at 18-19.
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diversion of resources away from its core mission.

DHS OIG also found USSS personnel expressed that there are very few formal training
opportunities for non-technical operators and special agents, and that USSS instead placed
more emphasis on training forensics personnel.g(’2 This suggests that USSS is to an extent
consolidating cyber responsibilities with forensic personnel, and not developing special agents
who would share a dual function of cyber and protective expertise. If that is the case, it
demonstrates that USSS’s cyber mission is not as inseparable from its protective mission as
advertised.

The findings of this audit are problematic for an agency playing an increasingly
important role in the federal government’s cybersecurity initiatives.

6. USSS Master Central Index

As part of a 2015 DHS OIG investigation into the improper access and distribution of
Privacy Act protected information, the Committee became aware of a problematic system for
storing sensitive information, the Master Central Index (“MCI”). According to DHS OIG:

MCI is a 1980’s vintage, electronic database and system of records used
by the Secret Service to house agency-unique information, including
information on individuals who are the subject of criminal, non-criminal,
and protective intelligence investigations, Secret Service personnel and
applicant data, and other records such as firearms and physical fitness
qualifications.”®

This antiquated legacy system did not seem compatible with the role USSS is trying to
establish for itself as a leader in the cyber community.

[INTENTIONALLY BLANK]

962

Id. at9.
#%5 Memorandum from Hon. John Roth, Inspector Gen.. U.S. Dep’t of Homeland Sec. to Hon. Jeh C. Johnson,
Sec’y, U.S. Dep’t of Homeland Sec., and Hon. Joseph Clancy, Dir,, U.S. Secret Service, Investigation into the
Improper Access and Distribution of Information Contained Within a Secret Service Data System (Sept. 25, 2015),
at 4.
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The image above was the warning screen that reminded a USSS employee to only use
or access information that is authorized "™ Once past this warning screen, an employee could
access troves of sensitive data, including personal identification information such as dates of
birth, Social Security numbers, contact information, and other information.”* Further, the
system was not naturally auditable. DHS OIG had to request USSS write its own customized
scripts to perform searches to determine who accessed records within the MCI.**® Without this
script, MCI had no usable audit trails.*’

At a November 17, 2015 hearing, Director Clancy announced that the MCI system had
been “officially retired” and that “with respect to applicant records, the number of employees

gpmm, on Oversight & Gov’t Reform {Sept. 30, 2015).
1.
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with access to the new system has been reduced by more than 95 percent.”**® DHS OIG’s
Office of Technology Audits is curr?ntly conducting an audit of the new system and plans to
issue final report in February 2016.°%

The potential for internal improper access to such a wide-range of sensitive information
is extremely problematic. A self-enforced warming screen was the only thing which stood
between a USSS employee and a bevy of personal information. One egregious example of the
potential danger of unauthorized access to government systems occurred in 2013 when a
special agent was able to confirm the home address of a woman he had previously approached
and unsuccessfully asked out on a date.”® The agent then traveled from the New York field
office to California to visit her.””" The special agent appeared at her home and asked her out
again and was again denied.””> The woman then took a photograph of his license plate and
contacted the police.””

7. USSS Not Clear About Priority

USSS has failed to make clear that protection is its ultimate priority. In USSS’s 2012
Annual Report, Financial Investigations was listed as “Goal 1” in their Strategic Objectives.w4
Protection was “Goal 2.7 The report also listed the investigative mission ahead of the
protection mission in both the “Mission” and “Vision” sections.””

Similarly, USSS has defined its mission differently at times. For example, in a May 2010
internal analysis, USSS defined its mission as:

The mission of the United States Secret Service is to safeguard the
nation’s financial infrastructure and payment systems to preserve the
integrity of the economy, and to protect national leaders, visiting heads of
state and government, designated sites and National Special Security
Events (NSSEs).””

The same document also lists “mission complexity” (e.g., dual mission, changes in threat
complexity for investigations and protection, increased protective and investigative

98 Examining the Ongoing Challenges at the U.S. Secret Service and their Government-wide Implications: Hearing
Before the H. Subconum. on Oversight & Mgmt. Efficiency and S. Subcomm. on Regulatory Affairs & Fed. Mgmt.,
114th Cong. (Nov. 17, 2015).

969

¥ nspection Div., U.S. Secret Service, Special Investigation Case Report Details, Case Number 190-805-0000594
(gpcned Ang. 5,2013).
U Id.

973 1d

1 1U.8. Secret Service, Fiscal Year 2012 Annual Report, at 3.
975
Id.

976

Id.
77 1.S. Secret Service, Strategic Requirement Planning Process, Strategically Navigating Future Decisions, May
2010.
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requirements, unknown future protective and investigative requirements changes) as a challenge
and constraint which is impacting Protective Operations. Similar documents define the mission
in that order. As of now, USSS describes itself as a global crime fighter:

The U.S. Secret Service has grown from a small bureau staffed by a few
operatives in 1865, to a law enforcement organization of nearly 7,000
employees worldwide. Today, the U.S. Secret Service fights crime on a
global scale through its field offices located in the United States, Canada,
Mexico, South America, Europe, Africa and Asia. The agency works
closely with local, state and federal law enforcement agencies. These
entities are valued partners of the Secret Service, and they are integral to
the agency’s investigative and protective mission.””®

This demonstrates that USSS sees itself as a global law enforcement agency first, and a
protection agency second.

The Committee found that USSS’s prioritization of its investigative mission is a result of
the increase in complexity and volume of cybercrime. According to internal meetm notes
obtained by the Committee, USSS may be seeking to create its own cyber division.”” At that
meeting, a senior supervisory agent allegedly acknowledged that his “priority is cyber, cyber,
cyber” and “that’s the way of the future. ™%

8. Implementation of Panel Recommendation Regarding Non-Essential
Mission

On October 8, 2015, Committee staff met with Tom Dougherty, Chief Strategy Officer of
the Office of Strategic Planning ** Dougherty is in charge of tracking the implementation of the
Protective Mlssxon Panel’s recommendations.”™ Despite repeatedly assuring Committee staff
that there were “no sacred cows” in the process of implementing the Panel S recommendations,
Dougherty said that USSS has not looked at missions to potentiall 4y shed.”® Doug,herty instead
referred to the emphasis of the professionalization of APT staff. o8

A reshuffling of the duties already within USSS does not satisfy the Panel’s
recommendation that the “new director should give serious consideration to whether there are
collateral or non-essential missions that can be shed.””®* USSS has chosen to willfully ignore the

Panel’s recommendation on this issue.

97;‘ USSS Website: History, supra note 928
7 ing wi 4 i . 2015).
o ;\ldotes from RN ceting with [USSS leadership] QUNNNNI- 2015)

™1 Oct. 8, 2015 USSS OSP briefing, supra note 373.
982 1d.

2 1d.
984 .
% Panel Report Exec. Summary, supra note 35, at 5.
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9. Cyber and Financial Crimes Missions across Government

There are many other entities in the federal government that have significant cyber
responsibilities. The FBI has the widest criminal investigative authority; other components
within the Department of Homeland Security share some responsibilities with USSS; the
Department of Treasury has certain terrorism-related financial foci; the Postal Service has mail
fraud authorities; the Central Intelligence Agency has cyber-intelligence authorities; the
Department of Defense has military cyber authorities; and the Drug Enforcement Agency has
drug-related financial crimes authorities. Simply put, there are many other agencies which have
similar or overlapping responsibilities with USSS. Transferring USSS’s cyber investigative
responsibilities would reduce inefficient redundancies and consolidate physical resources and
expertise. Due to the FBI's size and national presence, it is a logical entity to assume portions of
USSS’s cyber mission. However a transfer of authorities occurs, it would be necessary for the
proper personnel and resources to follow.

At an October 22, 2015 House Judiciary hearing, Representative Chaffetz questioned FBI
Director James Comey about the FBI's cyber mission and its relationship with other government
agencies:

CHAFFETZ: What—what is it that you can’t do? That is, is there
another department or agency that’s doing something that
the FBI couldn’t do?

COMEY: In a cyber realm? That’s a good question.
CHAFFETZ: Well, thank you.

COMEY: Yes, I don’t—I don’t—1I can’t think of it sitting here. Our
responsibility is obviously confined to the United States.
And so we work with our partners, NSA, in particular, in
trying to fight the cyber threat that’s coming from overseas.
The bureau doesn’t have the ability to reach out in that
way. And so that’s...

(CROSSTALK)

CHAFFETZ: Let me—let me ask you in the context of the United States
Secret Service. I was surprised to learn that two-thirds of an
agent—the agents that they have, two-thirds of their time is
spent on investigations and cyber. And it—it begs the
question to me, why do we have such a small group of
people doing that which the FBI has a much bigger

*Cong. Rescarch Service to Majority Staff of H. Comm. on Oversight & Gov't Reform, Federal Law Enforcement
of Selected Financial and Computer Crimes (May 4, 2015) [App. at 218-242].
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resource infrastructure and expertise in doing? And as we
look at potentially restructuring the—the Secret Service
and getting more focused on—on the protective mission,
why not combine the two? Or what is it that they do that
you don’t want to do, or that they do that you can’t do?
I'm trying to get my arms around.

Yes, it was a good—such a good question, I misunderstood
it. I'm sorry. The—the secret—one of the things I've been
trying to do is drive us closer together with the Secret
Service because they have expertise, especially in the
financial- related intrusions and credit card scams. They’ve
spent years developing that expertise. And so I don’t want
to duplicate it. So we're trying to drive ourselves together.
I’d like us to combine our taskforce. It doesn’t make any
sense for them to have electronic crimes taskforce, and
[for] me to have a cyber taskforce; there ought to be one.
They do great work. I want to make sure we don’t
duplicate. And I want to do joint training with them.
They’re doing some great training. So are we. That’s one
of the things we can’t do. We can’t do enough for state and
local law enforcement to help them deal with digital crime.

So in terms of the personnel that you have associated with
that, how would that work? Are there other agencies that
would also—I mean, mean Secret Service is but one. Are
there other agencies that that should be also included in that
because we got a homeland security organization that
thinks they should be in charge of all the cyber?

Yes, 1 think with respect to the criminal work that we do,
there are people at HSI within the Department of Homeland
Security who are doing cyber-related crime work. And
then there’s a lot of state local law enforcement doing it.
And they are part of our taskforces.

This—can you give me any more, shedding more light on
the FBI's next-generation cyber initiative? Explain that to
me a little bit more.

Yes, without eating up all your time, it’s—it’s our strategy,
my strategy for where we’re going to take the FBI in the
next three to five years. And so it involves deploying our
people in a different way, getting better training, better
equipment, focusing ourselves on the threats that I think the
FBI, given its footprint, is best able to address. So it’s our
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sort of whole of FBI approach to cyber over the next three
to five years.

CHAFFETZ: And so when you have an FBI—you have FBI personnel
that will focus potentially their entire career just on cyber,
correct?

COMEY: Right.

CHAFFETZ: They won’t necessarily be bouncing around a different
path?

COMEY: Correct.”™

Director Comey’s testimony highlights some of the institutional advantages and success
USSS currently has combating cybercrime and some of the issues related to USSS’s role in the
government’s coordination of its cyber efforts. First, efforts are being duplicated, as exemplified
by both FBI and USSS having electronic crimes taskforces. As Director Comey stated, one
entity should control electronic crimes taskforces. Second, in order for agencies to coordinate
efficiently in real-time, they must train together, When FBI and USSS coordinate training
together there is bureaucratic complexity that would not exist if FBI assumed the additional
responsibilities of USSS. Third, there are personnel at FBI who focus only on cybercrime
whereas at USSS agents have both protective and investigative duties. This results in asymmetry
between the experience being developed at the two agencies. Cybercrime investigations may be
enhanced when there are employees that focus on it alone.

According to FBI's website, FBI “lead[s] the national effort to investigate high-tech
crimes, including cyber-based terrorism, espionage, computer intrusions, and major cyber
fraud.”® As it currently stands, it can be unclear who is in charge. Below is a chart from the
Department of Justice’s website on the proper reporting of certain types of crimes.”

[INTENTIONALLY BLANK]

K Oversight of the Federal Bureau of Investigaiion: Hearing Before the H. Judiciary Comm., 114th Cong. (Oct. 22,
2015).

7% Federal Bureau of Investigation, “Cyber Crime,” available at https://www.ibi,gov/about-us/investigate/cyber
(last accessed Oct. 206, 2015).

* Dep't of Justice, Reporting Computer, Internet-Related, or Intellectual Property Crime, available at

http://www justice.gov/criminal-ccips/reporting-computer-internet-related-or-intellectual-property-crime#C4 (last
accessed Oct. 26, 2015).
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This chart presents a variety of options on where to report a potential cybercrime. Making(
matters worse, the Secret Service links contained on this chart direct to a defunct website. "™

In addition, government agencies themselves are uncertain as to who has the lead on a particular
issue. For example, the FBI and USSS are jointly investigating the hacking of a private email
account used by CIA Director John Brennan and his family.”®" When an investigation requires
two investigating bodies, there are potential concerns around who is actually in charge when the
chief intelligence officer in the country’s email is hacked.

As cybercrime becomes more prevalent and complex, the federal government needs to be
organized as efficiently as possible. Given that a significant portion of USSS’s mission is
investigating cybercrime and the agency is suffering from severe staffing shortages, thereis a

01,8, Secret Service, Field Offices, available at http://www secretservice. gov/field_offices.shtml (last accessed
Qct. 26, 2015).
%' Gretchen Ertl, FBI, Secret Service probe hack of CIA chief's private emails, REUTERS, Oct. 22, 2015.
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perfect opportunity to more efficiently consolidate cyber responsibilities while simultaneously
alleviating a major strain on resources within USSS.

[INTENTIONALLY BLANK]
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VIIL. Conclusion

USSS is an agency in crisis. The Committee’s bipartisan investigation found the
agency’s recent public failures are not a series of isolated events, but the product of an insular
culture that has historically been resistant to change. It is likely USSS’s challenges will become
more difficult in the immediate future due to the problems it faces in the areas of hiring and
staffing,

The attrition rate reflects a fundamental fact about the problems that plague the agency;
USSS cannot repair itself without first restoring the trust of its employees and increasing
personnel dramatically to meet mission and training requirements. Whether from missteps at the
executive level or at the field office supervisor level, it is clear many of the rank-and-file have
lost confidence in USSS’s current leadership. USSS can restore pride in the agency by excelling
at its primary mission: ensuring the safety of the president and other protectees.

Senior agency leadership has publicly lamented the fact that rank-and-file employees are
more comfortable speaking with people outside the agency than they are with their supervisors.
Until the Secret Service’s culture changes so employees who identify ways to reform the agency
can make suggestions and air grievances without fear of reprisal, it will be difficult for leadership
to fully realize the extent of the reforms necessary. In that sense, this report should be useful for
agency leadership. The Committee relied on numerous agency whistleblowers to develop the
findings and recommendations contained herein. Enacting these recommendations, and those of
the Protective Mission Panel, is an important step toward restoring employee confidence.

The Committee believed—and still does—that new senior leadership from outside the
agency would be best positioned to enact the reforms that the agency desperately needs.
Meanwhile, Director Clancy has an opportunity to move the agency forward. USSS leadership
needs to honestly acknowledge the problems plaguing the agency and then confront them head-
on. The Committee has heard repeatedly from USSS employees that they crave leaders who will
speak with candor about these issues, because only then can the agency truly set about moving in
the right direction. We remain hopeful that USSS can overcome its resistance to change and
capitalize on this opportunity for progress.
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MEMORANDUM October 23, 2015

To: I
]

From:

Subject: The Secret Service Salaries and Expenses Appropriation for FY1999-FY2018

This memorandum is in response to your request for information tracking the evolution of the Salaries
and Expenses appropriation for the United States Secret Service (USSS) from FY 1999-FY2015. You also
requested that CRS include top-line numbers for USSS for the time period as well.

CRS based its analyses on budget justification documents and appropriations committee reports. Due to
inconsistencies in the data presented in some of these documents, CRS was unable to analyze a complete
data set for the time period you desired. However, the information provided through those budget
justifications allowed CRS to develop a general history and perform a limited analysis. CRS has received
additional data from the USSS on stafling levels, and has updated the content of this memorandum as first
transmitted on October 19, 2015 to include this additional information.

Information in this memorandum is drawn from publicly available sources and is of general interest to
Congress. While your identity and specific request will remain confidential, all or part of this information
may be provided by CRS in memoranda or reports for general distribution to Congress. None of the
information included or used to compile this memorandum is classified or law-enforcement sensitive.

Top-Line Funding History of the USSS, FY1999-FY2015

Table 1 presents an overview of DHS’s annual appropriations request versus the enacted amounts. The
information is drawn from appropriations committee reports. Requested and enacted appropriations
appear in the second and third columns, respectively. The fourth column is the difference between the
two. The requested amounts reflect the annual appropriations request, without factoring in budget
amendments or supplemental appropriations requests. The enacted amounts do not reflect the impact of
rescissions or transfers.

Table [.Annual Appropriations for the U.S. Secret Service, FY1999-FY2016

(amounts in millions of nominal doliars)

Fiscal Year Requested Enacted Difference
2016 $1,939 nfa nfa
2015 $1,636 $1,666 +$30
2014 $1,546 $1.585 +$39
Sery TET00 | wiwwtrsgay
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Fiscal Year Requested Enacted Difference
2013 $1,601 $1Lell +$10
2012 $1,699 $1,667 -$32
2011 $1,572 $1,515 -$56
2010 $1,490 $1,483 -$7
2009 $1,414 $1,413 -$1
2008 $1,399 $1,385 -$14
2007 $1,265 $1,277 +$13
2006 $1,204 $1,212 +$8
2005 $1,163 $1,175 +$12
2004 $1,124 $1,134 +$10
2003 $1,010 $1,049 +$39
2002 $860 $1,029 +$169
2001 $830 $834 +$4
2000 $666 $691 +$25
1999 $601 $693 +$92

Source: CRS analysis of congressional appropriations documents: For FY 1999, H.Rept. 106-231 (accompanying H.R.
2490); for FY2000, H.Rept. 106-622 (accompanying H.R. 4425); for FY2001, H.Rept. 107-152 (accompanying H.R. 2590);
for FY2002, H.Rept. 107-575 (accompanying H.R. 5120); for FY2003, H.Rept. 108-169 (accompanying H.R. 2555); for
FY2004, H.Rept. 108-541 (accompanying H.R. 4567); for FY2005, H.Rept. 108-774 (accompanying P.L. 108-334); for
FY2006, H.Rept. 109-241 (accompanying P.L. 109-90); for FY2007, H.Rept. 109-699 (accompanying P.L. 109-295); for
FY2008, Division E of the House Appropriations Committee Print (accompanying P.L. 110-161); for FY2009, Division D of
House Appropriations Committee Print (accompanying P.L. 110-329); for FY2010, H.Rept. [11-298 (accompanying P.L.
111-83); for FY2011, H.Rept. 112-331 (accompanying P.L. 112-74); for FY2012, H.Rept. |12-331 (accompanying P.L. 112-
74); for FY2013, Senate explanatory statement (accompanying P.L. 113-6); for FY2014, the explanatory statement
accompanying P.L. 113-76; for FY2015 and FY2016, H.Rept. 114-215 (accompanying H.R. 3128).

Notes: Table displays rounded numbers, but all operations were performed with unrounded data; therefore, amounts
may not sum to totals.

a.  Enacted numbers for FY2013 include impact of across-the-board cuts in P.L. 113-6, but do not reflect the impact of
sequestration,

History of the Salaries and Expenses Appropriation, FY1999-FY2015

Over the time period under discussion, with the exception of FY2007, when separate appropriations were
provided for “Protection, Administration, and Training,” and “Investigations and Field Operations,” the
“Salaries and Expenses™ appropriation (hereafter S&E) has carried the bulk of funding for USSS.
However, the S&E appropriation has not had an entirely consistent makeup during this time.

In FY 1999, USSS was a part of the Treasury Department, and funded under the Treasury, Postal and
Government Operations Act.! There were three budget activities that made up the USSS S&E
appropriation. The first was “Investigations, Protection, and Uniformed Activities.” The other two
activities were “Other Security Activities,” and “Candidate Protection Activities.” These were provided
under a single appropriation, with limited direction from Congress regarding specific activities. The cost

! For FY'1999, that act was a part of P.L. 105-277, the Omnibus Consolidated and Emergency Supplemental A ppropriations Act,
1999.
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to the general fund of the Treasury of these activities was partially offset by resources from the Violent
Crime Reduction Trust Fund and reimbursements from the Treasury’s forfeiture fund.

In FY 2001, USSS reduced its use of offsets from the Violent Crime Reduction Trust Fund and the
Treasury’s forfeiture fund to pay for its activities. In FY 1999 and FY 2000, these funds had offset over
$102 million in costs that included protection of presidential candidates, countering chemical and
biological threats to protectees, support for the National Center for Missing and Exploited Children, and
replacement of vehicles. These costs would be absorbed within the S&E appropriation, which rose a net
$16 million from FY 2000 levels, although appropriations were no longer needed for the costs of
protecting presidential candidates.

From FY 1999-FY 2001, USSS also received over $120 million in transfers, supplemental appropriations,
and emergency appropriations. After 9/11, USSS S&E received almost $105 million in supplemental
appropriations for FY2002,? and another $30 million for FY2003.°

In the middle of FY2003, USSS was transferred to the Department of Homeland Security (DHS), and
began to be funded under the new Homeland Security Appropriations Act in FY2004. This was the first
year that detail tables in the conference report provided final funding direction to the USSS at the
program, project, and activity level. S&IE was split between “Protective, Investigative, & Uniformed
Activities” and “Presidential Candidate Protective Activities.”

Over the next several fiscal years, the internal structure of the S&IE account shifted several times in
appropriations committee reports with activities grouped as Protection, Field Operations, Administration,
and Training for FY 2005 and FY2006. In FY 2007, the S&E appropriation was split in two, becoming
“Protection, Administration, and Training” and “Investigations and Field Operations.” The S&E
appropriation returned in FY 2008, split between “Protection,” “ Administration,” and “Training.”
“Investigations and Field Operations” was still separate, until it rejoined the reconstituted S&E
appropriation as “Investigations” in FY2009.

Over this time period specific funding levels were provided for a range of USSS activities: The detail
table accompanying the FY 2005 appropriations act sets funding levels for ten separate activities in the
S&E account, compared to five activities and subactivities in 2004. These are outlined in Table 2.

The FY 2005 model, with the cyclical addition of “Presidential Candidate Nominee Protection” under
“Protection,” was generally the approach to organizing the S&E appropriation until FY2012. As noted
above, a departure from that structure occurred in Y2007 and FY2008 with reorganizations of the S&E
appropl}ation into different pieces, but the individual activities continued to be listed in the committee
reports.

*PL.107-117.
*PL 10811
* One shift that occurred in name only was when “Field Operations” was renamed “Investigations” in FY2009.

Appendix to House Committee on Oversight and Government Reform Report
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Table 2. Programs, Projects, and Activities under the USSS Salaries and Expenses (S&E)
Appropriation, FY2003-FY2005

FY2003

FY2004

FY2005

[No
subcategorization of
S&E was provided in
committee tables —
however, from

FY 1999 through
FY2003 periodic
direction of funding
from the general
fund, the Violent

Protective, Investigative, & Uniformed Activities

Other Protective, Investigative, & Uniformed
Activities

White House Mail Screening and Processing
Investigations of Missing / Exploited Children
Support

Grants

Protection

Protection of Persons and Facilities

National Special Security Event Fund
Protective Intelligence Activities
White House Mail Screening

Field Operations

Crime Reduction
Trust Fund, and
Treasury’s forfeiture
fund was made in
both legislation and
committee reports
related to specific
projects or activities,
such as presidential
candidate protection
or forensic support
for cases involving
missing or exploited
children.]

Presidential Candidate Protective Activities Domestic Field Operations

international Field Office Administration,
Operations and Training

Electronic Crimes Special Agent Program
and Electronic Crimes Task Forces

Administration

Headquarters, Management and
Administration

National Center for Missing And
Exploited Children

Training

Rowley Training Center

Source: CRS analysis of H.Rept. 107-740, S.Rept 107-222, H.Rept. 108-280, and H.Rept. 108-774.

In FY2012, “Information Integration and Technology Transformation” first appeared as a new activity in
the appropriations committees’ detail table. Then in FY2013, “White House Mail Screening” moved into
“Protection of Persons and Facilities,” and “Electronic Crimes Special Agent Program and Electronic
Crimes Task Forces” was subsumed in “Domestic Field Operations.” The structure of this appropriation
may change again in the FY2017 appropriations cycle with the adoption of a standardized appropriation
structure across DHS.

S&E Appropriation Levels and Actual Spending

Table 3 provides information on the history of appropriations requested, enacted, and put into use for the
USSS S&E appropriation. The first three years of the data are somewhat affected by the use of the
Treasury forfeiture fund and the Violent Crime Reduction Trust Fund to support operations that would
later be incorporated into the USSS S&I appropriation without offset.

Table 3. USSS Salaries and Expenses Appropriations, FY1999-FY2015
(in thousands of nominal dollars of budget authority)

Requested Enacted Actual
Fiscal Year (CBO-based) (CBO-based) (OMB-based)
1999 594,657 684,805 683,676
2000 661,312 6873122 687,312

n Qversight and Governm:
An Agency in Crisis

ent Reform Report
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Requested Enacted Actual

Fiscal Year (CBO-based) (CBO-based) (OMB-based)
2001 824,500 823,800 858,106
2002 857,117 920,615 1,045,526
2003 1,010,435 1,029,150 1,265,000
2004 1,120,372 1,137,280 1,189,062
2005 1,159,125 4,172,125 1,164,719
2006 1,200,083 1,208,310 1,202,149
2007> 1,261,378 1,275,433 1,281,892
20080 1,095,078 1,381,771 1,399,271
2009 1,410,621 1,408,729 1,450,665
2010 1,485,609 1,478,669 1,486,337
2011 1,567,642 L514,332 1,577,913
2012 1,691,751 1,661,237 1,664,065
2013 1,544,113 1,555,913 1,506,545
2014 1,494,614 1,533,497 1,538,497
2015 1,585,970 1,615,860 nla

Source: CRS analysis of reports accompanying FY 1999-FY2003 Treasury, Postal Service and General Government
appropriations bills and acts; FY2004-FY2016 reports accompanying FY2004-FY2016 Department of Homeland Security
Appropriations Acts; and budget justification documents for the U.S. Secret Service for FY1999-FY201s.

Notes: “Requested” column does not reflect budget amendments or supplemental appropriations requests; “Enacted”
column reflects supplemental appropriations, but not rescissions; “Actual” column reflects supplemental appropriations,
resources drawn from the Treasury forfeiture fund and Violent Crime Reduction Trust Fund, transfers (unless noted
below) and reprogrammings.

a.  Does not incdude $21 million transfer within Treasury required by P.L. 106-113,
b.  FY2007 and FY2008 numbers are derived by combining component elements of S&E from other appropriations.

FY2016 USSS Appropriations Status

The S&E appropriation is currently covered by a continuing resolution (PL. 114-53), which runs through
December 11, 2015, and provides funding at a rate for operations equal to what was provided in FY2015,
minus 0.2108%. According to USSS, interim continuing resolutions hamper their ability to hire and train
personnel, due to restrictions placed on their ability to use the resources provided.’

Table 4 presents a comparison of the FY2015 USSS appropriation in detail, the FY 2016 appropriations
request, and the recommendations of the House and Senate appropriations committees in their reported
FY 2016 appropriations bills for DHS.

? For more information on the effects of interim continuing resolutions, see CRS Report RL34700, Inferim Continuing
Resolutions (CRs): Potential Impacts on Agency Operations, by Clinton T. Brass

o
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Table 4. Budget Authority for the USSS, FY2015-FY2016
(budget authority in thousands of dollars)

FY2015 FY2016
Senate-~ House-
Appropriation / reported S. reported
Sub-Appropriation Enacted Request 1619 HR.3128
Salaries and 1,615,860 1,867,453 1,837,165 1,832,813
Expenses
Protection 990,221 1,290,239 1,252,338 1,248,456
Protection of persons 892,685 1,009,246 972,425 976,655
and facifities
Protective intelligence 67,536 72,806 71,726 63,614
activities
National Special 4,500 4,500 4500 4,500
Security Events
Presidential 25,500 203,687 203,687 203,687
candidate nominee
protection
Investigations 380,856 325,307 336,822 335,897
Domestic field 338295 291,139 294,523 294,523
operations
International field 34,195 34,168 33,933 33,008
office administratien,
operations and
training
Forensic support to 8,366 — 8366 8,366
the Nationat Center
for Missing and
Exploited Children
Information Integration 1,025 1,057 1,038 1,057
and Technology
Transformation
James }. Rowley Training 55,378 56,170 55,268 54,204
Center
Acquisition, 49,935 71,669 86,974 72,819
Construction, and
Improvements
Facilities 5,380 26,432 26,432 29,432
Next Generation Limo —_ —_ —_— 8,500
Information Integration 44,555 45,237 60,542 34,887
and Technology
Transformation
Total 1,665,795 1,939,122 1,924,139 1,905,632

sight and Government Reform Report
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Sources: CRS analysis of P.L. 114-4 and its explanatory statement as printed in the Congressional Record of January 13,
2015, pp. H275.H322, the FY2016 DHS Budget-in-Brief; S. 1619, S.Rept. 114-68, H.R. 3128, and H.Rept. 114-215.

Personnel Breakdown by Category

From FY2006-FY 2015, the UUSSS did not provide in its budget justifications a personnel breakdown
between special agents, its Uniformed Division, and support staff. This was not always the case in years
prior to Y2006, and the USSS may be returning to its former policy. From FY2001 through FY 2005, the
Secret Service provided data on “Full-Time Equivalent” (FTE) work-years funded in its S&E
appropriation. In the justification documents for FY2016, USSS included an accounting of the FY2014
actual FI'E work-years achieved.

Table § includes the information provided in USSS budget justifications regarding the number of
permanent FTE the department had each fiscal year, divided across the three categories of personnel
noted above.

Table 5. USSS Justification-reported Full-Time Equivalent Staff Years by Category

Uniform
Special Division
Fiscal Year Total Agents (officers only) Other
1999 {actual) 4811 2278 1,039 1,494
2000 (actual} 5135 2,635 1,609 1,491
2001 (actual) 5,456 2,861 1,052 1,543
2002 {actual) 5,654 2,921 1,106 1,627
2003 (actual) 5.890 3131 1,089 1,670
2004 (projected) 6,252 3215 1,354 1,683
2005 {requested} 6,377 3,215 1,479 1,683
2006-2013 No Data Available
2014 (actual) 6,376 3,290 1315 1771

Source: CRS analysis of USSS budget Justification documents.

After the initial transmission of this memorandum, the USSS provided additional data on “positions
achieved” by the USSS from FY2006-FY2015. Table 6 provides this information, as does Figure 1in a
visual format. The data is not directly comparable to Table 5, as FTE is a measure of hours worked,
“positions achieved” is a measurement of people employed at a given point in time.

Table 6. USSS Staffing Levels, FY2006-FY2015

(positions achieved at the end of the fiscal year)

Administrative,

Professional,

Fiscal Uniformed and Technical
Year Total Special Agents Division Staff
2006 6,506 3,273 1,333 1,900
2007 6,622 3,361 1,336 1,925
2008 6,607 3,385 1,290 1,932
2009 6,772 3,474 1,345 1,953
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Administrative,

Professional,

Fiscal Uniformed and Technical
Year Total Special Agents Division Staff
2010 6,945 3,542 1,387 2,016
2041 7,024 3,535 1,420 2,069
2012 6,759 3,435 1,382 1,942
2013 6,480 3,324 1322 1,834
2014 6,367 3,277 1,345 1,745
2015 6,315 3,257 1,329 1,729

Source: USSS e-mail to CRS, October 23, 2015,

Figure |. USSS Staffing Levels, FY2006-FY2015

(positions achieved at the end of the fiscal year)
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USSS Personnel Costs

Through the supporting information provided in USSS budget justifications, CRS was able to develop an
accounting of personnel costs for USSS permanent positions paid through the S&E account, starting in
FY2004.° Data was also available on the number of permanent positions distributed actoss the GS pay
scale in USSS over that time period, and the average salaries from FY 2008 going forward.

Costs by Object Class

Table 7 presents data based on USSS reporting of its use of S&E appropriations by the Office of
Management and Budget's system of object classes, which presents obligations by the items or services
purchased by the federal government. Object Class 10 is the overarching class devoted to “Personnel
Compensation and Benefits,” which commonly includes the costs noted below.

Table 7. USSS Salaries and Expenses Personnel Costs, FY2004-FY2014

(in thousands of nominal dollars)

Other than Full- Other
Personnel Time Personnel Total
Comp ion Per t Comp tion Personnel "Personnel
Fiscal Year (Obj. class 11.1)  Positions (11.3) (11.5) Benefits (12.1) costs™”
2004 402,699 3,987 150,679 197,160 754,525
2005 428,152 3216 186,450 210,611 828,429
2006 484,029 4,942 108,488 209,458 806,917
2007 485,380 2714 136,545 245219 869,858
2008 517.309 2,706 161,139 271,018 952,170~
2009 7174615 b b 285,694 1,003,155
2010 749,3465 b b 304,977 1,054,323
2011 609,330 3,406 167,869 315,254 1,095,859
2012 601,177 3,735 199,612 294,598 1,099,122
2013 624,159 3,737 168,923 286,067 1,082,886
2014 637,040 2,690 185,469 302,845 1,128,044

Source: CRS analysis of USSS S&E budget justification documents, FY2006-FY2016.
Notes:
a.  Does not include $120,000 in benefits for former employees (object dlass 13.0).

b.  In budget justification documents for USSS S&E for FY201 1 and FY2012, a more detailed breakdown of Object Class
1.0 (Permanent Positions) was not provided.

Distribution of USSS Civil Service Employees Across the GS Scale

Data was available through USSS budget justifications to analyze the distribution of positions by the
General Schedule (GS) scale across the USSS from FY2004-FY2014. This same data set includes the
number of Executive Schedule (ES) personnel, and “other graded positions,” which generally reflects

€ For FY2007, when the S&F account did not exist, USSS budget personnel indicated adding the data provided for “Protection,
Administration, and Training” and “Investigations and Field Operations” would provide parallel data to other fiscal years.

Appendix to House Commitiee on Oversight and Government Reform Report
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positions in the USSS Uniform Division. This data is presented in graphic form in Figure 2, with the raw
data in Table 8.

Figure 2. USSS Positions, FY2004-FY2014
As Reflected in USSS Salaries and Expenses Justifications for FY2006-FY2016
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The most common General Schedule (GS) grades by position in the USSS are GS-12 through GS-14.
Since FY2004, the most significant growth has been in the number of GS-13 positions. There were almost
1,200 more GS-13s in FY 2015 than in FY2004, and 88 more GS-14s. The number of GS-9s-~once one of
the more common grades in the USSS—has dropped sharply since 2011. The number of GS-7s and below
have all declined since the USSS was transferred to DHS.

The average GS position in the USSS was projected to be 12.45 in FY2015, up from 11.33 in FY2004.
The size of the executive cadre at the USSS rose from 39 in FY2006 to 50 in FY 2009 - and was
estimated to be 52 in FY2015.

Other graded positions, which generally reflects positions in the USSS Uniform Division, rose from 1,368
to 1,743 in 2007, for four years, peaking at 1,767 in 2010, then dropped to 1,350. The FY2016 budget
request anticipates 1,457 such positions, a sharp increase from FY2014 levels.”

Salary Average by Full-Time Equivalent

Data on average salary for ES and GS positions, as well as data on average grade first appeared in the

FY 2006 budget justifications, reaching back to report actual performance from FY2004. With the changes
to the structure of the S&E appropriation for FY2007 and FY 2008, information on averages could not be
separately developed by CRS. Data on FY 2014 performance was not provided in the FY2016 request.

Table 9. USSS S&E Average Salary Data

Average Executive Average General Service
Fiscal Year Service Salary Salary

2004 143,182 66,642
2005 149,946 71,124
2006-2007= nfa nfa
2008 156,263 83,182
2009 160,639 85511
2010 163,611 87,093
2011 165,942 88,334
2012 143,125 84,855
2013 144,556 85,704
20140 146,002 86,561
2015¢ 147,462, 87,428

Source: CRS analysis of budget justificadions for USSS S&E, FY2006-FY2016.

Notes: Data is what was presented in USSS budget justification documents as actual performance, with the exceptions
noted below.

a. Data for these years is unavailable due to structural changes in the S&E appropriation.
b. Represents “Revised Enacted” data as presented in the FY2016 USSS S&E justification rather than “Actual.”
c.  Represents data from the FY2015 request as presented in the FY2016 USSS S&E justification rather than “Actual.”

7 Department of Homeland Security, United States Secret Service Salaries and Expenses Fiscal Year 2016 Congressional
Justification, p. 69.
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MEMORANDUM June 11,2015
"

To: I
]

From: |

Subject: U.S. Secret Service Testimony, 1865 - 2015

This memorandum responds to your request for a list and link to every instance that the U.S. Secret
Service (USSS) testified before a congressional committee. Specifically, vou requested a list of “for all
hearings in which USSS appeared as a witness.” To complete this list, CRS searched 150 years of hearing
from 1863 to the preseat using http://congressional. proquest.com. While every effort was made to ensure
this list is comprehensive, omissions are possible.

If you have additional questions, please feel free to contact either author above. The
information and analysis contained in this memorandum is of interest to other clients and may appear in
future CRS products. However, your confidentiality as a requester will be preserved.

Table I. Congressional Hearings where the United States Secret Service Testified
1865 - present

First Date of

Hearing Hearing Title Link
lanuary 23, Testimony in Refation to Alleged Frauds in the New York http://congressional. proquest.com/cong
1872 Custom-House. Vol. 2 ressional/docview/t29.d30.hrg-| 872~
sir-0002
May 12, 1874 Alleged safe burglary in office of U.S. attorney in District of htepi/icongressional proguest.com/cong
Columbia during investigation by Congress of affairs in the ressional/docview/t47.d48.1627 _h.rp.7
District 85
March — Whiskey Frauds http://congressional proquest.comicong
August {876 ressional/docview/t29.d30.hrg-1876-
wis-0001
April 17, 1876  Investigation of Irregularities in the Secret Service, Treasury http://congressional. proguest.com/cong
Department ressional/docview/t29.d30.hrg- | 876~
evh-0025
April 19, 1876 Investigation of Irregufarities in the Secret Service, Treasury http://congressional proquest.com/cong
Department ressional/docview/t29.d30.hrg- 1 876-
cvh-0026
Congressional Research Service T-5700 | www.ers.gov
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First Date of

Hearing Hearing Title Link
Aprit 21, 1876 Investigation of Irregularities in the Secret Service, Treasury httpi//congressional.proquest.com/cong
Department ressional/docview/t29.d30.hrg- 1876~
«wh-0027
Aprit 28, 1876 Investigation of Irregularities in the Secret Service, Treasury httpi//congressional.proquest.comicong
Department ressional/docview/t29.d30.hrg- 1876-
cvh-0028
February 19, To Investigate How Section in Bill Known as Sundry Civil Bill, htep:/fcongressional.proquest.com/cong
1879 Relating to Hot Springs, Arkansas, Passed Last Session of ressional/docview/t47.d48.1838_s.rp.78

December 16,
1881

February 16,
1884

December 15,
1884

September 12,
1888

March 20,
1890

January 30,
1892

December 09,
1892

November 27,
1893

December 07,
1894

December 18,
1894

Congress, Was Omitted in Bill as Enrolled, etc.

Investigation of contingent expenditures of executive
departments, 2 pts.

Investigation of charges against General H. V. Boynton, press

correspondent of Cincinnati Commercial Gazette, made by Hon.

}. Warren Keifer, Speaker of House, of corrupt propositions
intended to influence his official action, with minority report

October Election in Ohio

Plate Printing by Hand Versus Plate Printing by Steam

Hearings Before Subcommittee in Charge of Sundry Civil

Appropriation Bill for 1891

Sundry Civil Appropriation Bill for 1893

Hearings Before Subcommittee in Charge of General Deficiency

Appropriation Bill for 1892 and Prior Years

Legislative, Executive, and Judicial Appropriation Bill for 1895

Deficiency Appropriations for 1895 and Prior Years

Sundry Civil Appropriation Bill for 1896

4

http://congressional.proquest.com/cong
ressional/docview/t47.d48.2005_s.rp.26
5

heepi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1884-
hvb-0001

hetp:/fcongressional.proquest.comfcong
ressional/docview/t29.d30.hrg-1884-
ejd-0005

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1888-
fns-0004

http://congressional progquest.com/cong
ressional/docview/t29.d30.hrg-1890-
hap-0008

http://congressional.proquest.com/cong
ressional/docview/t29.d430.hrg-1892-
hap-0002

http://congressional.proquest.comicong
ressional/docview/t29.d30.hrg- 1892-
hap-0007

http:ffcongressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1893-
hap-0002

http://congressional proquest.com/cong
ressional/docview/t29.d30.hrg- (894~
hap-0010

http://congressional.proquest.comiceng
ressional/docview/t29.d30.hrg-18%4-
hap-0002

March 12, Sundry Civil Appropriation Bill for 1897 http:f/congressional.proquest.com/cong
1896 ressional/docview/t29.d30.hrg- 1896~
hap-00i0
April 13, 1896  Deficiency Appropriations for 1896 and Prior Years httpi//congressional.proquest.com/cong
ressional/docview/c29.d30.hrg-1896-
hap-0013
Appendix to House Commitiee on Oversight and Government Reform Report 15
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First Date of

Hearing Hearing Title Link
December 01,  Legislative, Executive, and judicial Appropriation Bill for 1898 hetpi//congressional.proquest.comfcong
1896 ressional/docview/t29.d30.hrg- 1896~

December 186,
1896

February |5,
1897

February 01,
1898

lanuary 13,
1899

January 26,
1900

February |5,
1905

lanuary 09,
1908

March 18,
1908

February 23,
1909

January 24,
1910

February 02,
1910

February 15,
1910

January 24,
1912

February 20,
1912

Sundry Civil Appropriation Bill for 1898

Deficiency Appropriations for 1897 and Prior Years

Sundry Civil Appropriation Bill for 1899

Sundry Civil Appropriation Bill for 1900

Legislative, Executive, and Judicial Appropriation Bill for 1901

Deficiency Appropriations for 1905 and Prior Years, on General

Deficiency Bill

Legislative, Executive, and Judicial Appropriation Bill for 1909

Sundry Civil Appropriation Bill for 1909

Sundry Civil Appropriation Bill for 1910

Hearings Before the Select Committee on Appropriations for the
Prevention of Fraud in and Depredations Upon the Public Service
Appointed Under H. Res. No. 480

St. Louis Subtreasury Claim

Investigation of Offices of Surveyor of Customs and Assistant U.S,

Treasurer at St. Louis, Mo,

Sundry Civil Appropriation Bill for 1911

Legislative, Executive, and Judicial Appropriation Bill for 1913

Sundry Civil Appropriation Bill for 913, Part |

hap-0007

http://congressional proquest.com/cong
ressional/docview/t29.d30.hrg-1896-
hap-0004

httpificongressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1897-
hap-0004

http:f/congressional.proquest.com/cong
ressional/docview/t29.d30,hrg-1898-
hap-0003

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1899-
hap-0001

httpi//congressional proquest.com/cong
ressional/docview/t22.d30.hrg-1900-
hap-0004

htepi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1905-
hap-0004

httpi/fcongressional.proquest.comfcong
ressional/docview/t29.d30.hrg-1908-
hap-0001

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1908-
hap-0012

http:/fcongressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1909-
hap-0001

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1909-
apf-0006

httpi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1910-
<th-0015

httpi/fcongressional proquest.com/cong
ressional/docview/t29.d30.hrg-1910-
etd-0001

heep:fcongressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1210~
hap-0002

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1912-
hap-0006

http:/icongressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1912-
hap-0001
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First Date of

Link

Hearing Hearing Title
June 07, 1912 Deficiency Appropriations for 1912 and Prior Years, on General
Deficiency Bill
January 13, Sundry Civil Appropriation Bill for 1914
1913
January 14, Legislative, Executive and Judicial Appropriations
1914

February 28, Sundry Civil Bill, 1915
1914

July 09, 1914 Judge Alston G. Dayton

December 16,  Sundry Civil Bill, 1916
1914

February 18, Sundry Civil Bill, 1917. Part 2
1916

November 27,  Legislative, Executive, and Judicial Appropriation Bill, 1918
1916

January 05, Sundry Civil Bill, 1918
1917

December 14,  Legislative, Executive, and Judicial Appropriation Bill, 1919
1917

January 07, Urgent Deficiencies, 1918

1918

March OI, Sundry Civil Appropriation Bill, 1919
19t8

November 02,  Legislative, Executive, and Judicial Appropriation Bill, 1920
1918

January 06, Sundry Civil Bill, 1920, Part |

1919

August 23, First Deficiency Appropriation Bill, 1920
1919

October 06, First Deficiency Appropriation Bill, 1920
1919

http://congressional.proquest.comfcong
ressional/docview/t29.d30.hrg- 1912~
hap-0015

http:ffcongressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1913-
hap-0001

http://congressional.proquest.com/cong
ressional/docview/29.d30.hrg-1914-
hap-0022

http:f/congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1914-
hap-0010

hetp:f/congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1914-
hjh-0020

http://congressional proquest.comfcong
ressional/docview/t29.d30.hrg-1914-
hap-0014

httpi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1916-
hap-0002

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1916-
hap-0015

httpi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1917-
hap-0001

httpi//congressional proquest.com/cong
ressional/docview/t29.d30.hrg-1917-
hap-0008

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1918-
hap-0001

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- [ 918~
sap-0009

httpif{congressional.proquest.com/ceng
ressional/docview/t29.d30.hrg-1918-
hap-0005

httpi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1919-
hap-0021

httpi//congressional proquest.com/cong
ressional/docview/t29.d30.hrg-1919-
hap-0010

http://congressional. proquest.com/cong
ressional/docview/t29.d30.hrg-1919-
sap-0012
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First Date of
Hearing Hearing Title

Link

December 05,  Legislative, Executive, and judicial Appropriation Bill, 1921, Part |
1919

February 05, Sundry Civil Appropriation Bill, 1921. Part |
1920

Novemnber 22,  Sundry Civil Appropriation Bil, 1922. Part |
1920

November 22,  Legislative, Executive, and Judicial Appropriation Bill, 1922
1920

January 28, Legislative, Executive, and Judicial Appropriation Bill, 1922
1921

July 14, 1921 West Virginia Coal Fields. Vol. 1

December 12,  Treasury Department Appropriation Bill, 1923
1921

November 10,  Treasury Department Appropriation Bill, 1924
1922

January 04, Treasury Department Appropriation Bill, 1925
1924

February 12, Treasury and Post Office Departments Appropriation Bill, 1925
1924

February 25, Leases upon Naval Oif Reserves. Vol. 3
1924

November 21,  Treasury Department Appropriation Bill, 1926
1924

November 27,  Treasury Department Appropriation Bill, 1927
1925

November 15,  Treasury Department Appropriation Bill, 1928
1926

January 19, Second Deficiency Appropriation Bill, 1927
1927

January 16, Treasury Department Appropriation Bill, 1929
1928

httpi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1919-
hap-0013

http:f/congressional.proquest.com/cong
ressional/docview/t29.d30,hrg-1920-
hap-0005

http:ficongressional proquest.com/cong
ressional/docview/t29.d30.hrg- 1920~
hap-00i2

http:f/congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1920-
hap-0020

http:/icongressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1921-
sap-0004

http://congressional.proquest.com/cong
ressional/docview/t22.d30.hrg-192 1 -
eds-0005

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1921 -
hap-0017

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1922-
hap-0013

heepi/fcongressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1924-
hap-0008

httpi/fcongressional proquest.comfcong
ressional/docview/t29.d30.hrg- 1924~
sap-0006

httpi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1924-
piv-0001

httpi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1924~
hap-0017

http://congressional. proquest.com/cong
ressional/docview/t29.d30.hrg-1925-
hap-0005

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1926~
hap-0012

http:ffcongressional.proquest.comfcong
ressional/docview/t29.d30.hrg- 1927-
hap-0001

http:/icongressional.proguest.com/cong
ressional/docview/t29.d30.hrg- 1928-
hap-0002
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First Date of

Hearing

Hearing Title

Link

November 19,
1928

November 21,
1929

February 05,
1930

May 13, 1930

November |7,
1930

January 22,
1931

January |1,
1932

November 19,
1932

December |5,
1933

May 16, 1934

December 13,
1934

March 20,
1935

May 20, 1935

December {1,
1935

February 24,
1936

December 16,
1936

Treasury Department Appropriation Bill for 1930

Treasury Department Appropriation Bill for 1931

Public Buildings and Grounds

Second Deficiency Appropriation Bill for 1930

Treasury Department Appropriation Bill for 1932

Government Paper Mill

Treasury Department Appropriation Bill for 1933

Treasury Department Appropriation Bill for 1934

Treasury Department Appropriation Bill for 1935

Additional Appropriations for Emergency Purposes

Treasury Department Appropriation Bill for 1936

Public Buildings and Grounds

Second Deficiency Appropriation Bill for 1935

Treasury Department Appropriation Bill for 1937

Treasury and Post Office Departments Appropriation Bill, 1937

Treasury Department Appropriation Bill for 1938

httpif/congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1928-
hap-001 |

http:/fcongressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1929-
hap-0015

httpi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- [930-
pbg-0002

httpi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1930-
hap-0009

http://congressional.proquest.com/cong
ressional/docview/t29.d430.hrg-1930-
hap-00i4

http:f/congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1931-
exd-0002

httpi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1932-
hap-0008

http:ffcongressional.progquest.com/cong
ressional/docview/t29.d30.hrg-1932-
hap-00i6

htep://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1933-
hap-0012

http://congressional proquest.com/cong
ressional/docview/t29.d30.hrg-1934-
hap-0009

htep://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1934-
hap-0011

http://congressional.proquest.com/cong
ressional/docview/t2%9.d30.hrg- 1935~
pbg-0002

httpi//congressional proquest.comicong
ressional/docview/t29.d30.hrg-1935-
hap-001 1

httpi/icongressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1 935-
hap-0017

httpi//congressional proquest.comicong
ressional/docview/t29.d30,hrg-1936-
sap-0007

htepi/icongressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1936-
hap-0019
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First Date of

Hearing Hearing Title Link

April 23, 1937 Seizure and Forfeiture of Contraband Carriers htepificongressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1937~
hjh-0004

December 08,  Treasury Department Appropriation Bill for 1939 http://congressional.proquest.com/cong

1937 ressional/docview/€29.d30.hrg- 1937-
hap-0022

January 21, Treasury and Post Office Departments Appropriation Bill, 1939 http:f/congressional.proquest.com/cong

1938 ressional/docview/t29.d30.hrg-1938-
sap-0002

January 17, Treasury Department Appropriation Bill for 1940 http:f/congressional.proquest.com/cong

1939 ressional/docview/t29.d30.hrg-193%-
hap-0001

May 12, 1939 Work Relief and Relief for FY40 htep://congressional. proquest.com/cong
ressional/docview/t29.d30.hrg-1939-
hap-0020

December 11,  Treasury Department Appropriation Bill for 1941 httpi//congressional proquest.com/cong

1939 ressional/docview/t29.d30.hrg-1939-
hap-0030

February 01, First Deficiency Appropriation Bill for 1940 httpif/congressional.proquest.com/cong

1940 ressional/docview/t29.d30.hrg- 1 940-
hap-0007

March 06, Public Buildings and Grounds http:ffcongressional.proquest.com/cong

1940 ressional/docview/t29.d30.hrg- | 940-
pbg-0001

May 17, 1940 Second Deficiency Appropriation Bill for 1940 htep://congressional.proquest.com/cong

December 17,
1940

May 21, 1941
June 02, 1941
December 06,
1941

January 19,
1942
February 26,
1942

May 29, 1942

Treasury Department Appropriation Bill for 1942

Work Relief and Relief for FY42

Second Deficiency Appropriation Bill for 1941

Treasury Department Appropriation Bill for 1943

First Deficiency Appropriation Bill for 1942

Treasury and Post Office Departments Appropriation Bill, 1943

First Supplemental National Defense Appropriation Bill for 1943,

Part |

ressional/docview/t29.d30.hrg- 1 940-
hap-0017

http:f/congressional proquest.com/cong
ressional/docview/t29.d30.hrg- | 940-
hap-0030

http://congressional proquest.comfcong
ressional/docview/t29.d30.hrg-1941-
hap-0013

hetpiffcongressional proquest.comfcong
ressional/docview/t29.d30.brg- 1941 -
hap-0016

http://congressional.proquest.comicong
ressional/docview/t29.d30.hrg-1941-
hap-0034

http://congressional.proquest.com/ceng
ressional/docview/t29.d30.hrg-1942-
hap-0007

http:f/congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1942-
sap-0004

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1942-
hap-0026
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First Date of
Hearing

Hearing Title

Link

June 01, 1942

September 16,
1942

November 29,
1943

December 10,
1943

January 15,
1945

February 05,
1945

December 10,
1945

February 27,
1946

April 05, 1946

May 31, 1946

June 06, 1946

January 23,

1947

March 27,
1947
April 29, 1947

May 13, 1947

June 30, 1947

Work Relief and Relief for FY43

[To Permit Appointment of White House Police from Sources

Qutside the Metropolitan D.C. and U.S. Park Police Forces}

Treasury Department Appropriation Bill for 1945

Treasury Department Appropriation Bill for 1944

Treasury Department Appropriation Bill for 1946

First Deficiency Appropriation Bill for 1945

Treasury Department Appropriation Bill for 1947

Second Deficiency Appropriation Bill for 1946

Second Deficiency Appropriation Bill for 1946

Third Deficiency Appropriation Bill for 1946

To Increase the Salaries of the Metropolitan Police, the U.S. Park
Police, the White House Police, and the Members of the Fire
Department of D.C.

Treasury Department Appropriation Bill for 1948

Treasury and Post Office Departments Appropriation Bifl, 1948

To Credit Military Service and Provide Seniority Benefits,

Metropolitan Police Force and Firemen of D.C.

Second Urgent Deficiency Appropriation Bill for 1947

Reorganization and Home Rule for D.C.

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- [ 942-
hap-002 |

http://congressional proquest.com/cong
ressional/docview/€29.d30.hrg-1942-
pbg-0041

heep//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1943~
hap-0030

http:f/congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1943-
hap-0012

httpi//congressional.proguest.com/cong
ressional/docview/t29.d30.hrg-1945-
hap-0006

httpif/congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1945-
hap-0013

htepi/congressional.progquest.com/cong
ressional/docview/t29.d30.hrg-1945-
hap-0038

http://congressional.proquest.comfcong
ressional/docview/t29.d30.hrg-1946-
hap-0006

http:/fcongressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1 946-
sap-0008

httpi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1 946-
hap-0026

httpif/congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1946-
dch-0014

http://congressional. proquest.com/cong
ressional/docview/t29.d30.hrg- 947~
hap-0004

http://congressional.proquest.comicong
ressional/docview/c29.d30.hrg-1947-
sap-0004

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- | 947-
des-0008

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1947-
hap-0023

htepi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1947-
dch-0002
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First Date of

Hearing Hearing Title Link

January 15, Treasury Department Appropriation Bill for 1949. Part | httpi/icongressional.proguest.com/cong

1948 ressional/docview/t29.d30.hrg- | 948-
hap-0010

January 22, First Deficiency Appropriation Bill for 1948 http://congressional.proquest.com/cong

1948 ressional/docview/t29.d30.hrg- 1 948-
hap-001 1

March 31, Annuities for Investigatory Personnel of Treasury Department httpi//congressional.proquest.com/cong

1948 ressional/docview/t29.d30.hrg- 1 948~
poh-0002

January 26, Treasury Department Appropriation Bill for 1950 http:f/congressional.proquest.com/cong

1949 ressional/docview/t29.d30.hrg-1949-
hap-0006

March 28, Treasury and Post Office Departments Appropriation Bill, 1950 htep://congressional. proquest.com/cong

1949 ressional/docview/t29.d30.hrg- [ 94%-
sap-0004

January 05, Treasury Department -- Post Office Appropriations for 1951, http:/fcongressional.proquest.com/cong

1950 Part |: Treasury Department ressional/docview/t29.d30.hrg-1950-
hap-0007

January 25, Treasury and Post Office Departments Appropriations, 1951 htepi//congressional.proquest.com/cong

1950 ressional/docview/t29.d30.hrg- 1 950-
sap-0015

February O, Deficiency Appropriation Bill, 1950 http:f/congressional.proquest.com/cong

1950 ressional/docview/t29.d30.hrg-1950-

June 22, 1950 Investigation of Organized Crime in Interstate Commerce. Part 2

July 13, 1950 Supplemental Appropriations for 1951

November 30,  Second Supplemental Appropriation Bilt for 1951
1950

February 08, Treasury Department -- Post Office Appropriations for 1952,
1951 Treasury Department, Export-lmport Bank of Washington

Aprit 04, 1951 Treasury and Post Office Departments Appropriations, 1952

May 0i, 1951 [To Remove Limitations on Numerical Strength of the White
House Police Force]

May 01, 1951 [Allowance of Compensatory Time for D.C. Policemen and
Firemen on Holiday Duty]

September 19,  To Increase the Salaries of the Metropolitan Police, the U.S. Park
1951 Police, the White House Police, Members of the Fire Department
of D.C., and Employees of the Board of Education of D.C,

hap-0046

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1 950-
org-0002

hetp://congressional.proquest.comfcong
ressional/docview/t2%9.d30.hrg- 1 950-
sap-0019

htep://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1950-
hap-0058

hetp://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1951 -
hap-0005

http:i//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1951-
sap-0014

httpi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-195 |-
des-0051

http://congressional proquest.comlcong
ressional/docview/t29.d30.hrg-1951-
des-0027

htep://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1951-
dech-0012

2
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First Date of

Hearing Hearing Title Link
January 10, Treasury-Post Office Departments Appropriations for 1953. http://congressional proquest.com/cong
1952 Treasury Department, Export-lmport Bank of Washington ressional/docview/t29.d30.hrg-1952-
hap-0039
January 31, Treasury and Post Office Departments Appropriations, 1953 http://congressional.proquest.com/cong
1952 ressional/docview/t29.d30.hrg-1952-
sap-0001
March 20, Third Supplemental Appropriation Bill, 1952 heep://congressional.proquest.com/cong
1952 ressional/docview/t29.d30.hrg-1952-
sap-0003
March 10, Treasury-Post Office Departments Appropriations for 1954, [Part  hutp//congressional.proquest.com/cong
1953 1]: Treasury Department ressional/docview/t29.d30.hrg- 1953-
hap-0013
April 07, 1953 Treasury and Post Office Departments Appropriations, 1954 htepi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1953-
sap-0009
January 12, Treasury-Post Office Departments Appropriations for 1955, http://congressional proquest.com/cong
1954 Treasury Department, Export-import Bank, Reconstruction ressional/docview/t29.d30.hrg-1954-
Finance Corporation hap-0005
January 26, Treasury and Post Office Departments Appropriations, 1955 htep:/icongressional.proquest.com/cong
1954 ressional/docview/t29.d30.hrg- 1954-
sap-0002
February 24, Third Supplemental Appropriation Bill, 1954 http:/fcongressional proquest.com/cong
1954 ressional/docview/t29.d30.hrg-1954-
hap-00i8
April 08, 1954  Third Supplemental Appropriation Bill, 1954 heep://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1 954-
sap-0003
April 27, 1954 Supplemental Appropriation Bill, 1955, Part 2 httpi/fcongressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1 954-
hap-0033
April 28, 1954  Supplemental Appropriation Bill, 1955 http://congressional proquest.com/cong
ressional/docview/t29.d30.hrg-1954-
sap-0016
January 31, Treasury-Post Office Departments Appropriations for 1956, http://congressional. proquest.comfcong
1955 Treasury Department, Federal Facilities Corporation, Tax Court  ressional/docview/t29.d30.hrg- 1955~
of the US. hap-0001
January 16, Treasury-Post Office Departments Appropriations for 1957, http://congressional proquest.comicong
1956 Treasury Department, Tax Court of the U.S. ressional/docview/t29.d30.hrg- 1956~
hap-0004
January 25, Treasury-Post Office Departments Appropriations for 1958, htep://congressional.proquest.com/cong
1957 Treasury Department, the Tax Court of the US. ressional/docview/t29.d30.hrg-1957-
hap-0008
February 14, Scope of Soviet Activity in the U.S, Part 51 http:f/congressional.proquest.com/cong
1957 ressional/docview/t29.d30.brg-1957-sjs-

00l8
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First Date of
Hearing Hearing Title

Link

May 02, 1957 To Provide for the Retirement of Officers and Members of the

Metropolitan Police Force, the Fire Department of D.C,, the U.S.

Park Police Force, the White House Police Force, and of Certain
Officers and Members of the U.S. Secret Service, and for Other
Purposes

June 28, 1957 Establishing Procedures for the Production of Government
Records in Criminal Cases in U.S. Courts

January 22, Treasury-Post Office Departments Appropriations for 1959,
1958 Treasury Department, the Tax Court of the U.S.

April 24, 1958  Investigation of Improper Activities in the Labor or Management
Field. Part 49

June 18, 1958 Supplemental Appropriation Bill, 1959

July 22, 1958 Supplemental Appropriation Bill, 1959

july 23, 1958 [To Amend the Act of june |, 1938, Relating to the Participation
of the US. in the International Criminal Police Organization}

January 26, Treasury-Post Office Departments Appropriations for 1960.
1959 Treasury Department, the Tax Court of the U.S,

February 23, Second Supplemental Appropriation Bill, 1959
1959

January 07, Treasury-Post Office Departments Appropriations for 1961,
1960 Treasury Department, the Tax Court of U.S.

February 14, Third Supplemental Appropriation Bill, 1961
1961

February 16, Treasury-Post Office Departments Appropriations for {962.
1961 Treasury Department, the Tax Court of the U.S.

May 10, 1961 To Amend Title 18, U.S. Code Sections 871 and 3056, To
Provide Penalties for Threats Against the Successors to the
Presidency and To Authorize Their Protection by the Secret
Service

June 13, 1961 Fourth Supplemental Appropriation Bill, 1961

June 20, 1961 Fourth Supplemental Appropriation Bill for 1961

http://congressional. proquest.com/cong
ressional/docview/t29.d30.hrg-1957-
des-0024

http://congressional. proguest.com/ceng
ressional/docview/t29.d30.hrg-1957-sjs-
0075

http://congressional.proquest.comicong
ressional/docview/t29.d30.hrg- 1958~
hap-0011

http://congressional proquest.comicong
ressional/docview/t29.d30.hrg-1958-
imf-0023

hitp://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- | 958-
hap-0043

http:f/congressional proquest.com/cong
ressional/docview/t29.d30.hrg-1958-
sap-0022

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1958-
hjh-0294

http://congressional proquest.com/cong
ressional/docview/t29.d30.hrg- 1959-
hap-0006

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- [ 959-
hap-0005

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1960-
hap-0011

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1961 -
hap-0002

httpif/congressional proquest.comicong
ressional/docview/t29.d30,hrg-196 1 -
hap-0003

httpi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-196 1 -
hjh-0057

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-196 [ -
hap-0030

htepi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1961-
sap-0006

ittee on Oversight and Government Beform Report
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First Date of

Hearing Hearing Title Link

January 22, Treasury-Post Office Departments and Executive Office hetpif/congressional.proquest.com/cong

1962 Appropriations for 1963, Part | ressional/docview/t29.d30.hrg- 962~
hap-0002

March 07, Treasury-Post Office Departments and Executive Office http://congressional. proquest.com/cong

1962 Appropriations for 1963 ressional/docview/t29.d30.hrg-1962-
sap-0003

March 19, Second Supplemental Appropriation Bill, 1962 http://congressional.proquest.com/cong

1962 ressional/docview/t29.d30.hrg-1962-

April 04, 1962 Second Supplemental Appropriation Bill for 1962

June 13, 1962 Wiretapping Legislation

August 16, To Authorize Reimbursement to Appropriations of the U.S.

1962 Secret Service of Moneys Expended for the Purchase of
Counterfeits

August 27, Supplemental Appropriation Bill, 1963

1962

October 01, Supplemental Appropriations for 1963
1962

February 26, Treasury-Post Office Departments and Executive Office

1963 Appropriations for 1964. Treasury Department, Related Agencies
March 19, Supplemental Appropriation Bill, 1963
1963

Aprit 01, 1963 Supplemental Appropriations for 1963

April 22, 1963 Investigation of the Circumstances Surrounding the
Disappearance of $7.5 Million of U.S. Government Securities
from the Vault of the Federal Reserve Bank at San Francisco,
California

October 15, Crimes Against Banking Institutions
1963

February 03, Treasury-Post Office Departments and Executive Office

1964 Appropriations for 1965. Treasury Department, Related Agencies
March 25, Relating to Secret Service Retirement
1964

hap-0004

http:f/congressional.proquest.comfcong
ressional/docview/t29.d30.hrg-1962-
sap-0004

heepi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1962-
hjh-0071

http://congressional proquest.comfcong
ressional/docview/t29.d30.hrg-1962-
hjh-0079

htep://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1962-
hap-0022

http://congressional.proquest.com/cong
ressional/docview/t2%3.d30.hrg-1962-
sap-0024

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1963-
hap-0007

http://congressional.proquest.com/cong
ressional/docview/t2%9.d30.hrg- 1963~
hap-0003

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1963-
sap-0003

http:f/congressional proquest.comfcong
ressional/docview/t29.d30.hrg- 1963~
beu-0006

http:f/congressional proquest.comicong
ressional/docview/t29.d30.hrg- 1963-
oph-0015

http://congressional proquest.com/cong
ressional/docview/t29.d30.hrg- 1964~
hap-0008

http://congressional.proquest.comfcong
ressional/docview/t29.d30.hrg- 1964-
dch-0008
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First Date of

Hearing Hearing Title Link
August 04, To Amend the Policemen and Firemen's Retirement and http://congressional.proquest.comfcong
1964 Disability Act To Allow Credit to Certain Members of the U.S. ressional/docview/t29.d30.hrg- 1 964~
Secret Service Division for Periods of Prior Police Service des-0028
February 09, Second Supplemental Appropriation Bill, 1965. Part | hutp:ffcongressional.proquest.comfcong
1965 ressional/docview/t29.d30.hrg-1965-
hap-0003
February 15, Treasury -- Post Office Departments and Executive Office heeps/icongressional.proguest.com/cong
1965 Appropriations for 1966 ressional/docview/t29.d30.hrg-1965-
hap-0008
April 13, 1965 Treasury-Post Office Departments and Executive Office http:f/congressional proquest.comfcong
Appropriations for 1966 ressional/docview/t29.d30.hrg-1965-
sap-0005
March 03, Departments of Treasury and Post Office and Executive Office htep://congressional.proquest.com/cong
1966 Appropriations for 1967 ressional/docview/t29.d30.hrg- 1 966-
hap-0007
April 19, 1966 Treasury, Post Office and Executive Office Appropriations for http://congressional.proquest.comfcong
FYs7 ressional/docview/t29.d30.hrg-1966-
sap-0005
February 09, Departments of Treasury and Post Office and Executive Office httpi//congressional.proquest.com/cong
1967 Appropriations for 1968 ressional/docview/t29.d30.hrg-1967-
hap-0003
March 21, Second Supplemental Appropriation Bill, 1967 http:f/congressional.proquest.comfcong
1967 ressional/docview/t29.d30.hrg-1967-
hap-0008
April 03, 1967  Treasury, Post Office and Executive Office Appropriations for http:f/congressional.proquest.com/cong
FYes ressional/docview/t29.d30.hrg- 1967-
sap-0010
May 02, 1967 Second Supplemental Appropriations for FY67 hetpiffcongressional.proquest.comfcong
ressional/docview/t29.d30.hrg- 1967~
sap-0006
February 19, Departments of Treasury and Post Office and Executive Office http://congressional.proquest.com/cong
1968 Appropriations for 1969, Part 1: Treasury Department ressional/docview/t29.d30.hrg- 1 968-
hap-0007
March 13, Reproduction of Color Stamps http://congressional.proquest.comfcong
1968 ressional/docview/t29.d30.hrg- [ 968-
hjh-0002
April 14, 1969 Second Supplemental Appropriations for FY69 httpi//congressional.proquest.com/cong
ressionalidocview/t29.d30.hrg-1969-
sap-0003
Aprit 21, 1969  Treasury, Post Office and Executive Office Appropriations for htepi//congressional.proquest.com/cong
FY70 ressional/docview/t29.d30.hrg- 1 969-
sap-0002
April 23, 1969 Departments of Treasury and Post Office and Executive Office http://congressional.proquest.com/cong
Appropriaticns for 1970. Part 2: Treasury Department ressional/docview/t29.d30.hrg-1969-
hap-0024
May 13, 1969 Federal Law Enforcement Training Center http://congressional.proquest.com/cong

ressional/docview/t29.d30.hrg- 1969-
pws-0039
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First Date of
Hearing Hearing Title

Link

November 26,  Supplemental Appropriations for FY70
1969

December 18,  Executive Protective Service

1969
February 26, Departments of Treasury and Post Office and Executive Office
1970 Appropriations for 1971 Part 2: Treasury Department

April 04, 1970  Second Supplemental Appropriations for FY70

May 25, 1970 Treasury, Post Office, and Executive Office Appropriations, FY71

June 10, 1970 Federal Handling of Demonstrations, Part |

March 08, Treasury, Post Office, and General Government Appropriations

1971 for 1972, Part 1. Treasury Department

Aprit 27, 1971 Treasury, Postal Service, and General Government
Appropriations

July 15, 1971 Consolidated Federal Law Enforcement Training Center,
Beltsville, Md

March 07, Treasury, Postal Service, and General Government

1972 Appropriations for Fiscal Year 1973, Part |

March 22, Treasury, U.S. Postal Service, and General Government

1972 Appropriations

February 28, Second Supplemental Appropriation Bill, 1973, Part 2
1973

March 05, Treasury, Postal Service, and General Government

1973 Appropriations for FY74 Part |: Department of the Treasury
March 08, Second Supplemental Appropriations for FY73, Part |

1973

May 02, 1973 Treasury, Postal Service, and General Government
Appropriaticns, FY74, Part |

June 27, 1973 Federal Expenditures at San Clemente and Key Biscayne

http://congressional proquest.comfcong
ressional/docview/t29.d30.hrg-1969-
sap-0028

httpi//congressional proquest.com/cong
ressional/docview/t29.d30.hrg- 1969-
pws-0003

httpi//congressional.proquest.comfcong
ressional/docview/t29.d30.hrg-1970-
hap-0045

http:f/congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1970-
sap-0029

httpificongressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1970-
sap-0009

http:f/congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1970-sjs-
0047

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1971-
hap-0004

http:f/congressional proquest.com/cong
ressional/docview/t29.d30.hrg- 197 -
sap-0045

htep://congressional.proquest.com/cong
ressional/docview/t29.d30,hrg-1971-
pws-0028

http:if/congressional proquest.com/cong
ressional/docview/t29.d30.hrg-1972-
hap-0002

httpi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1972-
sap-0015

http://congressional. proquest.comfcong
ressional/docview/t29.d30.hrg-1973-
hap-0071

httpi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1973~
hap-001 1

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1973-
sap-0043

http://congressional. proquest.comfcong
ressional/docview/t29.d30.hrg-1973-
sap-0029

htepi//congressional.proquest.com/cong
ressional/docview/t29.430.hrg-1973-
hap-0009

27
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First Date of

Hearing Hearing Title Link
October 10, Expenditure of Federal Funds in Support of Presidential http://congressional.proquest.comfcong
1973 Properties ressional/docview/t29.d30.hrg-1973-
oph-0014
October 11, Supplemental Appropriations, FY74, Part | http:f/congressional.proquest.comfcong
1973 ressional/docview/t29.d30.hrg-1973-

October 30, Supplemental Appropriation Bill, 974, Part |
1973

February 25, Second Supplemental Appropriation Bill, 1974, Part |
1974

February 25, Second Supplemental Appropriations for FY74, Part |
1974

March 12, Treasury, Postal Service, and General Government
1974 Appropriations for FY75 Part |: Treasury Dept

March 21, To Increase the Size of the Executive Protective Service
1974

April 29, 1974 Official Residence for the Vice President

May 21, 1974 Treasury, Postal Service, and General Government
Appropriations, Part |

August 21, U.S. Secret Service Procedures and Regulations

1974

September |1,  Supplemental Appropriations, FY75

1974

February 06, Protective Services Provided by U.S. Secret Service

1975

March 13, Treasury, Postal Service, and General Government

1975 Appropriations for FY76 Part |: Department of the Treasury

April 10, 1975 Regulations for Certain Protective Services

Aprit 15, 1975 Treasury, Postal Service, and General Government
Appropriations, FY76, Part |

June 04, 1975 Administration of Criminal Justice, Part 2

sap-0004

http:ffcongressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1973-
hap-0007

http:f/congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1974-
hap-0009

heep:/icongressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1974-
sap-0022

http://congressional proquest.com/cong
ressional/docview/t29.d30.hrg-1974-
hap-0052

httpi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1974-
pwh-001 1

httpi//congressional proquest.com/cong
ressional/docview/t29.d30.hrg-1974-
sas-0007

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1974-
sap-0027

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1974-
hjh-0005

httpi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1974-
sap-0015

hetp://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1975~
hjh-0050

httpif/congressional.proquest.com/ceng
ressional/docview/t29.d30,hrg-1975-
hap-0014

httpiffcongressional.proguest.com/cong
ressional/docview/t29.d30.hrg- 1975~
oph-0052

httpi//congressional proquest.com/cong
ressional/docview/t29.d30.hrg-1975-
sap-0024

htep:ficongressional.proquest.com/cong
ressional/docview/t29.d30.hrg- [975-
dch-0011
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First Date of
Hearing Hearing Title

Link

June 23, 1975 Surveillance Technology

July 28, 1975 Presidential Protection Assistance Act of 1975

October 07, Presidential Protection and Federal Firearms Control Legislation
1975

October 21, Supplemental Appropriations for FY76, Part 2
1975

November 04,  Supplemental Appropriations, FY76

1975

November 21,  Testimony of William H. Patterson]

1975

January 08, [Testimony of Eimer W. Moore]

1976

January 26, Treasury, Postal Service, and General Government

1976 Appropriations for FY77 Part |: Department of the Treasury

February 13, [Testimony of James J. Rowley]
1976

February 24, Treasury, Postal Service, and General Government

1976 Appropriations, FY77, Part |

March 30, Debt Collection Practices Act

1976

March Ol, Treasury, Postal Service, and General Government

1977 Appropriations for FY78, Part |

March OI, Treasury, Postal Service, and General Government

1977 Appropriations for FY78 Part |: Department of the Treasury

July 13,1977 Erosion of Law Enforcement Intelligence, Capabilities, Public
Security, Part |

October 04, Hearing on H.R. 8992 and H.R. 8993

1977
February 28, Treasury, Postal Service, and General Government
1978 Appropriations for FY79 Part |: Department of the Treasury

http//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1975-sjs-
0034

http:f/congressional.proquest.comfcong
ressional/docview/t29.d30.hrg- 1975-
ops-0020

htepi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1975-
ops-0008

htrp://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1975-
hap-0094

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1975-
sap-0002

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1975-
sgo-0062

httpi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1976-
sgo-0020

httpif/congressional proquest.com/cong
ressional/docview/t29.d30.hrg-1976-
hap-0048

http:/icongressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1976-
sgo-0016

http:/fcongressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1976-
sap-0038

http:f/congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1976-
bfu-0020

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1977-
sap-0037

http://congressional.proquest.comicong
ressional/docview/t29.d30.hrg-1977-
hap-0053

htepi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1977-sjs~
0007

http:/fcongressional.proquest.comfcong
ressional/docview/t29.d30.hrg-1977-
pwt-0051

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1978-
hap-0038
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17

First Date of

Hearing Hearing Title Link
March OI, Treasury, Postal Service, and General Government http://congressional.proquest.comfcong
1978 Appropriations for FY79, Part 2 ressional/docview/t29.430.hrg-1978-
sap-0029
May 22, 1978 Second Supplemental Appropriation Bill, 1978, Part 3 http:ffcongressional proquest.comicong

September 18,
1978

December 11,
1978

February 07,
1979

February 22,
1979

March 07,
1979

April 04, 1979

May 08, 1979

October 18,
1979

October 24,
1979

November 086,
1979

January 31,
1980

February 06,
1980

April 15, 1980

February 03,
1981

Investigation of the Assassination of President john F. Kennedy,
Vol 3

Legistative and Administrative Reform, Vol. {

Supplemental Appropriation Bill, 1979, Part 2

Treasury, Postal Service, and General Government

Appropriations for FY80 Part |: Department of the Treasury

Hearing on Budget Committee Report

Privacy of Medical Records

Treasury, Postal Service, and General Government

Appropriations, FY80

Miscellaneous Legislation

FBI Charter Act of 1979, S. 1612, Part 2

Cost of Former Presidents to U.S. Taxpayers, FY80

Supplemental Appropriation Bill, 1980, Part |

Treasury, Postal Service, and General Government

Appropriations for FY81 Part |: Department of the Treasury

Treasury, Postal Service, and General Government
Appropriations, FY8I, Part |

Supplemental Appropriation and Rescission Bill, 1981, Part |

ressional/docview/t29.d30.hrg-1978-
hap-0090

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1978-
has-0006

http:/fcongressional proquest.com/cong
ressional/docview/c29.d30.hrg-1978-
has-0017

htepif/congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1979-
hap-0104

http:/fcongressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1979-
hap-0098

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1979-
pwt-0052

http:/fcongressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1979-
sap-0020

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1979-
dch-0013

htep://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1979-sjs-
0073

httpiffcongressional.proquest.comfcong
ressional/docview/t29.d30.hrg- 1979~
sap-0058

http://congressional.proquest.com/cong
ressional/docview/c29.d30.hrg-1980-
hap-0055

http:f/congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- | 980-
hap-0057

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1980-
sap-0018

http://congressional proquest.com/ceng
ressional/docview/t29.d30.hrg-1981-
hap-00i2
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First Date of

Hearing Hearing Title Link
March 31, Treasury, Postal Service, and General Government htepiffcongressional.proquest.com/cong
1981 Appropriations, FY82 ressional/docview/t29.d30.hrg-1981-
sap-0011
April 02, 1981 Treasury, Postal Service, and General Government http://congressional.proquest.com/cong
Appropriations for FY82 Part |: Department of the Treasury ressional/docview/t29.d30.hrg- 1981 -
hap-0047
July 15, 1981 Freedom of Information Act, Vol. | http:/icongressional.progquest.com/cong
ressional{docview/t29.d30.hrg- 1981 -sjs-
0087
September 22,  Presidential Protection Commission Act of 1981 http://congressional.proquest.com/cong
1981 ressional/docview/t29.d30.hrg-1981 -
sga-0082
January 25, Foreign Missions Act of 1981 heep://congressional.proquest.com/cong
1982 ressional/docview/t29.d30.hrg- 1982-
sga-0027
February 11, Treasury, Postal Service, and General Government http:ffcongressional.proquest.com/cong
1982 Appropriations for FY83 Part |: Department of the Treasury ressional/docview/t29.d30,hrg-1982-
hap-0085
April 26, 1982 Treasury, Postal Service, and General Government httpi//congressional.proguest.com/cong
Appropriations, FY83 ressional/docview/t29.d30.hrg- 1 982-
sap-0038
May 13, 1982 Prohibition of Threats Against the Presidential Candidates and http:/fcongressional proquest.comfcong
Other Persons Not Covered By the Presidential Threat Statute ressional/docview/t29.d30.hrg- 1982-
hjh-0033
June 24, 1982 Domestic Security (Levi) Guidelines htepi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1 982-sjs-
0032
July 15, 1982 Supplemental Appropriations for 1982 Part 6: U.S. Secret Service  httpi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1982-
hap-0076
February 09, U.S. Secret Service and Its Use of the Natjonal Crime Information  http://congressional.proquest.com/cong
1983 Center ressional/docview/t29.d30.hrg-1983-
hjh-0018
February 24, Treasury, Postal Service, and General Government http://congressional.proquest.com/cong
1983 Appropriations for FY84 Part |: Department of the Treasury ressional/docview/t2%.d30.hrg- 1 983-
hap-0085
March {5, Treasury, Postal Service, and General Government httpi//congressional.proquest.comfcong
1983 Appropriations, FY84 ressional/docview/t29.d30.hrg- 1983-
sap-0011
July 29, 1983 Federal Identification Systems httpificongressional.proquest.com/cong
ressional/docview/t29.d30.hrg- | 983-sjs-
0062
September 29,  Counterfeit Access Device and Computer Fraud and Abuse Act httpi//congressional proquest.com/cong
1983 ressional/docview/t29.d30.hrg-1983-
hjh-0058
October 31, Credit and Debit Card Counterfeiting and Fraud Act of 1983 http:ficongressional.proquest.com/cong
1983 ressional/docview/t29.d30.hrg- 1 983-sjs-

0057
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February 22, Treasury, Postal Service, and General Government http://congressional.proquest.comfcong
1984 Appropriations for FY85 Part |: Department of the Treasury ressional/docview/t29.d30.hrg- 1984~
hap-0026
March 05, Treasury, Postal Service, and General Government http:/fcongressional proquest.com/cong
1984 Appropriations, FY85 ressional/docview/t29.d30.hrg- | 984-
sap-0014
April 04, 1984  U.S. Secret Service http:/fcongressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1984-
hjh-0012
July 24, 1984 Currency Design Act httpi//congressional proquest.com/cong
ressional/docview/t29.d30.hrg-1984-
bfu-0049
January 02, D.C. Appropriations, FY86 http://congressional.proquest.com/cong
1985 ressional/docview/t29.d30.hrg- 1985-
sap-0042
March 05, Treasury, Postal Service, and General Government http://congressional proquest.comfcong
1985 Appropriations for FY86 Part [: Department of the Treasury ressional/docview/t29.d30,hrg-1985-
hap-0029
March 07, Treasury, Postal Service, and General Government http:/icongressional.proquest.com/cong
1985 Appropriations, FY86 ressional/docview/t29.d30.hrg- 1985-
sap-0012
June 18, 1985 Currency Design Act httpi//congressional proquest.com/cong
ressional/docview/t29.d30.hrg-1985-
bfu-0030
February 19, Treasury, Postal Service, and General Government htep://congressional.proquest.com/cong
1986 Appropriations for Fiscal Year 1987 Part I: Department of the ressional/docview/t29.d30.hrg- 1 986-
Treasury hap-0052
March 12, Treasury, Postal Service, and General Government http://congressional proquest.com/cong
1986 Appropriations, Fiscal Year 1987 ressional/docview/t29.d30.hrg- 1 986-
sap-0016
April 09, 1986  Federal Role in Investigation of Serial Violent Crime httpi//congressional proquest.comicong
ressional/docview/t29.d30.hrg- 1986~
oph-0032
May 08, 1986 Hearing on Security for Capitol Grounds and Buildings, Focusing http://congressional.proquest.com/cong
on the Senate and House Whips' Capitol-Complex Security ressional/docview/t29.d30.hrg-1986-
Enhancernent Proposal ras-00{9
February 26, Treasury, Postal Service, and General Government http://congressional.proquest.com/cong
1987 Appropriations, FY88 ressional/docview/t29.d30.hrg- 1987-
sap-0027
March 05, Treasury, Postal Service, and General Government http:fcongressional.proquest.com/cong
1987 Appropriations for FY88 Part |: Department of the Treasury ressional/docview/t29.d30.hrg- 1987~
hap-0033
July 28, 1987 Undetectable Firearms http://congressional proquest.com/cong
ressional/docview/t29.d30.hrg- 1987 -sjs-
0022
February 11, Treasury, Postal Service, and General Government httpi/icongressional.proquest.com/cong
1988 Appropriations for Fiscal Year 1989 Part I: Department of the ressional/docview/t29.d30.hrg- [ 988-

Treasury

hap-0065
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First Date of
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February 26, Treasury, Postal Service, and General Government hetp:f/congressional.proquest.comfcong
1988 Appropriations, Fiscal Year 1989 ressional/docview/t29.d30.hrg- 1 988-
sap-0007
March 03, Former President's Act of 1987 http:f/congressional.proquest.com/cong
1988 ressional/docview/c29.d30.hrg-1988-
sga-0007
May 25, 1988 Compensation for U.S. Park Police and Secret Service Uniformed  http://congressional.proquest.com/cong
Division ressional/docview/t29.d30.hrg- 1 988-
poh-0020
February 24, Treasury, Postal Service, and General Government http:ffcongressional.proquest.com/cong
1989 Appropriations, Fiscal Year 1990, Part | ressional/docview/t29.d30.hrg-1989-
sap-0028
March 09, Treasury, Postal Service, and General Government http://congressional.proquest.com/cong
1989 Appropriations for Fiscal Year 1990 Part I: Department of the ressional/docview/t29.d30.hrg- 1989-
Treasury hap-0029
March 15, Review of the FY90 Budget Relating to Items Under the http://congressional.proquest.comicong
1989 Jurisdiction of the Subcommittee on Public Buildings and Grounds  ressional/docview/t29.d30.hrg-1989-
pwe-0001
May 04, 1989
July 10, 1989 Report of the Senate Impeachment Trial Committee on the httpi//congressional proquest.com/cong
Articles Against Judge Alcee L. Hastings, Part 2A ressional/docview/t29.d30.hrg- | 989-
ith-0002
February 07, Treasury, Postal Service, and General Government http://congressional.proquest.com/cong
1990 Appropriations, FY91, Part | ressional/docview/t29.d30.hrg-1990-
sap-0028
February 27, Treasury, Postal Service, and General Government http://congressional.proquest.com/cong
1990 Appropriations for FY®) Part |: Department of the Treasury ressional/docview/t29.d30.hrg- 1 990-
hap-0043
April 30, 1990 Scientific Fraud (Part 2) http:/congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1990-
hec-0060
July 13, 1990 Counterfeit Deterrence Act of 1990 http://congressional.proquest.com/cong
ressional/docview/t2%.d30.hrg- 990~
bhu-0019
February 21, Treasury, Postal Service, and General Government http://congressional. proquest.comicong
1991 Appropriations, Fiscal Year 1992, Part | ressional/docview/t29.d30.hrg-1991 -
sap-0040
February 26, Countermeasures Against Terrorism: The Federal Effort http://congressional.proquest.com/cong
1991 ressional/docview/t29.d30.hrg- 1991 -
sga-0036
February 28, Treasury, Postal Service, and General Government http:f/congressional.proquest.com/cong
1991 Appropriations for Fiscal Year 1992 Part |: Department of the ressional/docview/t29.d30.hrg-1991-
Treasury hap-005 |
April 10, 1991 Budget Oversight for FY92 As It Relates to GSA Services for the  http://congressional.proquest.com/cong

Administrative Offices of the U.S. Courts and the Library of
Congress

ressional/docview/t29.d30.hrg-19%91-
pwt-0030
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Hearing Title

Link

April 23, 1991
June 21, 1991
February 21,
1992

March 03,
1992

April 29, 1992
June 11, 1992
February 03,
1993

April 02, 1993
June 15, 1993
October 15,
1993
February 02,
1994
February 23,
1994
February 28,
1994

July 13, 1994
February O,
1995
February 15,
1995

U.S. Mint Authorization, the Bureau of Engraving and Printing and
the U.S. Secret Service Counterfeit Division

Innovation in Telemarketing Frauds and Scams

Treasury, Postal Service, and General Government
Appropriations, FY93

Treasury, Postal Service, and General Government
Appropriations for FY93 Part 1: Department of the Treasury

Federal Participation in Anticrime Efforts

Telephone Toll Fraud

Treasury, Postal Service, and General Government
Appropriations for Fiscal Year 1994 Part i: Department of the
Treasury

Treasury, Postal Service, and General Government
Appropriations, Fiscal Year 1994

Hearings Regarding Private Security Guards

international Consumer Fraud: Can Consumers Be Protected?

Fraud in Federal Nutrition Programs

Treasury, Postal Service, and General Government

Appropriations, FY95

Treasury, Postal Service, and General Government
Appropriations for FY95 Part |: Department of the Treasury

Redesign of the Currency

Enforcement of the Food Stamp Program

Treasury, Postal Service, and General Government
Appropriations for FY96 Part |: Department of the Treasury

fix to House Committee on Qversight and Government Beform Report

cret Service: An Agency in Crisis

http:f/congressional.proquest.comfcong
ressional/docview/t29.d30.hrg- 1991 -
bfu-0015

http:/fcongressional proquest.com/cong
ressional/docview/t29.d30.hrg-1991-
smb-0054

htep:f/congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1992-
sap-0021

http:ffcongressional.proquest.comicong
ressional/docview/t29.d30.hrg-1992-
hap-0055

htep://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1992-
dch-0003

http:f/congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1992-
hec-0007

http:/ficongressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1993-
hap-0049

http://congressional.proquest.comfcong
ressional/docview/t29.d30.hrg-1993-
sap-0016

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1993-
edl-0016

httpif/congressional proquest.com/cong
ressional/docview/t29.d30.hrg-1993-
sga-0032

htep:ficongressional.proquest.com/cong
ressional/docview/t29.d30,hrg-1994-
anf-0003

httpi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1994-
sap-001 1/

http:f/congressional proquest.comfcong
ressional/docview/t29.d30.hrg- 1994-
hap-0019

hetps//icongressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1994~
bfu-0018

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1995-
hag-000!

htepi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1995-
hap-0054
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Hearing Title

Link

March 03,
1995

March 08,
1995

March 07,
1995

May 01, 1995
May 10, 1995
June 20, 1995
July 18, 1995
October 11,
1995
February 27,
1996
February 28,
1996

March 06,
1996

April 17, 1996
April 24, 1996
June 07, 1996
June 20, 1996
June 26, 1996

Worksite Enforcement of Employer Sanctions
Treasury, Postal Service, and General Government
Appropriations, FY96

Integrity of Government Documents

Oklahoma City Bombing, Special Hearing

Verification of Applicant Identity for Purposes of Employment and

Public Assistance

RTC's Professional Liability Program

Investigation of Whitewater Development Corporation and

Related Matters, Vol. |

Future of Money, Part 2

Counterfeiting of U.S. Currency Abroad

Organized Crime and Banking

Treasury, Postal Service, and General Government

Appropriations for FY97 Part |: Department of the Treasury

Treasury, Postal Service, and General Government
Appropriations, FY97
Federal Building Security

Impacts of the Closure of Pennsylvania Avenue on D.C

White House Access to FBI Background Summaries

S. Res. 254, Sense of the Senate Regarding Reopening of
Pennsylvania Avenue

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1 995-
hjh-0008

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1995-
sap-0026

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1995-
gro-0014

hitp:f/congressional.proquest.comfcong
ressional/docview/t29.d30.hrg-1995-
sap-0028

htep:ficongressional. proquest.com/cong
ressional/docview/t29.430.hrg-1995-sjs-
0018

httpi//congressional.proquest.comfcong
ressional/docview/t29.d30.hrg-1995-
bfs-0025

http:/icongressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1995-
iwd-0006

http:f/congressional proquest.com/cong
ressional/docview/t29.d30.hrg-1995-
bfs-0018

htep:/icongressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1996-
bfs-0007

http://congressional proquest.comfcong
ressional/docview/t2%9.d30.hrg- [ 996~
bfs-0032

http/icongressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1996-
hap-0041

http:f/congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-[996-
sap-0015

http://congressional.proquest.com/cong
ressional/docview/t29.d30,hrg-1996-
he-0018

heep:ficongressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1996-
gro-0070

http://congressional proquest.com/cong
ressional/docview/t29.d30.hrg- 1996-sjs-
0044

heep://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1996-
sga-001 1

o
o
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Hearing Title

Link

July 17, 1996
July 17, 1996
September 11,
1996
September 20,
1996
February 25,
1997

March 12,
1997

March 19,
1997

April 15, 1997
May 01, 1997
September |1,
1997

September 16,
1997

February 24,
1998

February 25,
1998

February 26,
1998

March 31,
1998

Aprit OI, 1998

Finandial Instruments Anti-Fraud Act: S. 1009

Security of FBI Background Files, July 17, 1996

Nigerian White Coliar Crime

Drug Policy in the Federal Workforce

Treasury, Postal Service, and General Government
Appropriations for Fiscal Year 1998 Part i: Department of the
Treasury

Oversight of the Implementation of the Electronic Benefit
Transfer System for the Food Stamp Program

Internet Crimes Affecting Consumers

Treasury and General Government Appropriations, Fiscal Year

1998

Computer Generated Check Fraud

Cellular Telephone Fraud

Finandial Instrument Fraud

Foreign Terrorists in America: Five Years After the World Trade

Center

Treasury, Postal Service, and General Government
Appropriations for FY99 Part |: Department of the Treasury
Treasury and General Government Appropriations, FY99

Counterfeiting Using Personal Computers

Identity Theft

httpif/congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1996-
bhu-0015

http:/fcongressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1996-
gro-0010

http://congressional.proquest.comfcong
ressional/docview/t29.d30.hrg-1996-
hir-0082

http:/fcongressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1996~
gro-0090

httpi/icongressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1997-
hap-0017

http:f/congressional.proquest.comfcong
ressional/docview/t29.d30.hrg- 1997-
hag-0007

http://congressional. proquest.com/cong
ressional/docview/t29.d30.hrg- 1997-sjs-
0013

http://congressional proquest.com/cong
ressicnal/docview/t29.d30.hrg-1997-
sap-0025

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1997-
bfs-0014

httpf/congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1997-
hjh-0062

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1997-
bhu-0036

httpi//congressional.proquest.comfcong
ressional/docview/t29.d30.hrg- 1 998-sjs-
0011

httpi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1998-
hap-0032

htepi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1998-
sap-0006

http://congressional.proquest.comfcong
ressional/docview/t29.d30.hrg-1998-
bfs-0005

heepi/fcongressional.proquest.com/cong
ressional/docview/t29.d30.hrg- [ 998-
bhu-0004
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Hearing Title

Link

May 08, 1998

May 20, 1998

February 23,
1999

February 25,
1999

June 24, 1999

July 22, 1999

September 29,
1999

March 07,
2000

March 09,
2000

March 23,
2000

March 28,
2000

May 16, 2000

May 19, 2000

September 13,
2000

March 21,
2001

March 21,
2001

D.C. Metropolitan Police Department Oversight and Federal Law
Enforcement Assistance

Identity Theft and Assumption Deterrence Act

Treasury, Postal Service, and General Government
Appropriations for FY2000 Part |: Department of the Treasury

Treasury and General Government Appropriations for FY2000

U.S. Secret Service

Counterfeiting and Misuse of the Social Security Card and State
and Local Identity Documents

Viclence Against Women Act of 1999, Stalking Prevention and
Victim Protection Act of 1999

ID Theft: When Bad Things Happen to Your Good Name

Treasury, Postal Service, and General Government
Appropriations for Fiscal Year 2001 Part I: Department of the
Treasury

Treasury and General Government Appropriations for Fiscal
Year 2001

Production and Protection of Money

Threats to Federal Law Enforcement Officers

Phony IDs and Credentials Via the Internet: An Emerging

Problem

H.R. 431 1: The identity Theft Prevention Act of 2000

America’s Main Street: The Future of Pennsylvania Avenue

Treasury, Postal Service, and General Government
Appropriations for FY2002, Part |

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- [ 998-
gro-0039

http://congressional proquest.comfcong
ressional/docview/t29.d30.hrg-1998-sjs-
0046

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1999-
hap-0008

hup:ffcongressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1999-
sap-0026

httpi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-1999-
hjh-0020

http:f/congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1999-
hjh-0073

htep://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg- 1999-
hjh-0066

http://congressional.proquest.comfcong
ressional/docview/t29.d30.hrg-2000-sjs-
0051

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-2000-
hap-0047

httpi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-2000-
sap-0007

httpi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-2000-
bfs-0010

http://congressional proquest.comfcong
ressional/docview/t29.d30.hrg-2000-sjs-
0034

http://congressional proquest.com/cong
ressional/docview/t29.d30.hrg-2000-
sga-0011

heepiffcongressional.proquest.com/cong
ressional/docview/t29.d30.hrg-2000-
bfs-0020

http://congressional. proquest.com/cong
ressional/docview/t29.d30.hrg-2001 -
hgr-0019

htepi/icongressional.proguest.com/cong
ressional/docview/t29.d30.hrg-2001-
hap-0033
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Hearing Title

Link

Aprit 26, 2001

May 23, 2001

May 24, 2001

May 31, 2001

July 24, 2001

July 24, 2001

July 25, 2001

October 10,

2001

February 27,
2002

March 14,
2002

June 24, 2002

July 09, 2002

July 18, 2002

September 19,

2002

April 03, 2003

April 08, 2003

Treasury and General Government Appropriations for FY2002

On-Line Fraud and Crime: Are Consumers Safe?

Fighting Cyber Crime

2002 Winter Olympics in Sait Lake City, Utah: Cooperation
Between Federal, State, Local and Private Agencies To Address
Public Safety Concerns

Federal Interagency Data-Sharing and National Security

Design and Security of Currency

Improving Our Ability To Fight Cybercrime: Oversight of the
National Infrastructure Protection Center

Cyber Security: How Can We Protect American Computer
Networks from Attack?

Treasury, Postal Service, and General Government
Appropriations for Fiscal Year 2003, Part |

Treasury and General Government Appropriations for Fiscal
Year 2003

Homeland Security: The Federal and New York Response

Proposal To Create a Department of Homeland Security

Identity Theft: The Nation's Fastest Growing Crime Wave Hits

Seniors

Preserving the Integrity of Social Security Numbers and
Preventing Their Misuse by Terrorists and Identity Thieves

Fighting Fraud: Improving Information Security

Department of Homeland Security Appropriations for FY2004

sight and Government Reform Report

htetp://congressional.proquest.com/cong
ressional/docview/t2%.d30.hrg-200 1 -
sap-0003

http:/fcongressional.proquest.com/cong
ressional/docview/t29.d30.hrg-2001 -
hec-0056

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-2001-
hjh-0050

http:f/congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-2001 -sjs-
0015

htepif/congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-2001-
hgr-0095

httpi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-2001 -
hfs-001 |

httpi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-200 | -sjs-
0014

httpi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-200 1 -
sci-0009

http://congressional. proquest.com/cong
ressional/docview/t29.d30.hrg-2002-
hap-0032

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-2002-
sap-0006

http://congressional proquest.com/cong
ressional/docview/t29.d30.hrg-2002-
5¢i-0023

http://congressional proquest.com/cong
ressional/docview/t29.d30.hrg-2002-
hjh-0039

httpi//congressional proquest.com/cong
ressional/docview/t29.d30.hrg-2002-
ags-0015

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-2002-
wam-0042

http://congressional.proquest.comfcong
ressional/docview/t29.d30.hrg-2003-
hfs-0040

htep:/icongressional.proquest.com/cong
ressional/docview/t29.d30.hrg-2003-
sap-0020

38
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Hearing Title

Link

April 08, 2003

May 20, 2003

June 24, 2003

December 15,
2003

February 03,
2004

March 23,
2004

April 28, 2004
September 22,
2004

March {0,
2005

Aprit 13, 2005
March 16,
2006

Aprif 25, 2006
July 19, 2006
January OI,
2007

March 17,
2007

August 10,
2007

Department of Homeland Security Appropriations for 2004 Part
4: Titles Il and IV

Fair Credit Reporting Act and Issues Presented by
Reauthorization of the Expiring Preemption Provisions

Fighting Identity Theft--The Role of FCRA

Identify, Disrupt and Dismantle: Coordinating the Government’s
Attack on Terrorist Financing

Law Enforcement Efforts Within the Department of Homeland
Security

Identity Theft Penalty Enhancement Act, and the ldentity Theft
Investigation and Prosecution Act of 2003

Money Matters: Coin and Counterfeiting Issues

identity Theft: The Causes, Costs, Consequences, and Potential
Solutions

Identity Theft: Recent Developments Involving the Security of
Sensitive Consumer Information

Securing Electronic Personal Data: Striking a Balance Between
Privacy and Commercial and Governmental Use

State of Small Business Security in a Cyber Economy

North Korea: illicit Activity Funding the Regime

Coin and Currency Issues Facing Congress: Can We Still Afford
Money?

Department of Homeland Security Appropriations for 2008. Part
3: Department of Homeland Security

Protecting Our Schools: Federal Efforts To Strengthen
Community Preparedness and Response

Information Sharing and National Special Security Events:
Preparing for the 2008 Presidential Conventions

ix to House Committee on Oversight and Government Reform Report

cret Service: An Agency in Crisis

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-2003-
hap-0064

http:/fcongressional.proquest.com/cong
ressional/docview/t29.d30.hrg-2003-
bhu-0016

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-2003-
hfs-0030

http:f/congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-2003-
hgr-0085

http:/fcongressional.proquest.com/cong
ressional/docview/t29.d30.hrg-2004-
hjh-0020

http:f/congressional.proquest.comfcong
ressional/docview/t29.d30.hrg-2004-
hjh-0010

htep://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-2004-
hfs-0077

hitp:/feongressional.proquest.comfcong
ressional/docview/t29.d30.hrg-2004-
hgr-0220

http:f/congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-2005-
bhu-001 1

http://congressional proquest.comfcong
ressional/docview/t29.d30.hrg-2005-s]s-
0035

htepi//congressional. proquest.com/cong
ressional/docview/t29.d30.hrg-2006-
smb-0020

http://congressional proquest.com/cong
ressional/docview/t29.d30.hrg-2006-
hsg-0048

httpi//congressional.proquest.comfcong
ressional/docview/t29.d30.hrg-2006-
hfs-0040

htepi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-2007-
hap-0027

httpiicongressional.proquest.comfcong
ressional/docview/t29.d30.hrg-2007-
hsc-0025

http:f/congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-2007-
hsc-0045
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Hearing Title

Link

December 18,
2007

January 01,
2008

March {1,
2008

February 26,
2009

April 28, 2009

October 14,
2009

November 05,
2009

December 03,
2009

March 04,

20i0

june 29, 2010

July 20,2010

July 28,2010

April 07,2011

April 12,2011

May 04, 2011

June 21, 201}

Privacy and Cybercrime Enforcement Act of 2007

Department of Homeland Security Appropriations for 2009. Part
2: Department of Homeland Security

Department of Homeland Security Law Enforcement Operations

Department of Homeland Security Appropriations for 2010, Part
4: Department of Homeland Security

Cyber Security - 2009

Diversity at the Department of Homeland Security: Continuing
Challenges and New Opportunities

Combating Organized Retail Crime--The Role of Federal Law
Enforcement

United States Secret Service and Presidential Protection: An
Examination of a System Failure, Part | and |t

Department of Homeland Security Appropriations for 201 1. Part

4: Department of Homeland Security

Role and Operations of the United States Secret Service

The State of U.S. Coins and Currency

Online Privacy, Social Networking, and Crime Victimization

[Secret Service Budget]

Cyber Security: Responding to the Threat of Cyber Crime and

Terrorism

The Threat of Data Theft to American Consumers

Cybersecurity and Data Protection in the Financial Sector

sight and Government Reform Report

httpi//congressional.proquest.comfcong
ressional/docview/t29.d30.hrg-2007-
hjh-0115

http:f/congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-2008-
hap-003 1

http:if/congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-2008-
hjh-0032

http:f/congressional.proquest.com/cong
ressional/docview/c29.d30.hrg-2009-
hap-0058

hetpi/icongressional.proquest.com/cong
ressional/docview/t29.d30.hrg-2009-
hsg-0069

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-2009-
hsc-0025

httpi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-2009-
hih-0094

http:ffcongressional.proquest.comfcong
ressional/docview/t29.d30.hrg-2009-
hsc-0018

http://congressional. proquest.com/cong
ressional/docview/t29.d30.hrg-2010-
hap-0056

http://congressional.proquest.comfcong
ressional/docview/t29.d30.hrg-2010-
hjh-0049

httpi/fcongressional proquest.com/cong
ressional/docview/t29.d30,hrg-2010-
hfs-0051

http:f/congressional.proquest.comfcong
ressional/docview/t29.d30.hrg-2010-
hjh-0046

http://congressional proquest.com/cong
ressional/docview/t29.d30.h 18-
20110407-04

http:f/congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-201 | -sjs-
0019

http://congressional.proquest.comfcong
ressional/docview/t29.d30,hrg-201 1 -
hec-0025

htepificongressional.proquest.com/cong
ressional/docview/t29.d30.hrg-201 |-
bhu-0022
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Hearing Title

Link

June 29, 2011

September 07,
2011

September 14,
2011

September 14,
2011

May 23, 2012

November 18,
2013

February 03,
2014

February 04,
2014

February 05,
2014

March 05,
2014

Aprit 02, 2014

April 16, 2014

May 07, 2014

September 30,

2014

November 19,
2014

December 10,
2014

Hacked Off: Helping Law Enforcement Protect Private Financial
Information

Cyber Crime: Updating the Computer Fraud and Abuse Act To
Protect Cyber Space and Combat Emerging Threats

United States Secret Service: Examining Protective and
Investigative Missions and Challenges in 2012

Cybersecurity: Threats to the Financial Sector

Secret Service on the Line: Restoring Trust and Confidence

Beyond Sitk Road: Potential Risks, Threats, and Promises of
Virtual Currencies

Safeguarding Consumers' Financial Data

Privacy in the Digital Age: Preventing Data Breaches and
Combating Cybercrime

Protecting Consumer Information: Can Data Breaches Be
Prevented?

Data Security: Examining Efforts To Protect Americans’ Financial
Information

Data Breach on the Rise: Protecting Personal Information from
Harm

Protecting Your Personal Data: How Law Enforcement Works
with the Private Sector To Prevent Cybercrime

Investing in Cybersecurity: Understanding Risks and Building
Capabilities for the Future

White House Perimeter Breach: New Concerns About the
Secret Service

United States Secret Service

Cybersecurity: Enhancing Coordination To Protect the Financial
Sector

nmittee on Qversight and Government Reform Report
An Agency in Crisis

httpi//congressional.proquest.comfcong
ressional/docview/t29.d30.hrg-201 | -
hfs-0034

http:f{congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-201 | -sjs-
ooto

http:ficongressional.proquest.com/cong
ressional/docview/t29.430.hrg-201 1-
hsc-0034

hitp://congressional proquest.com/cong
ressional/docview/t29.d30.hrg-201 | -
hfs-0067

http://congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-2012-
hsg-0016

httpi//congressional proquest.com/cong
ressional/docview/t29.d30.hrg-2013-
hsg-0049

htepi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-2014-
bhu-0017

http://congressional. proquest.comfcong
ressional/docview/t29.d30.s52-
20140204-01

htepi//congressional.proquest.com/cong
ressional/docview/t29.d30.h36-
20140205-0

http:/fcongressional.proquest.com/cong
ressional/docview/t29.d30.hrg-2014-
hfs-0009

htep:/icongressional.proquest.com/cong
ressional/docview/t29.d30,548-
20140402-01

http:f/congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-2014-
hsc-0020

httpi//congressional proquest.comicong
ressional/docview/t29.d30.518-
20140507-03

httpi//congressional.proquest.com/cong
ressional/docview/t29.d30.hrg-2014-
cgr-0067

http:ffcongressional.proquest.com/cong
ressional/docview/t29.d30.hrg-2014-
hjh-0069

htep:/icongressional.proquest.com/cong
ressional/docview/t29.d30.524-
20141210-01

41
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Hearing Title

Link

February 12,
2015

March 17,
2015

March 19,
2015

March 24,
2015

Aprit 15,2015

Aprit 29, 2015

Emerging Threats and Technologies to Protect the Homeland

Appropriations--Secret Service

Appropriations: U.S. Secret Service

US Secret Service: Holding the Protectors Accountable

Analyzing Misconduct in Federal Law Enforcement

Flying Under the Radar: Securing Washington D.C. Airspace

httpi//congressional proquest.comfcong
ressional/docview/t29.d30.h41-
20150212-01

httpif/congressional.proquest.comfcong
ressional/docview/t29.d30.h 18-
20150317-06

http://congressional.proguest.com/cong
ressional/docview/t29.d30.h 18-
20150319-06

httpi//congressional proquest.com/cong
ressional/docview/t29.d30.h60-
20150324-01

http://congressional.proquest.com/cong
ressional/docview/t29.d30.h52-
20150415-02

httpi//icongressional proquest.com/cong
ressional/docview/t29.d30.h60-
20150429-02

Source: Compiled from data available in the ProQuest Congressional database.

Notes: Each entry contains the first, of potentially multiple, hearing dates. The final column of the table provides a link to
the ProQuest Congressional database, which offers additional information on the committee conducting the hearing and in
most cases a full text transcript of the proceedings. Several table entries contain what superficially may appear to be
redundant information—with similar hearing titles occurring on the same day. These instances generally reflect either
appropriations hearings where both the House and Senate held a hearing on the same day, or where ProQuest
Congressional offers multiple transcripts for one hearing in multiple locations. In either case, unique links are provided for
each entry and contain distinctive information.
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Department of Homeland Security
U.S. Secret Service (USSS)
Ist Level Trend Report

Response Summary

Completed

2015 Governmentwide

2015 Department of Homeland Security

2014 U.S. Secret Service (USSS)
2013 U.S. Secret Service (USSS)
2012 U.S. Secret Service (USSS)
2011 U.S. Secret Service (USSS)
2010 U.S. Secret Service (USSS)

Surveys

421,748
43,080

This 2015 Federal Employee Viewpoint Survey Report provides summary results for subagencies within your
department or agency. The results include response percentages for each survey item. The definitions for the
Positive, Neutral, and Negative response percentages vary in the following ways across the three primary response

scales used in the survey:
Positive: Strongly Agree and Agree / Very Satisfied and Satisfied / Very Good and Good
Neutral: Neither Agree nor Disagree / Neither Satisfied nor Dissatisfied / Fair

Negative: Disagree and Strongly Disagree / Dissatisfied and Very Dissatisfied / Poor and Very Poor

Positive, Neutral, and Negative percentages are based on the total number of responses (N) that are in these three

categories. The number of Do Not Know (DNK) or No Basis to Judge (NBJ) responses, where applicable, is listed

separately.

The Jast column indicates whether or not there was a significant increase, decrease, or no change in positive
percentages from the previous year. Arrows slanting up indicate a statistically significant increase, and arrows

slanting down indicate a statistically significant decrease. Horizontal arrows indicate the change was not
statistically significant. For example, in the row with the 2015 results, if the arrow was slanting up #, there was a

significant increase in positive percentages from 2014 to 2015.

Note: The report tables that follow do not include results for any year listed in the Response Summary table

(above) that had fewer than 10 completed surveys. If there were fewer than 30 respondents for a given year, the

column showing the 'Difference from previous year' will show '--' to signify that no test was performed due to
small sample size. Items 72 to 78 are on a different response scale and are not included in the significance testing.

2010 response percentages are shown to provide context for the significance test from 2011.

2015 Federal Employe
Appeh

fewpeint Suney .
» House Comnilttes on Qversight and Govetnment Reform Beport
U.8. Secret Service: An Agency in Crisis
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Department of Homeland Security
U.S. Secret Service (USSS)
Ist Level Trend Report

1. I am given « real opportunity to improve my skills in my organization.

Difference
from
previous
N Positive Neutral Negative year
2015 Governmentwide 420,841 61.3% 16.6% 221%
429899 46.3% 18.9%

2015 Department of Homeland Security
3 t ; S MR
2014 U.S. Secret Service (USSS) 1,123 46.4% 21.0% 32.6%

»
2013 U.5. Secret Service (USSS) 1,399 49.9% 18.3% 31.8% b
2012 U.S. Secret Service (USSS) 2,203 55.9% 16.9% 27.2% N
2011 U.S. Secret Service {USSS) 958 62.8% 14.9% 22.3% <>
2010 U.3. Secret Service (USSS) 577 59.2% 18.0% 22.8%
2. I have enough information to do my job well,
Difference
from
previous
N Positive Neutral Negative year
2015 Governmentwide 418,183  869.9% 15.0% 15.2%
2015 Department of Homeland Security 42,875 59.5% 17.6% 23.0%
s e e o : § N~ s !
2014 U.S, Secret Sewice {USSS) 1115 61.2% 18.8% 20.0% ]
2013 U.S. Secret Service (USSS) 1,392 65.4% 18.2% 16.3% § L]
2012 U.S. Secret Service (USSS) 2,199 70.1% 16.4% 13.5% l N
2011 U.S. Secret Service (USSS) 958 75.4% 13.0% 11.6% FJ
2010 U.S. Secret Service (USSS) 877 67.4% 16.6% 16.0% i
3. I feel encouraged to come up with new and better ways of doing things.
Difference
from
previous
N Positive Neutrai Negative year
2015 Govermnmentwide 414,872 56.5% 18.3% 25.2%
2015 Department of Hemeland Securit}kt‘ 42,91 39.4% 18.6% 42.0% 1
2014 U.S. Secret Service (USSS) ‘ 1,106 38.4% 21.8% 39.8% N
2013 U.S. Secret Service (USSS) 1,388 45.1% 19.5% 35.4% R
2012 U.S. Secret Service (USSS) 2,193 48.0% 18.4% 31.6% k]
2011 U.S. Secret Service (USSS) 959 56.9% 18.4% 24.7% >
2010 U.S, Secret Service (USSS) 572  50.7% 17.8% 31.5%
# Federal E/r\% w%yi!tee on Oversight and Government Reform Report 81 Page 20736
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Department of Homeland Security
U.S. Secret Service (USSS)
Ist Level Trend Report

4. My work gives me a feeling of personal accomplisiunent.

Difference
from
previous
N Positive Neutral Negative year
2015 Governmentwide 418.769  70.4% 14.6% 14.9%
2015 Department of Homeland Security 42,922 56.0% 26.6%
15U ¢ S S L .
2014 U.S. Secret Service (USSS) 1,114 61.8% 17.3% 20.9% 2>
2013 U.S. Secret Service (USSS) 1388  63.8% 19.0% 17.2% E ]
2012 U.S. Secret Service (USSS) 2,184 70.7% 15.0% 143% R
2011 U.S. Secret Service (USSS) 958  74.2% 13.6% 12.3% i >
2010 U.S. Secret Service (USSS) 577 70.0% 16.1% 13.8% i
5. I like the kind of work I do.
Difference
from
previous
N Positive Neutral Negative year

2015 Governmentwide 414,001 82.9% 10.9% 82%
42,891 76.4% 13.7% 9.9%

Us. se ;
2014 U.S. Secret Service (USSS) 1,109 81.2% 13.3% 56% >
2013 U.S. Secret Service (USSS) 1,380 81.3% 13.1% 5.6% b
2012 U.S. Secret Service (USSS) 2,196 84.1% 10.5% 5.4% g b
2011 U.S. Secret Service {(USSS) 955  88.0% 7.5% 4.6% >
2010 U.S. Secret Service (USSS) 576 86.1% 8.3% 56% §
6. I know what is expected gf' me on the job.
Difference
from
previous
N Positive Neutral Negative year
2015 Governmentwide 417.035  79.1% 11.2% 8.7%
2015 Department of Homeland Security 42,780 73.0% 12.7% 14.3%

\ ice {USS!
2014 U.S, Secret Service (USSS) 1,113 75.4% 14.6% 10.0%

N
2013 U.S. Secret Service (USSS) 1,385 81.2% 1N.7% 7.1% >
2012 U.S. Secret Service (USSS) 2,189 823% 10.0% 7.7% kY
2011 U.S. Secret Service (USSS) 952 86.0% 8.5% 5.5% Fd
2010 U.S. Secret Service (USSS) 572 81.1% 13.3% 56%

2015 Federal Emplayee Viewnoin

Cos ee on Quersight and Government Reform Report 82 -
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Department of Homeland Security
U.S. Secret Service (USSS)
Ist Level Trend Report

7. When needed I am willing to put in the extra effortio get a job done.

Difference
from
previous
N Positive Neutraj Negative year
2015 Governmentwide 418,584 95.6% 2.8% 1.7%
42,945  926% 3.9% 3.5%

2015 Department of Homeland Security
‘ Servi s88) o = %
2014 U.S. Secret Service (USSS) 1112 96.1% 26% 1.4%

>
2013 U.S. Secret Service (USS3S) 1,388 96.2% 26% 1.1% >
2012 U.S. Secret Service {USSS) 2,195  96.6% 2.3% 1.1% >
2011 U.S. Secret Service (USSS) 958  97.3% 1.9% 0.8% >
2010 U.S. Secret Service (USSS) 576  96.1% 2.1% 1.8%
8. I am constantly looking for ways to do my job better.
Difference
from
previous
N Positive Neutral Negative year
2015 Governmentwide 419,588  90.5% 1.9%
2015 Department of Homeland Security 42,881 84.3% 4.4%

2014 U.S. Secret Service (USSS) 1,119 88.7% 8.7% 286%

>
2013 U.S. Secret Service (USSS) 1398 89.2% 8.6% 22% >
2012 U.S. Secret Service (USSS) 2,186 90.2% 8.4% 1.5% -
2011 U.S. Secret Service (USSS) 952  92.4% 6.0% 1.7% FJ
2010 U.S. Secret Service (USSS) 576 87.4% 10.6% 1.9%
9. I have sufficient (for. wle, people, ials, budget) to get my job done.
Difference
from
previous
N Positive Neutral Negative DNK year
2015 Govemnmentwide 419,427 46.1% 16.2% 37.7% ! 1,039
2015 Department of Homeland Security 42,826 15.5% 47.6% 168
il N v N .
2014 U.S. Secret Service (USSS) 1,119 30.9% 17.5% 51.6% 2 >
2013 U.S. Secret Service (USSS) 1387  30.7% 17.8% 51.4% 3 N
2012 U.5. Secret Service (USSS) 2195 38.2% 15.4% 46.3% 4 §
2011 U.S. Secret Service (USSS) 955  41.3% 19.6% 39.1% 2 Fd
2010 U.S. Secret Service (USSS) 571 36.2% 18.3% 45.5% 4
715 Federal EAD%Q}'\&QXXAQ& uim Sughfyiuee on Oversight and Government Reform Report 63 Page 4 of 36
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Department of Homeland Security
U.S. Secret Service (USSS)
Ist Level Trend Report

10. My workload is reasonable.

Difference
from
previous
N Positive  Neutral Negative DNK year

2015 Governmentwide 417538 57.0%  165%  26.5% 784
42783 546%  17.2%  28.2%
- 18k :
18.9%

2015 Department of Homeland Securit

2014 U.S. Secret Service (USSS) 1,113 545%

26.6% { 1 i N
2013 U.S. Secret Service (USSS) 1,380 62.4% 18.1% 19.5% s 2 ¥
2012 U.S. Secret Service (USSS) 2,183 64.9% 16.4% 18.7% 4 ]
2011 U.S. Secret Service (USSS) 949 68.8% 16.0% 15.2% 3 >
2010 U.S, Secret Service (USSS) 576 63.3% 19.2% 17.5% 1
11. My talents are used well in the workplace.
Difference
from
previous
N Positive  Neutral Negative DNK year
2015 Governmentwide 406,246 57.7% 16.7% 25.6% i 1,945
2015 Department of H 42376 43.2% 18.

0%

2014 U.S. Secret Service (USSS) 1.095 45.6% 18.8%

5 »
2013 U.S. Secret Service (USSS) 1353 48.7% 20.3% ? 9} N
2012 U.S. Secret Service (USSS) 2,163 55.0% 17.0% 28.0% 102 >
2011 U.S. Secret Service (USSS) 947 56.7% 17.1% 26.1% 7 >
2010 U.S. Secret Service (USSS) 573 53.1% 20.7% 26.3% 3i
12. I know how my work relates to the agency's goals and priorities.
Difference
from
previous
N Positive  Neutral Negative DNK year
2015 Governmentwide 416,802 82.5% 10.3% 7.3% § 1,495
42537 72.5% 12.6% 14.9%

2015 Department of Homeland Securit;
; 9.2

; 3
2014 U.S. Secret Service (USSS) 1119 78.0%  11.9% 10.1% 2t N
2013 U.S. Secret Service (USSS) 1,381 80.8% 12.5% 6.6% 3 N
2012 U.S. Secret Service (USSS) 2183 828%  10.5% 6.7% 6 Ny
2011 U.S. Secret Service (USSS) 954 85.5% 9.8% 4.7% 2 >
2010 U.S. Secret Service (USSS) 574 826%  10.5% 7.0% 2
7015 Feder : (%gm iuae. on Quersight and Government Reform Report 84 Page 5 of

An Ageney in Crisis
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Department of Homeland Security
U.S. Secret Service (USSS)
Ist Level Trend Report

13 Thework I do is important.

Difference
from
previous
N Positive  Neutral Negative DNK year
2015 Governmentwide 413,090 90.0% 6.8% 32% 1,176
2015 Depariment of Homeland Security 42,602 84.6% 1% 226

2014 U.S. Secret Service (USSS)

4 >
2013 U.5. Secret Service (USSS) 1,388 90.2% 1 i >
2012 U.S. Secret Service (USSS) 2,186 90.83% 3 % >
2011 U.S. Secret Service (USSS) 852 91.1% 1 i >
2010 U.S. Secret Service (USSS) 572 88.6% O%
14,  Physical ditions (for iple, noise level, temp , lighting, cleanti in the workplace) allow empl 1o perform
their jobs well.
Difference
from
previous
N Positive  Neutral Negative DNK year
2015 Governmentwide 417770 65.8% 14.1% 20.1% 1,841
2015 Department of Horneland Security 42672 57.5% 15.6% 26.9% 247
2 (soneusss) 54 .
2014 U.S. Secret Service (USSS) 1121 74.7% 13.6% 11.7% 1 % >
2013 U.S. Secret Service (USSS) 1,394 77.7% 13.1% 9.1% 4 i >
2012 U.3. Secret Service (USSS) 2183 78.1% 11.9% 10.0% ; 3% <>
2011 U.S, Secret Service (USSS) 851 78.3% 11.7% 10.0% i 5 } b
2010 U.S. Secret Service (USSS) 575  73.2% 16.1% 10.7% § 22
15, My perf ppraisal is a fair reflection of my performance.
Difference
from
previous
N Positive  Neutral Negative DNK year
2015 Governmentwide 413,321 6%.1% 14.4% 16.5% § 5,987

2015 Department of Homeland Security 42,372 25.4%

58.1% 16.5%

2014 U.S. Secret Service {USSS) 70.7% 16.5% 12.8%

TSI ;1 Snbow

ol >
2013 U.S. Secret Service (USSS) 71.6%  14.8% 13.7% 4 >
2012 U.S. Secret Service (USSS) 73.8%  14.3% 11.8% 2 9 3>
2011 U.S. Secret Service (USSS) 746%  14.1% 11.3% 5 >
2010 U.S. Secret Service (USSS) 568  69.6%  15.8% 14.6% % 8
g;pggg 3% Com tee on. Qversight and Government Reform Report &8
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Department of Homeland Security

U.S. Secret Service (USSS)

Ist Level Trend Report

16. I am held accountable for achieving results.

Difference
from
previous
N Positive  Neutral Negative DNK year
2015 Governmentwide 416,218 81.3% 12.2% 6.5%

42,542 69.8%

2015 Department of Homeland Security
1 Service (Usss). _ ~
2014 U.S. Secret Service (USSS) 1,115 73.7%

13.3%

15.8% 10.4% 5 >
2013 U.S, Secret Service (USSS) 1,394 76.2% 15.0% 8.8% 1 pY)
2012 U.S. Secret Service (USSS) 2183 80.7% 12.7% 6.6% 141 >
i
2011 U.S. Secret Service (USSS) 951 79.9% 13.9% 6.3% 3 E
2010 U.S. Secret Service (USSS) 574 75.8% 16.3% 7.8% 3
17. I can disclose a suspected violation of any law, rule or regulation without fear of veprisal.
Difference
from
previous
N Positive  Neutral Negative DNK year
2015 Governmentwide 400,156 61.2% 18.7% 20.1% 18,409 ]

2015 Department of Homeland Securit;

41,186 50.2%

20.0%

29.8%

27.5%

2014 U.S. Secret Service (USSS) 1,082 46.7% 25.7% 35 ]
2013 U.S. Secret Service (USSS) 1,357 52.7% 22.1% 25.2% 38 N
2012 U.S. Secret Service (USSS) 2,143 55.6% 21.9% 22.5% 53 >
2011 U.S. Secret Service (USSS) 935 57.4% 22.7% 19.8% 21 >
2010 U.S. Secret Service (USSS) 548 57.3% 21.2% 21.5% 27§
18, My training needs are gssessed.
Difference
from
previous
N Positive  Neutral Negative DNK year
2015 Governmentwide 414,506 51.7% 23.1% 25.2% 4,4221
2015 Department of Homeland Security 42,262 42.2% 24.1Y 33.8% 596 ;

2014 U.S. Secret Service (USSS) 1,111 32.3%

27.0%

40.7% 8 o
2013 U.S. Secret Service (USS3) 1382 38.7% 23.9% 39.4% 13 »
2012 U.S, Secret Service (USSS) 2,181 42.8% 23.6% 33.5% 16 >
2011 U.5. Secret Service (USSS) 939  46.3% 23.9% 29.8% 9 § >
2010 U.S. Secret Service (USSS) 566  46.4% 22.2% 31.4% 7§
2015 Federal Employ i aint Sy Page 7 o 36
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Department of Homeland Security
U.S. Secret Service (USSS)
Ist Level Trend Report

19, Inmy most recent performance appraisal, I understood what I had o do o be rated af different performance levels (for example,
Fully Successfid, Outstanding).

Difference
from
previous
N Positive Neutral Negative NBJ year
2015 Governmentwide 410,220 68.1% 14.1% 17.8% g
2015 Depariment of Homeland Security 41800 61.0% 16.0% 23.0%
SUS SecretSevicesss) : o
2014 U.S. Secret Service (USSS) 1,104 68.5% 16.5% 15.1% 171 >
2013 U.S. Secret Service (USSS) 1,386 70.6% 16.4% 13.0% 12§ £ 3
2012 U.S. Secret Service (USSS) 2171 727% 14.2% 13.1% 314 >
2011 U.S. Secret Service (USSS) 951  74.8% 15.2% 10.0% 4 ; kJ
2010 U.S. Secret Service (USSS) 565 69.2% 16.8% 14.0% i il g
20.  The people I work with cooperate to get the job done.
Difference
from
previous
N Positive  Neutral Negative year
2015 Governmentwide 420,499  72.7% 14.0% 13.3%

2015 Department of Homeland Security 42977 65.7% 15.5% 18.7%

2014 U.S. Secret Service (USSS) 76.3% 13.5% 10.2%

>
2013 U.S. Secret Service (USSS) 78.5%  11.4% 10.1% >
2012 U.S. Secret Service (USSS) 80.4%  11.1% 8.5% =
2011 U.S, Secret Service {USSS) 83.7% 10.5% 5.8% E3
2010 U.S. Secret Service (USSS) 563 79.7%  10.8% 9.5%
2075 Federa 6 » tes on Qversight and Government Reform. Beport 87
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Department of Homeland Security
U.S. Secret Service (USSS)
Ist Level Trend Report

2. My work unit is able o recruit people with the right skills.

Difference
from
previous
N Positive  Neutral Negative DNK year

2015 Governmentwide 405,630 25.7% 32.7% | 15,085
41,687 27.2%

2015 Department of Homeland Securit

2014 U.S. Secret Service (USSS) 1,080 321% 32.0%

»
2013 U.S, Secret Service (USSS) 1340 38.1% 31.8% 30.1% i 581 ]
2012 U.S. Secret Service (USSS) 2129 423% 31.6% 26.1% 2 70 SN
2011 U.S. Secret Service (USSS) 830 52.0% 30.7% 17.3% 27 2
2010 U.S. Secret Service (USSS) 561 46.9% 30.7% 22.4% 2 1S§
22, Promotions in my work unit are based on merit
Difference
from
previous
N Positive  Neutral Negative DNK year

2015 Governmentwide 391,576  328% 27.9% 39.2%
2015 Depart 41003 20.1% 23.1% 56.8%

it of Homeland Security

2014 U.S. Secret Service (USSS) 1,066  19.9% 25.3% 54.8%

N
2013 U.S. Secret Service (USSS) 1320 23.6% 30.3% 46.1% N
2012 U.S. Secret Service (USSS) 2111 27.3% 26.7% 46.0% >
2011 U.S. Secret Service (USSS) 922 278% 29.4% 42.7% >
2010 U.S. Secret Service (USSS) 557 31.3% 24.0% 44.5%
23, In my work unit, steps are taken to deal with a poor performer who cannot or will not improve.
Difference
from
previous
N Positive  Neutral Negative DNK year
2015 Governmentwide 379,304 28.2% 27.0% 44.8% 39,603

2015 Department of Homeland Security 40,527  20.4% 22.1% 57.5% 2,416
o 15.2%
2014 U.S. Secret Service (USSS) 1056 22.6% 25.7% 51.7% 56

b
2013 U.S. Secret Service (USSS) 1318 26.5% 25.5% 48.0% 72 p ]
2012 U.S. Secret Service (USSS) 2097  29.6% 24.7% 45.7% 97 >
2011 U.S. Secret Service (USSS) 820 3t1% 26.5% 42.4% 36i >
2010 U.S. Secret Service (USSS) 556  31.4% 24.5% 44.1% 18§
2015 Federal Emplayes Vi Page 9 of 38
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Department of Homeland Security

U.S. Secret Service (USSS)

Ist Level Trend Report

24, Inmy work unit, differences in performance are recognized in a meaningfitl way.

Difference
from
previous
N Positive  Neutral Negative DNK year
2015 Governmentwide 305,142 32.8% 27.9% 39.3%

41,459
i

2014 LS. Secret Service (USSS)

23

9%

27.3% <>
2013 U.S, Secret Service (USSS) 1,345 28.2% 31.4% 40.4% »
2012 U.S. Secret Service (USSS) 2,124 31.8% 28.3% 39.1% ]
2011 U.S. Secret Service (USSS) 930 34.8% 31.6% 33.6% >
2010 U.S. Secret Service (USSS) 562 34.6% 27.2% 38.1%
25 Awards in my work unit depend on how well employees perform their jobs.
Difference
from
previous
N Positive  Neutral Negative DNK year
2015 Governmentwide 390,970 40.1% 25.0% 34.9%

2015 Department of Homeland Security 40,985  28.5%

2014 U.S. Secret Service (USSS) 32.3%

22.0%

26.7%

49.5%

41.1% &7 3>
2013 U.S, Secret Service (USSS) 1310 332% 29.5% 37.3% 78 >
2012 U.S. Secret Service (USSS) 2082 350% 29.8% 35.2% 2 115 >
2011 U.S. Secret Service (USSS) 814  38.4% 33.1% 28.5% 42 2>
2010 U.S. Secret Service (USSS) 549  38.7% 27.6% 35.6% 5 26
26.  Employees in my work unit share job knowledge with each other.
Difference
from
previous
N Positive Neutral Negative DNK year
2015 Governmentwide 417,688 72.7% 14.1% 13.2% 1,762
2015 Depariment of Homeland Security 42,76 67.8% 15.5% 16.7% 142

€l 53]
2014 U.S. Secret Setvice (USSS)

1,116 76.4%

2013 U.S. Secret Service (USSS) 1381 74.5%
2012 U.S. Secret Service (USSS) 2182 78.5%
2011 U.S. Secret Service (USSS) 850 77.8%
2010 U.S. Secret Service (USSS) 570 73.3%

15.7%
14.2%

12.5%

EIES

OB OIRSOS. ;-

v b ¥

point Survey .
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Department of Homeland Security
U.S. Secret Service (USSS)
Ist Level Trend Report

27.  The skill level in my work unit has improved in the past year.

Difference
from
previous
N Positive  Neutral Negative DNK year

2018 Governmentwide 403,364 52.5% 29.1% 18.3%
41,689

2015 Department of Homeland Security

2014 U.S. Secret Service (USSS)

2013 U.3, Secret Service (USSS) 1359 44.7% 36.2% 19.1%
2012 U.S. Secret Service (USSS) 2,140 50.0% 35.1% 14.8%
2011 U.S. Secret Service (USSS) 937  56.0% 32.7% 11.4%
2010 U.S. Secret Service (USSS) 555 51.4% 34.2% 14.4%

28.  How would you rate the overall quality of work done by your work unit?

Difference
from
previous
N Positive  Neutral Negative year
2015 Governmentwide 419,817 82.0% 14.5% 3.5% &
42900  72.8% 20.6% 6.7%

2015 Department of Homeland Securit;

2014 U.S. Secret Service (USSS) 1,116 83.4% 13.2% 3.4% } >
2013 U.S, Secret Service (USSS) 1393 83.4% 14.1% 2.5% § N
2012 U.S. Secret Service (USSS) 2197 87.5% 10.7% 1.8% I <>
2011 U.S. Secret Service (USSS) 954  87.0% 10.9% 2.1% i <>
2010 U.S. Secret Service (USSS) 578 §3.0% 15.0% 2.0% §

2015 Federal Employee \!iewgmm Surve Page 11036
Appendix o Hos
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Department of Homeland Security
U.S. Secret Service (USSS)
Ist Level Trend Report

29.  The workforce has the job-relevant knowledge and skills py t0 plish izational goals.
Difference
from
previous
N Positive  Neutral Negative DNK year
2015 Governmentwide 406,662  69.0% 17.8% 13.2%

2015 Department of Homeland Securit 41,653 19.7%

2014 U.S. Secret Service {USSS)

19.5% 12.6% 9 %
2013 U.5, Secret Service (USSS) 71.2% 18.5% 10.3% 20 A
2012 U.S. Secret Service (USSS) 75.6% 15.4% 9.0% 19 N
2011 U.S. Secret Service (USSS) 79.0% 14.2% 6.7% & >
2010 U.S. Secret Service (USSS) 74.4% 15.7% 2.9% 4
30. Employees have a feeling of personal empowerment with respect io work processes.
Difference
from
previous
N Positive  Neutral Negative DNK year

2015 Governmentwide 404,200 43.0% 25.2% 318% | 9,41
2015 D 41501 28.6% 24.7% 46.7%

artment of Homeland S:

2014 U.S. Secret Service (USSS) 1,070 36.1%

28.1% 35.8% 18 N
2013 U.S. Secret Service (USSS) 1318 40.9% 29.8% 29.3% 31 R
2012 U.S. Secret Service (USSS) 2128  47.0% 25.7% 27.3% 43 p]
2011 U.S. Secret Service (USSS) 914 53.4% 26.6% 20.0% 21 A
2010 U.S. Secret Service (USSS) 553  43.3% 26.2% 30.5% 15¢
31. Empl are ized for providing high quality products and services.
Difference
from
previous
N Positive  Neutral Negative DNK year
2015 Governmentwide 403,880 46.5% 23.5% 30.0% 8,603

2015 Department of Homeland Security

41,486 30.7% 23.3% 46.0%

i
2014 U.S. Secret Service (USSS) 1069 360%  27.0% 37.0% 3 6 8
2013 U.S. Secret Service (USSS) 1,316 42.5% 27.5% 30.0% 28 A
2012 U.S. Secret Service (USSS) 2133 465%  25.8% 27.7% 37§ N
20711 U.S. Secret Service (USSS) 921 54.0%  23.6% 22.4% 13§ >
2010 U.S. Secret Service (USSS) 566  47.5%  21.6% 30.9% 4§
2075 Federal Fppldy mnittes on Oversiaht and Government Reform Repert 73 Feoe 20038
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Department of Homeland Security
U.S. Secret Service (USSS)
Ist Level Trend Report

32, Creativity and innovation are rewarded,

Difference
from
previous
N Positive  Neutral Negative DNK year
2015 Governmentwide 398,504 38.7% 28.7% 34.6%

41,051 25.3%

2015 Department of Homeland Security

2014 U.S. Secret Service (USSS)
2013 U.S. Secret Service (USSS)
2012 U.S. Secret Service (USSS)

30.1%
30.0% 30.5% 39.4%
32.3% 31.7% 36.0%

2011 U.S. Secret Service (USSS) 41.1% 29.3% 29.6%
2010 U.S. Secret Service (USSS) 556 32.4% 30.8% 36.8%
33, Pay raises depend on how well employees perform their jobs.
Difference
from
previous
N Positive  Neutral Negative DNK year
2015 Governmentwide 383,014 21.1% 26.5% 52.4%
2015 Department of Homeland $. 40, 085 14.1% 20.8% 85.1% }
2014 U.S. Secret Service (USSS) 1,035 12.2% 26.2% 61.6% 49 3
2013 U.S. Secret Service (USSS) 1278  12.4% 29.7% 58.0% 68% N
2012 U.S. Secret Service (USSS) 2067 15.4% 31.1% 53.5% 96 >
2011 U.S. Secret Service (USSS) 890 15.8% 32.9% 51.2% 43 z >
2010 U.S. Secret Service (USSS) 551 14.5% 32.9% 52.6% I 18;

34, Policies and programs promote diversity in the workplace (for example, recruiting minorities and women, training in awareness
of diversity issues, mentoring).

Difference

from

previous

N Positive  Neutral Negative DNK year

2015 Governmentwide 381,978 56.5% 28.1% 15.4%

38,513

45.9% 31.4% 22.7%

2015 Department of Homeland Security

2014 U.S. Secret Service (USSS) 50.1%  205%  11.4%
2013 U.S. Secret Service (USSS) 1267 59.2% 3% 97%
2012 U.S. Secret Service (USSS) 2048 635%  26.8%  9.7%
2011 U.S. Secret Service (USSS) 896 67.8%  258%  6.5%
2010 U.S. Secret Service (USSS) 545 65.3%  248%  9.9%

~b¢z¢/
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Department of Homeland Security
U.S. Secret Service (USSS)
Ist Level Trend Report

35.  Employees are protected from health and safety hazards on the job.

Difference
from
previous
N Positive  Neutral Negative DNK year
2015 Governmentwide 406,232 75.9% 13.6% 10.5% 6,356
41572 58.7% 17.9% 23.3% 585

2015 Department of Homeland Security

|
2 U o 5 % .
2014 UL.S. Secret Service (USSS) 1,070 67.4% 19.8% 12.7% 13 »
2013 .S, Secret Service (USSS) 1322 71.9% 18.2% 9.9% 21 >
2012 U.S. Secret Service (USSS) 2,143 7435% 16.5% 9.0% 27 >
2011 U.S. Secret Service (USSS) 924 76.5% 15.2% 82% % 8 >
2010 U.S, Secret Service (USSS) 559 73.7% 17.3% 9.0% | 9|
36. My organization has prepared emple Jorp inl securily threats.
Difference
from
previous
N Positive  Neutral Negative DNK year
2015 Governmentwide 406,386  75.8% 14.1% 10.0% 5,444§

land Security

41,604  62.9% 17.4%

2014 U.S. Secret Service (USSS)

19.7%

12.0%

74.8% 13.2% 4 Ed
2013 U.3, Secret Service (USSS) 77.4% 14.4% 8.2% 10 )
2012 U.S. Secret Service (USSS) 82.4% $.6% 8.1% 8 -
H
2011 U.S. Secret Service (USSS) 84.8% 8.5% 6.7% 2 o
2010 U.S. Secret Service (USSS) 565  77.8% 11.4% 10.9% ¢ 4 H
37.  Arbitrary action, p { favoritism and ion for partisan political pury are not ol d
Difference
from
previous
N Positive Neutral Negative DNK year
2015 Governmentwide 387,840 50.7% 22.8% 26.5%
2015 Department of Homeland Security 40,030 33.8% 23.5% 42.7%

: 1
2014 U.S. Secret Service (USSS) 1045 37.8% 24.7% 37.5% 37% ]
2013 U.S. Secret Service (USSS) 1274 43.0% 26.5% 30.5% 673 >
2012 U.S. Secret Service (USSS) 2091 4535% 24.7% 29.9% 76% >
2011 U.S. Secret Service {USSS) 908 48.6% 25.1% 26.3% 231 >
2010 U.S. Secret Service (USSS) 551 47.0% 22.9% 30.0% 18%
H
5 Federal Employ iewpoint Survey Page 14 0 36
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Al X use Comniittes © reight and Government Reform Report
U.S. Secret Service: An Agency in Crisis




270

Department of Homeland Security
U.S. Secret Service (USSS)
Ist Level Trend Report

38.  Prohibited I I Practices (for iple, illegally discriminating for or against any employee/applicant, obstructing a
person’s right to compete for empl k ingly vielati pref equir ) are not fol d.
Difference
from
previous
N Positive  Neutral Negative DNK year

2015 Governmentwide 374,658 65.6% 19.5% 14.9%
2015 Department of Homeland Security 38,153  55.1% 23.3% 21.6%
T : i :

2014 U.5. Secret Service (USSS)

64.6% 20.7% 14.7%

»
1
2013 U.S. Secret Service (USSS) 1233 68.1% 22.0% 9.9% 103 } E
2012 U.S, Secret Service (USSS) 2034  69.9% 19.7% 10.4% 1273 »
2011 U.S. Secret Service (USSS) 888 77.7% 13.5% 8.8% 42 >
2010 U.S. Secret Service (USSS) 543 72.8% 18.3% 9.0% 26
39. My agency is successful at accomplishing ifs mission.
Difference
from
previous
N Positive  Neutral Negative DNK year
2015 Governmentwide 404,808 73.2% 17.8% 9.0% 7,855
41,397 58.8% 20.8% 19.3%

2015 Department of Homeland Security

2014 U.S. Secret Service (USSS) 78.6% 14.5%

¥
2013 U.S. Secret Service (USSS) 83.4% 12.6% 4.0% 13 ]
2012 UL.S. Secret Service (USSS) 86.8% 9.9% 3.3% 6 »
2011 U.S, Secret Service (USSS) 90.3% 7.7% 2.1% 1 A
2010 U.S. Secret Service (USSS) 560 82.4% 13.6% 4.0% 3 i
40. 1 recommend my organization as a good place to work.
Difference
from
previous
N Positive Neutral Negative year
2015 Governmentwide 412,958  62.7% 20.9% 16.4%
2015 Department of Homeland Security

42,087 45.8% 24.2% 30.0%

49.9% 24.0% 26.1%

2014 U.S. Secret Service (USSS)

%
2013 U.S. Secret Service (USSS) 58.7%  23.1% 18.3% N
2012 U.S. Secret Service (USSS) 66.0%  21.1% 12.9% N
2011 U.S. Secret Service (USSS) 724%  16.9% 10.8% »
2010 U.S. Secret Service (USSS) 568 61.2%  21.9% 17.0% |
2015 Federat Eypplc o Hotise Commitee on Quersight and Government Beform Report 74 FR02 150136
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Department of Homeland Security

U.S. Secret Service (USSS)
Ist Level Trend Report

41, 1 believe the results of this survey will be used to make my agency a better place to work.

Difference
from
previous
N Positive  Neutral Negative DNK year
2015 Governmentwide 379,647  39.0% 27.5% 33.4%

2015 Depariment of Homeland Security 38,920

2014 U.S. Secret Service (USSS)

32,

1%

22.8%

2013 U.S, Secret Service (USSS) 27.8% 27.7% 44.4%
2012 U.S. Secret Service (USSS) 34.2% 28.2% 37.7%
2011 U.S. Secret Service (USSS) 35.3% 31.6% 33.0%
2010 U5, Secret Service (USSS) 530 32.7% 27.1% 40.3%
42, My supervisor supports my need io balance work and other life issues.
Difference
from
previous
N Positive  Neutral Negative DNK year
2015 Governmentwide 410,015 77.8% 11.1% 11.0% 2,468
2015 Dy 14.4% 18.8%

2014 U.S. Secret Service (USSS)

2013 U.S. Secret Service (USSS) 1,333
2012 U.S. Secret Service (USSS) 2,155
2011 U.S. Secret Service (USSS) 921
2010 U.3. Secret Service (USSS) 568

41,792

67.0%

69.1%
74.4%
75.5%
76.9%
74.7%

15.7%

13.7%
12.5%
12.5%
16.2%

15.2%
12.0%
12.0%
10.6%

9.1%

2015 F
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Department of Homeland Security
U.S. Secret Service (USSS)
Ist Level Trend Report

43. My supervisor provides me with opportunities to demonstrate my leadership skills.

Difference
from
previous
N Positive  Neutral Negative DNK year

2015 Governmentwide 409,471 65.5% 17.3% 17.3% 2,240
41,811

2015 Department of Homeland Security

T
201 4‘L‘).S. Secre\‘t Service (USSS) ‘ 1,068 84.4% 17.6% 18.0% 3 >
2013 U.S. Secret Service (USSS) 1,330 68.2% 18.7% 15.1% 7 o
2012 U.S. Secret Service (USSS) 2,156 68.4% 17.2% 14.4% 3 i ]
2011 U.S. Secret Service (USSS) 816  72.0% 15.7% 12.3% 3 § >
2010 U.S. Secret Service (USSS) 568 69.5% 17.4% 13.1% } O§
44.  Discussions with my supervisor about my performance are worthwhile,
Difference
from
previous
N Positive  Neutral Negative DNK year
2015 Governmentwide 404,650 62.5% 18.7% 18.8% | 8
41458  54.1% 20.8% 25.1% 1
2014 U.S. Secret Service (USSS) 1.065 58.8% 22.1% 19.1% & ; N
2013 U.S5. Secret Service (USSS) 1.326  62.3% 18.6% 18.1% 121 <>
2012 U.S. Secret Service (USSS) 2138  623% 20.0% 17.2% 3 18 8
2011 U.S. Secret Service {USSS) 817 68.3% 18.7% 13.0% 53 3
2010 U.S. Secret Service (USSS) 557 61.9% 20.1% 18.0% 8§
45. My supervisor is dited to a kf ep. ive of all seg, of society.
Difference
from
previous
N Positive  Neutral Negative DNK year
2015 Governmentwide 376,582 66.8% 22.4% 10.7% i
2015 Department of Homeland Security 38314 56.7% 27.3% 15.9%
i ; . " . N - . ;
2014 U.S. Secret Service (USSS) 8995 62.2% 28.5% 9.2% 78 % >
2013 U.S. Secret Service (USSS) 1,235 64.7% 27.1% 8.3% 102% >
2012 U.S, Secret Service (USSS) 2023 644% 27.0% 8.6% 132{ H']
2011 U.S. Secret Service (USSS) 875 70.0% 24.1% 5.9% } 401 >
2010 U.S. Secret Setvice (USSS) 532 67.0% 26.4% 6.6% i 35%
015 Federd! tﬂp.! o to Hoiem Shmmites an Ov sight and Government Reform Report 76 "9 170t
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Department of Homeland Security
U.S. Secret Service (USSS)
Ist Level Trend Report

46. My supervisor provides me with constructive suggestions o improve my job performance,

Difference
from
previous
N Positive  Neutral Negative DNK year
2015 Governmentwide 408,206 61.4% 19.9% 18.7% i 2,452
20.8% i

2015 Department of Homeland Security
1 e o (Usss)
2014 U.S. Secret Service (USSS)

41,707

182

252% 2 »
2013 U.S. Secret Service (USSS) 1330 62.9% 21.3% 15.8% 61 >
2012 U.S. Secret Service (USSS) 2,144 62.2% 20.9% 16.9% ; 10 -
2011 U.S. Secret Service (USSS} 917  68.3% 19.8% 11.9% | 5 <>
2010 U.S. Secret Service (USSS) 565  63.8% 19.6% 16.6% ; 4%

47.  Supervisors in my work unit support employee development.

Difference
from
previous
N Positive  Neutral Negative DNK year
2015 Governmentwide 404,801  64.3% 18.5% 17.2% 5,499;
2015 Department of Homeland Security 41,372 52.6% 21.8% 25.6% 516
2014 U.S. Secret Service (USSS) 1071 58.1% 21.0% 20.8% i 5 N
2013 U.5. Secret Service (USSS) 1317 63.9% 19.6% 16.5% 15 >
2012 U.S. Secret Service (USSS) 2,139 63.7% 20.5% 15.8% 14 L]
2011 U.S. Secret Service (USSS) 811 69.6% 18.1% 12.2% 8 >
2010 U.S. Secret Service (USSS) 563 67.2% 19.8% 12.9% 5§
48. My supervisor listens to what 1 have o say.
Difference
from
previous
N Positive  Neutral Negative year
2015 Governmentwide 411,425 75.7% 12.3% 12.0%
2015 Depariment of Homeland Security 41918 70.0% 14.2% 15.8%

o usss :
2014 U.S. Secret Service (USSS) 1.074 74.4% 13.9% 11.7% >
2013 (LS. Secret Service (USSS) 1,333 753% 13.9% 10.8% >
2012 U.S. Secret Service (USSS) 2157 74.8% 12.8% 12.4% E3
2011 U.S. Secret Service (USSS) 922 771% 12.9% 10.0% E
2010 U.S. Secret Service (USSS) 568 756% 13.0% 11.5%
aderal Employes V ) Page 18 of 36
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Department of Homeland Security
U.S. Secret Service (USSS)
Ist Level Trend Report

49, My supervisor treats me with respect.

Difference
from
previous
N Positive  Neutrat Negative year

2015 Governmentwide 410,437  80.9% 10.2% 8.9%
41,869 .7% 11.1%

2015 Department of Homeland Security

s .
2014 U.S. Secret Service (USSS) 10.1% H >
2013 U.S, Secret Service (USSS) 1,335 821% 10.4% 7.5% § >
2012 U.S. Secret Service (USSS) 2,160 80.5% 11.0% 8.5% § >
2011 U.S. Secret Service (USSS) 917  83.1% 10.3% 6.6% 3>
2010 U.3, Secret Service (USSS) 567  80.9% 12.0% 7% g
50. In the last six months, my supervisor has talked with me about my performance.
Difference
from
previous
N Positive  Neutral Negative year

2015 Governmentwide 410,472 77.5% 10.2% 12.3%
2015 Department of Homeland Security 41,858  73.8% 10.9% 15.2%

2014 U.S. Secret Service (USSS) 1,072 70.4% 15.9%

13.7% >
2013 U.S. Secret Service (USSS) 1,334 76.3% 13.8% 10.0% ; >
2012 U.S. Secret Service (USSS) 2,156 76.8% 12.0% 11.1% N
2011 U.S. Secret Service (USSS) 917 81.8% 11.6% 6.7% >
2010 U.S. Secret Service (USSS) 567 79.1% 12.0% 8.9% i
51. 1 have trust and confidence in my supervisor.
Difference
from
previous
N Positive  Neutral Negative year
2015 Governmentwide 410,689 66.5% 16.5% 16.9% §
2015 Department of Homaland Security 41,860 58.8% 18.6% 21.6%

2014 U.S. Secret Service (USSS) 1,072 64.7% 17.5% 17.8%

N
2013 U.S. Secret Service (USSS) 1,333 68.3% 16.0% 15.7% 3
2012 U.S. Secret Service (USSS) 2,152  68.0% 16.7% 15.4% k]
2011 U.S. Secret Service (USSS) 916  72.5% 16.1% 11.4% kd
2010 U.S. Secret Service (USSS) 564 66.6% 16.7% 16.7%

2015 Federa

lewpoin v B Page 150738
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Department of Homeland Security
U.S. Secret Service (USSS)
Ist Level Trend Report

52.  Overall, how good a job do you feel is being done by your inwediate supervisor?

Difference
from
previous
N Positive  Neutrat Negative year
2015 Govemnmentwide 410,877  68.7% 18.0% 12.3%
41,887 21.1% 15.6%

2015 Department of Homeland Security

Sei
2014 U.S. Secret Service (USSS) 1070 69.8% 18.3% 12.0% >
2013 U.S, Secret Service (USSS) 1,331 70.9% 17.5% 11.6% >
2012 U.S. Secret Service (USSS) 2,154  70.2% 18.4% 11.3% N
2011 U.S. Secret Service (USSS) 923 73.7% 18.3% 8.0% >
2010 U.S. Secret Service (USSS) 567 70.4% 18.7% 10.9%
53, In my organization, senior leaders generate high levels of i fon and it in the workf
Difference
from
previous
N Positive  Neutral Negative DNK year
2015 Governmentwide 401,121  39.0% 24.7% 36.3%

41,128

2015 Department of Homeland Security 20.4%

25.3%

t Se
2014 U.S. Secret Service (USSS) 1044 247%  22.0%
2013 U.5. Secret Service (USSS) 1313 356%  255%
2012 U.S. Secret Sevice (USSS) 2112 409%  26.1%
2011 U.S. Secret Service (USSS) 905  46.0%  25.0%
2010 U.S. Secret Service (USSS) 564 36.6%  28.0%

53.3%
38.8%
33.0%
20.0%
35.4%

54.3%

1B§ N
7 N

22 b
4 A
4

int Survey
ADpS] ) House Comntittee on Oversight and Government Reform Report
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Department of Homeland Security
U.S. Secret Service (USSS)
Ist Level Trend Report

54, My organization's senior leaders maintain high standards of honesty and integrity.

Difference
from
previous
N Positive  Neutral Negative DNK year

2015 Governmentwide 383,737  50.4% 24.7% 24.9% 24,648
39.519 2,103

2015 Department of Homeland Security

2014 U.S. Secret Service (USSS) 1,023 353% 26.3% 38.4%

[N . - S
w
~

»
2013 U.S. Secret Service (USSS) 1,287 49.4% 25.4% 25.3% 30 A
2012 U.S. Secret Service (USSS) 2,091 547% 23.8% 21.5% 39: N
2011 U.S. Secret Service (USSS) 901  58.4% 24.0% 17.6% 10 A
2010 U.S. Secret Service (USSS) 560 52.7% 23.0% 24.3% 8
55 Supervisors work well with empl of different back Is.
Difference
from
previous
N Positive  Neutral Negative DNK year
2015 Governmentwide 379,628 6298% 22.7% 14.4% g 25,756
24.2% 21.1%

2015 Department of Homeland Security 39,417 547%

2014 U.S. Secret Service (USSS) 49.4% 33.5% 17.1% 57

N
2013 U.S. Secret Service (USSS) 61.0% 26.9% 12.1% 581 N
2012 U.S. Secret Service (USSS) 66.3% 21.8% 11.9% 66% >
2011 U.S. Secret Service (USSS) 70.8% 21.2% 8.0% 19 E
2010 U.3. Secret Service (USSS) 65.4% 21.1% 13.5% H 20g
56. Managers communicate the goals and priovities of the organization.
Difference
from
previous
N Positive Neutral Negative DNK year
2015 Governmentwide 401,551 5%.1% 20.8% 20.1% 5,334
483

2015 Department of Homeland Security 40,988  44.5% 22.0% 33.5%

2014 U.S. Secret Service (USSS) 1,049  43.6% 21.8% 28.6%

10 N
2013 U.S. Secret Service (USSS) 1302  58.6% 22.2% 19.2% 10 »
2012 U.S. Secret Service (USSS) 2114 64.6% 18.9% 15.5% 13 >
2011 U.S. Secret Service (USSS) 803 65.1% 22.1% 12.8% 4 >
2010 U.S. Secret Service (USSS) 565 62.0% 19.7% 18.3% 3 ;
2015 Fedaral Employes Viewpolnt Survey . Page 21 0f 36
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Department of Homeland Security
U.S. Secret Service (USSS)
Ist Level Trend Report

57. M review and evali the o ization's p toward meeting its goals and objectives.
Ditference
from
previous
N Positive  Neutral Negative DNK year
2015 Governmentwide 379,267 58.8% 24.3% 16.9% 27,154

41.9% 27

2015 Department of Homeland Security 38,324 4%

2014 U.S. Secret Service (USSS) 46.0% 29.8% 24.2%

©
& :

N
2013 U.S, Secret Service (USSS) 1237 53.3% 28.2% 17.5% 721 N
2012 U.S. Secret Service (USSS) 2015  58.9% 27.7% 13.5% 115 b
2011 U.S. Secret Service (USSS) 869 64.3% 24.9% 10.8% 35 >
2010 U.S. Secret Service (USSS) 543 56.9% 23.0% 20.1% 243
58, P ication among different work units (for example, about projects, goals, needed resources).
Difference
from
previous
N Positive  Neutral Negative DNK year
2015 Governmentwide 393,192 50.5% 23.2% 26.3%
40055 35.7% 23.4% 40.9%
1 - : 5
2014 U.S. Secret Service (USSS) 41.8% 27.2% 31.0% 39§ N
2013 U.S. Secret Service (USSS) 1,265  48.2% 28.1% 23.7% 41} N
2012 U.S. Secret Service (USSS) 2,068 53.0% 25.0% 21.9% 62 ]
2011 U.S. Secret Service (USSS) 883 58.3% 24.4% 17.3% 21 § A
2010 U.S. Secret Service (USSS) 558 51.2% 25.3% 23.5% 10§
59, support collaboration across work units to accomplish work objectives.
Difference
from
previous
N Positive  Neutrai Negative DNK year
2015 Governmentwide 392,340 54.2% 23.3% 22.5% 14,928
2015 Department of Homeland Security 39813 3%.0% 24.8% 36.2% 1,548%

$S

2014 U.S. Secret Service (USSS) 1,011 47.2% 26.4% 26.4% 44

N
2013 U.S. Secret Service (USSS) 1,267 54.0% 24.9% 21.1% 42 »
2012 U.S. Secret Service (USSS) 2,063 58.2% 23.8% 18.0% 60 b
2011 U.S. Secret Service (USSS) 880 61.6% 23.1% 15.3% 17 >
2010 U.S. Secret Service (USSS) 543 54.9% 23.1% 22.0% § 17%

2015 Federa

end €. tee on Qversight and Government Reform Report
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Department of Homeland Security
U.S. Secret Service (USSS)
Ist Level Trend Report

60, Overall, how good a job do you feel is being done by the manager directly above your immediate supervisor?

Difference
from
previous
N Positive  Neutral Negative DNK year

2015 Governmentwide 384,360 56.8% 23.8% 19.5% % 23,479 §
2015 Department of Homeland Securit 39,8671 44.7% 1.837
2015 s {USsS) 9%

2014 U.S. Secret Service (USSS) 990 53.8% 24.8% 21.5% i 671 >
2013 U.S, Secret Service (USSS) 1,242 55.8% 23.5% 20.8% ; 68 ]
2012 U.S. Secret Service (USSS) 2,038 597% 23.9% 16.4% § 93 >
2011 U.S. Secret Service (USSS) 881 62.1% 25.8% 12.1% § 21 | >
2010 U.S. Secret Service (USSS) 552 547% 24.3% 21.1% H 13z
61. 1 have a high level of respect for my organization’s senior leaders.
Difference
from
previous
N Positive  Neutral Negative DNK year
2015 Governmentwide 402,336 51.4% 24.4% 24.3% 5,387

2015 Department of Homeland Securit 41,075 38.1% 24.0% 37.9%

|
|
2014 U.S. Secret Service (USSS) 1,048 36.3% 27.2% 38.5% } 9
2013 U.S, Secret Service (USSS) 1,297 44.4% 28.0% 27.6% 14
2012 U.S. Secret Service (USSS) 2914 52.4% 23.2% 24.5% g 18
2011 U.S. Secret Service (USSS) 802 54.8% 25.6% 19.6% § 5
2010 U.S. Secret Service (USSS) 558  47.4% 22.2% 30.3% i 5 {
62, Senior leaders demonsirate support for Work/Life programs.
Difference
fro_m
previous
N Positive  Neutral Negative DNK year
2015 Governmentwide 371258 53.4% 27.1% 19.5% % 36,507!
2015 Depanmem‘ of Homel;nd Security . . 37,693 37.1% . 28.5% ‘ 34.4% 3.828‘
2014 U.S. Secret Service (USSS) 861 ‘36.8% 28.8% 34.4% 934 N
2013 U.S. Secret Service (USSS) 1,185 421% 30.3% 27.5% 21 %
2012 U.S. Secret Service (USSS) 1,852 483% 27.6% 24.1% i 172 -
2011 U.S. Secret Service (USSS) 865 53.4% 25.1% 21.5% ; 39§ FJ
2010 U.S. Secret Service (USSS) 537  43.4% 28.0% 27.6% § 27;
20115 Federal Employes Vi Survey . Page 23 0§36
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Department of Homeland Security
U.S. Secret Service (USSS)
Ist Level Trend Report

63.  How satisfied are you with your involvement in decisions that affect your work?

Difference
from
previous
N Positive Neutral Negative year

2015 Govemnmentwide 406,408  438.6% 23.4% 26.9%
41.358 38.4%

2015 Department of Homeland Security

5 S)
2014 U.S. Secret Service (USSS) 43.5% 25.1% 31.4% >
2013 U.S, Secret Service (USSS) 1,301 48.7% 28.0% 26.3% k]
2012 U.S. Secret Service (USSS) 2,128  52.4% 24.5% 23.1% 2>
2011 U.S. Secret Service (USSS) 884 54.9% 25.3% 19.8% <>
2010 U.S. Secret Service (USSS) 563  53.6% 22.7% 23.7%
64. How satisfied are you with the information you receive from management on what's going on in your organization?
Difference
from
previous
N Positive  Neutral Negative year

2015 Governmentwide 405,736  46.8% 24.0% 29.2%

2015 Department of Homeland Security 41,341 34.1% 23.7% 42.3%

3
2014 U.S. Secret Service (USSS) ) 1043 35.1% 23.6% 41.2% N
2013 ULS, Secret Service (USSS) 1,300 386% 22.5% 38.9% »
2012 U.S. Secret Service (USSS) 2,125 44.8% 24.2% 31.0% >
2011 U.S. Secret Service (USSS) 893 48.9% 26.0% 25.1% >
2010 U.S. Secret Service (USSS) 565 47.0% 21.3% 31.7%
65, How satisfied are you with the recognition you receive for doing a good job?
Difference
from
previous
N Positive  Neutral Negative year
2015 Governmentwide 404,473 46.6% 23.8% 29.5%
2015 Department pf Homeland Securityk ‘ . ) ) 41,300 34.1% 23.8% 42.1% 1
2014 U.S. Secret Service (USSS) ‘ 1,044 41.5% 28.2% 30.3% ] N
2013 U.S. Secret Service (USS3) 1,286 46.4% 28.7% 24.9% N
2012 U.S. Secret Service (USSS) 2,122  49.4% 26.7% 23.9% § »
2011 U.S. Secret Service (USSS) 890 54.6% 24.5% 20.8% <>
2010 U.S. Secret Service (USSS) 565 50.9% 25.9% 23.2%

oz
3
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Department of Homeland Security
U.S. Secret Service (USSS)
Ist Level Trend Report

66.  How satisfled are you with the policies and practices of your senior leaders?

Difference
from
previous
N Positive  Neutral Negative year
2015 Governmentwide 404,697  40.8% 20.8% 29.4%

2015 Department of Homeland Security 41.226
(Us:

2014 U.S. Secret Service (USSS)

1045 28.2% 29.7% 41.1% | b
2013 U.S. Secret Service (USSS) 1,296  36.8% 30.3% 32.9% g a§
2012 U.S. Secret Service (USSS) 2,118 42.6% 29.2% 28.1% >
2011 U.S. Secret Service (USSS) 892  45.1% 31.0% 23.9% FJ
2010 U.S. Secret Service (USSS) 564  40.1% 27.8% 32.1% i
67.  How satisfied are you with your opportunity to get a better job in your organization?
Difference
from
previous
N Positive  Neutral Negative year
2015 Governmentwide 404,808  34.8% 27.5% 37.7%
2015 Department of Homeland Security 41252 281% 24.9% 50.0%

(Usss)
2014 U.S. Secret Service (USSS)

28.7%

1041 24.0% 47.3% >
2013 U.S5. Secret Service (USSS) 1,300 30.0% 28.7% 41.3% »
2012 U.S. Secret Service (USSS) 2323 33.9% 30.5% 35.6% S
2011 U.S. Secret Service (USSS) 883 41.4% 29.5% 29.1% 3>
2010 U.S. Secret Service (USSS) 585 36.7% 33.1% 30.2%
68.  How satisfied are you with the iraining you receive for your present job?
Difference
from
previous
N Positive Neutral Negative year
2015 Governmentwide 404,872 51.6% 23.8% 24.6%
2015 Department of Homeland Security 41,240 44,19 23.4%

32.5%

2014 U.S. Secret Service (USSS)
2013 U.S. Secret Service (USSS)
2012 U.S. Secret Service {USSS)
2011 U.S. Secret Service (USSS)
2010 U.S. Secret Service (USSS)

35.2%
39.3%
46.4%
52.4%
566  49.4%

26.4%
22.9%
23.6%
22.0%
25.1%

38.4%
37.8%
30.1%
25.7%
25.5%

Sirvey
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Department of Homeland Security
U.S. Secret Service (USSS)
Ist Level Trend Report

69. Considering evervthing, how satisfied are you with your job?

Difference
from
previous
N Positive  Neutral Negative year
2015 Governmentwide 404,704 65.2% 17.9% 16.9%

41254 52.1%

2015 Department of Homeland Security

2014 U.S. Secret Service (USSS) 1,048 55.8%

|y
2013 LS, Secret Service (USSS) 1297 60.1% 18.3% 21.6% ; N
2012 U.S. Secret Service (USSS) 2,122 66.9% 18.3% 14.8% ¢ >
2011 U.S. Secret Service (USSS) 891 69.3% 19.8% 10.9% i <>
2010 U.S. Secret Service (USSS) 564 66.5% 18.6% 14.9% %
70. Considering everything, how satisfied are you with your pay?
Difference
from
previous
N Positive  Neutral Negative year
2015 Governmentwide 405,405  57.1% 17.3% 25.6%
2015 Department of Homeland Security 41274 49.6% 16.4% 34.0%
2015 ¢ (USSS) 7
2014 U.S. Secret Service (USSS) 1,043 62.0% 18.2% 19.8% >
2013 U.S. Secret Service (USSS) 1,285 60.8% 18.1% 21.1% »
2012 U.S. Secret Service {USSS) 2,124 86.1% 15.3% 18.6% -
2011 U.S. Secret Service (USSS) 893 66.9% 15.1% 18.0% >
2010 U.S. Secret Service (USSS) 566  63.3% 17.2% 19.5% |
71.  Considering everything, how satisfied arve you with your organization?
Difference
from
previous
N Positive  Neutral Negative year
2015 Governmentwide 405,517 55.7% 22.0% 22.3%

2015 Department of Homeland Security 41273 3%.4% 22.7% 37.9%

2014 U.S. Secret Service (USSS) 1,047  44.2% 22.7% 33.1%

N
2013 U.S. Secret Service (USSS) 1296 51.7% 21.5% 26.7% b
2012 U.S. Secret Service (USSS}) 2,128  80.6% 19.7% 19.7% ¥
2011 U.S. Secret Service (USSS) 891  66.3% 19.5% 14.2% FJ
2010 U.S. Secret Service (USSS) 563 54.9% 23.2% 21.9%
2015 Faderal Emploves Vi vey . Page 26 o7 36
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Department of Homeland Security
U.S. Secret Service (USSS)
Ist Level Trend Report

72. Have you been notified whether or not you are eligible to telework?

Notified Not
Notified not Not sure
N eligible eligible notified notified
2015 Governmentwide 404,547 37.6% 21.3% 31.2% 9.8%
41,131 22

7% 21

2015 Department of Homeland Security
_ 2018U'S Secret Service (USS ] \
2014 U.S. Secret Service (USSS) 1,045 2.1% 43.3% 42.5%
2013 U.S. Secret Service (USSS) - — P - -
2012 U.S. Secret Service (USSS) - - - - -
2011 U.S. Secret Service (USSS) - - - - -
2010 U.S. Secret Service (USSS) - o - - -

9% 42.3% 13.1%

*This item is on a different response scale and is not incliuded in the significance tesiing.

73.  Please select the response below that BEST describes your current teleworking situation.

Telework

No More
Than 1-2
3+ Days 1-2 Days Days Per
N PerWeek Per Week Month  Infrequently

2015 Governmentwide 400,800 4.8% 10.9% 4.5% 11.1%
2015 Department of Homeland Security 40,791 2.5% 7.5% 2.7% 6.0%

2014 U.S, Secret Service (USSS)

2013 U.S. Secret Service (USSS) 1,274 0.2% 08.5% 0.7% 2.3%
2012 U.S. Secret Service (USSS) 2,078 0.2% 32% 0.8% 1.4%
2011 U.S. Secret Service (USSS) 878 0.4% 0.0% 0.2% 2.0%

2010 U.S. Secret Service (USSS) - . - - -

*This itens is on a different response scale and is not included in the significance tesiing.

(continued)
73.  Please select the response below that BEST describes your current king situatic intied)
Do Not Telework
Not
Must Be Allowed Choose
Physically Technical To Not To
N Present Issues Telework  Telework
2015 Governmentwide 400,800 31.7% 47% 19.8% 12.5%

2015 Department of Homeland Security 40,791 57.9% 1.8% 13.6% 8.0%

2014 U.S. Secret Service (USSS) 1.026  741% 32% 18.0% 2.7%

2013 U.S. Secret Service (USSS) 1274  682% 32% 20.8% 4.2%
2012 U.S. Secret Service (USSS) 2,078 67.5% 3.1% 17.8% 6.0%
2011 U.S. Secret Service (USSS) 876 71.9% 4.6% 18.1% 2.8%

2010 .8, Secret Service (USSS) - - - - -

*This item is on a different response scale and is not included in the significance testing.

2015 Federal mpfo;r/‘e ewpoint Su B
Append ouse Committee on Qversight and Government Reform Beport
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Department of Homeland Security
U.S. Secret Service (USSS)
Ist Level Trend Report

74. Do you participate in the following Work/Life prog ? Alte ive Work Schedules (AWS)

Not Available
N Yes No To Me
2015 Governmentwide 403,625 33.1% 46.0% 20.9%

2015 Department of Homeland Security 41,201 25.0% 43.3% 31.7%

2014 U.S. Secret Service (USSS) 1,045 11.6% 40.8% 47.6%

2013 U.S. Secret Service (USSS) 1,288  12.2% 45.3% 42.5%
2012 U.S. Secret Service (USSS) 2,105 9.9% 46.5% 43.6%
2011 U.S. Secret Service (USSS) 889 8.2% 49.3% 42.5%

2010 U.S. Secret Service (USSS) - - - -

*This item is on a different response scale and is not inchided in the significance testing.

2015 Federat Employee Viewpoint Survey 5 Page 28 of 36
Apps ommittes on Qversight and Government Beform Report 87
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Department of Homeland Security
U.S. Secret Service (USSS)
Ist Level Trend Report

75, Do you participate in the following Work/Life programs? Health and Well Programs (for ple ise, medical
ing, quit smoking prograns)
Not Available
N Yes No To Me
2015 Governmentwide 402,481 27.4% 60.7% 11.9%

23.6% 59.9% 16.5%

2015 D

48.0% 41.0%

2013 U.S. Secret Service (USSS) 1,283  48.3% 44.2% 7.5%
2012 U.S. Secret Service (USSS) 2,098 504% 40.3% 9.4%
2011 U.S. Secret Service (USSS) 890 48.9% 41.8% 9.5%

2010 U.S. Secret Service (USSS) - - - -

*This item is on a different response scale and is not included in the significance testing.

76. Do you participate in the following Work/Life prog ? Emp Assis Program (EAP}

Not Available
N Yes No To Me

2015 Governmentwide 398,860 13.9% 80.7% 5.4%
41,087 153% 80.9%

2015 Department of Homeland Security

SCT
2014 U.S. Secrei Servic\e (USSé) ) 20.8% ‘ 75.7%
2013 U.S. Secret Service (USSS) 1271 18.5% 78.3%
2012 U.S. Secret Service (USS3) 2,099 202% 76.6%
2011 U.S. Secret Service (USSS) 890  18.3% 78.5%

2010 U.S. Secret Service (USSS) - - - -

*This itew s on a different response scale and is not included in the significance testing.

77. Do you participate in the following Work/Life p Child Care F {for wle, daycare, p ing classes,
parenting support groups)

Not Available

N Yes No To Me
2015 Governmentwide 403,125 3.83% 78.8% 17.4%
246%

2015 Department of Homeland Security 41,065

808, Se wsss)
2014 U.S. Secret Service (USSé) 1,039 1.6% 68.5% 29.9%
2013 U.S. Secret Service (USSS) 1,291 2.0% 72.2% 25.8%
2012 U.S. Secret Service (USSS) 2,107 1.9% 72.0% 26.1%
2011 U.S. Secret Service (USSS) 884 1.3% 71.5% 27.3%

2010 U.S. Secret Service (USSS) - -~ - -

*This item is on a different response scale and is not included in the significance testing.

5 Federal Employes
Appehdix.
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Department of Homeland Security
U.S. Secret Service (USSS)
Ist Level Trend Report

78. Do you participate in the following Work/Life programs? Elder Care Programs (for example, support groups, speakers)
Not Available

N Yes No To Me
2015 Governmentwide 403,467 2.4% 80.1% 17.5%

2015 Department of Homeland Security 41010 1.3% 75.4% 23.3%

2014 U.S. Secret Service (USSS) T2.7% 253%

2013 U.S. Secret Service (USSS) 2.2% 74.3% 23.4%
2012 U.S. Secret Service (USSS) 2.5% 75.2% 22.3%
2011 U.S. Secret Service (USSS) 1.9% 75.3% 22.8%
2010 U.S. Secret Service (USSS) - - - -
*This item is on a different response scale and is not included in the significance festing.
79.  How satisfied are you with the following Work/Life programs in your agency? Telework
Difference
from
previous
N Positive Neutral Negative NBJ year

2015 Governmentwide 190,958  78.2% 12.8% 9.1%
2015 Department of Homeland Security 11.673  732% 14.0% 12.7%

| 2016Us. Secret Service (USSS) owaw %
2014 U.S. Secret Serv;ce (USSS) 25 40.9% ‘ 27.4% 31.8%
2013 U.S. Secret Service (USSS) 41 54.0% 24.2% 21.8%
2012 U.S. Secret Service (USSS) 126 66.4% 22.0% 11.6%
2011 U.S. Secret Service (USSS) 22 22.5% 47.6% 29.9%
2010 U.S. Secret Service (USSS) - - - -

*The vesulis for this item only include employees who indicated that they participated in this program,

2015 Fedaral 89 Page 30 o 36
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Department of Homeland Security
U.S. Secret Service (USSS)
Ist Level Trend Report

80.  How satisfied are you with the following Work/Life programs in your agency? Alternative Work Schedules (AWS)

Difference
from
previous
N Positive  Neutral Negative NBJ year
2015 Governmentwide 151,248 88.0% 7.5% 3.5% ; 2 908§
12862 858%  88% i E
2014 U.S. Secret Service (USSS) 118 73.7% 17.0% 9.3% ; 8 i >
2013 U.S. Secret Service (USSS) 168 80.7% 15.3% 4.1% 8% >
2012 U.S. Secret Service (USSS) 208  80.5% 11.6% 7.9% i 17% b
2011 U.S. Secret Service (USSS) 63 89.6% 3.8% 6.7% § 4 § -
2010 U.S, Secret Service (USSS) - - - - § - §
*The results for this item only include employees who indicated that they participated in this program.
81, How satisfied are you with the following Work/Life programs in your agency? Health and Well; Prog {for nple
ise, medical ing, quit king p )
Difference
from
previous
N Positive  Neutral Negative NBJ year
2015 Governmentwide 106,036 79.8% 16.5% 3.6% } 7.380 i
6.3%

2015 Depariment of Homeland Security 10379 72.6% 21.1%

2014 U.S. Secret Service (USSS) 69.4% 25.8%

ES
2013 U.3, Secret Service (USSS) 570 741% 20.7% 5.2% 50 »
2012 U.S. Secret Service {(USSS) 974 78.8% 18.0% 3.2% a9 -
2011 U.S. Secret Service (USSS) 446 77.2% 19.0% 3.8% 24 i -
2010 U.S. Secret Service (USSS) - - - - § -
*The resufls for this item only include employvees who indicated that they participated in this program,
S 5 Ghiittes on Oversiars and Government Reform Report go PEge 3Totze
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Department of Homeland Security
U.S. Secret Service (USSS)
Ist Level Trend Report

82.  How satisfied are you with the following Work/Life programs in your agency? Employee Assistance Program (EAP)

Difference
from
previous
N Positive  Neutral Negative NBJ year

2015 Governmentwide 55,156 74.8% 20.9% 4.4% z 8,714
5.5%

2015 Department of Homeland Security

2014 .S, Secret Service (USSS)

2013 U.S. Secret Service (USSS) 244 77.1% 20.7% 2.2% 36 A
2012 U.S. Secret Service (USSS) 410 825% 14.5% 2.9% 45 >
2011 U.S. Secret Service (USSS) 120 83.9% 11.4% 4.7% 5} -
2010 LS. Secret Seyvice (USSS) - - - - - §

*The results for this ilem only include employees who indicated that they participated in this program.

83, How satisfied are you with the following Work/Life programs in your agency? Child Care Programs (for example, daycare,
parenting classes, parenting support groups)

Difference
from
previous
N Positive  Neutral Negative NBJ year

2015 Governmeniwide 10,781 71.6% 24.4% 41% §
491 56.7% 36.5% 6.8%

2015 Department of Homeland Security

: 2014 US Secret Service {LJSSS) - ' ‘ 9 93.6% 7.0% - 0.0% }
2013 U.S. Secret Service (USSS) 15 64.5% 35.5% 0.0%
2012 U.8. Secret Service (USSS) 32 63.4% 36.6% 0.0%
2011 U.S. Secret Service (USSS) 10 347% 61.7% 3.6% 9 w

2010 U.S. Secret Service (USSS) - - - - -

*The results for this item only include employees whe indicated that they participated in this program.

2015 Federal Employ
Ap

ey
A xi@,House,Cgmnﬁztee_pn Qversight and Government Reform Report gt
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Department of Homeland Security
U.S. Secret Service (USSS)
Ist Level Trend Report

84.  How satisfied are you with the following Work/Life programs in your agency? Elder Care Programs (for example, support

groups, speakers)

N Positive  Neutral

Difference
from
previous

Negative NBJ year

2015 Governmentwide 7497 66.3% 31.3%
464  56.9% 37.7%

2015 Department of Homeland Security

2014 U.S. Secret Service (USSS) 15 84.0% 10.8%

2013 U.S. Secret Service (USSS) 24 70.6% 29.4%
2012 U.S, Secret Service (USSS) 46 69.6% 30.4%
2011 U.S. Secret Service (USSS) 26 67.5% 28.5%

2010 U.S. Secret Service {(USSS) - - -

*The resubls for this item only include emplovees who indicated that they participated in this program,

2.4%
55%

0.0%
0.0%
4.0%

iewpoint Survey .
to Ho mniittes. rersight and Government. Reform Report
U.8. Secret Service: An Agency in Crisis
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Department of Homeland Security
U.S. Secret Service (USSS)
Ist Level Trend Report

Where do you work?
N %
Headquarters 378 31.3%
Field 829 88.7%
What is your supervisory status?
N %
Non-Supervisor T 753 ;2“;‘”’;“
Team Leader 183 15.2%
Supervisor 171 14.2%
Manager 81 6.7%
Senior Leader 18 1.5%
Areyou:
Nk
Mate 809 67.8“/0
Female 385  322%
Are you Hispanic or Latino?
N %
Ves e eenw
No 1,099 93.1%
Race
N
American [ndian or Alaska Native 11 1.0%
Asian 41 3.6%
Black or Affican American 150 13.1%
Native Hawailan or Other Pacific (slander 8 0.5%
White 897 78.3%
Two or more races 40 3.5%

of 36

o

age 34

[

2015 Federal Employee Viewpo ey o
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Department of Homeland Security

U.S. Secret Service (USSS)
Ist Level Trend Report

What is the highest degree or level of education you have completed?

Less than High School

High School Diplema/GED or equivalent
Trade or Technical Certificate

Some College (no di
Associate’s Degree

Bachelor's Degree (

egree)
(e.g., AA, AS}
e.g., BA, BS)

Master's Degree (e.g.. MA, MS, MBA)
Doctoral/Professional Degree (e.g., Ph.D., MD, JD)

What is your pay category/grade?

%
0.0%
4.4%
1.2%

11.2%
4.8%
52.8%
22.4%
33%

Federal Wage System 7 0.6%
GS 1-6 7 0.6%
GS7-12 271 22.5%
GS13-15 823 68.4%
Senior Executive Service 11 0.9%
Senior Level (SL) or Scientific or Professional (ST} 2 0.2%
Other 82 6.8%
How long have you been with the Federal Government (excluding military service)?
N %
Less than 1 year meww—gwmam
110 3 years 21 1.7%
4to 5 years 110 9.1%
6 to 10 years 218 18.0%
1110 14 years 230 18.0%
1510 20 years 336 27.8%
More than 20 years 291 24.1%

How long have you been with your current agency (for example, Department of Justice,
. 17 . ™

tessthan 1 year
1to 3 years

410 5 years

6 to 10 years
11to 20 years

More than 20 years

38
139
248

216

32%
11.5%
20.6%
46.1%
17.9%

ey

2015 Faderal Employee
Apj

i §
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Department of Homeland Security
U.S. Secret Service (USSS)
Ist Level Trend Report

Are you considering leaving your organization within the next year, and if so, why?

N %
No 6‘2“'; 51.9%M
Yes, to retire 71 5.9%
Yes, to take another job within the Federal Government 358 29.9%
Yes, to take another job outside the Federal Government 69 58%
Yes, other 77 6.4%
I am planning to retire:
N %
Within one year s Taow
Between one and three years 1200 10.1%
Between three and five years 147 12.4%
Five or more years 873 73.5%
Self-Identify as:
N %
Heterosexual or Straight -w-w»;;-:l-w 86.1%
Gay. Lesbian, Bisexual, or Transgender 17 1.5%
1 prefer notto say 142 12.4%
What is your US military service status?
N %
No Prior Military Service 871 73.;;”
Currently in National Guard or Reserves 19 1.6%
Retired 48 4.0%
Separated or Discharged 253 21.2%
Are you an individual with a disability?
N %
Yes T 56 4.;“;;”'
No 1,136 95.3%
What is your age group?
N %
25 and under 0.5%
26-29 58 4.5%
30-39 370 29.0%
40-49 560  43.9%
50-59 251 19.7%
60 or oider 32 25%

ight and Government Reform Report
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Linited States Secret Service
Dirgttivey System
Banual : Human Resources.and Training .
RO 1 DER

Boction & PEROB{(13)
Date TSRO

Subjest: United States Secret Service Table of Penalties

To: Al Supervisors and Alf Manual Holders of the Human Resources and Training Manus!
Filing Instructions:

& Removeand destroy the PER-05 Table of Gontents and fe;jiace wAth e attachied Table ot
Contents,

& File the attached section PER-0513] immedistely behind PERO5(12).
% File this-Policy Memorandum i front of section PER-05(13).

v This.directive is in effect until superseded;

Tpact Statement: This dirsctive lssues e UnitedkstatesSecret Sewvice's Table ot Penaities

The United: States Secrat Service's (Secret Service) Table of Penalties is intended to serveas a gulde in
determining: appropriate core plinary, or attions forcommion offenses:and: supersedes
gl previous:policies and pract) fing disciplinary offenses-and penalties.

The Offense Codes outlined in the. Table of Penalties do not cover every possible offense but rather
provide a'general description of certain types of miscanduct whether committed on or off-duty; for which
gmployees may be disciplined. ' The absence of o specific: Offense Code covering an act does not
wean that such an att s condonad, permissible; or would hot result In disciplinary or adverse
action. Ofenses not descrbed In the Offense Codes may be: separately identified and' resultin
approprigte disciplinary. or adverse action, -provided there ls:a nexus between the mistonduct:and the
efficiency. of the ‘service, Employess are eng and exg 1o report- through thelr chain of
command, or the Inspection Division Hotine, or the DHS Offics of the !nspecter Gengral, information that
indicates -andthér- employes may have engaged in midconduct. described ‘in the Tablé of Penalties,
Supervisors ate tequired fo report thrdugh thelr chain of command an employee's miscondug! invalving
violations set forth in the: Table of Panallies. Failure of a supervisor 1o reportinformation required by this
policy may result in disciplinary action:

Mandatory Review: The Responsibie Office will réview all policy contaifed in this sebtion in its: entirety by
of before Novernber 2016.

BEP# HRT 2013:33

Appendix to House Committee on Oversight and Government Reform Repart
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united States Secret Service
Directives System
Manual 3 Human Resources and Teaining Seclion < PERAS(13)
RG: 7 DER Dite R & 1k s ip

UNITED STATES SECRET SERVICE
TABLE OF PENALTIES

Introduction

The United States Becret Sanvice's (Secret Service) Table of Penalties is interded to serve a8 a guide in
determining appropriate correclive; discipliriaty or adverse actions Tor comimon offenses’and. supersedes
alh polictes and § regarding il and penalties.

The Offense Codes-oullined in'the Table:of Penalties do not cover every possible offense but rather
provide a-general description of certain types: of misconduct, whether committed om.orof-duty, for which
employess may be discipined. The absence of a specific:Offense Code:covering an act toes not mean
that such-an actis condoned, permissible, or would not result in disciplinaty ‘o adverse action. Offerses:
not described in the Offense Codes may be separatély wentifled: and resull in appropriate disciplingry or
adverse action, providéed there is & nexus between the misconduct and the efficiency of the servicé.
Employees are encouraged 4nd expdcied to report through their chait of comimand, o the Inspection
Ditvision Hotline, or the DHS Office of the Inspector General hotling; information: that indicates another

wiay have d i mi fuct described in the Table of Penalties. Supevisors:are:
‘required to' report through their.chain of command an empmyee 'smisconduct involving viclations: set forth
i the Tableof Penalties, Fail BSUp o véportin jon raquired by this policy may-resultin:
discsphnary action, See Offense Code 5.5,

Purpose and Progressive Nature of Discipline

The Secret Service is-a world rer p i law agency-and is distinguished by its
responsibilities to protect the presideént, vice-président; and other hational leaders; visiting world leaders,
and désignated National ‘Special Security Evenls: As such, the Secret Semcs eimploys ‘advanced
recruitment  Strategies: designed 1o aliract and: relain empk)yees Wwho ‘possess the highest levels of
sptitude and integrity. -All-Secret Service employees are held 1o & high standard of conduct and are
expectad 1o be worthy of trust and confidence.. The Secret Service's disciplinary -and adverse: aotion
progesses serve toensure adherence to-the highest standards of conduct. “Disciplinaty measures are
imposed 1o promote behaviors and principles:hat champlon the pursuit o organizational achieverent
- The iph del of the Secret Service is designed 1o incentivize self-discipline gt all
tevels;, Discipliing at the Secret Service s progressive I nature, meating thal subseguent acls of
misconduct are’ trealed ‘with: increasing severity,. especially but: not- exclusively, when the acts of
miscondudt are-similtar in natre,  Certain-offenses aré so egregious that'a single act is sufficient to
wartant an employee’s removal:

Appendix to House Committee on Oversight and Govarmment Reform Beport o8
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Manual : HemanResources and Trafning Section : PEROS(1Y)
RO 1 DEP Date 3 OTNEReY

Penalty Ranges and Factors Considered in
Determining the Penalty

The Secret Sevice's Penalty Guidelines are expressed m teinis oi a Standard Penaltyy a Mmgated
Range, and an Aggravated Rangs. ‘of:an approp
uf the relevant Tattors: n each case.  The-aggravating and mnugaung factors listed in-the Penalty
Guidelines ‘are 'a general desciiption of ‘cerlain factors that “will result! in “higher or lower penallies
depending on the specific tase’s croumstances. The Tactors listed in the Penally Guidelines are
iHlustrative and hot exhaustive:

I addition, the Douglas Factors set forth below will be congidered T dvery Case prior fo determining the i
penaity.  Not sit of these factors: are applicable to avery case; and the deciding official: will balance the
televant ones:

The Douglas Factors are;
1}~ Thenature and seriousness of the offense; and is relation to the employee’s duties; position, and
responisibiities. including whether the offense was intentional or technical or inadverent, orwas
committed maliciously o for galn ‘or was frequéntly repealed;

2) The employed’s job level and type of employment; Tncluding supsrvisory ‘or fidusiary. tole;
contacts with the public; and prominence of the position;

3 Theemployee's past disciplinary record:

4} The employee’s past work record, including length of service, performance on the job, ability o
get along with fellow workers; and dependability;

5} Theeifect of the: offense upon: the employee’s ability to at'a salistactory level and Hs
sffect upon:supervisors’ confidence i th ployee's abiliy o v assigned duties;

B) Consistency of the penaity with those imposed upon: other employees for the-Sanie of sifnilar
uffenses;

7). Consistercy of the penalty any applicable agency tabie of penalties;

8). The riotoriety. of the offense or its impact upon the reputation-of the: agency;

9} The cledty with which the-employee was on notice:of any rules that were violated. In committing
the offense; or had been warned about the conduct inquestion;

10y The potential for the-employee’s rehabilitation;
1) Mrtrgatmg circumstances. surounding the offense 'such as ! jnb

probies, mental Impaliment, harassment, orbad faith, malice or provosation on ‘the patt of
others involved in the matter;and

12y The sdeq and effecti of alternative’ sanclions to deler ‘such conduct in the futiire by
the emploves or Gthers.

Appendix to House Committee on Qversight and Government Reform Report 99
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Mangal : Human Resources and Training Section 3 PEROS{13)
RG. TPER Date AR

The penalty for misconduct will be: mitigated or-aggravated only after full-and fair consideration of all
available information.. The Table of Penalties.is o guide to help ensure consistent application of similar
penalties for similar-offénses but the selection of 4 penalty should aiways be appropiiate othe factsof
the case.

Statutory, ‘regulatory. or policy cifations listed in the Offense Codes or Penally Guidelines are: provided
strictly for the convenience: of the user. ‘A Specific reference lo a statute, regulation, or policy. in the
Offense Codes or Penally Guidelines does not meyn that the ditation is the only one applicatle orthat'a
citation is-required 1o determine @ viglation. Although'a criminal statute or conduct may be cited; the leve!
of proof required for disciplingry purposes does not fise 1o the level reguired for eriminal prasecution;

: argd it daysi niot woxk days and'are intended to e served soncurrentiy.
Demotmns may: alsa be i eventhough they are not
specifically designated as:a penalty in me Penalty: Guidelines: - (Consult with-designated Secret Service
Employee Relations officials for additional guidance.)

Combination of Penalties

in-cases whare more than one offense is subslantiated againstan empioyee, the penalties may be added
together. Howeven m pmposmg & diseiplinary: action, the. proposing official will: not sssess multiple
penalties.whereih essentially restatements of the same misconduct,  Furitier;
if an em;)!ayee commits more: tha-one: kind of offense; then the employee may be subject to & higher
penalty to inciude rémoval, even when ong: offénse, 'stariding alone; would not necessarily result in'the
tigher penally of rémoval;

Nexus

The listed offenses appiy to-all Secret Service personnel regardless of position or title:: Law enforcement
officials and supgervisory perschnel may. be held 1o a-higher standard of cumsuci than other-employees.
The-tenm "on duty” refers to-the peritd when an emploves is performing an official duty o adling in-an
official capacity, whether or nol the employes is being paid at the time (e g, mistanduct oécurting whils
an-gmployse is driving-an-official Govemment Vehide (GOVY at'the gnd of the Gmployes’s work day,
traveling on a commercial ‘canier while: ammed, andfor 15 on official travel, is. congidersd “on dutly® for

¥ putE

Anemployes may be disciplined for misconductthat cccurs off duly, 1 such cirdumstances, thers must
be-a riexus between the employee's misconduct and the efficiency of the service. "A nexus may be
‘establisheti by the effectof the misconduct on the mission of the Secret Service, publicity: of riotoriety
grising from the miscondust; the misconduc's effect on the Secrat Seivice's abihty to-rely onthe integnty,
huniesty, of judgnrent:of the employée, and other Similar and relevant faciors;

Appendix to House Commitiee on Oversight and Government Reform Report 100
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‘Manpal ; HumanResources:and Training Section 1 PER0S(13}
RO 1 DER Date 5RO

Senior Executive Service (SES)

Title 5 of the Gode of Federdl Regulations, section 752,801 provides that members of the SES may aot
recelve an-adverse:action of less than fifeen-days. Accordingly, wherethe Penally Guidelines indicate a
suspension -of one o fourteen: days for an offense; that ion “cannot be img on-an SES
employes: When the proposing and dediding. officlals conclude that an-adverse action of more than a
three day-suspension; but less than a-fiteen day suspension is appropriate, an SES- employee:will

generally receive-a minimum of 3 fifteen day Suspenision. When the proposing ant deciding officials:

conciude that an adverse action of a-one day to'a three day suspension is @ppropriate, an'SES empioyes
may réceive-a letler of reprimand ramer than a minimum of & fifteen-day suspension ¥, after weighing the
heighten behavioraland xpectations ciated with SES personnel against the facts and
circumstances: of the case; ‘the deciding “official :determines -that -a -fifteen dry suspension. is not
appropriate.

Exceptions to the Offense Codes and Penalty
Guidelines

The security process is from the disciplinary process -and this gucdance dogs ot
apply 1o security clearance determinations regarding'the: denial, Suspension; or revotation of eligibility for

ageess 1o classified mfomahon However, as ouﬂmed it the Offense Codes,-whert 8n employee’s Top:

Secret:security. 3 has beed § | o revoked, & proposed:indefinite suspension may be
issued; and when an empluyee s Top Secrsl secutity clearante has been finaily ravoked by the Security
Pp Board, a prop 68 the employee from federal service will be issued. Consistent with

ihis-guidance, an employee may be subject lo disciplinary. or adverse action:far: misconduct that raises
secUsiy sohcems regandiess of whether or ot the Secuiity: Clearance Division takes s secunity related
‘action in‘the matter

The Medical Review Board process i$-alse separate fromy the disciplingry process and this guidante does
wot-apply to removals proposed by the Medical Review Board based i irability to:perfory the essential
furictions:of an Bmplpyae‘s position due 1o his or hermedical condition.

-This guidance also does notapply 1o performance deficiencies which may be-dddressed through the use
of performantce improvement plans (See PER-06(03)), 1o denials of within-grade increases (see PER:
06(04)); oF 1o remaval or demotion actions taken under title 5'of the United Stales Codle, chapler 43,

I addition, a matter tay be refered Yo other: Secret Servige divisions for ap fate action regardiess of

whether or not disciplinary -action is taken: Forexample; a matfer may be referred to the Financial
Management Divisinn for the recoupment of monies:owed to the government, to the Safety, Health and
Environmental” Programs Division for g fithess-forduty-or medical examination, and 1o the Security
Clearance Division for review.

Although sbms oifenses may | fa\\ withif:gn Offense Code listed in the Table df Penallies; supervisors may
consider issuing § | dis t0 an‘ermployes in certalil studtions. Supervisors and ianagérs have

ihe respohsibility: of using good judgment when ponsidering ‘whsther informat discipline may be:

-appropriate, based onthe totality 'of the ¢ The 1are {notd v} of
such situations:

Appendix ta House Ci ittee on Oversight and G Reform Report
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Matial ;- Human.Resoures and Training Seetion. : PERASUS)
RG.  1DEP Date. 1 115018

«  Tardiness =non habitual

«  Abseat Without L essith

& ‘Appearance Policy ~ mingr vidlations

«  Peformance s minor issues thal do not affedt the mission

& Discourtesy orisruptive behavios: mings, aon-hebiial vislations

w  Failure to foltow = IHNOE O viniations
«  Fallure to follow leave policles - mindr, aon-hatitual victations
% Lossof Government Property valued at $500 orless {(non:pl sl or

*  Lossof Sovemment issued identification or aceess cards {does rotinclude badges)
¥ Semm’iy Violation (First Offensey

Wihen considering whether other offenses nol listed above may not-be so Severe asto warmant fomal
discipline, and therefore may be ‘addressed using Infomal Discipling {verbal counseling or memorandim
of sounselingy. sipeivisors and managers should first review: they Table of Penaliies.  Minoyr offenses for
which a Letter of Reprirnand is within the mitigated penalty range may be addressed through infarmal
Discipling:

Appendix to House Committee on Oversight and Government Reform Report 102
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Manuat @ Human Resources and Tralning Seation. » -PERO8{13)
RO > RER Dite: §OTINEIZ013

Appendix A:
United States Secret Service Table of Penalties
{Offense Codes ~ Applicable to USSS's Internal Disciplinary Process)

Offense Codes < Applicable to USSS’s Internal Disciplinary Process

« “The Offense Codes are aranged by category of offenses. ‘Within'each category, the offerises arg
aranged alphabetically:

« -Unless otherwise noted, the [sted offenses apply fo alt LUISSS personnel; regardiess of position or
title

* Thetemm “on duty" refers to the'p vhen an Bp ing an-official duty or acting
in-an officlal capacily, whether or not the employee is being palt sl the ime {e.g.. misconduct
occumng while an employee is driving 2 USSS vehicle nome-at the end of the employes’s shift,
is traveling on:a commaercial carier while armed; oris on official travel status s considered “on
disty” for administrative disciplinaty purposes).

* See the Penalty Guidelinies foran expanded discussion of applicable. penalties, including
examplesof mitigating-and aggravating factors for various.offenses.

£, MISSION REUATED MISCONDUCT

Gftense Code 1.1 Engdging, assisting, or participating v an activity that jec:p&rdiaés

Activities thal Jéopardize the USSS or negatively impacts the USSS's mission or operations not
Wission: specificatly delinested in any other Offense Code,

Mitigated: 5:10 Dave

Penalty: 14 Davs

avated: 21 - Reimbval

Offense Code 1.2 Faifing to tnforin in & timely manner Usss ni‘ﬁmai
Asswcoeperatmgwmess ofa source's unauthorized cﬂmmal acliwty abou( whlr:h the
{CWiinfarmant = Failure to P knows, o Bly should & b all
Report Criminal Activity P availal iony or without o, alding
ntervention o BehaIrOf harbonng. of shielding @ sauree. of aiy attempt 1o-8id, prctect,

Harbor; or shield e orlagal

obkgat:ons Timely mianher means a8 soon as possible n light of

o

"Criminal dotivly doss not incliide fon-felanious trafic felated

offenses,

wal

Appendix to House Committee an Qversight and Govemment Reform Report 108
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Manual 1 Higoan Resowrcesand Tralning Section ¢ PERGSNY
RO : DEP E & i Lop ey
Oﬂense Ccde 13 3 direstty ord yiciney 1o of
it {Source) - & i g money from & source; giving a favcrlgm {0 orasnepting
Retancﬁsmp & favor/giit from & source; paying s source for a favor, gift or

service; attempting 1o oblait any tavor; gift; or service from 3
source; or engaging In s soclal romantic, sexialor intimate
rolationship with 8 source

Thig includes financial be ﬁeﬁts favo terred upah an
amplayes 4 dueto the i i
with the solifes.
Social it contact beyond that

v ior the ol mvesilgatwe mission or
beyond that which s author An tned for;

1} engaging in.an improper perscna! fetationship, or 23 shgaging in
unauthirized sonduot that would Salse the reasonably piudent perssn
1o believe that there.is:an improperrelationship:

Mitigated: 37 Davs
Penaity: 10 Davs ) .
Aggravated; 14 Dave ~ Rervoval

Offense Code 1.4 ;
Improper Handling of Documentislor
“Property inthe Care: Custody, or Contrat
of the Government

Intentionally failing to propetly process, seize, desaribe, package,

‘iventory, verify, recm’d document, controlt store; seture, or

safeguard prop underth
control of the go inet svidence,

custody, or.
rfeit

‘gurrencyfnotesibonds; m_}x-evidénﬂaw Hems, or seled propaity

held by the butis not limited to;
the unauthorized or ampmpaf use, loss, damage, destriction, or

B ¢ s property, toinclude:

o law enk ensitive

‘doaumants N:y!e that the imprope}f Handing of classifisd information

alse ralses ity 1d result g securtty clearance
‘action
atier of Re) 5}
Penalty: 5 Da
JAggravated: 7 .Dave =30
Offense Code 1.5 Without i feaving ithout proper
Leaving Post Without Proper Rellet reﬂef;
- Latter of Reprimand = 3 Da
Pena 25 D)

Agravated: ?{ia 5 30 Dy

Offense Code 1.8
Miscondust Related to-Judicial
Procesdings

Duting the investigative or khgaﬁon phases of s criminal or givil

case, engaging in discradits; of

otherwxaa brings the integrity of the USSS into questvon This
ifoat

tapply tesontduct § covered Hense
Code 2.8, Lack of Candor/Lying » Under Gath

Mitigated: 3~ 7 Days
Penalty: 10 Da
Aggravated: 14 Days ~ Remioval

Appendix to House Committee on Oversight and Government Reform Report
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Seetion @ PERAOS(IN
Date. IR0

Negligence in Performance orOfficial
Duties

Cﬁense Code .7 garding rul eni h, armst;
Relatathto i or unider arregt o th
Protegtive Activities of an indwidual’s cnnstatunonai ights, ‘Bee Federal Rules of
Crifviinal Procedure, Ruleid,
Mitigated: 3 I Da
Penaltv: 10 Davy
Agaravated: 1430 Davs
“Offende Code 1.8 Negligently perforiving your official duties.: Evamples-of negligent

perfornance include; but are not limitsd to, slesping or “appearing !a
slwep white.onduty, torn:ie dity: using
devices while on duty

Mitigated: Letter of Rebrimand =3 Davs
Penalty:5 Days
Aggravated: 7.~ 21 Da

“Offense Code 1.9
SuspectiCririnal Element« improper
Refationship:

Without authorization, engaging in a-social, romantic, sexual, or
Intimate relationship or association With 4 parson the'employes
knew; or-should have known, isinvolved in sriminal sctivities, or
is-a'suspect in a USSS investigation. Sodial relaiuoﬂsmps oF

g mmveany ntact beyond that yfor
the com westigat v or beyorid Aich is
Authonized. :
| Mitigated: 5-10 Daye
Penalty; 14 Days
Aagravated: 21 § < Refio!

Offense Code 110
Violation'of Operational Guldelines and
Palicies; Other

Failing to-enforce or comply with a USS$S operational guidelineor
policy not specifically detineated in-any of the other Mission
Retuted Misconduct Offense Codes: provided herein.

Mit H i {3 Daves
Penal

Eenalty £ Days
Aggravated: 7. 30.Days
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Manual @ Human Resources.and Training Section 3 PER-08{13}

RO 1 DEP Dute + THIBR0TS

& !NTEGR!WIETH!QM; MISCONDUCT

Oftense Code 2.9 Kriowingly providing false,

False/Misleading/inacourate Information = | In'an employmentreiated. or secuﬁtyqelated ﬂocument, oF

Emplayment/Security Dosumentis) signing or aftesting o ' p i
ot Tavbescl

‘documents incluyde; but sre not nmried to; the Employment Application;

an or
disregard ofthe adcuracy or compieteness of pertinent
information therein, En ity related

Security investigation Clusstionnaires, and sthier security claarance
forms; Y raining Acts. ) ing records)
Candidate Gualfication forms report of medical history:-and otfier
dosumentsfforms which impact hiring, ratantion, rarister, promotion
and award dectsm'\s Note that knt)wmg!y wov«fmg false; inaccurate,

oren iU ralses
security goncerns and ccu!d result in a secumy c:fearance aetion:
Mitigated: 510 Days:

Panaityr 14 D,

B wated: 21 Days = Removal

OHfense Code 2.2
False/Misteading information ~
Matter{s}

Figeat

Knowingly providing Yalse or misleading information n-a fiscal:
related: docurnant” or signing of atesting to the iruthfumess of

pro i d-related d it i
Of SOMmp i
Y contained therein. Do i involing fiscal imatiers
inlude; but are ot fimited to, Timeand Attendance {T&A} records,
travel Wexpenditlire b draft reg
¥ i for feave pufposes,

forem
insurance forms benefits forens, and transfer dociments:

Mitigated: §-10 Day
Peoasity: 14 Dave:
BAauravated: 21 Days - Removal

Offenise Code 2.3
False/Misleading Information
investigative Adtivity

Knowingly providing falie or misleagding information inan
investigative dooument] or signing or sttesting to'the truthfuiness. |
of information provided fy-an investigative documant inreckless
i <of pertinent
information i
matters includs, bt are not § mr\ed 10; Memorandum Repms inserts
¥ of i matiers,

Mtt&:ﬂ:ed5 5~10Davs

snalty: 14 Davs
Augravated: 21 Days - Removal
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Section & PER-O5{13)
Dite 1 TR

Offense Code 24
Faise/Mislegding tnformation — Other
Official Matter(s)

i oviding false.or mi ding ¥ for inan officlal
usss 4 oran official of another

o the trithfulness of information
provid&'i in an cfﬁclai usss daocument or: official document of

anather it nt agency in of th 3
or afp i itai thereiiy, This
‘appliesto do aith 1ty sf-duty.

Mitiguted: §'- 10 Days:
Penalty: 14 Days
Aggravated: 21 Days = Removal

Offenise Code 25

K i providing i vh
Lack of Candor ~ No-Oath verbal or written statemant; not under oath 16 @ BUBErVISOY,
usss i anau position, or: h
when the is about
Hisiher conduet or the conduct of another pEdenw “Ingecurate
information” i the faiture to be fully
forthiight, orthe coneealmient of a material factinformation:
M BTt R AL
Penalty: 7 Days
Aagravated: 10 - Removal
‘Offerige Code 2.6 Kngwingly ptovidmg false Information’ina verba: of wrlt’cen
Lask of Candon/Lying = Under Oath made under oath. “False
¢ trisrept e fallure 1o beRilly fo(thnght or:he
SR st & materidl i
Mitig 180120 Dy
Ponalty; Removal
ravated: NI&
Offense Code 27 Excending the limity of USSS Yuither g
Misuse of Positions unofficial, or-unauthorized interest; or using USSS posalion or
affiliation fer i alrior ady forth
X f £ ployee, Seed
CIF:R§72635702 for addiional nfarmation;
Mitigated: Letter of Reprimand -3 Days
Penalty: 5. i3
Aguravated: 7 - 30 Days
“Offense Code 28 Failing or refusing to futiy pamcipate m an admmistrmive faatter
Failureto Cotperate ivan inistratives | oafter Has be
Matter warnings (hey Kalkines i i ive Matter” includes

Butis not hmsted tor, internal dlscs:mnary mvestigations, OIG
investigations; Inspection Division investigations, or EEQ Malters.

Miﬁgm 680 120 Davs
Panalty: Remioval
Aggravated: NiA

il
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Manual -1 Human Resources and Training Section  PER-GE{1Y
RO 1 DER Tate HABROW
Ofense Gode 2.9 TYaking any ashon toinfluence, mt:mrdate Empede Gt otherwise

Obstruction of an Administrative Matter

whatter A it inelud
Butis ot lxmt‘ed to, memar disviplinary | mvestvgatxons OG
investigations, Division Ir ions, or EECQ Matters:

Mitinated: 37 Days
Penalty 10 Duys
avatedy 14 Dave - Removal

Offense Code 210
Prohibited Persofinel Practices

Committing'a prohibsted personnei practice {5 U:8.C. 2302 not
he Offey Herein: Ses s

U8B0, § 2802 ford
practices.

Mitigated: Letter of Reprimand =1 Day
Fenalty: 3 Dave
Aggravated: 8 Days ~Rerroual

-Offense Code 241
Violation of Ethics! Guidelines

Engaging in-anyactivity or conduct prohibited by the uniform
Standards of Conduct of Employees of the Executive Branch {5
C.ER. Part 2635), the regulations (5 C.FR. Part
3801), or USSS policy: Protibited condust involves, but is Aot imited
to, ssUeE such @S conflict of intersst favotitism and gits, See
Executive Order 12674: 5 C.F R, Part 2638 S 0F R Part 38015
US.C§ 3110, 18 UIS.C. §5.203, 205,206, and 208 snd the USSSE
Standards of Ethical, Professional and Personal Conduct Desk
Reterence:

Mitigsted: Letter of Reprimand
naity: 5 D;

o
Agaravated: 10.Dave - Remioval

‘3 PROPERTY/RELATED MISCONDUCT

Offense Code 31 proper ordisposing of
Destruction of improper Disposal of. any f(s) or property. This:does nobinciude
Government Property uéHon or 1-0f the type-of property and
dotuments coverad in Offense Code' 1,4, Mission Related Misconduet:
Improget Handling of Documentis) &r Propeay.
Mitigated: Letter of Reprimand « 3 Days:
Penalty: 8 Days
Agaravated: 7- 14 Davs
1
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Section.  PEROS{13}
Date: ¢ R

Offense Code 3.2
‘hesyof Gavemment Pmperty o

Loss or thef erty, in d
resulting From thﬂ sdequataly safeguard an

L s)iof
Nature

ites, ned by an appmpnaﬁe authority to be of.a sensitive'or
valoable namra This includes 1oss or theft of & USSS Special Agent
& Uniformed Division badge or USSS il This does fiof
nclutle the loss-of the typa of property and documents soversd in
Offenise Tode 1.4, Mission Refated Miscondgel, improper Handiing of
Documentislor Property or the loss:or thett of tlassifled information
which s covered by Offense Codey 3.3; Loss of Tlassified Information.

Mitl : Letter of Reprimand =3 D
Ponalty; 8 Days
Aggravated: 7-14 Days

Offense Code 3.3
Loss of Classified tnformation

Loss orthieft of classified national security information, resulting
fromthe smployee’s willful failure to adequately safeguard the
information.  Referto SCD-03(01). Note that the loss.or theftof

clagsitied infarmation also raises securlly toncerns and sould resultd i
& securty vlearands sotion.

Mitigated: 37 Days
Penatty: 10 Da
i14 .« Removal

Offonse Code 34 Loss o thelt o4 USSS ofﬁciai Hiraarm resylting from emploves's
Lossof Firearm: falture the prop
Mitiysted: 327 Days
Fenalty; 10 Days
24830
Offense Code 3.5 Without : USES or mher government:
Misuse:of USSS. database or record. Examples of are-not
D Y tzed Ace Tenited to NCIS, TECS, efo. Thisdoss ot mciude thedigclosure of
such-nfofmation’ to sthers, wﬁmh iscavered i inOffense Code 412,
legal/Crimi B e - Clagsified/Laws
EnfemementS&nstzwe/@rand Jury Information oy Offense Code 4,13,
HegaliCrimiinal Misconduct, Unautherized Distiosure -~ Sensitive
information:
Mitigated; Letter of Reprimand = 3 Dayg
Penaity: 5 Days
ra : T.Dave < Removal
Qffense Code 36 Using-a orath device fo
Misuse of Govérnment Computars) personal unofﬁcfai Sriunauthotized Use. This does not nclude
useofa . This dogs aatap RS use, Le,
whre the cost to the isneg :glbie long'as the use s

ot othierwise bbjectionabls: ‘See 5 CIER. § 2635704, IRM10[03),
and PER-OS(10},

Mitjgated: Letter of Reprimand -1 Day.
Fenaity: 3 Davs
Aggravated: 514 Davg

R
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Manuat 2 Human Resowrges and Training Section 1 PEROBIIS
RG LDER Dale §OTRGR0IE
Cffense Cada 3.7 . “Without suth using 2 gove ey oF eledh
M f Govarnment device to craste, send, Soliclt, or view any misterial that s sexua!
inappropriate Content in nature or that makes fun of or insults others' rade, religion,
color; sex, disability, origin or d
{“prohibited material"}. The unimenaed m‘pt snd viewlig of
P is hot'a viclation of thi Dode.
Mitiguted: Lotter of Reprimand - 3 Dave
Penalty: 8 Days
avated: T Days - Rermoval
Offense Code 3.8 Using & secure communication system for pefsonat, wnofficial; of
i - Secur unauthorized L Refer 1o SC008{01. Note that mistisé of
also ralses sesunty 4 could tina
seourity slearange gction.
‘Mitigated; 327 Days
Aggravated: 14 Davs = Removal®
Olfense Code 39 Kagwingly using o permimng e e of, a Covernment Charge

Misuge of Governmant Chargs Card -
Parsonal Use

Card (QCC) for rantals;
resulting in guinto the

Mitigated: 21~ 45 Days

Penalty;

Aggravated: N

, andlor ash’
of othors:

Offense Code 310
| Misuse of Government Vehicls Non-Tille
&

Using or permitting the use of, 8 government owned, leased, or
ranted pasmgﬂr mator vehicls, bost, or slroiall of ﬂm

of the ‘s intent; for an
whotficial i or allowing snotherto
transport an unauthuﬂzad passenger T o motor velicle, Boat, of
afrcraft;

it : ; nds3
Penalty: 5 Dave
Agaravated: 7- 30 Da y;s;_

Otfense Code 3014
Misuse of Goversment Vatigs Tals 34

meingly or with rec:ktess dismgafd using or permitting the use
ed or e mutor vehiche, bost,
o¥: mmmn Foran uno?ﬁcnai ‘or purely personal purpasefie, s
purposs other than the facilitation of goveriment work or the
S the USSS's'm Bee 3 LB L §§ 1884 and

134005
itiated: NIA
g £
Aggravated: 5. Removal
13
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Manual 1 Human Resources and Yraining Bection -+ PERGSHN
RO sDEP Oate o 4SR01
Ofense Code 312 Using government property, not specifically delinested i another

Mistse of Goverhment Froperty, Other

offense code, for parsonal. uniofficial or unauthorized tse. Thig
does-notapply to-da minimis use, Whiste the tost to the govern i
negligitle: See 3 CF R §2035.704

it LA

Aggravated: 110 Davs

4 ILLEGALICRIMINAL CONDUET.

Offensé Code 4.1

i th o infhict hodiiy h using
Assault uniawiut tome aryiokenoe :
Mitigatid: 1 - 8 Days
Aaqgravated: 10 Days = Removal
: Offense Code 4.2 infiicting bodity har atother using E o Wi
Battery
Mitigated: § 10
Pe B
¥ %ad 1 = Removal
OfenseCodedd Any actjv:ty which victates laws relating to the Srestivn, passing,
Counterfel Related Olengey or uitering of counterfet curfency, notes, bonds, ov other
obligations of the United States;
Ponalty: gl
Adgravated A
Offerise Code 4.4 Conist felony of sch of domest
Domastio Vi Law Applies tolaw officers gnly L afficarns
Offigers inglude: Spetial Agema Unifarmed Division Ofidars, Physical Securily

Speckaiists é:secse! Om:ers and Cpetativn Support ”Fechnecsans
5 A SQ i of e

R tfaase it atw i s Bisiher LEG

position. See 18 LB C §92sgIm and SUBC § VE A

Mitigeted: 21 =48 Days

Pepalty: il

Aagravated: NI
Domestic Violenge ~ Noa- Law € ota for felony of
Enfordernent Passonnal i et 1§

Mt b s

Penalty: "

ta Iy
14
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Section 1 PERDS{13)
Date 7 THIER04

Offense Code s
Drugs~ Use:or Possession

Kiowingly and tonsciously ingesting, Injecting; Inhaling,
possessing; selling or distributing an ilegal controlled substance
or anabollc sterold, on: or it duty. after entering on duty. An
Hegal contediied ait degignated as such
under Federal law, See 21 U:%:C. 5812 for alist of controlied
substances. : Note that manidana is an ilagal controlied substance
under Federal law regardless:of any State law intiatives which may
permit recreationsl or medicifiat uge: This Gﬂense Tode doss niot
Apply 1o 1he 1 ionof s for-pfficial ¢

Mitigated: 21~ 45 Davs
Penalty: Removal
Agaravated: Ni&

‘Otfense Code 4.8
DUIDWE - Government Vehicle

Upetating or being in actual physical control of govetnment
owned, leased, or rented | passenger motor veliicle, boat,or

aircraft; while | paired by alcohol or a
!mpam‘* tsa Be v h E: i
{breathalyzer andior d test i tions of law

snforcement persenne; or cther winesses If ng few enforcerment
personnel are present;

;3040 D;
Penaltyr4s Do
Agaravated: Removal

Ofense Code 47
DUDW! — Privately Cunied Valiicle, Law
Enforcement Oficer

or being in actual i trof of any pi
owned leased, O rented passenger motor vehicle; boat, or
airgraft, while infoxicated or impairad by alcohol'or 5 sontrolied
subst: This offer e appl LawE officers:
Lawsriforcement afficers include: Spesial Agents, Uniformed Division
Officers, Priysical Secunity Specialists, Special Officers, and Physical
Sacurity Technitlans.

I ical analysis.
andfor Blosd iest) orcredxbée obsefvatsons of faw en(orcement
1o law P ar
present
Mitigrated: 510 Days:
Penalty: 14 Days
A 521 Davs < Removal
15
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Section @ PERDS(1N
Date OTHISI0ES

Offenise Code 4.8
DUHDW =~ Privately Owned Vehicte, Noti-
Larw Enforcement Personnel

: Impainient Cari belevidenged by a chiemical analysis (breathalyzer

Operating of being in actual physical control of any privately
owned, jeased, or rented | passenger motor vesticly, boat, or
aircraft, while i T vired by alcohol of 8 o
subistance. Thisoffense & plies to nond 3
persontial.

andfor blood test); or credible ob

it

o othier Wi it novfaw
present,

are

L 45D
Panal Davs

Aggravated' 10.Davs - Removal

Oifense Code &8
FraudfTheh

Taking, ubtaming or withholding; by any means; from the

benefit. o‘! the property orwith the intent ko appropriate it for

e g Another owner, any money;
preperty oraticle of value of any kind, with the intent to deprive.
or defraud the government or another owner, of the tse and

f for the entity or person otherthan
the owner This does not inelude condial covered under the Offénse
Codes included in Part 3, Property Related Misconduct

Mitigated: 21— 45 Dave
Penalty: Removal
ggravated NiA

Ofterise Coda .40
indeanb/Lageivious Adty:

o sexual {

Inappropriately seting ina mannerto appeai toof gmufy the
sexual destres of the ermployee, Victira, or both; or intentionally’
exposing.an mt:mate Bady- paﬂ o publie view, - Thisdoss et apply
rising tothe levetofa
fony offénse, as de i By th jurisdi in‘whichihe act
oeourred, whichis:covered under 4 11, Qther Feloniss,

Mitigated: 1021 Davs

Peuam: 30 Days
1A Dave '« oval
Otfense Code 441 Engaging inan act, othar than-one which has been speclﬂcaﬂy
Other Felonias delineated in another ode; which is Telony
in the jurisdiction in which the ax:teccurred This:doss not ap;}\y o
perjury; which is covered Ghder Offense Code 26, Lack of
CandotLying- Utdér Oath;
Mitigated: 10~ 21 Davs’
ity 30
Aggravated: 45 Days - Removal
18
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Mastat ¢ Human Resources-and Training Sestion. : PERDOSI)
RO  DER Date 11802013
Ottense Code 942 Engaging in-ah ack, olher tian one which hiss been Spetifically
Otiver Misdémeanors defineated In another ofanis code, which iy considersd 2

misdemenanor i the jurisdiction in which'the sct occurred,

Penalty: ¥ Dave
vated:

= Rema
Offense Code 4,13 ‘Without authorizati an. discmmg o a&tampﬁng o disclose:
Unauthorized Disclosure ~ ClassifiediLave | classified; or law Sith or Grand Jury
Eaforcament SensitivelGrand dury Information. See the Faderal Rutas nl Criminal Pracedite, Rule &(e)
fnfarmiation for additional infénnation, Refer o BCD00, Note that the loss or
theft of clagsified i alse ruises seaunty i and vould

résuit i @ Security clearanios action,

Mitigated: 3 7 Dave
Penatty: 10 Days.

Oftense Code 4.4 Without authorization, diselosingor stempting 1o disclose the
Unauthorized Disclosure - Sensiive USSS's, or ancther Agency’s, sensitive material, Thisalse Includes
Informiation disclosures ofinfonmution in vidlation ol the Privacy Act ol 1874, §
L 45828
e Hek
Penaity: 7 Days
1) 24 - g

5 GENERAL MISCONBUCT

Offenue Code 5.1 Abgence Without Leave (AWOL} or unauthorized absence from
Absancs Without Leave work place.

Mitigated: Letter of raptimand -1 Day
Penalty; 3 Days
A

Offanse Code 5.2 Without uthorization, consuming & beverage c‘cmaimng atcohol
AjcohovSubstande Abuss - Under the while on duty or during s break; sonsuming aleohot prior o
Hflpenos Whille- 6 Dty répoiting for duty to the extent that it Has aneffecton the.

i pert iﬁ; v Uging pd’esmbed

medicine in 2 manner
physician's Instructions, having an effect tn the employes's
workplzee or perfoimance

<5
g_?_gx‘ A4 Days
| g&q‘ 8 ggm. 21 Dy Removal

17
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Sectiop 1 PER-OSI13
Date T HHIB01

Offense Code 5.3
AleohiolSubsiance Abu

Consuming alcohol within any designated period of abstinence

o
Duyring Abstinence Period ordt thtbzted
Lovations

hotel after & protective visit begins.,

prior to rep for duty or g atechol st the protectee’s

Mitigated; 1 - 5 Davs
Penalty: 7 Days
Aggravated: 10 Davs ~ Removal

Offense Code 5.4
Bias-Motivated Groups:orAdtivities

1 lude-any orge !
association; i3 i “, whose ! e v purpsseis to

or of, participating in aéﬁvities ar

witly'a hate group or the hate-

9

otivated setivities of others.

“Hate group” or *hate—nwnva&ed

promo o invidious eregudtce against’
s ori ' . Seo PER-05({05),

Mitigated! 31~ 45 Dave
Panalty: Removal

Offense Code 6.8
Bias-MotivVated Canduct of Behavior

Baqravated: NA
Onoroffduty, usmg oﬁenswe, abusive‘ derisive, profane;
degrading, critical, ot ng

- 3 ased
on ano!her 5 p\'atac:tad group. incmding creating 2 hostile worie

based group

Group™ i ncmdes Facs; color; felzg\on natsona! origin, sex age
disability, sexual P & , marital

status, parental status.

Mitigated: Lettor of Reprimand =3 Daye
nalty: 5 Da

Aggravated: 7:Dave « Removal

Offense Code 5.8
Dergliction of Supervisory Responsibiity

A supervisor, or an amployee acting in af authorized supervisory

capacity, Talling to are i the
His duties or responsibilities; disregarding s dutiesor

responsibnmses‘ sighificantly deviating from appropriate msthods
of supx ot ally Talling to report-an
g i et forth in'the Table of Penélxiés;
the usss of Ethical , Py and
Desl Huran Re and Training Manuai;

K
secﬁon SCMZ(N) flating 1o e : and
and other violations of law, This Offense Code does not require
that supervisors repoﬂ performance issues and other minor
“poticy vielations not oth above.

Mitigated! Letter of Réprimand -3 Dave
Penglty: 5 Davs

Agaravated: 7-94.Days
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Section
Bate

PERLS{13}
1201

Offenge Code 5.7
o 9 o T

“intentional disclosure of sensitive Information obtdlned diving

with the ISSS including information

h‘ ined ﬁoi;in; p ap sensitive
e i fon or USSE t§ without
penmission.

Ritigatad: 1:5 Days
Banaity. 7 Days

ted: 10 al

-} Difenge Code 8.5
Dhiscrimination/Herassment

Acting or falling ta aoton an official m:mer in & hanney which
takes into '8 P
qmup. Tailing to t ppropriate acnon to ng o curtall
profibited & subordinate when
the supsrvisor knew or should have known the conduct was
s Groug” jes race, color, religion;

natianst origing sex disability, age, parental stetus, sevus! vrientation;
protestsd genstichifotmation, iaritel status. pairental status, ue
political affillation, See, 2ig., Ciwil Rights Actof 18841 Age
Digerimination it Employment Act snd Executive Order 11478,

* Mitigated: 1021 Dy

rrsvated: & o R

- Offense Coda 5.0
Dissourtsous Londuet

Using rude, impoiit“ s isrespecth mpw!easlonax
fout, 3
other sondict tcv nr abopt. amsmm‘ ampk:yea ot mambers of the

pubiic while of duty or soling froan official capacity:

itifisted: Lottet of Reprirand < 1. Da

F2 25 Dave - Reimion

Offonse Code 510
Disruptive Bebavior

Fighting, i attampting to Wit o
inflicting bodily hamm to another; harassing oF provoking guarfel;
engsglng in dangerous horseplay; any vigient, reck!as& o
disorderly act; wthiar
employres or members of the pubhc

g o Senriand <

A e oval

‘Offense Code 841

Failure to mai a niak, Gl i dike

Failgre to Follow Paticy

fallire to mmpiy wmr: unitorm of appearance
standards while on duty, on-official travel, or a Law
Enforcemm mﬁw traveling whfle armed inw non-duty stams.

t:etm gr&nied :.»ae PER-&S{G&; o me Agpearanw stammﬁs i‘or
LISEE ermployess:

ted: Letter ritnand -

Panalty: 3 Dave

5 Dave - Remmoval

Reform Heport
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Section -+ PERDE13)
Date IORsRe

Offense Code 532 X
Fallure to Follow Instrudtions

Failure to promptly and fully comply with divections; instructions,
or assignrents of a supervisor cr other managemen( o\‘ﬁcia\}.
faifureto f S oliey, p
or.rule.

himgat&n‘ -Lgtter of Resrimand -1 Day:
Penalty: 3 Days
Agg vated: & 7 Daye

Offense Code 513
‘Failurs to Foliow Leave Poligies

Fai!ure to follow: feave ¢
leave restﬂction ordn ative leave;
feave or other leave p i

Mitigated: Letier of Reprimaiid.- 1 Day
Penalty: 3 Davs
Aggravated: 5 Days - Remioval

Including whiteon
usao{sick .

Offense Code 514
Failyre: to Honor Just Debts/Regulatory
Obligations

‘coversd under Offensé Code 3.7, Misuse of Government Charge
(Cards =~ Persanat Use. Note that Failtiré to Honor-Just Debis also

:Aggravaied‘digxs ~ Removal

WitHout valid justification; failing to Satisfy an Uncontasted, Tawiut
debt; or to-fuifill legal or regulatory obiigation. ' The failure to satisfy
the debtor Mﬁ& the obiegatmr\ must b characterized by deselt,
wvasion; false orathet Indics ofa debberate nonpayment
or.gross indiffe the just debt s innfudes
tailure to file andor pay any Federai stale, ot locai tax obligation. - This
dogs notapplyte debts i vernment which are

rak: yave and could fesult in.a securlty action:

Mitigated: 8.<7 Days
Eenaity: 10 Days

Offense Code 5:18
Faliure to Maintaih Top: Secret Sesunty.
Clearange = Final Revooation

Faifure t ain your Top Secret g resulting
i its final revocation. See Human Resourtes and Training
Manual, section RPS:02(02).

Nitiqated: NIA.
Penalty: Removal

Aggravated: NI

Ofense Code 516
Eajture to Maintain Top Sscrét Secunty
Ge = Revocation or

Failure to your Top Secret i rasuiting
inits revocation, See Human Resources and Training Manual,
saction RPS-02(02)

Mitigated: Approved Lesve Status
Penalty: Indefinite Suspension
Aggravated: NIA

20
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Manual: 1 Humah Resources and Training
iled P

314

Section : PEROS{T3)

2 Date ¥ oVsety

Offense Code 547 Failing to inform the app e LISSS official or i -afid

Failire to-Report the Security. Charance Division, in-a timely manner, abaut £
miatter g joyes which Knew; o

should have known; was required by USSS polioy to be repurted,
including foreian contacts and foreign travel Refer to SCO-02(01)
for additional information. Note that this offense does nat include faflure
to report erirminal of serio St by the employed which s
coversd by Offense Cods 5:18, Failire o Report« CriminaliSerisus
Misconduct:

Mitigated: N/IA

Mitigated: NIA
Penalty: Lefter of Reprimand
Aggrguaw. 1:100ayvs

Offense Code 5.18
Failure to Report~ Orininal/Serious
Misoonduet

Faihng toinformthe appropriate USSS oHicial or superviscr. ina
timely manrier, abolt any serious
s sy arrest, comtact whh law enforcement;

or involvement in the caurt system by the employes: or sny
serious conduct commitied by another
employee of which the amployee was awane and of which the

is also-awiare was hot Réfar to 500
02{%}1) for-additionat information.

Mitigated: Letter of Reprimiand ~ 3 Davs
Penalty: § Davs
Agaravated: 7 14 Days

Offense Code 5,18
insubordination

Alter being givei g legitimate order, muade-orally orin writing, by &
“stipgrvisor or another person in authority, intentionally or willfully
Hailing to tomply with the drder.

Aggravated: 21 Davé.~ Rémoval

Mitigated: 5 10 Davs
Penalty: 14 Dayy

Offense Code 520
Misuseof Weapon = Slorage:

‘Iriglude the loss or thatt of & firearm which is covered by Offensa Code

“Mitigated: Letter of Reprimiand ~ 3 Days
‘Penalty: 5 Days-
“Adgravated: 7. Days - Removal

storage, care, or ofavieapon,
explosive, Incendiary device, or ammunition. This offanse does not

34, Loss or Theft.of Firsarm.

Offense Code 5.21 R
Misuse of Waapor ~ Display

Insppropriate handling, di

operating, 1
oiherwise d!spiaylng 4 weaporx ex;a!eswe, or incendiary devk:e in
‘& mant with thy & and

procedurss: es!abhshed by the USSE and federal reguiatary
agencies;

Mﬂgated' 2 Saays
P 3

1
A ‘1{) =~ Removat

21
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Seetion, :  PEROS{13)
Date 1196013

Otfenise Code .22
Misuse of Weapon = Neghigent Discharge

Causing e unintentiohal dis#harge of awsapo,

Mt
Penal

tiar of Rey

5314

DOffense Code 5.23

Misuseof 1

Mitiaated: 10.- 21 Dave:
Panglty, 30 Davs

Purpesefully or wiltfully discharging & wéspon In vistation of the:
use of force policy.

1 A5 Dave - Removal

Offense Code §.24
Reasonable Cause to Balisve Crime Has
Been Convniited

Engaglag fn st whith b o bolleve
that.crime Bas been committed for which a temy of
imprisonment may result. *Reasonable tause” includis but s ol
firmitied to e crminal indichnentor the ; df s oase fo i
proseculicn. Note that this offenss 2ise mises sedudily concemysang
coulid rasultin & sevurlty slegrance sotion:

&
Rty finite Suspensicn
1

Offinse Coide 5,25
Retaliation

“legderal W

totake, an

Taking, of th action

againet an cwhe made, oF wal o Rave made, 8
sl o Wit oF Who was belisved to
have engaged In:a protected activity. See, v.g. Whistleblower
Protectivn Act Whistishlowsr Protection Enhansemaent Act o 2043
Civil Rights Act'of 195847 and any other antivelalidtion provisions of:

Mitigated: 10 21 Dayy
Agnravated: 45 Days - Reingyal

Offense Code §.26
‘Bacuriy Violation
{Second Offangal

Failing o sufeguard of control atoess 1o non—;aubm: usss Space;

to sensitive or classified material, or 1o

whare such matesial isdnputted, mamfameﬁ colliscted, stmﬂh e

preserved after having i

memomnﬂum. This doey nol a;}piy to it govered in Diferise Code
)

Appendix to House C on Qversight and

1.4, andiinig inthe Care,
Custody, or Control af the Go sk Note that 1 of Siso:
raises 1ty 4 anificould resutt th a ity cléarance astion
Penalty: 1 Day

ST 2344
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Section. 1 PEROSIIR
Patel L OTASR0

Sexual Harassment

Offenss cwe 527 Engaging in saxual intimate; or romantic actvity ifan
Sexual Mi kS {siich o Spaces; g
vshu:tes}, orwhileon duty
Mitigated: §40 Davs
Pgnalt)[ 14 Davs
Eg:) .21 Davs ~ Reniol
Offense Code 5,28 Mak!ug or unwanted sexual i

sexual Tivors, or engaging i other verbat'or physical conduct of
& sexualnature, Unwilcome condichof & senval natire by &
Supetvisor oh soworker can-donstitute sexual harassment. Seethe
Civil Rights At oF 1084, Title VIl §708; for addiional inforiation,

Mitigated: 10 ~21 Days
Penalty: 30 Days
Aggravated: 45 Removal

Oftense Code 524"
Sclicitation or Paymient for Sexual.
Services

value for sexual ser =3 is.
made or negotiated prior o ihe At Thefact that pmshmixon Islegal
A lotalioh does not p! the Agency frontiaking 3

Solicitation of & prostitute m’:he exchange of money oF e of

dSSdplinary Setion nder thig Off . The faetthat a

did frot intend 1o pay for Sexusl sericas At the time they wers rendered
does ot grevent the Agedsy frony thking & disciplinary action under
this Offense.Code.. Motethis: sorduct may alss raik ity

and sould reSuitin g Sebunty dlearancd action.

Mitigated 14+ 30 Davs

Penulty: 45 Days
wated: Removal

Qi!:ense Codé 530 Engaging or encouraging a stiike, work stoppage/siowdown or
Blriking sickout Sea S USC.ETIML
L
Penat lemnaval
Aygravated; VA
“Otfense Code 5.3 Ei ihiie: off d which di disgraces.
Unprofessional Condudt—-Off Dty oF dlscredﬁs the USSS; seriously calls into question the judgment
ofthe emplnyee‘ iy th g of the
his peers or his ity. This appiies to
riot othierwi hoalty inany other Offshge
Mitigated: Letter of Reprimand =3 Days
nalty: 5. Days:
Aguravated: 7 Daye- Removal
23
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Wanuat @ Humad Resources and Training Section. ;. PERDEY
RG 1 DEF Oafe - FHIARN
Offensy Code 532 Engnging in c.nnduct. whils an duty or while In's fravel stetus,

Anprofessional Conduct = On Dty

which dmhomrs disgraces, ordiscredits: the USSST seviousiy
Ealle ink or
compromises the standing of the smployee amang e poers or
his conumunity. This applies i o pecifically
delineated inany other Offerise Code;

Mitigated: 15 Davs
10 Days- Ramoval

(ﬂfensa Code §,33
Uneuthorized Regording

Unauthorized recording or mbnitoring of telephone calls;
mﬁngs, mnversat«ons. amails, and thmgs of asimilar naturs,
This uffens: hcondust could by
sonsidered a eriminal vidlation vovered by Citenise Code 4. 1T Other
Felonies or 412 Other Mistemeanors,

Oftenge Code 5.34
Urinvalablity for Unsehaduled Doty

i g~ T D
Penalty: 10 Days
Augravated: 14 Dave - Removsl
Unable \‘o for an o of
or heslth or failure to

| Bpgravates: NI

unschedu«ad duty favaltability or work) s assigned or reported.
$ee 5 CFAR-§550.184 This doss nol: apply to Talsification or
inaccurate feponing of LEAR hours which 1§ coverad by Offense Code
2.2 False/Misleading Information - Fiscal Matterfs). Thia Offense unly
applied w-erviployess who teceivi Law Enforcement Avatiablity Pay:
(LEARY,

L NIA

- Oftense Code §:35

Violation of Miscelianeous
Rutes/Regulations

Engaging i ot or faﬁing .
anforce or comply wnh o Uﬁss aﬁs Office of Personnet
Managenant; or other federasl administrative or operational
guldeline:or policy not spedifically dellneated in any other Offense.
Gode.
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Manuat o Hurnan Resources shd Traloing Bection. : PER-OS(13}
RO S DER Oate 1 R0

Appendix B:
United States Secret Service Table of Penalties
{Penalty Guidelines — Applicable to USSS's internal Disciplinary Process)

Peyi#ityk Guid?liﬁés ~ Applicable to USSS's Internal Disciplinary Process

& The lisled penallies apply 1o alt USSS pemonnel regardiess of position or tile, exceptthat federal law
protibits an agency from taking a suspension:action 'of less than 15 days againsta Senior Executive
Service (SESYy smployee: 5 CFR §752.601. In keeping with that reguirement, the Introduttion to the

Table of Penalties provides that if 2 noi-SES: vauld iave recelved a3 day he
Dieciding Otficial may impose onan SES smpl letter of vep o or & mind 15 -day
suspsnsion, based on the Deciding Official weighing of the facty and o ances of the case agan

the heightened behavioral and managerial expeciations sssotisted with SES personel,

+ Skt the Oftanse Codes for & description of the:behavier or atlions that define the offenses:

4 HISSION RELATED MISCONDUCT |

Nuriber QHtense Mitigated Range: Stenderd Peralty || Aggravated Range
Penalty Ouidetine 1.4 Agtivities that . F~10doys T4 vaye 21 gavs ~ Refoval
Jeopardize the USSS . )

Wission - {rinimal fnaneiat {personatl injury or

Haga= 41 propesty damage;
significant financial

. : mpact)

Ponalty Guideling 1.2 AssEVCooparating o Sitlayy T days U davs ~ Ramoval

Withess (QWY

Inforranty Sourse « {No perspriahain, {Compromise saseor

Fallure o Repat good faith allemptto othet sasey;

Crirtiral Activity or Telp soite) sefisusness of -

‘npropes intervention arirmial activity;

o Bahalfof Hhaneial benefit iy
aimployes) nogs
digelosure 1o AUSAY

25
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Manust 1+ Human Resourees snd Yraiting Section. 1 PERDEIY
RO £ TP Pt §OTHISR0IS
Number Offense Nitigated Runge Standard Panalty, | Aggtavated Range
Penafly Guldeling 13 AsselCWinformant!. | 37 days 10-duvs T4 days = Removal
Source - Wnproper 3 :
Relationship {Nopersonal gain; {Fingncial benefitty
good falth attermpt o employae; Nom
halp sturés; Lask ot disclosure - AUSAY
initial lovowiedge the
individial was &
Solirea)
Pehalty Guidsling 1.4 inipropet Handing of - - Latter of Reprimand~ | 5 Ways. T30 dayy
Daeumentis) or Sdays
Propedy inibe Care;. | {Signiicant loss of
Custody, or Contro {Others comtibuted 1o ‘dosumeni{sypropanty;
of the & impropdr handil jhtentional
advartent’ axigat - soimpromise oF Gasy
sifcumstancesy ormission)
Panalty Guideling 1.5 Leaving Post Without | Lalter of Reprimand . - Bdays T 30days
Froper Relist Fdayy X .
{intentional. disregard
faxigent “foi salety of protectes
sircumsisnces) or-miston fetlire o
Seek refief)
Panalty Guldeline 1.8 Mistundust Relfaled J- T days 0 days 14 Days - Removs!
fondudiciatl
Procssdings {Acted i gond faithy
nadvertent ny “(udiciat eritiismy
personalgeing sighificant impacton
wase intisntional)
Panatty Guidaling 1.7 MisconguctRelsted | ST daps 0 days T4 30 days
) to Ivestigativ or
Frotentive Activities
{Actad i good faith {Jadicial oritidism]
Inadvertant: o Slygrificantimpast on
pergonial gain} tasel Irlentional
1 ) damage 1o personsor
) . property]
Penally Guideling 1.8 Negligentein. Latter of Reprlvantl= | Sdavs T2 duys
Parformancent Fduys
Offivial Doties . {disruption ot the
{orivimal impact of wissiont
mission; sxigent
cirumstanses)
%
123
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Manuat 3 Himan Resources and Training Section @ PERQSNIN
RO 1 DEP Date:  + TH162012
Humber Qffense ‘Mitigated Range Standard Penalty’ | - Aguravated Range:
Penally Guideline 18 | SuspectiCrringl &= 10.days 14 days 21 Savs - Removal
Elmant -~ mivoded
Helatiunshin ek ol iniigl {investigation oy
Knowlsdge the prosesutioh impacted:
individual’s odminal utife or past cases
activity) mpacted of LUIGSS or
anuther LE agency)
Penatty Guldeling 130 | Viclalioror Latter ot Reprivvand - |5 days w30 days
y Qperational 3. days
Glidalines and {Jeapardizing satety
Policies, Other {urintantional) of others: the mission;
aprasecution o
investigation}
2 INTEGRITY/ETHICAL MISCONDUCT ©
Numbar Offerise Mithgatad Range Standard Penalty | Aggravated Range
Fanalty Guldeline 2.1 FalseMisleading S 10 davs 14 davs 24 days — Reémoval
information~
Empioy geunity i {hia {Diriigs; stminat
Docurment(s) wisrs inwnatiialio sl wetivity: foreign .
Hiringfsecunity cortacts; o stheiwise
dagision: llure ta: ratatial
regort mantal Reaith Hiringfsacurily
Healmant} dedisiony
Panaity Guideting 2.2 Falss/ftigdeading S 10 diiys 14days 21 gays ~Reémoval
Informtion -« Flacal i
Matlerisl {Minorissues; il {Serious TRA abuse’
Benefit o enployes) sigrificant benafitie
employen; iivolving
sihers; NOTE!
voucher fraud
‘Warrans Removat)
v
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Wanual @ HumsnResources and Training Section @ PEROS(IY)
RO I RER Date OISR
Number: COHense Nitlgated Range “Slandsrd Penally. | Aggravated Rangs
Panalty Guideline 2.3 False/Misleading. St days 4 gays 21 days -~ Removal
“infoimation s
investigative Activity . ) {intentionall
{Unintenticnal minur wigrifcant issues)
WEUesl ne migteial riatérial impatt on
affect o . investigalionivase
agencyiissionl - Jopardizing satety of
athers: oausing use of
“gdditignalresolirons
L . . . intaritionat )
Penalty Suldeling24 False/Misteading B A0 days 14 days 21 days ~ Ratrioval
information - Othef
Loffsisl Matterts)
{Unirtehtional rig intentionsland
yraterial effect on partiouiany matedal
dgencymission ) roleased W another
governisnt agency
. ar Congress)
Penaliy Guideline 25 Ltk Candontidng: b ~5 days Tidays 10 days ~ Reravil
< No Qe
. {deapardizing safety
{Rematively of others: Sausing tse
ingignificant matters) of gddiional
fesqurces intentional
and pasticulany
ateral released o
anuihiot government
. . agency or Congrets}
Pealty Guideling 28 Lk S Candinitying | Bl $20 davs Removal NIA
Uy Gath
{Noisipact bty the
safety of others; no
- dditiorral rescurces
used no inpsct on
missiony
Panalty Guidelive 2.7 Misgse of Pusition Letter of Reprimand = | 8 days T30 days
3 days
. . {Uncosperative;
{Doitg weto pravent confrontatinnal;
marvite-another or to display ol wespin;
wsure salety of safety hazerd,
publicisthers; mingr Securily 8sue;
ixste) mirgiat Tirvanetal gala;
banehly thesatening o .
agyressive behavist)
28
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Marual < Human Resowrces and Tralning Sagtion s PER-OIN
RO i-pER Bate & WRER0TY
= Number Qffense Mitigated Rarige Slantard Penalty | Aggravated Range
Penalty Guideling 2.8 Fallureto Cooperate | B0~ 120 days Removah NIA
) ingn Administrative
Matler {Evantusily
cobparatad andthers
way ad impact g the
satetyof others; no
additionsl resotrces
e neimpacton
ANy
Penalty Guideline 2.9 Wistrugtion ot an Fo ¥ thays 10 dayy 14 days - Removal
Administrative Matter R 2
{unintentionaly {Thréatening ot
Bgyressive behavier,
Intimidating & withess)
Peiraity Guldeling 2:10: | Prohibited Personnel | Lotterof Reprimand = | 3'days Sdays - Removal
Praclices Fday )y
. {interfening withy
{unintentional o promotions o gy
parsonalgaing
Penally Guldeling 291 | Viclation of Ethicat Letter of Reprimand. | Sdays 10:gays -~ Removal
- Gudelines
{Financiat gain
{No-personal gan: daration;
g faith atferptio directobvious conflict)
RS anolher) ripact an.
Bgenicymissiont
3. PROPERTY/RELATED MISCONDUCT
Number Cffense *- Mitigated Range Standard Pevally | - Aggravated Range
Panaity Guideline 31 Destrastion ar Latter of Reprivand = 1B days P A4 days
Improper Disposalof -3 days
Government Property [Significant valie of

{Minimal insignificant

valisy of progarty)

property; persanah
gal, weapan}
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Manusl 3 Homan Resources and Traiting Bection .o PERDSITY
"o 3RER : Bate” Oy PSRN
Number Qffense Mitigated Range Standard Fealty. | Aggravated Rangs
Peraity Guidaline 3.2 Logsof Gav Leter ot <1 Bdays T=tidays
Propary ot 3 daws
Documeni{siole {Significant value of
SensitivelVeluatly Minimal, insigrificant propenty; compromiss
Naturg waltie; mininal impat investigation;
 ggentyiission; tepeated logs; failurg
prompt reporting) 1o promptiy reporty
Pehaity Guideline 3.3 Logsof Classified: F-T days days T4 days -~ Removal
information .
{(Minimal impaction {Significant impacton
agencyiission: agenayimission;
prompt reporing) failure toipromptly
repury
Penalty Quidefline 3.4 Lassiof Eirearm Fo ¥ gliyy W days T30 days
{proimpt raporing;
exigent
clreumstanoes)
Panally Guideling 38 Misuse of USSS Letter of Repriand » | Bdavs 7 days ~Ramoval
Database(siiUnautho | 3'days
tifed Access .
{Nomgansitive 1 {Duration; fraquency;
information; NOTE: tepaofintformation
Ao mitigation far obtainediacoessad;
NOIG, TEDS orother patsotal gainiise)
LEC dotabase with
criminal panalties for
: misusel N
Pehatty Guideline 3.8 Misuseof Letler of Reprivand = | R'days o B days
Govemment 1day
Conputér(s; {Duration; frequenty;
{Minimal type ol infoanation
usefduration) whigined/ncosssady
“Penaity Guideling 317 Misuge of Letter of Repdmanti~ | 5days ¥ days < Remuoval
GewvErnment Sefaye .
Compuater(sy= {Frequientyy .
Inapproptiste RurTenous reciplents;
Matenal . sentoutside the
Agendy; répeated
hisuse}
30

Appendix to House Commitiee on Oversight and Government Reform Report
U.8. Secret Service: An Agency in Crisis

127




Manuat. -2 Hunn Resources and Training
: DEP
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Section ;- PEROE(IN

RO ¥ Date ¢ THS201%
L Nuraber 0 Offense. Mitigated Range Standard Penalty . | Aggravated Range:
FPonally Guideline 3.8 Misuse of Sesire B Tghavs 10 days 14 days -~ Removal
Cummunications X
Bystems {Noimpadt on {Fraquency)
sgenday missicn).
Penalty Guideling 3.9 Misuss of - YT~ AS gays Famoval NIA
Governinent Charge
Capd = Persaral Use: | {Expeditivus self
raporting of
unintertionat-of
Briergency uss;
et dolide
. arigunt chifged) .
Panalty Guideline 310 | Misuse ol Letlor of Reprimaid | 5 davs T30 davs
Governnent Vehiole, | Sdays
Non-Tile 81 .
{minimal use and {Erénuency; diration!
dispation} socident By
{0 personspropety;
citationfarestotier
wistation of law, tule
of tegutation}
Paally Goideling 371 | Misuseof N 30 Days A5 days.~ Removal
Covernment Vehicle,
Tithe 31 R
{Frequency; duration;
accident: injlryfhatm
o parsons/propenty;
eitation/arresyothar
viclativn of law, rute
orregulation}
Ponally Guideline 312 | Misussof NI Latterof Reprimand: | 110 days
Govamment
Propeity, Other
{Erequenoy: duralion;
High value amoint)
Kyl
128
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Bection

Date

PER:O4{13)
TSR

on Oversight and

Reform Report

Appendix to House C

4: ILLEGAL/CRIMINAL CONDUCT
Number Ottenise Mitigated Range | Standard Penalty “Aggravated Range
Penalty Guideline 4.1 Asyatit {5 diys Fays, 10 days ~ Removal
. {Asrestindiciment
{Provocation; Conviction; Extent of
defense of self or injuries; Algohiol:
others) related on-dutyy
sriminal charges fled)
Penaity Guideline 4,27 | Battery &0 Days |44 Days 21 dayy ~ Renoval
) {Child dBuse; dxdeit
{Provooation; 7w sinjurias; sioohol
physical injures; yelatad; domestic
fefense of self or viglencg - no
others) sonviction on ditys
Arrestindictneny
st
Panalfy Guideling 4.3 ‘Countirfelt Related. |21~ 45 tays Remioval . Nk
Offanses . N
{nonLEQ) LEG
Ponanty o 44
Law Enforcament P48 dave Removal WA
QOfficers
{no phipsicat injuries;.
saif-defense,
provosationg
BPorestic Vielsnoe
| Removat NiK
Non-dLaw 2148 days
Enforcemisnt
Porsoriel {ie physicat iguries,
self-detonse;
provogation)
Panalty Guideling 4.5 Drugg Useor e A5 days Ramoval NIR
Possession .
{Minimal ooolrente
i distant pasty
32
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Manuat 2 Human Resources and Tesining Section |1 PEROS(18)
Ra : DEP Date: 30 TSR0
Number Qffense Mitigated Range Standued Penalty: | Aggravated Range
Penalty Guideling 4.8 DUHDW = 30~ 40days 45 days Removal
Government Vehicle

(st DUVDWE o .

personal injury or tAGaident. injury;

property darage) death;
Arrestfindictment/
Canviction) NOTE:
second octurence
may resuitin
Removal)

Penalty Guideline 4.7 DUYDWE = Privately - | 510 days 14 days 21 gays -~ Ramoval
Owined Vehicle; Law
Enforcement Officer (st DUNDWI Bor .
persunal infury or {Actident injury,
propérty damage) - death;
! Arrestindictimient/
Conviction) NOTE:
third. gecurretice may
result in Removal
Penalty Suideling 48 DUNDWI—~ Privately - | 1 -5 days Todays 10 days ~Removal
Dwned Vehicle, Non-
Law Enforcement’ {Arst DUVDWE: no:
Persotingl personal iy oF {Actident; mjury,
property damage) -dedth; repeated
COCHTENCE;
Arrestindictinent!
conviction)
Penalty Guideline 4.9 Fraud/Thelt 21 - 48 days Ramoval A

{minivial value! off

duty)

Penalty Guideline $.1¢ | Indecent/iaseivious =21 days 3 days 45 days ~Remioval.
Acts

{offduty;y private:

Tocation) on dutys public
iovation; camplaints;
chitd vietiriy ‘
atresyindidiment!
sohvictiony

33
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Section 3

Bate

PER-08{13}
IR

‘Number

Oﬂénsé‘

Mitigated Rangs

Standard Penalty

Aggravited Rangs

Penalty Guideline 4,11

Ciher Felonies:

A0~ 21 days

30:days

45 days ~ Removal

tArrestindictment/
conviction;
infurgfhanmito
persons/property;
shild Victin}

Peralty Guidaling 412

Qther Misdemeanors

1 =8 days

Fdays

10 dave - Refmoval,

{Arestindictment,
GORVICHSe;
inluryiharmito,
personaiproperty;
child Victim)

{
Disclosurg
Classified/law-
Enforcement
SensitvelGrand Jury
information

37 dayy

{Unintentional;: .
milimal impactah
agency/mission}

10 days

14 days ~ Removal

{Compramise of case;
jeopardizes safety of
sthers; sensitivity of
infarmation; secudity
isgues; ntentional
personal gain)

S

Penalty At

. "
Disclosure « Sensitive
Information

15 days

{Unintentional;
minimal impact on
agency/mission]

Tdays

10'days — Removat

Compromise of case;
jeopardizes safaty of
others; sensitivity.of
information: seturity
suss? intentionak
personal gainy.
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SBection @ PEROS{13

ate IR
5, GENERAL MISGONDUCT -
Nurbar Offerse Witigated Ravgie: | Standard Penally | Aggravated Rurge
Papalty Guideline &1 AWOL Latter of Reprimand '~ | 3 days Bidays~ Removal
1 ey
(exigent {Repoated’
| pireumstances; Soourences; AWOL.
Tirvitted Yirme period « fora full work-day or
lessthin a. full day. frore)
ienely welt reponingy
Panalty Guideling 5.2 AlconoliSubstante S il ddays 14 odays Fhdays - Ramoval
Aige - Underthe i
Infiuence White on {ealled info duty {Wispong invsived,
Duty unssheduled ang. sugenvisory position;
Bmiited srigr. Lvbught-afebholinlo.
donsumption) wigrkplace] sxtent of
intoscation;
injuryfhanm e
personsipropady;
disruption ofthe. -
workplace)
Panalty Guideline 5.3 AlsoholiSubstance G B daps Fdays 10 gavs - Removal
Ablige~ o
Donsurnption During. | {inddvenance; Jeriguging inin
. i ariad of | ) inlone appropriate beliavion
at Probibited proximity ta leval of intowication;
Lovalivhs abstirencs period) Supstvisery position)
 Panalty G & Bias-Math PY48 dayy Reroval NS
Gioups or Activities
il .
paricipation] distant
past)
Penalty Guideline 5.8 Biés«Motévated Letter of Regrimand ~ | Sdays Tdays— Rermgvat
Conductor Behavier |3 days :
{Rénuency: pulific
funintentional} natire
h pervasivenass;
previously wiried;
seventy)
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Hanual 5 Human Resourcesand Trilniog Saction 1 PEROS{1S
RO ¥ DEP fate. D THISGIS
Humber: Otfenss Mitigsted Renge | Standard Ponalty | Apgravated Range
Penally Gindeline 5.8 {reraliction sf Lotter 6t Reprimang - -5 days Tt days
Suparvisary Fdays
Regponsibitity
{dedpardizes satelyof
{niinimal pacton atherginunham i
agensy mission ay PEISONRIDISPENY,.
T I persahsor wnpact on .
property; inadvertent) sgeneyimissiond:
Ponalty Guldeline 87 Disclosure of 15 davs Ty 48 days < Removal
inthrrmation and ’
Doeuments {minimat impact op .
sREney MISSION;aY {Jeopardizes safely of
raavto persongor. dthersh muryihanm g
propeny; inadverient} personsfproperty;
impection
agensyirdssion
parsonal gainy
Ponalty Guitelive 5.8 Disgrimination’ Q21 days Idays 45 days< Removal
Harassment :
[rinimatinvalvament:
fimifed duration; not {Bupsrvisory position;
Severp or pervasive) pervasivensss;
duration; frequency:
yeverity; mullinle
viclims, prévisusly
warned}
Penally Guidalina 8.9 Dissourteous Lietter of Reprinsgnd « | 3 days: 8 days ~ Ramoval
Ceondiuat 1. day *{Supervisary position;
pevvasivaness;
{uninferdional private duration; Fequenty
suttingy Severly, multiple
wigling: pravivusly
warned) pubilic
selting)
Penalty Guideline 3,40 | Disrgptive Behavior Letterof Reprimand « |85 days 7 days =~ Removat
3 days:
{unintentianad grivale {00 dudy i unilony
setling) Supervisary position;
diration, freguancy:
severty; previously
warned: publis
setting)
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Sevtion. .z

Date.

PERDS(1H)
SR TE

Aggravated Range

Numbier Dffense Mitigated Range. Standard Penalty
Penslly Guideline 5,41 | Pailire to Follow Latter of Reprimand « | 3 days & ddys -~ Removal
Appaarancs Poliey + day |
e {Freguenty
{inadvertant) Wilifulness; pravipusly
. warniedy
Penalty Guideling 512 | Falurgto Follow Letterof Reprimand ~ | 3 days §«7 days
insteuctions 1 day
N (Wil Intentional;
{uninitentional; lack of repeated behavior
undersianding): instructed several
times or instructions
glarifisdy
Penalty Guideline 513 | Fallure 1o Follow. Latter of Reprimand = | 3'days Hdays ~ Removat
Usave Policies Tday .
) {Repeated)
funintenticfaly
Ponaity Guideling 5.14 | Fallireto Honordast | 37 days TWdays 14 days - Remdial
OebtsiRegulatory
Obligations
{Took steps-fo {Amgunt of debl
resolve matier prior viglation of pourt
‘o disgeovery; mininst srder; palter;
dubtand prampt duiration, Fequenoy;
pagment plan NOTE repeatéd of
indiated). sevious failure o pay
federal state, or lotal
taxas could resuitin
Retrigval)
Ponalty Guideline .15 | Falure to Maintal WA Rutiveival WA
Top Becrst Seaurity
Clearance - Final
Revocation
Penaity Cuideline 818 | Fallure to Maintain Approved Leave: ingefinite WA
Top Secrst Sseunly ' | Shatus Suspension
Clearange~
Revocationor {emental Nealth isstie}- | {oriminal oc aiher
Buspension serivus walilieh
eifeged; Notice of
Dietesniinalion
igsued:
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Manual - Human Resources and Traliing Begtion 1 PEROBIS)
RO Vi DER Date T 4S04
Number Offenge Mitigated Range. Standard Pensity | Aggraveted Range
Panalty Guideling 517 | Failire to Report NA Lettér of Reprimiand | 4~ 10days
{willful Sianificant
Secuiity issues;
imipacton
Agencymission)
Ponalty Guideline 548 | Fallureto Repdit—~ LeteroF Reprimand | 8 days T t4-gdys
CrimmatiSetious Fidays
Miscondiet
{inatverient) {Wiltkil Seriousness
o incident. -sigaificant
sedurity jssues;:
fmpatton
agencyimission;
contining)
Penalty Gu 819 t 51 days 14:days 21 days ~Removal
{Ressonsble belief
orderwas unlawlibor {Jeopardize safety to
I vislation of fule, others! injuryharmito:
reguiation or polieyy persons/property;
impacton
agencyimission:
Lompromise ol
nvestigationy
Penalty 520 | Misusesf L it Sdays T days -~ Retnioval
Stordgs Sdays
{Repeated: other
{prompt reporting: viplation of faw, rufe
exigent of regulation involvad;
clrcumstances) Tallyre topromptly
report persenal injury
of-property. damage:
fevel-of safety fisk}
Penalty Guideline 5:21 Misuse of Weapon TB days 7 days A -days - Removal
Display
{exigent N .
“gheumstantes) {intentional: fevel of
safely sk used to
intimidate or threaten;
altered wéspony
rendering morg:
unsafe)
38
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Munual .1 Human Resources and Traintng Seotion. 1 PERSEIY
RG 1 DEP Date SOVHHRR0N
Number: Otfense Mitigsted Range Standard Penalty. | Aggravated Range
-Panaily Guideline 538 | Misuse'of Wedpon~ | Letter of Repiimand 1 day - 14 days
Negiigent Discharge
{njurgfanste
| personsipropeny;
wiplation of weapons:
law, reguistion or
palicy
Ponalty Guideling 523 | Mituse 8 Weapon - | 0=V days 30 days 45 days -~ Riroval
intentional Discharge ) . X
{Dofng 0 o pravent {injuryhanmio
Y i another oi e personsigropeny;
dnsupesalely of victation of weapans
publicatters- no Yo or reguiationy
njury 1 persons or
. prapeity)
Panaity Guideline 524 | ReasontoBalieve'a: | WA Iridefinite NA
Crime Has Bean Suspansion
“Committed
- Penalty Guideling 5,25 Rataliation A0~ 2 days W days 45 davs ~ Removat
Lisbiity piited o
{No tangible theagency
eniployment action ERQCCour finding of
takern; ninimia! ratafiation: muliple
invidvament nb wigtims:
advarsd finding
. : “aguingt the agency}
Ponalty Guideline 528 1 Secucty Vislation Letter of Reprimany 1-day. 3= 14 days
{Sscund Offensal
{Minimal ripact on {Cofmpromise of case;
aganoymission; mpaton
Tnsignificant matter ggenoyission;
anpaditiong seif- fraquendy; duralion;
feporiing ety injuryhanm
aniitentional) o PRrsUASIDropenty;,
jeapardize the safety:
. . . of otivets: intentionaly
Penalty Guideline 527 | '‘Sexual Misconducty | 810 days 14:days 21 days - Removal
Gonsnsual
{Minienal bnpadt on {Parvashengss:
Sganoyimission; mpacton
nslgnifeant matter) apeneyimission
publicfiature
aa
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Manual - Hunss Resowroes ang Training Sention @ PEROSLY
RO +DER Date ¢ TR0y
: Number Oftense: Mitigated Range | Standsed Peralty | Aggravated Rangs
Perialty Guldeling 828 | Sewus! Harassment $o 21 days 30-days 45 days < Ramoval
{initinlly congedsual {Parvagiveness;
uniitentional winimal wnpacton
nvaivement; timited agencymission,
gurstion; nol severs Tmpach onviethn
o prrvasivi). EEQC o Cout
fiwding agalnstihe
Agerey)
Penalty Guideline 528 | Solittation 1 30 dhys 45 ays Removal
{Nonsfaw {Law ehlorodenent
enfordemant . officer: Megal bt
pirsonnal legal ot ity on missian
didy} sointed travel)
Penally Guideline 530 | 8itking WA Rairicval NIA
Penity 531 | Uny jonal Latied of Raprivand =~ | Sdays 7 diiys Ramoval
Conduet- 0Ot Duty 3 days
{pulilic natiire;
{Minor incidenty seriousness ofthe
privade selting; tncident: imipest on
miniral agency russion}
missionfageney
§impasty
Penatly Guldeline 832 | Unprolessional 15 days Fdays 10 days ~ Removal
’ Condtict ~On Dty
{Mindrincident; {public nature
private sattiig; seriousnass of the
eniniiria incident; Inpactén
missionfagency agancy missiony
inspadt)
Fenalty Guldeline 5.3% - | Unauthorised T oy 0 days 14 days -~ Ramoval
Hacording i .
) {unintentionaly {prior warning)
Ponalty Guldeline 538 | Unavailabilty for NAA “Canealiation.of A
Unseheduled Duty LEAR
Penalty Guideline 538 - | Viokitiorof Lattar of Reprimand - | Sdays T30 days
Misvellaneous Sdays
Rulss/Regulationg {seriousness ol the
{ingr ndidént incident impantion
i aganty mission; prgr
missipniagendy” warning).
Jrvipiedy
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About This Report

‘The 2015 Federal Employee Viewpoint Survey (FEVS) provides employees with the opportunity to influence
change in their agencies by submitting feedback about their work environment, Teadership and many other aspects
of the organization. The FEVS also provides agency leaders with unique insight into workforce issues and trends,
and helps them to identify problem areas as well as maintain positive aspects of the agency.

The 2015 Agency Management Report (AMR) was designed to help agency leaders identify these issues and take
action to improve them, and it also highlights agency successes that should be acknowledged. Please feel free to
share these successes and areas for improvement with your employees.

When reviewing your results, please keep the guidelines below in mind, These guidelines were created to organize
your survey results in a way that is easier to digest and interpret,

Understanding Your Results
Percent Positive
The sum of two positive categories {e.g., Strongly Agree/Agree)

Percent Negative
‘The sum of two negative categories (e.g,, Strongly Disagree/Disagree)
Percent Neutral

The neutral category (e.g., Neither Agree nor Disagree)

Identifying Strengths, Challenges and Neutval Findings
65 percent positive or higher is considered a strength
35 percent negative or higher is considered a challenge
30 percent neutral or higher suggests uncertainty, presenting an opportunity for communication

between managers and staff
identifying Increases and Decreases
Movement up or down since the previous year is another important piece of information to consider when.
examining your results. Any increase or decrease in results can be important; however larger increases or decreases
(generally 3 or more percentage points) may be a result of significant changes taking place within the agency and
should be examined. Increases indicate positive change that should continue t be reinforced. Decreases, especially
in areas considered mission critical, may call for appropriate action to prevent further decline.

About This Report 2
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A Brief Guide to Using Your Agency Management Report

This section provides suggestions on how to use your FEVS results and includes exaraples for taking action to help
your agency meet its strategic human capital management goals.

Getting Started

Agencies receive many IE

s reports cach year, so it can be confusing to know where to start. One suggested
starting point is to adopt a strategy based in an action planning framework. This means looking for improvements
you haw made in previous years while alse examining areas of decline. To help you get started, several steps are
outlined below; including references to sections of the Agency Management Report (AMR) that you may find

useful in helping you to focus on the most critical fssties.

Step 1: Use Your AMR to Identify Areas for lmprovement

Your AMR provides the tools that can be useful in anaiyzz’n«v your results to find fssues most critical o your Jg‘m}
One way to identify issues is 1o compare your agency’s 2015 results to last year. The Declsion Ald - Decreas
section provides a quick way to view all of your results that have decreased since 2014, There are many ways to
look at your results, and the following sections of the AMR can be valuable resources in illustrating the state of
YOUr agency:

Respondent Overview

The Respondent Overview provides a quick snapshot of some interesting demographic results from the respondent
population. It offers valuable insight into the makeup of who is responding in your agency and can help inform
and guide your recruiting and retention efforts. For example, this section allows you to better understand the ratio
of seasoned employees who may be preparing for retirement to newer employees. It is important o keep in mind
that this is a survey respondent overview, and these percentages may not match up exactly to your agency’s total
population characteristics.

Top 10 Positive and Negative ltems

Not only does this section display a brief overview of poteworthy results {for use in leadership briefings,
agency copmunications, etc.), it also allows you to quickly determine if there are any underlying themes in
the way employees responded to certain items. Por example, your agency may want to prioritize issues around
communication i multiple survey items related to this subject reside in the Top 10 Negative tems Hst,

indices

The Engagement Index, Global Satisfaction Index, and New 1Q provide agencies with consistent metrics for measuring
progress toward objectives. Benchmarks are indluded to provide insight into how your agency compares to others,
and to encourage information sharing between agencies. For example, some of the top ranking agencies in the
Engagement Index may have suggestions on things that have and have not worked to engage their employees.

‘This year, each index also includes a display of trends for each agency component, going as far back as 2012

when available.

A Brief Guide to Using Your Agency Management Report 3
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A Brief Guide fo Using Your Agency Management Report {continued)

Decision Aid

This section is useful in helping you easily identify the most critical issues in your agency as well as recognize
where your agency has improved since 2014, The Decision Aid is divided into three sections fo help you focus your
atfention on improvements and declines in your results since last year:

Increases: Contains all items that increased since 2014
Decreases: Contains all items that decreased since 2014

No Change: Contains all items that did not change since 2014

Appendix A and Appendix B

‘The appendices give you an opportunity to more thoroughly understand your workforce by displaying item-level
results, Appendix A shows how well vour agency scored relative to others in the government. Scanning the graphs
can indicate how your agency is generally performing as well as help you identify particularly strong or weak areas.
Appendix B shows a full breakdown of the Work/Life Program results as well as demographic items to provide a
more in~-depth summary than in the Respondent Overview and Work/Life sections.

Step 2: Develop Your Goals for Improvement

To develop your goals for improvement, you should consider issues that are most critical to your agency and how
these issues refate to your strategic goals. It is also important to focus on issues that will provide both short-term,
visible, measurable results, and those that will require long-term perspective.

Step 3: Identify Your FEVS Team

This is a crucial step, as your team can make or break your efforts to improve areas of concern and keep strengths
strong. It is important that each mermber of your team is actively engaged in the process and supports its goals.
Identifying your team is not just limited to personnel selection. It also includes identifying and pulling together
your available resources while being aware of staff interests, capabilities, and agency budget and resources.

Step 4: Develop Your Plan for Action

Once your team has identified its goals, you should develop a list of actions that must be taken to reach these
goals. You might also consider soliciting employee input on vour plan. Assign staff responsibilities for each action
and keep in mind timeframes. Tasks should include start dates, end dates, and measurable milestones. Make sure
you get approval for the actions you must take to achieve your agency goals. Remember that leadership buy-in,
engagement, and communication is critical to your success.

Step 5: Implement Your Plan

There are many ways to publicize and communicate your intentions to employees, such as all-hands meetings,
announcements, intranet/web updates, and social media, to name a few. After your plan is communicated and
you have leadership support, you are ready to launch the plan. Communicating early and often ensures staff and
leadership are well-informed.

Step 6: Monitor and Evaluate the Results

In addition to measuring your progress along the way and evaluating the success of your plan, it is important that
you communicate progress toward goals and final outcomes. Communicating during the entire process provides
transparency which can add to staff engagement.

A Brief Guide to Using Your Agency Management Report 4
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Respondent Overview

The Unique Characteristics of Department of Homeland Security s
Respondents DHS Response Rate
‘The figures below provide a snapshot of your survey participants. Except 47 0 / (43,090 out of 1 425
for military status and race, the most frequently selected response choice G employees respor;ded)
for each demographic item is highlighted in the first figure, The second
figure displays the total FEVS respondent breakdown by generation.
Please be aware that these results are based on survey respondents, which
may differ from the total eraployee population,

Field Period: April 27, 2015 - June, 5, 2015
Overall 2014 response rate: 46%

Component Response Rates

78% Domestic Nuclear Detection Office
{DNDO)
62% Citizenship and Immigration Services
{Cisy
45% 37% 61% Under Secretary for Management
Agency Tenure of Bachelor's (MGMT)
11+ Years Degree 59% Science and Technology Directorate
{OUSS&T)
L % 58% Office of the Secretary {0S)
i 42 0/0 57% Office of the Inspector General {(0IG)
Pay Grades 13 to 15 57% Federal Law Enforcement Training
s Center (FLETQ)
55% The National Protection & Programs
Directorate (NPPD}
53% Federal Emergency Management

370/0 370/0 Agency (FEMA)

Military Service Minorities 52% immigration and Customs

& Enforcement (ICE}
- g 51%  Under Secretary for Intelligence and

% Analysis & Chief Intelligence Officer
(ia)

49% United States Coast Guard {USCG)

43%  Transportation Security Administration
{TSA)

42% 1.5 Secret Service (USSS)

41% U.S. Customs and Barder Protection
(car)

Generations Agency results have a margin of error of +/- 1%
gency £

i

1%  Traditionalists  (barn 1945 or earlier)

39%  BabyBoomers  (bom 1946-1964)

47%  GenerationX  {born 1965-1980)

Generation ¥ {born 1981 or later}

Mote: The sum of percentages may not add to 100 due to rounding

Please refer to Appendix B for the full fist of demagraphic item resy

Respondent Qverview
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Top 10 Positive & Negative ltems

"The figures below highlight the top 10 positive and negative results from the survey to help you quickly identify the
most positive and most 1 > aspects of the <>rgdm/atmna1 environment this snapshot as a quick reference
or overview of your FEVS zcsuiis For more in-depth analysis, use this section in conjunction with the Decision
Add to help you narrow down the most important areas to work on improving and/ot maintaining in the coming
year. The text box at the bottom of this page also contains some tips for taking action to Improve negative items.

Highest Percent Positive ltems

®

93% When needed | am willing to put in the extra effort 74% I the last six morrths, my supervisor has tatked with
® geta job done. (Q. 7) o me about my performance. {Q. 50)
85% am constantly looking for ways to do my job 73% | know what is expected of me on the job. (Q.6)

hetter, (0. 8)

73% How would you rate the overall quality of work

85% The work | do s important, {.13) done by your work unit? (0. 78}
F7% My supervisor treats me with respect. (Q. 49) 72% Fknow how my work relates 1o the agency's goals

and priotities. {(Q. 12)

T6% 1like the kind of work 1 do. (0. 5)

70% My supervisor listens to what | have to say. {Q. 48)

Highest Percent Negative Hems

£59% Pay raises depend on how well employess perform 51% Creativity and innovation are rewarded. (G 32}
7 their jobs. Q. 33) S .

500 How satistied are you with your opportunity to geta
589 f ry work unit, steps are taken 1o deal with a poor U petter job in your organization? (Q. 67)
7

performer who cannot or will not improve. (Q. 23)

49% Awards in my work unit depend on how well

B7% Promotions in ey work unit are based on merit (Q. 22) employees perform their jobs. {Q. 25)
54% In my organization, senior leaders generate high levels of 48% { have sufficient resources (for example, peaple,
% motivation and commitment in the workforce. {Q.53) ™ materials, budget) to get my job done, (Q. 9
5305 in my work unit, differences in performance are 47% Emp!oyees have a feeling of peréon‘ai empowerment
recognized in a meaningful way {Q. 24} T with respect 1o work processes. (Q.30)

qroup xtem%
tice thereare

Top 10 Positive & Negative ftems &
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Engagement index

S 18 an assessment of organizational cimate, the ng‘a%cmxm fndex does not dmulv evaluate an
1 of measuring “states” of engagement such as focused attention
¥ concentrates on factors that tead to an engaged workforce

Because the FE

employees level of engagement. Therefore, inst
and dedication to completing assignments, this ind
{e.g, supporting employee development, communicating agency goals),

Below, you can see where your agency’s Engagement Index score ranks (out of 37 departments/large agencies,
where Army, Army Corps of Engineers, Air Force, Navy, Marine Corps, and Other Defense agencies/activities

are rofled into Department of Defense) and how it compares 1o the governmentwide average. The namcs nf

the highest-ranked agencies are lsted to facilitate the sharing of information, such « S8 Office
of Personnel Management {OPM) has also created the imlock Talent website (https://www, unlnd{lahm gw) 10
share resources and help with interagency communication.

Engagement Benchmarks

C;

FIC, NASA, OMB

Governmentwide

This table displays the Engagement Index score for each component in your agency as well as the scores for the
three engagement factors, which can facilitate information-sharing within your agency.

Engagement Component Scores

®

2015
Intrinsic Work Engagement
Leaders Lead Supervisors Experiencas Index

Domeastic Nuclear Detection Office (DNDO)

United States Coast Guard (USCG) 59 75 72
Citizenship and Immigration Services {CIS) 56 75 - ?2
Office of the Searstary (0%) 52 73 56
federal Law Enforcernent Training Center (FLETC) 48 70 7

ch as com
ad supp
e in the v

Engagement Index 7

Appendix to House Committee on Qversight and Government Reform Report 148
U.5. Secret Service: An Agency in Crisis




343

Engagement Index (continued)

2015
Intrinsic Work Engagement
Leaders Lead Supervisors Experiences Index

Office of the Inspector General {01G) 52 70 68
Under Secretary for Management (MGMT} 45 70 64
Science and Technology Directorate (QUSS&T) 41 68 65
Federal Emergency Management Agency (FEMA} 41 66 62
Under Sec Intel Analysis & Chief Intel Ofcr (14) 42 59 60
Natl Protection & Programs Directorate (NPPD) 37 66 56
Transportation Security Administration (TSA} 37 64 58
U.S, Secret Service (USSS) 29 65 53
U5 Customs and Border Protection {CBF} 33 &0 53
Immigration and Customs Enforcement (ICE} 31 64 43

o

Engagement index

Appendix to House Comi
U.S. Secret Service: An Agency in Crisis
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Engagement Index (continued)

To provide more information on employee engagement at lower levels, the table below includes engagement
trends back to 2012 (if available) for your components, as well as the overall agency and governmentwide trends
for comparison. Please note that depending on organizational structure in previous administrations not all

components may trend back to 2012,

Engagement Trends
®
Engagement index
(] oy =5
S = g
Governmentwide (85— & 8

Department of Homeland Security

Engagement Component Trends

C;

Engagement Index

Engagement index

T
]
Domestic Nuclear Detection Office X
(DNDD) Office of the Inspector General {0IG)
. . ~ Unicler Secretary for Management
United States Coast Guard (USCG) MGMT)
Citizenship and Immigration Services & Science and Technology Directorate
(C1s) {OUSS&T)
- Federal Emergency Management
Office of the Secretary (05} 65 Agency (FEMA)
Federal Law Enforcement Training o8 Under Sec Intel Anaiysis & Chief intel
Center (FLETC) Ofer (1A}
Engagement Index £
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Engagement Index (continued)

Engagement Index

2012

Natl Protection & Programs 3
Directorate (NPPD}

Transportation Security o
Administration (TSA} G H

U.S. Secret Service (USSS) @

U.S. Customs and Border @@

Frotection (CBF}

immigration and Customs @ @ @

Enforcemant (ICE)

Engagement Index
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Global Satisfaction Index

“the Global Satisfaction Index is & combination of employees” satisfaction with their jobs, their pay, and their
organization, plus their willingness to recommend thelr organization as 4 good place to work. The Global Satisfaction
Index score for your agency, the highest scoring agencies, and the governmentwide average are displayed below,
along with your agency ranking {out of 37 departments/large agencies, where Army, Army Corps of Engineers,
Alr Poree, Navy, Marine Corps, and Other Deferse agencles/activities are rolled into Department of Defense).

Global Satisfaction Benchmarks

C

A%

Governmentwide

This table shows the Global Satisfaction Index score for each component in your agency as well as the scores for all
four satisfaction factors.

Global Satisfaction Component Scores

®

2015
Global

lob Pay Organization Recommend Satisfaction
Satisfaction Satisfaction Satistaction Organization Index

Domestic Nurlear Detection Office (DNDO) 68 63 59 77 n
Citizenship and Immigration Services {1} 7 I 64 70 u
Federal Law Enforcement Training Center

United States Coast Guard (USCG) 69 58 66 72 “
Office of the Inspector General {QIG) 60 85 52 52

Office of the Secretary {0S) 56 56 48 48
Federal Emergancy Management Agency ‘
(FEMA) 55 61 43 44 51

1

i
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Global Satisfaction Index (continued)

2015
Global

lob Pay Organization Recommend Satisfaction
Satisfaction Satisfaction Satisfaction Organization Index

Under Secretary for Management (MGMT) 54 60 46 43
Natl Protection & Programs Directorate (NPPD} 52 59 38 41
U.S. Customs and Border Protection (CBF) 50 57 36 45
Science and Technology Divectorate (DUSS&T) 55 58 36 36
Under Sec Intel Analysis & Chief intel Ofcr (1A) 42 61 34 27
Immigration and Custorns Enforcement (ICE) 44 55 29 35
U.S. Secret Service (USSS) 43 56 29 35
Transportation Security Administration (TSA) 50 30 37 42
Global Satisfaction Index 12

i
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Global Satisfaction Index (continued)

To provide more information on global satisfaction at lower levels, the table below includes trends back 1o 2012
(if available) for your components, as well as the overall agency and governmentwide trends for comparison.
Please note that depending on organizational structure in previous administrations not all components may trend

back to 2012.

Global Satisfaction Trends

C;

Governmentwide

Department of Homeland Security

Global Satisfaction Component Trends

Global Satisfaction Index

2012
2013
2014

C;

Global Satisfaction Index

Domestic Nuclear Detection Office
{DNDO)

Citizenship and Immigration
Services (CIS)

Federal Law Enforcement Training
Center {(FLETC)

United States Coast Guard (USCG)

Office of the Inspector General
(0IG}

Global Satisfaction Index

Gfice of the Secretary (0S)

Federal Emergency Management
Agency (FEMA}

Under Secretary for Management
(MGMT)

Natl Protection & Programs
Directorate (NPPD)

U Customs and Border
Protection {CBP)

Glohal Satisfaction Index
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Global Satisfaction Index (continued)

Global Satisfaction Index

Science and Technology
Directorate {QUSS&T)

Under Sec intel Analysis & Chief
intel Ofcr {1A)

immigration and Customs
Enforcement (JCE}

{18, Secret Service (USSS)

Transportation Security
Administration (TSA}

Global Satisfaction Index

Appe
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The New 1Q Index

The New 1Q stands for the New Inclusion Quotient. The New 10 s based on the concept that individual behaviors
repeated over time will create habits necessary for inclusiveness. Tt consists of 20 questions that relate to inclusive
work environments. These 20 questions are grouped into five Habits of Inclusion: Open, Cooperative,
Supportive, and Empowering. The New IQ Index score for your agency, the highest scoring agencies, and the
governmentwide average are displayed below, along with your agency ranking (out of 37 departments/large
agencies, where Army, Army Corps of Engineers, Air Force, Navy, Marine Corps, and Other Defense agencies/
activities are rofled into Department of Defense).

T

New 1 Benchmarks

C

FERC, MRC, OMB
I Governmentwide

This table shows the New IQ Index score for each component in your agency as well as the scores for all five habits
of inclasion.

®

New 1Q Component Scores

2015
Fair Open Cooperative Supportive  Empowering  New IQ Index

Domestic Nuclear Detection Office (DNDO) 64 71 87 85 75
United States toaSt (guafd {Usca) 49 61 57 79 81
Citizenship and fmmigration Services (C1%) 44 54 54 79 59
Dffice of the Secretary (05) 42 57 56 77 55
i\F;SST'?, Law Enforcemant Training Center © 57 8 77 50
Office of the Inspector General (0I1G) 40 53 52 72 52

{0.58 and 59)

12,31,

The New 1Q Index 15
184
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The New 1Q index (continued)

2015
Fair Open Cooperative Supportive  Empowering  New IQ Index

Under Secretary for Management (MGMT)

Science and Technology Directorate (DUSS&T) 38 50 44
Federal Emergency Management Agency - F
(FEMA) 36 46 43
Under Sec Intel Analysis & Chief Intel Ofcr {14) 30 52 49
Matl Protection & Programs Directorate .

(NPPD) 33 45 38
Transportation Security Administration (TSA) 31 45 37
immigration and Customs Enforcement (ICE) 28 39 3
U.S. Customs and Border Protection {CBP) 29 42 33
{18, Sacret Service (USSS) 28 41 30

The New 1Q Index 16
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The New 1Q Index (continued)

To provide more information on the New 1Q at lower levels, the table below includes trends back to 2012
it avaitable) for your components, as well as the overall agency and governmentwide trends for comparison.
! e '
Please note that depending on organizational structare in previous administrations not all components may

trend back to 2012,

New iQ Trends
®
New 1Q Index
o~ ™m <
2 2 =
Governmentwide @ @ @

Department of Homeland Security (s »@—_—‘@

New I1Q Component Trends

New 10 Index
R
S = =Y
& I &

Domestic Nuclear Detection Office
(DNDQ)

United States Coast Guard (USCG)

Citlzenship and Immigration
Services {CIS)

Office of the Secretary (0S)

EH— 5563

Federal Law Enforcement Training
Center (FLETC)

Office of the Inspector General
[elle)}

Under Secretary for Management
(MGMT)

Science and Technology
Directorate {QUSS&T)

Federal Emergency Management
Agency (FEMA)

Under Sec Intel Analysis & Chief
intel Ofer (1A)

The New 1Q Index

Appendix to House Committee on Oversight and Government Reform Report
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The New 1Q index (continued)

New 1Q Index

Natl Protection & Programs
Directorate (NPPD)

Transportation Security
Administration {T54)

immigration and Customs
Enforcement (ICE)

U.S. Customs and Border
Protection {CBP)

U.S. Secret Service (USSS}

The New 1Q Index

U.S. Secret Service: An Agency in Crisis
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Decision Aid: Increases

Identifying Increases Since 2014
The ttems in this section ate sorted by greatest to smallest Increase in percent positive ratings. The items are sorted
o allow you to quickly and casily identify where your agency has made the greatest improvements since last year.

Using the Legend lcons

"the Tegend icons provide context for interpreting ¢
be considered challenges (35% or more negative) or others may have reached the 6
The legend icons help to highlight areas in need of continued focus and areas that

hese results. While these items have improved, some may still
% or mare positive mark and

become new strengths this y
have been successfully improved and should be celebrated.

3 Htems Increased Since 2014

®

@ Challenge

These ltems are

New Strength

These tems became

Caution

m Steangth

These fterns are
65 percent positive

These Hems are
30 pescent neutral

a new strength

or higher of higher n 2015
2004 2015 2015 2015 increase
Positive | Positive Neutral Negative | Since 2014
My supervisor listens to what | have to say. {Q. 48) 5% 14 15 +1
| have trust and confidence In iy supervisor {Q. 51) 58 &0 19 22 +1
Awvards in my work unit depend on how well employees perform thelr jobs, (Q. 25) 28 28 2 +1
Decision Aid: Increases 19
158
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Decision Aid: Decreases

identifying Decreases Since 2014

“The items in this section are sorted by greatest to smallest decrease in percent positive ratings. The iterms are sorted
to allow you to quickly and easily identify where results have dropped since last year,

7

Using the Legend lcons

‘The legend icons provide context for interpreting these results. When identifying the most critical decreases to
or more negative) or if
they were previously tdentificd as strengths that have fallen below the 65% or more positive threshold,

focus on, it is important to check if these decreases are also identified as challenges (3

49 Hems Decreased Since 2014

5

5%

®
Q Strength

Caution @ Challenge
b

Past Strength

These items are These ftems are These ftems are These items ate no

65 percent positive 30 percent neutral 35 percent negative longer a strength

or higher or higher or higher in 2015

2014 2015 M5 2015 | Decrease
Positive | Positive Neutral Negative | Since 2014
My agency s successtul at accompiishing its mission. (Q. 39) 63 21 19 -3
My organization has prepared employees for potential security threats, (Q. 36) 66 17 20 -3
tbelieve the rasults of this survey will be used to make my agency a better place "
A 35 32 23 -3
towork. (3. 41)
Considering everything, how satisfled are you with your organization? (Q. 71) 42 39 3 @ -3
{ know how my work relates to the agency's goals and priorities. (Q.12) 75 13 15 -3
in my work unit, steps are taken to deal with a poor performer who cannot or will not N
. . 3 20 2 -3
improve. (Q. 23)
I my most recent performance appraisal, | understood what | had to do 1o be rated at 53 61 1% 73 2
differant performance levels {for example, Fully Successful, Cutstanding). {Q. 19) v .
My performance appraisal s & fair reflection of my performance. (Q. 15} 50 58 16 25 -2
Employaes are protecied from health and safety hazards on the job. (2. 35) &1 58 18 23 -2
i recammend my organization as a good place to work, {Q. 40) 48 46 4 30 -2
Decision Aich Decreases 20
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Decision Aid: Decreases (continued)

2014 015 2015 2015 | Degease
Positive | Positive Neutral Negative | Since 2014
Iy organization’s senior leaders maintain high standards of honesty and integrity. (Q. 54) 39 37 24 -2
tam held accountable for achieving results. (Q. 16} 72 17 13 -2
Arbitrary action, personal favoritism and coercion for partisan political purposes
36 34 23 -2
are not tolerated. {Q. 37)
Managers review and evaluate the organization’s progress toward meeting its
T 44 42 7 Ei -2
goals and ohjectives, (0. 57)
Physical conditions {for example, noise level, temperature, lighting, cleanliness in the
- 59 57 16 7 -2
workplace) allow employees to perform their jobs well, (Q. 14)
Policies and programs promote diversity in the workplace (for example, recruiting
o VA MU . 48 45 23 -2
minorities and women, training in awareness of diversity issues, mentoring). (Q. 34}
Prohibited Persorinel Practices are not tolerated. (Q. 38) 57 55 3 22 -2
Senior leaders demonstrate support for Work/Life programs. (Q. 62) 39 37 28 34 -2
| know what is expected of me on the job. {(Q. 6) 75 13 14 -2
| can §§scfose a suspected violation of any law, rule or regulation without fear 5 50 20 30 2
of reprisal. (Q.17)
My work gives me a feeling of personal accomplishment. (Q. 4) 58 56 17 27 -2
Managers communicate the goals and priorities of the organization. (Q. 56) 46 44 22 34 -2
| have encugh information to do my job well (Q. 2} 61 59 18 23 -2
The workforce has the job-relevant knowledge and skills necessary to accomplish
o 63 61 19 20 -2
organizational goals. (Q. 29)
Employeas have a feeling of personal empowerment with respact to work processes. (Q. 30) 30 29 25 @ -1
Supervisors work well with employees of different backgrounds, (Q. 55) 56 55 24 21 -1
I the last six months, my supervisor has tatked with me about my performance, {Q. 50) 75 @ 1 15 -1
Considering everything, how satisfiad are you with your pay? (Q. 70} 51 50 16 34 -1
Employees are recognized for providing high quality products and services. (Q. 31) 32 31 23 -1
Managers support collaboration across work units to accomplish work objectives. (Q. 59) 40 39 25 -1
The skifl level in my work unit has improved in the past year. {Q. 27) 45 44 25 -1
Decision Ald: Decreases 2
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Decision Aid: Decreases (continued)

2014 015 2015 2015 | Degease
Positive | Positive Neutral Negative | Since 2014
The work | do is important. {Q. 13} 86 8 7 -1
| am constantly looking for ways to do my job better. (Q. 8) 86 1 4 -1
Managers promote communication among differert work units (for example, about
projects, goals, needed resources). {Q. 58) 37 3 z -
My superviser is committed to a workforce representative of all segments of sodety (Q. 45) 58 57 27 16 -1
Employees in my work unit share job knowledge with each other. (Q. 26} 59 16 17 -1
When needed | am willing to put in the extra effort to get a job done. {Q. 7) 4 4 3 -1
How would you rate the overall quality of work done by your work unit? (Q. 28) 74 2 7 -1
Considering everything, how satisfied are you with your job? (Q. 69} 53 52 21 27 -1
Discussions with my supervisor about my performance are worthwhile. {Q. 44} 55 54 21 25 -1
} feet encouraged to come up with new and better ways of doing things. (Q. 3} 40 39 19 -1
{ like the kind of work 1 do (Q. 5) 77 14 10 -1
My supervisor supports my need to balance work and other life issues. {Q. 42) 68 67 14 19 -1
My work unit is able to recruit people with the right skills. {Q. 21} 3 30 27 @ -1
In my organization, senior leaders generate high levels of motivation and commitment
in the workforce. (Q.53) % » # A
In my work unit, differences in performance are recognized in a meaningful way. (Q 24) 24 23 24 @ -1
Promotions in my work unit are based on merit. (Q. 22) 2 20 23 @ -1
{ am given a real opportunity to improve my skills in my organization. (Q. 1) 47 46 19 @ -1
How satisfied are you with the recognition you receive for doing a good job? (Q. 65} 35 34 24 @ -1
Decision Aid: Decreases 22
Appendix to House Committee on Oversight and Government Reform Report 161
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Decision Aid: No Change

{dentifying ltems That Have Not Changed Since 2014

Your percent positive results for these items have not changed since fast year. These are items that your agency is
maintaining, which can be either o positive, neutral, or negative finding. For example, an ftem with low percent positive
results over several years is a strong indication of a need for focused action. You may also want to consider changing

or updating your approach to addressing these issues if the item has been the focus of attention in the past. On the
other hand, a trend of stable, high percent positive ratings is a finding that should be celebrated. Look at these items
individually to determine whether there may be areas of concern for your agency.

Using the Legend joons
The legend icons provide context for interpreting these results. While these items have not increased or decreased,
they still may be causes for celebration or concern depending on the percent positive, negative, and neutral ratings.

19 items Did Not Change Since 2014

@ Strength

C;

Caution @ Challenge

These ftems are These items are These items are
6% percent positive 30 percent neutral 35 percent negative
ar higher of higher or higher

2014 2015 2015 2015 Change
Positive | Positive  Neuwral Negative | Since 2014

s
i
w
b
I

| have sufficient resources (for example, people, materials, budget) to get my job done {Q. 9

My warkload is reascnable. {Q. 10)

i
ot
w
b
et v
Y] n
= oo
o

My talents are used well in the workplace (Q. 11} 43 43 18 8
My training needs are assessed. {Q. 18) 42 42 24 0
The people I work with cooperate to get the job dope. {Q. 20} 66 16 19 0
Creativity end inpovation are rewarded. (Q. 32) 24 24 5 @ 0
Pay raises depend an how well employees perform their jobs. {Q. 33) 14 14 i a
My supervisor provides me with opportunities to demonstrate my leadership skdlis (Q. 43) 57 s7 19 24 ¢
j:jk\; ;i?g;:;—?; g)gr.czgvdzé)n\e with constructive suggestions to improve iy S5 55 7 25 o
Decision Aid: No Change 23
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Decision Aid: No Change (continued)

2014 2015 2015 2015 Change
Positive | Positive Neutral Negative | Since 2014

Supervisors in my work unit support employee development. (Q. 47) 53 53 22 26 0
My supervisor treats me with respect. {Q. 49} 77 12 1 0
Overall, how good a job do you feel is being done by your immediate supervisor? (Q. 52) 63 63 21 16 0
Qverall, how good a job do you feel is being done by the manager directly above your ] .
) . . PN 45 45 27 29 0
immediate supervisor? {Q. 60)
thave a high level of respect for my organization's senior leaders. (Q. 61) 38 38 24 [4}
How satisfied are you with your involvement in dedisions that affect your work? (G, 63} 37 37 25 0
How satisfied are you with the information you receive from management on what's

) ) o . 34 34 24 [
going on in your organization? (. 64)
How satisfied are you with the policies and practices of your senior leaders? {Q. 66) 28 28 27 @ 0
How satisfied are you with your opportunity to get a better job in your organization? {Q.67) 25 25 25 @ 0
How satisfied are you with the training you receive for your present job? (Q. 68) 44 44 23 33 [

Decision Aid: No Change 24
163
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Work/Life Programs

Employee Ratings of Workplace Flexibilities

Waork/Life Programs are critical to ensuring employees can effectively balance the demands of the workplace with
responsibilities in their personal lives. In addition to being an dmportant recrultroent and retention tool, effective
work/life programs decrease the burden on employees and help them to focus on the important work they do.
Your agency’s work/life program participation and satisfaction results are displayed in the following figures.

O Telework Trends
DHS Governmentwide
108 s
5 75
Satisfied
50 A0 . .
Participating
5 % %
& i
Nz 2012 2014 2015 2012 013 it W15
O Telework Status
DHS G'wide

{telework 3 or more days per week

| telework 1 or 2 days per week

19%

Telewsrk

3%
Telework

t telework, but no more than 1 or 2 days per month

| telework very infrequently, on an unscheduled or short-term basis

1 do not telework because | have to be physically present on the job
Do Not 1 o not telework because | did not recel o d Do Nat
Tel i o do not telework bacause | did not receive approval to do so, -
slewor even though | have the kind of job where { can telework ?OA Telework
i do not telework because 1 choose not to telework

1 do not telework because | have technical issues

Rite: The sum of tadd to 100 dus to rou

Workilife Programs 5
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Work/Life Programs (continued)

Work/Life Program Participation and Satisfaction

C;

Alternative Work Schedules (AWS)

Health and Wellness Programs {for example, exercise, medical screening, quit smoking programs}

Employee Assistance Program (EAP)

Child Care Programs (for example, daycare, parenting classes, parenting support groups)

| LS

Elder Care Programs (for example, support groups, speakers)

Telework

Nete: The Work/Life program satisfaction results include only employees who indicated that they participated in

Participation

Satisfaction

WorkiLife Programs

Appendix to House Committee on Qversight and Government Reform Report
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Special Topic: Engagement

With the continued eraphasis on employee engagement across the Federal Government, this section provides a
more in-depth analysis of the conditions that Jead to engagement, The Engagement Index is broken down by three

feiuge)

demographic categories: generations, agency tenure, and the five most common occupational series in your agency
in 2015, This vear, trend results back to 2012 are also included. ‘This section will help you determine if parts of your
workforce are lacking the conditions needed for engagement, which can help guide attention to specific groups.
Por example, if newer emplovees have lower scores on the Engagement Tndex, you might consider the possibility
that this group does not know what is expected of it on the job (Q. 6).

Generations
Engagement ndex
2012 2013 2014
Traditionalists 60% 59% 57%
Baby Boomers 58% 57% 56%
Generation X 58% 55% 53%

Generation Y 58% 56% 52%

Agency Tenure

Engagement Index

2012 2013 2014

Less than 4 years 4% 63% 51%
410 10 years 55% 53% 51%
11 or more years 60% 56% 54%

Oocupational Serdes

)
- Engagement Index
2012 ém 3 ‘ 2014
Gen Inspect, invest, Enframnt, Compli Ser 5% 57% 53%
Compliance Inspection & Support 51% 53% 51%
”C‘ugmms & éorder Protection g@% ‘ SO% 46%
Misc Administration & Prgm 65% 63% 63%
Mamt & Prgm Analysis 63% 60% 61%
Special Topic: Engagement 27
Appendix to House Commitiee on Ovetsight and G Reform Report 186

U.8. Secret Service: An Agency in Crisi




363

Por each item, your agency’s percent positive response Is shown on a 0 to 100 scale, with the triangular arrow tndicating
where your agency falls. The gray bars represent the range of sc or the 37 departments and large agencies surveyed,
where Army, Army Corps of Engineers, Air Force, Navy, Marine Corps, and Other Defense agencies/activities are
rolled into Department of Defense.

To understand how well your agency performed compared to others, focas on the tocation of the triangle within the
gray bar. If the triangle is toward the right side of the bar, then your agency was above average on that ftem. If it is
at the right edge of the bar, then you had the highest percent positive response for that itera. Additionally, you can

numerically compare your percent positive to the governmentwide average listed to the right of each e,

DHS

2015
Low 100 Glwide
My Work Experience
$1. lam given a reat opportunity to improve my skills
inmy organization. 81%
2. thave enough information to do my job well. 0%
3. {feel encouraged to come up with new and better ways of 39%
doing things. 56%
4. My work gives me a feeling of personal accomplishment. 70%
5. 1like the kind of work 1 do. 83%
4. Hknow what is expacted of me o the job. T9%
7. When neaded | arm willing to put in the exura effort
to geta jeb done. 96%
8. tam constantly fooking for ways to do my job better. 90%
9. Ihave sufficient resources (for example, people, materials,
budget} 1o get my job done. 46%
#10. My workload Is reasonable. 57%
11, My talents are used well in the workplace, 58%
$12. Tknow how my woik relates to the agenay's goals and priorities. 82%

e Survey are noted by a dol

Appendix A: ltem Results and Benchmarks
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Appendix A: ltem Results and Benchmarks {continued)

DHS 215
] Low High 100 Gwide
#13. The work i do is important. 90%
$14. Physical conditions {for example, noise level, temperature,
lighting, cleanliness in the workplace) allow employees to perform
their jobs weil. 66%
£15, My performance appraisal is a fair reflaction of my perfosmance, 69%
18, 1am held accountable for achieving results. 81%
17. | can disclose a suspected violation of any law, rule or regulation
without fear of reprisal, 61%
42%
$18. My training needs are assessed. 52%
19, In my most recent performance appraisal, t understood what
I had to do to be rated at different performance levels {for
exarnple, Fully Successful, Qutstanding). 68%
My Work Unit
20, The people § work with cooperate to get the job done, 73%
321, My work unit is able to recruit people with the right skills. 42%
322, Promotions in my work unit are based on merit. 33%
$23. In my work unit, steps are taken to deal with a poor performer
who cannot or will not improve, 28%
$24. Inmy waork unit, differences in performance are recognized ina
meaningful way. 33%
25, Awards in my work unit depend on how well employees
perform their jobs, 40%
68%
26, Employees in my work unit share job knowledge with each other, 73%
44%
27. The skill fevel in my work unit has improved in the past year. 53%
28, How would you rate the overall quality of work dore by your
work unit? 82%

Hote: fhems included on the Annual Employee Survey ste noted by a double dagger ().

Appendix A: ftem Results and Benchmarks
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Appendix A: ltem Results and Benchmarks {continued)

DHS 215
0 Low ¢ 100 G'wide
My Agency
429, The warkforce has the job-relevant knowledge and skills 61%
necessary to accomplish organizational goals. : 69%
¥30. Employees have a feeling of personal empowerment
with respect to work processes. - 43%
31. Employees are recognized for providing high quality products
and services, A47%
+32. Creativity and innovation are rewarded. 7%
#33. Pay raises depend on how well employees perform their jobs. 21%
34, Policies and programs promote diversity in the
workplace {for example, recruiting minorities and women, 6%
training in awareness of diversity issues, mentoring}. et 56%
35, Employees are protected from health and safety hazards
on the job, 76%
36, My organization has prepared employees for potertial
sacurity threats. 76%
37, Arbitrary action, personal favoritism and coercion for partisan
political purposes are not tolerated. 51%
38. Prohibited Personnel Practices are not tolerated. 66%
60%
39, My agency is successful at accomplishing its mission. 73%
46%
40. 1 recommend my organization as a good place to work, 63%
41, | believe the results of this survey will be used to make
my agency a better place to worle 39%
Note: ftems included or the Annual Employee Survey are noted by a double dagges
Appendix A: ltem Results and Benchmarks 30
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Appendix A: ltem Results and Benchmarks {continued)

2015
0 G'wide
My Supervisor
$42. My supervisor supports my need to balance work and other
{ife issues. 8%
43, My supervisor provides me with opportunities fo demonstrate
my leadership skills. 65%
$44. Discussions with my supervisor about my parformance are
waorthwhile. 63%
45, My supervisor is committed to & workforce representative of all
segments of society. 67%
46, My supervisor provides me with constructive suggestions o
improve my job performance. 61%
47, Supervisors in my work unit support employee development. 64%
48. My supervisor listens to what 1 have to say. 76%
43, My supervisor treats me with respect. 81%
50, In the last six months, my supervisor has talked with me
about my performance. 7%
60%
51, 1 have tust and confidence in my supervisor, 67%
+52. Overall, how good a job do you feel s being done by your
immediate supervisor? 70%
Leadership
#53. Inmy organization, senior leaders generate high fevels of
motivation and commitment In the workforce. 3%%
54, My organization's senior leaders maintain high standards of
honesty and integrity. 50%
#55. Supervisars work well with employees of different backgrounds, 83%
156, Managers communicate the goals and priorities of the
arganization, 53%
Note: fterms included on o nual Employee Survey are noted by a double dagger (1),
Appendix A: ftem Results and Benchimarks 31
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Appendix A: ltem Results and Benchmarks {continued)

2015
0 High W00 Gwide
#57. Managers review and evaluate the organization's progress
toward meeting its goals and objectives. 59%
58, Managers promote communication among different work units
{for example, about projects, goals, needed resources), 51%
59. Managers support collaboration across work units to accomplish
work objectives. 54%
80, Overall, how good a job do you feel is being done by
the manager directly above your immediate supervisor? 57%
181, Lhave a high level of respect for my organization's senior leaders. 51%
62. Senior leaders demonstrate support for Work/Life programs. 53%
My Satisfaction
$63. How satisfied are you with your involvement in decisions that
affect your work? 50%
64, How satisfied are you with the information you receive from 34%
management on what's going on in your organization? = 47%
$65. How satisfied are you with the recognition you receive for doing
a good job? 47%
466, How satisfied are you with the policies and practices of your
senior leaders? 41%
67, How satisfied are you with your opportunity to get a better job
in your erganization? 35%
+68. How satisfied are you with the training you receive for your
present joby? 52%
+69. Considering everything, how satisfied are you with your job? 65%
¥70. Considering everything, how satisfied are you with your pay? 57%
71, Considering everything, how satisfied are you with your
arganization? 56%
Note: Hems included on the Annual Emplovee Survey are nated by a double dagger (F)
Appendix A: item Results and Benchmarks
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Appendix A: ltem Results and Benchmarks {continued)

2015
0 Low G'wide
Work/Life Programs
72. Have you been notified that you are eligible to telewark? {See Appendix B)
73. Please select the response below that hest describes your current teleworking situation. {See Work/Life section}
74-78. Dovyou participate in the following Work/Life programs? (See Work/Life section and Appendix B)
79-84.  How satisfied are you with the following Work/Life programs?*
79. Telework 78%
80, Alternative Work Schedules (AWS) 89%
81, Health and Wellness Programs (for axanmple, exercise, madical
screening, quit smoking programs) 80%
82. Employee Assistance Program (EAP) 75%
83. Child Care Programs {for example, daycare, parenting classes, 57%
parenting support groups) 72%
57%
84. Elder Care Programs (for example, support groups, speakers) 66%
* The Work/Life program satisfaction resuits include only employees who indicated that they participated in the
Appendix A: ltem Results and Benchmarks 33
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Appendix B: Work/Life Programs & Demographic Results

Appendix B displays more detailed Work/Life Program results for your agency. It also includes the demographic
characteristics of your agency’s survey respondents, Use the Work/Life results to gain an understanding of how your
Work/Life Programs are utilized and rated. The demographic results can be useful in planning, recruiting, and training
activities in your agency.

2015
Percentages
Work/Life Programs
Have you been notified that you are eligible to telework?
Yes, | was notified that | was eligible to telework 73
Yes, 1 was notified that | was not efigible to telework 22
No, | was not notified of my telework efigibility 47
Not sure if | was notified of my telework efigibility 13
Do you participate in the following Work/Life programs? Alternative Work Schedules (AWS)
Yes 5
No 43
Not Available to Me 32
Do you participate in the following Work/Life programs? Health and Wellness Programs {for example, exercise,
medical screening, quit smoking programs)
Yes 74
No 60
Not Available to Me 16
Do you participate in the following Work/Life programs? Employee Assistance Program (EAP)
Yes 15
No 81
Not Available to Me 4
Do you participate in the following WorkiLife programs? Child Care Programs (for example, daycare, parenting
classes, parenting support groups)
Yes 1
No 74
Not Avaflable to Me 25
Do you participate in the following WorkiLife programs? Flder Care Programs (for example, support groups, speakers)
Yes 1
No 75
Not Available to Me 23
Appendix B: WorkiLife Programs & Demographic Results 34
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Appendix B: World/Life Programs & Demographic Results (continued)

2015
Percentages
Demographic Results
Where do you work?
Headquarters 25
Field 75
What is your supervisory status?
Non-Supervisor 64
Team Leader 13
Supervisor 15
Manager 7
Senior Leader 2
Are your
Male 64
Female P
Are you Hispanic or Latina?
Yes 16
No 84
Are you:
American Indian or Alaska Native 1
Aslan 4
Black or African American 13
Native Hawailan or Other Pacific Islander 1
White 77
Two or more races {not Hispanic or Latino} 4
What is the highest degree or level of education you have completed?
Less than High School <l
High School Diploma/GED or equivalent 6
Trade or Technical Certificate 2
Some College (no degree) 22
Associate's Degree (e.g, AR AS) a
Bachelor's Degree {e.qg., BA, BS} 37
Master's Degree {e.g., MA, MS, MBA) 18

Doctoral/Professicnal Degree (e.g., Ph.D, MD, 1D}

Note: Demographic results are unweighted.

Appendix B: Work/Life Programs & Demographic Results
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Appendix B: World/Life Programs & Demographic Results (continued)

2015
Percentages
What is your pay category/grade?
Federal Wage System 3
G516 2
G57-12 38
G5 13415 42
Senior Executive Service i
Senjor Level (SL) or Scientific or Professional (5T) <t
Other 13
How long have you been with the Federal Government {excluding military service)?
Less than 1 year i
Tto3 years 7
4105 years 10
6 1o 10 years 26
11 t0 14 years 22
1510 20 years 15
More than 20 years 19
How fong have you been with your current agency (for example, Department of Justice, Environmental Protection Agency)?
Lass than 1 year 2
110 3 years 11
4105 years 12
6t 10 vears 30
11 10 20 years 34
More thart 20 years "
Are you considering leaving your organization within the next year, and if so, why?
No 60
Yes, 1o retire 5
Yes, to take another job within the Federal Government 25
Yes, to take another job outside the Federal Government 4
Yes, other 5
tam planning to retire:
Within one year 3
Between one and three years 8
Between three and five years 10
Five or more years 78
Naote: Demographic results are unweighted.
Appendix B: Work/Life Programs & Demographic Results
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Appendix B: World/Life Programs & Demographic Results (continued)

2015
Percentages

Do you consider yourself to be one or more of the following?

Heterosexual or Straight 84

Gay, Lesbian, Bisexual or Transgender 3

| Prefer Not o Say 12
What is your US military service status?

No Prior Military Service 63

Currently in National Guard or Reserves 2

Retired 13

Separated or Discharged 22
Ara you an individual with a disability?

Yes 2

No 88
What is your age group?

75 and urider i

26-29

30-39 22

40-4% 32

50-59 30

60 or older 11

Note: Demographic results are unweighted
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MEMORANDUM OF UNDERSTANDING
BETWEEN
" . THE UNITED STATES SECRET-SERVICE
-AND THE OFFICE OF THE INSPECTOR GENERAL
DEPARTMENT.OF HOMELAND SECURITY :

The United States Secrat Service (USSS), an organizational compoﬁent of the

Depariment of Homeland Security (DHS), operates within the Depariment under the authority -

and responsibilities eputmerated in Title VIIL, Subtitle C of fhe Homeland Security Act 0f 2002,
as-amended (the Act), and includes those responsibilities described generally in Section 1512 of
. the Act, as-well as in various delegations of az:tharity tssued by the Secrétary of DHS (the
" Secrejary). The agenty’s dual statutory missions of protection and criminal investigations are
more filly enumerated at Title 18; United States Codes, Section 3056 (Section 3@56}, and Title
3, United States Code, Section 202 {S ection 202), and various other statutes.

The Office of the Inspector Genexa] {OIG), an ergamzaﬁenai componeént of DHS,
Opetates within the Department undsr the authorify and responsibilities emumerated in Title WE
Subtitle B of the Act, as amended, and the Ingpector General Act of 1978, as. amended, and -
includes guthority and rasponsﬁ)ﬂiiy acquired pursuant to Section 1512 of the Act, _

To prevent duplication of effort znd ensure the most effective, efficient and appropriste

use of resources, the Secret Service and the OIG enter info this Memorandum of Understanding. .

The categories of misconduet Hsted below shall be referred to the OIG. Such referrals
shall be transmitted by the USSS Office of Inspection immediately upon the receipt of adequate
information ot allegations by the USSS Office of Inspection to reasonsbly conclude that
misconduct may have ocourred, and no investigation shall be conducted by the USSS Office of
Inspection prior to the referral: In cases involving exigent circumstances, if the OIG decides to
investigate the allegation but is unable to do so inunediately, the USSS Office of Inspection will

- condact the investigation unti the OIG is able to take it over. In cases not involving exigent
circamstances, the OIG will dstermine within one business day of the referral whether o
investigate the allegation itself or to refer the matter back to the USSS Office of Inspection for -

investigation. Ifno determination is communicated to the USSS Office of Ingpection within one

business day of the referral, the USSS Office of Fispection may initiate the investigation. The -

atceptance of a referral by the OIG raﬂecis a determination that available investigative Tesouroes
will be able to conchude the referred investigation within a reasonable time. This wilt afford the .

ageney a 1eascnable opportunity to act expedmoasly, if necessazy regarémg the aIlegaﬁons
- All aiiegatmns of cnmmal ;mscoxduct agamst a USSS employes;

- AII allegations of :msconduct against employees at the GS-15, GM-13.
* level or higher, or against efaployees in the USSS Offfce of Inspection;

~ Al allegations regarding rnisuse or improper discharge of a freamt (other
© than accidental discharge during training, qualifying or practice};
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All alfegations of fraud by contractors, graz:tees or other individuals or
entities receiving Department funds or otherwise engaged in the
- operation of Eepa:tmem programs or operations,

In addition, the IG will investigate allegations against individuals or entities who do
not fit into the categories identified above if the allegations reflect systemic violations, such
as abuses of civil rights, civil berties, or racial and sthnic preﬁiing, serious management
problems within the Depax’cment or oﬂwrwz‘;e represent 4 serions danger fo pzx‘bhc health a:rzd

safety

) With regafd to ca%g:gories of misconduct not spec’iﬁéd aﬁeve, the USSS Office of
Inspection should initiate investigation upon receipt of the allegation, and shall notify within

five business days the OI('s Office of Investigations of such allegation. The OIG shall notify.

“the USSS Office of Inspection if the.OIG intends to assume contro] or become involved in an
investigation, but absent such notification, the USSS Office of Inspectzen shall maintain full

- responsibility for these mvesﬂgatmns

Pursuant to Sectich § I l(a) of the Act, OIG andits, investigations, and subpoems
Wblch in the Secretary’s judgment; constitute a serious threat to the protection of any person
or property afforded protection, pursuant to Section 3056 or Section 202, or any promszozz of .
the Presidential Protection Assistance Act of 1976, may be prohibited, Accordingly, 10 assure
‘proper and timely responses to OIG requests for information or records, all OIG plans for
audits involving the Secret Service shall be communicated via entrance letter by the OIG
either directly to the USSS Office of Inspection or to the Office of the Deputy Director; any
“OIG investigation shall be communicated orally or via e-mail to the same entities, Any
Secret Service Headquarters® concern under section 811(a) regarding the scope or direction of
a planned andit or investigation will be raised and resolved expeditiously with OIG eﬂicxals
or immediately communicated to the Secretatym the absezzce of reschution,

. The USSS Office of Inspection shall provide a mo:xthly report to the G}ZG on aéi open »

mvesﬁzganons In addition, the USSS Office of Inspection, upon request, shall provide the
OIG with a complete copy of the Report of Investigation, including all exhibits, at the
‘completion of the investigation: Similarly, the OIG shall provide the USSS Office of
Inspection, upon request, with a somplete copy of any Report of Investigation relating to the
Seetet Service, including all exhibits, at the completion of the investigation, The OIG shall
hiave the right to request fore frequent or detailed reports on any investigations and to
reassert af any Hme exciuswe aathomy or other mvolvemam over any matter within its

- Jurisdiction. -

" This MOU shall be effective upon the signature of both parties and shall femain in
-effect umii revoked by one pa:ty upon' i:hirty day’s written notice

D’zracmr O£hé Umteci States . A7m Inspector General

- Secret Service / - :
'Dateél / fé 3 i" -« Dated: i'AQ}O’;
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Department of Homeland Security
Management Directive System
MD Number: 0810.1

Issue Date: 6/10/2004

THE OFFICE OF
INSPECTOR GENERAL

.  Purpose

This directive established Department of Homeland Security (DHS) policy regarding the
Office of Inspector General (OIG). Any prior Management Directive and any instruction
or agreement of any kind issued by or entered into by any DHS official or Component
that is inconsistent in any respect with this directive is hereby superseded 1o the extent
it is inconsistent with this directive.

. Scope

This directive applies to all DHS organizational elements (OEs), including all employees,
contractors, and grantees.

ll. Authorities

A The Inspector General Act of 1978, as amended

B. The Homeland Security Act of 2002, as amended, codified in Title 6, US
Code

IV. Definitions

A. OE Offices — As used in this Management Directive, the term OE offices
include all Organizational Elements offices of internal affairs, inspections, audits
or Professional Responsibility. This term also includes the DHS Office of
Security.

B. DHS Organizational Element — As used in this directive, the term DHS
Organizational Element (OE) shall have the meaning given to the term DHS
Organizational Element in DHS MD 0010.1, Management Directives System and
DHS Announcements. This includes Elements such as the Bureau of Customs
and Border Protection, the United States Coast Guard, the Federal Emergency
Management Agency, etc. It also includes entities that report to DHS
Organizational Elements, such as National Laboratories.

-9 -
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V. Responsibilities

A

B.

The Heads of DHS Organizational Elements shall:

1. Promptly advise the OIG of allegations of misconduct in
accordance with the procedures described in Appendix A, and when they
become aware of any audit, inspection or investigative work being
performed or contemplated within their offices by or on behalf of an OIG
from outside DHS, the General Accounting Office, or any other law
enforcement authority, unless restricted by law;

2. Ensure that, upon request, OIG personnel are provided with
adequate and appropriate office space, equipment, computer support
services, temporary clerical support and other services to effectively
accomplish their mission;

3. Provide prompt access for auditors, inspectors, investigators, and
other personnel authotized by the OIG to any files, records, reports, or
other information that may be requested either orally or in writing;

4, Assure the widest possible dissemination of this directive within
their OEs. They may issue further instructions as necessary to implement
this policy. Any such further instructions shall not conflict with this MD and
shall be provided to the OIG immediately upon issuance;

5. Assist in arranging private interviews by auditors, inspectors,
investigators, and other officers authorized by the OIG with staff members
and other appropriate persons;

8. Advise the OIG when providing classified or sensitive information to
the OIG to ensure proper handling.

DHS employees shall report suspicions of violations of law or regulation

to the DHS Office of Inspector General or the appropriate OE offices, and will
likewise:

1. Cooperate fully by disclosing complete and accurate information
pertaining to matters under investigation or review,;

2. Inform the investigating entity of any other areas or activities they
believe require special attention;

3. Not conceal information or obstruct audits, inspections,
investigations, or other official inquiries;

_o.
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4. Be subject to criminal prosecution and disciplinary action, up to and
including removal, for knowingly and willfully furnishing false or misleading
information to investigating officials; and

5. Be subject to disciplinary action for refusing to provide documents
or information or to answer questions posed by investigating officials or to
provide a signed sworn statement if requested by the OIG, unless
questioned as the subject of an investigation that can lead 1o criminal
prosecution.

VL. Policy and Procedures

A The OIG, while organizationally a Component of the DHS, operates
independent of the DHS and all offices within it. The OIG reports to the
Secretary. Under circumstances specified by statute, the Secretary, upon written
notification to the OIG which then must be transmitted to Congress, can
circumscribe the OIG's access to certain types of sensitive information and
exercise of audit, investigative, or other authority. The DHS Inspector General is
the head of the OIG.

The OIG is authorized, among other things, to:
1. Administer oaths;

2. Initiate, conduct, supervise and coordinate audits, investigations,
inspections and other reviews relating to the programs and operations of
the DHS;

3. Inform the Secretary, Deputy Secretary, and the Congress fully and
currently about any problems and deficiencies relating to the
administration of any DHS program or operation and the need for, and
progress of, corrective action;

4. Review and comment on existing and proposed legislation and
regulations relating to DHS programs, operations, and personnel;

5. Distribute final audit and inspection reports to appropriate
authorizing and oversight committees of the Congress, to all headquarters
and field officials responsible for taking corrective action on matters
covered by the reports and to Secretarial officers, office heads, and other
officials who have an official interest in the subject matter of the report;

-3-
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6. Receive and investigate complaints or information from employees,
contractors, and other individuals concerning the possible existence of
criminal or other misconduct constituting a violation of law, rules, or
regulations, a cause for suspension or debarment, mismanagement, gross
waste of funds, abuse of authority, or a substantial and specific danger to
the public health and safety, and report expeditiously 1o the Attorney
General whenever the Inspector General has reasonable grounds to
believe there has been a violation of Federal criminal law;

7. Protect the identity of any complainant or anyone who provides
information to the OIG, uniess the OIG determines that disclosure of the
identity during the course of the investigation is unavoidable.

Further, the OIG shall:

8. Follow up on report recommendations 1o ensure that corrective
actions have been completed and are effective;

9. Prepare a semiannual report to the Secretary and the Congress,
summarizing OIG audit and investigative activities within DHS. Section
5(a) of the Inspector General Act of 1978, as amended, requires this
report.

B. Allegations received by the OIG or OE offices shall be retained or referred
in accordance with Appendix A of this MD. The only exception to this
requirement is that the OIG and the United States Secret Service will adhere to
the terms of the Memorandum of Understanding entered into between those two
entities on December 8, 2003, and as may be amended from time to time.

C. Standards. Audits shall be conducted consistent with the standards
issued by the Comptroller General of the United States. Inspections and
investigations shall be conducted consistent with the quality standards issued by
the President’s Council on Integrity and Efficiency (PCIE).

D. Questions or Concerns. Any questions or concerns regarding this
directive should be addressed to the OIG.

-4-
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APPENDIX A

MD 08101

The categories of misconduct identified below shall be referred to the OIG. Such
referrals shall be transmitted by the OE offices immediately upon receipt of the
allegation, and no investigation shall be conducted by the OE offices prior to referral
unless failure to do so would pose an imminent threat to human life, health or safety, or
result in the irretrievable loss or destruction of critical evidence or witness testimony. In
such extraordinary situations, the OIG will be contacted as soon as practical, and all
information and evidence collected by the OE office shall then be provided to the OIG
as part of the OE referral to the OIG. The OIG will accept and retain all such allegations
for investigation subsumed under this exigent circumstance exception.

- All allegations of criminal misconduct against a DHS employee;

- All allegations of misconduct against employees at the GS-15, GM-15
level or higher, or against employees in the OE offices;

- All allegations of serious, noncriminal misconduct against a law
enforcement officer. “Serious, noncriminal misconduct” is conduct that, if
proved, would constitute perjury or material dishonesty, warrant
suspension as discipline for a first offense, or result in loss of law
enforcement authority. For purposes of this directive, a “law enforcement
officer” is defined as any individual who is authorized 1o carry a weapon,
make arrests, or conduct searches;

- All instances regarding discharge of a firearm that results in death or
personal injury or otherwise warrants referral to the Civil Rights Criminal
Division of the Department of Justice;

- All allegations of fraud by contractors, grantees or other individuals or
entities receiving DHS funds or otherwise engaged in the operation of
DHS programs or operations;

- All allegations of visa fraud by DHS employees working in the visa
issuance process.

In addition, the OIG will investigate allegations against individuals or entities that do not
fit into the categories identified above if the allegations reflect systemic violations, such
as abuses of civil rights, civil liberties, or racial and ethnic profiling, serious management
problems within the department, or otherwise represent a serious danger to public
health and safety.

A-1
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APPENDIX A

With regard to categories not specified above, the OE offices will initiate the
investigation upon receipt of the allegation, and shall notify within five business days the
OIG’s Office of Investigations of such allegations. The OIG shall notify the OE offices if
the OIG intends to assume control over or become involved in such an investigation, but
absent such notification, the OE office shall maintain full responsibility for these
investigations.

Any allegations received by the OIG that do not come within the categories specified
above, or that the OIG determines not to investigate, will be referred within five business
days of receipt of the allegation by the OIG to the appropriate OE office along with any
confidentiality protections deemed necessary by the OIG.

The OE offices shall provide monthly reports to the OIG on all open investigations. In
addition, upon request, the OE offices shall provide the OIG with a complete copy of the
Report of Investigation, including all exhibits, at the completion of the investigation.
Similarly, the OIG shall provide the OE offices, upon request, with a complete copy of
any Report of Investigation relating to its OF, including all exhibits, at the completion of
the investigation. The OIG shall have the right fo request more frequent or detailed
reports on any investigations and 1o reassert at any time exclusive authority or other
involvement over any matter within its jurisdiction.

A-2
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Employee Separation Survey Resuits
FY 2015 (October 1, 2014 - June 27, 2015)
Special Agents
Actual Separations through June 27, 2018

*Non-Retirement Separations
Transfer/Other Federal Agencies | 66

Retirement:

*Non-Retirement 96 27

3
The foliowing information is based on Non-Retirement Separations Surveys: 73 compieted
Length of Service Age Grade
1 year or less 26-30 ... B8% 1A%
4- 31-38 9 J27%
G- B %) .40 ST.0% 14%
11-15 years 30.1% 41-45  233% T 918%
16 - 20 years 46 - 50 e 27% 2.7%

51-55 1.4%

Specialized Training:
ECSAP 13
Polygraph 2

Do you believe the information you received prior to being hired accurately reflected your duties?
Yes 71.0% No 28.0%

Did you use the skills and abilities for which you were hired?

Yes 68.7% No 30.3%
Plans after leaving the Secret Service
*Federal Agency 72.9% *Federal Agency
Frivate Sector 21.4% Department of Defense 2
Relocate [ "14% Na B - 1
State/Local Agency | 1.4% Department of Energy . b1
Police Dgp‘artgaent 1 14%] Department of Health and Human Services 5
No current plans "1.4% Deparimen rit 2
United States immigration and Customs Enforcement 2
Office of Inspector General 3
Department of the interior 2
Departmentofdustice 718
Hureau of Alcohol, Tab Eimarms and Explosives | 8
Department. of Labor 1
Department of the Treasury B 3
Depaﬂment of Veterans Affairs 4]
Gther 10
Total 48
Workforce Planning Page 1of4
Prepared: 7/13/2015 FY2015 Separation Survey -~ SA UD Through 8-27-2015 xisx
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Please indicate your assessment of the following aspects of your job;
Rated on a scale of 1 - 6, with 1 being poor and 6 being good.

Average
N Rating

Relationship with Co-workers ; ; .58
Pay Grade I . . .53
Salary e . S 5.3
Benefits . R . 80
Contribution to the Mission of the SecretService o 49
|Communication with Immedjate Supervisor T ) 4.8
Physical conditions R 48
Overail Satisfaction with immediate Supervision ] 4.7
Duties/Responsibiiies R . 48
[ Travel Opportunities R 461
Connection to the Mission of the SecretServiee 4.5
Current Duty Station/Office Location ) - e 4.3
Overtime Compensation o - . 42
Professionalism of the Secret Service o ...A2
Workload e ) B8
Recognition Received S 39
Prestige of the Secret Service e e a7
[Office Policles B e o BT
Office/Government Polites ] 85
Work Schedulefours .34
Rewards Based on Merit B R R =
Senior Laadersm Ccmmrtmeﬂtmmei\ﬁnssson ) R -y
Training Opportunities 3.0

Rank the significance these factors could have had on your decision to stay with the Secret Service
Ranked on a scale of 1 - 8, with 1 being insignificant and 6 being significant.

Average
Rating
Reassignments/Transfers FR N B-X
Adequate numbers of persons to accompﬁsh the work . o 5.1
Befter commumcatscn between employees and management o 4.6
Fair evajuation based solely on performance and not other factors R 43
Management demonstra&es an appreciation | for the Seve! of work accmpﬁshed 43
Fiexible four of dutyfwork hours 4.3
‘The effactive discipiine of employees with performance or conduct problems 4.3
Reassignment fo differenttype of work orposition. i 3.9
|Realistic performance expectations e e 38
[Less job siress ; R 38
Less forced overtime R - ) } » . 3.8]
More promotion opportunies 37
Challengingwork  ~ . ] 35
Telework Program ‘ ) 38
Higher salary or grade o . ) 34
Asslg t to a different supervisor 2.4
Workforce Planning Page 2 of 4
Prepared: 7/13/2015 FY2015 Ssparation Survey -- SA UD Through 6-27-2015.xisx
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Employee Separation Survey Results
FY 2015 {(October 1, 2014 - June 27, 2015)
Uniformed Division

Actual Separations through June 27, 2018

Total Separation: 75 | *Non-Retirement Separations

IRetirement: 27 Transfer/Other FederalAgencies | 19

*Non-Retirernent. 48 Resignaton ~ ~ g
Other 0

The following information is based on Non-Retirement Separations Surveys: 42 completed

[Length of Service Age Fank

1yearoriess 18.0% 21-26 24% Recruit (Training) | 7.1%

2-3 18.7% 26 - 30 86.7% Officer/Officer Tech | _92.5%
38.1% a1-35 | 18.0%

6-10 214% 36-40 11.9%

11-15 years 4.8%

Do you betieve the information you recelved prior to being hired accurately reflected your dutios?
Yes 56.1% No 43.9%

During the hiring process, did you speak to a UD Officer prior to your start date?

Yes 48.8% No 51.2%
Bid you use the skills and abilities for which you were hired?
Yes 834% No 368%
Plans after leaving the Secret Service
”Federa! Agency | 438% *Federal Agency
Pﬂvate Sector | 268% Depariment of Defense 3
Other_ T 98% Depariment of Homeland Security 5
Attend School | 49% Bureau of Customs and Border Protection 1
1 24% Fi rai Law Enforcement Training Center 2
Police Department 8.8% Department of Justice i 1
No current pians 2.4%] Bureau of Alcohol, Tobacco, Firearms, and Explosives 1
Federai Bureau of mvestsgahons 1
Department of the Treasury 1
COther 2
Total 17
Workforce Planning Page 3of4
Prepared: 7/13/2015 FY2015 Separation Survey - 8A UD Through 6-27-2015 xlsx
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Please indicate your assessment of the following aspects of your job:
Rated on a scale of 1 « 6, with 1 baing poor and 6 being good.

Average
Rating

Duties/Responsibilities 4.3
Travel Opportunities 4.7
Reiahonsht with Co-workers - 53
Contribution to the Mission of the Secret Service 4.5
[Connection to the Mission of the Secret Service 44
Workload } 32
Work Schedule/Hours N 2.5
Current Duty Statlon/Office Location 38
Physxcat condmons 38
Professionaiism of the Secret Service 37
Prestige of the Secret Service 38
Recognition Received 32
Rewards Based on Merit 3.9
Overall Satisfaction with Immediate Supervision 44
(Communication with immediate Supervisor 48
Senior Leadership Commitment to the Mission 28
‘Training Opportunities 27
Office Policies "
Office/Government Politics
Pay Grade
Salary
Overtime Gompensaﬂon
Benafits

Rank the significance these factors could have had on your decision to stay with the Secret Service
Ranked on a scale of 1 - 8, with 1 being insignificant and 6 being significant.

Average

Rating |

Adeguate numbers of persons to accomplish the work 54
Less forced overtime &9
Reassignmant {o different type of work or posmon 48
Management demonstraﬁes an a;;prectanon for the Eeve! of work 3ccomphshed 4.8
Betlter commumcatron between employees and management 47
Higher sa!afy or grade 44
tr—‘ie ible tour of duty/work hours 44
Fair evaluation based solely on performance and not other faciors 4.4
The effective discipiine of empioyees with performame or ccndcct probiems 42
Ghalfengmg work 42
Less job stress 4.1
{Realistic perfoumance expectatms 3.8
Wanted to become a Special Agent a8
More promotsan opportunities 37
Telework Program " ° 29
Assgnment {0 a different supervisor 28

Workforce Planning Page 4 of 4
Prepared: 7/13/2018 FY2015 Separation Survey - 8A UD Through 8-27-2018 xdsx
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Message from the Director
June 24, 2014

I am pleased to present the following report, “Human Capital Plan,” for Fiscal Years 2014
through 2018, prepared by the United States Secret Service. This responds to a requirement set
forth in House Report 113-91 that accompanies the Fiscal Year (FY) 2014 Department of
Homeland Security (DHS) Appropriations Act (P.L. 113-76).

Pursuant to congressional guidelines, this report is being provided to the following Members of
Congress:

The Honorable John R, Carter
Chairman, House Appropriations Subcommittee on Homeland Security

The Honorable David E. Price
Ranking Member, House Appropriations Subcommittee on Homeland Security

The Honorable Mary L. Landrieu
Chairman, Senate Appropriations Subcommittee on Homeland Security

The Honorable Daniel Coats
Ranking Member, Senate Appropriations Subcommittee on Homeland Security

Inquiries related to this report may be directed to Acting Chief Financial Officer Chip Fulghum
at {202) 447-5751.

Sincerely yours,

Julia A. Pierson
Director
U.S. Secret Service
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Executive Summary

The United States Secret Service (Secret Service) is one of the oldest federal law enforcement
agencies in the country and ranks among the most elite in the world. Through its highly trained
and dedicated workforce comprised of special agents, Uniformed Division (UD) officers, and
Administrative, Technical, and Professional (APT) staff, the Secret Service delivers mission
success. The Secret Service continuously assesses and realigns this workforce to meet operational
priorities in the areas of protection, protective intelligence, and criminal investigations. This
investment in human capital is significant, as it represents 70 percent of the organization’s budget,

Qur century and a half of experience has taught us that the security threats facing our Nation’s
leaders, financial systems, and critical infrastructure will continue to evolve. Our mission and
responsibilities to the President of the United States, to the Department of Homeland Security,
and to the public demand that we anticipate threats and deploy a highly skilled workforce to
proactively address them.

In our effort to address this ever-changing threat environment, the Secret Service has conducted a
review of recent trends impacting its workforce. From FY 2011 through FY 2013, the Secret
Seivice cxperienced a reduction in overall staffing levels from 7,024 to 6,480 positions. This
decline resulted from the Secret Service limiting all hiring to address budgetary payroll erosion
and the anticipated impacts of Federal budget constraints.

While staffing levels have declined in recent years, the organization’s work requirements have
not. The Secret Service has adjusted to reduced staffing levels by prioritizing activities and
shifting resources to address critical protection needs. All employee categories have been
impacted: UD officers are experiencing leave restrictions and the elimination of training; special
agents are experiencing greater travel demands; and APT personnel are experiencing increases in
workload.

The Human Capital Plan contained in the following pages sets out the agency’s efforts to address
increasing work requirements and emerging threats while maintaining current resource levels.

The objective in FY 2014 — 2015 is to stop and reverse attrition experienced since FY 2013. The
objective in FY 2016 — FY 2018 is to maintain the level of effort required in a constantly evolving
threat environment with current resources due to the uncertainty of the future fiscal situation.

The staffing adjustment necessary to continue to meet mission requirements whilg functioning at
the FY 2013 level will impact employee mission readiness. Every employee, at eyery grade level
and in every job series, contributes to the Secret Service’s integrated mission. Restricting the
agency’s ability to recruit, train, deploy and retain a diverse and committed workforce will be felt
throughout the organization. This Human Capital Plan provides the foundation of our efforts to
appropriately support our integrated mission in the face of resource constraints.
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Huimar Capital Plan (FY 2014 —FY 2018)
United States Secret Service
Fiscal Year 2014 Report to Congress:
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I. Legislative Language

This Human Capital Plan (FY 2014 — FY 2018) is submitted in response to a requirement set
forth in House report 113-91 that accompanies the Fiscal Year (FY) 2014 Department of
Homeland Security (DHS) Appropriations Act (P.L. 113-76).

“[The] Committee directs the Secret Service to provide a strategic human capital plan not later
than 60 days after the date of enactment of this Act for fiscal years 2014 through 2018, which
addresses how mission requirements will be met with current resources and delineates between
protective and investigative missions.”
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II. Background

Historical Secret Service Staffing Levels and Impacts
Period of FY 2007 through FY 2011

From FY 2007 through FY 2011, the Secret Service experienced an increase in protective
mission requirements comparable to the current operational demands. These increases began in
FY 2007 with a detail assigned to then-Senator Obama, the need to establish a post-presidency
protective detail for then-President George W. Bush, and the expanded resource needs associated
with President Obama’s and Vice President Biden’s immediate families. Additionally, the
evolving threat environment required the expansion of capabilities in protective intelligence,
counter surveillance, counter assault, and other specialized protective programs. To address
these needs, Secret Service staffing levels grew from 6,513 FTE (6,622 positions) in FY 2007 to
6,905 FTE (7,024 positions) in FY 2011.

Period of FY 2012 through FY 2013

As the Secret Service entered FY 2012, the budget environment became increasingly complex.
The organization was facing a constrained fiscal environment and identified a staffing
affordability issue. Over many years, the Seoret Service funded payroll costs at the expense of
critical non-pay investments such as operational travel, mission readiness training, and integrated
information technology stabilization and modernization.

Notably, the costs associated with nearly identical FTE levels in FY 2009 and FY 2013 increased
by almost $120 million. Much of this cost increase is attributed to a maturing, more experienced
workforce during a time of very limited hiring. FTE cost drivers from FY 2009 thru FY 2013
included increases to employee basic salaries resulting from within-grade step increases, career
ladder promotions, premium pay, personnel benefits including health insurance and FERS
contributions, and the costs associated with Uniformed Division modernization. Due to this
payroll erosion and the budget constraints of sequestration, the Secret Service was forced to shed
FTE to achieve affordable levels while maintaining its protective mission requirements. The
Secret Service has instituted processes to avoid this issue in the future.

Since the end of FY 2011, the total number of the Secret Service employees has declined by
approximately 333 FTE (550 positions). The Secret Service has 211 fewer special agents, 98
fewer UD officers and 235 fewer support personnel. As the following chart highlights, the
current staffing levels have steadily declined Sinﬂe the peak achieved in FY 2011.
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III. Human Capital Plan FY 2014 — FY 2018

As part of its comprehensive workforce plan to address retirement rates, attrition rates, and
mission requirements, the Secret Service has identified strategic hiring and deployment
objectives to meet current and future staffing requirements. The Secret Service has developed a
workforce plan to align staffing resources with its mission requirements — both in the near-term
(FY 2014 and FY 2015) and for the longer term (FY 2016-FY 2018).

With the funding provided in the FY 2014 Omnibus Appropriations bill and in the FY 2015
President’s budget request, there is increased budget certainty over the next 18 months that
allows the Secret Service to renew its hiring efforts in FY 2014 and FY 2015. To address
Congressional concerns, the Secret Service will hire to replace attrition. Achieving an FTE
target of 6,572 (FY 2015 President’s Budget) requires hiring on average four to five special
agent classes, three to four UD classes and 110 APT personnel annually to replace the average
projected attrition per year of 120 speqxai agents, 75 UD, and 110 APT personnel.

U.8. Secret Service: An. Agenc;un Crisis

Attrition Replacement Hiring Requirements
(Positions)

Special | Uniformed

Agents Officers APT Total
Attrition Replacement Hiring
Average projected per year Attrition 120 75 1o 305
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The Secret Service must hire above the attrition rate to achieve the FY 2013 staffing level of
6,572 FTE (FY 2015 President’s Budget) because end of fiscal year position count associated
with this level of FTE was 6,480. Given that new special agent and UD officers require seven
months of specialized law enforcement training prior to beginning their assignments, the benefit
of many of these additional hires from FY 2014 through FY 2015 will not be fully realized until
mid FY 2015 to early FY 2016. Therefore, the Secret Service will continue to experience the
impact felt in FY 2012 - FY 2013 with reduced staffing levels until the new hires are fully
trained and deployed. In other words, while the Secret Service expenditures will reflect
increases in FTE achieved for the year due to salaries paid to employees in training, these
employees will not begin addressing mission requirements until they are placed in their
assignments.

From FY 2016 ~ FY 2018, the Secret Service will continue to hire to address attrition and
maintain FY 2013 staffing levels. Maintaining staffing at the FY 2013 level from FY 2016 - FY
2018 creates significant mission impacts as level of effort must keep pace with evolving threats
but do so at end of year position levels similar to those experienced in FY 2007. The variable
nature of protection and investigation demands means that a staffing tipping point is hard to
determine, but assessing the impacts of the current workloads on staff demonstrates that the
Secret Service will have to continue to make adjustments in favor of the Secret Service’s
protective demands. In order to meet the protective demand, the investigative output would
decrease. In order to manage surges in the protection workload, leave restrictions would have to
be put in place for all employees and training restricted. Both protective and investigative
productivity would decline due to employee burnout and a smaller pool of APT personnel
providing support to operations.

The proposed five-year workforce staffing plan for FY 2014 — FY 2018 and its impact on the
Secret Service are reviewed in more detail below,

Period of FY 2014

The Secret Service typically loses approximately 300 positions annually to attrition, both as
retirements and non-retirement separations. Currently, 10.6 percent of the special agents and 15.4
percent of the UD workforce are eligible to retire. Over the next five years, these numbers are
expected to increase to apptoximately 31.2 percent of the special agent workforce ahd 23.2
percent of the UD workforie. Beyond special agents and UD officers, the percent df Secret
Service’s APT workforce that can retire is expected to increase from 17 percent to nearly 33
percent the next five years.

Apart from retirements, the Secret Service is also experiencing employees separating from the
agency to pursue other career opportunities, Taking into account the voluntary separation and
the projected retirement rate, approximately 3.4 percent of the special agent workforce, 5.3
percent of the UD workforce, and 6.0 percent of APT personnel will separate from the Secret
Service over the next five years. This is assuming that overall annual attrition at the Secret
Service remains constant at approximately 300 positions per year.
Starting in FY 2014, the Secret Service will hire at a level that begins addressing attrition
experienced in FY 2013 and anticipated attrition in FY 2014. The Secret Service has established
4
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a hiring goal of four special agent classes (96 special agents), six UD classes (144 UD officers)
and 110 APT personnel in FY 2014 to address attrition. Of the total 350 positions, 153 positions
are atiributed to the $25.6 million in additional resources provided in the FY 2014 Omnibus
Appropriations bill that addresses the Secret Service’s current rate of attrition.

PPA $ Positions
Protection of Persons and Facilities $13.6M 72 (24 SA/ 48 UD)
Domestic Field Operations $ 86M 54 (24 SA/30 APT)

Headguarters, Management, and Administration $ 34M 27 (27 APT)

Total | $25.6 M 153 (48 SA/48 UD/57 APT)

Critical Uniformed Division Staffing

The UD is particularly vulnerable to personnel fluctuations. Given both the fixed and variable
nature of their work requirements, very few options exist to compensate for a shortage of
officers. The fixed portion of the work requirement is the standard posts established to protect
the White House Complex, Vice President’s Residence and Foreign Missions in the Washington
metropolitan area, The variable nature of the mission involves specialized support for explosive
detection, emergency response, counter sniper, and magnetometer operations required when
protectees travel within Washington, DC, throughout the United States, and overseas.

A recent staffing analysis identified a very strong correlation between overtime and the travel
requirements necessary to fulfill the variable portion of UD work requirements. At the current
staffing level, any variable requirements result either in overtime expenditures, to staff the travel
itself or to backfill the fixed post requirements.

While the average projected attrition per year for special agents is 120 and for UD is 75, the
Secret Service is transferring part of the attrition replacement effort of special agents to UD to
address the current UD staffing shortfall. The planned attrition replacement hiring in FY 2014 is
96 special agents and 144 Uniformed Division officers.

Counter Surveillance and Critical Systems Program

In FY 2014, the Secret Service formalized a Counter Surveillance Division (CSD) and grew the
Critical Systems Protection Program (CSP). CSD required 66 permanent special agents fo
directly support counter surveillance activities in the Washington, 1.C. arca. The Secret Service
utilizes counter surveillance as a component of its layered security plan to detect, identify, and
mitigate pmentia} threat actors prior to initiation of an actual attack. This program is eritical to
supporting the White House Complex and the frequent Presidential visits throughout the area,

An additional 24 permanent special agents were reassigned to fulfill needs within the Critical
Systems Protection Program (CSP). CSP’s mission is to identify and mitigate risk associated
with information systems as they affect persons and venues protected by the Secret Service or
the implementation of a Secret Service-led security plan. These CSP agents deploy a range of
advaneed technologies to monitor and counter threats that exist in cyberspace that seek to access
and/or manipulate secure networks at the White House Complex, the Executive Offices of the
President and at sites visited by the President and Vice President.

Hiring for attrition replacement in FY 2014 helps rebalance the number of special agents in the
field since 90 special agents were shifted from the field and re-assigned to CSD or CSP.
5
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Specifically, agents hired in 2014 under attrition replacement will be assigned to various field
offices.

Period of FY 2015

In FY 20135, the Secret Service will continue to hire for attrition replacement and rebalance its
workforce to address priority needs, The FY 2015 hiring will also begin to address the backfill
of special agents nceded to replace the senior agents who will be moved to staff the former
President Obama Protective Detail (OPD). The FY 2015 President’s Budget accommodates
necessary personnel cost inflation estimates and funds Secret Service activities at a sustainable
level that matches inflation-adjusted averages for travel, procurement of equipment and other
critical non-pay investments. The Secret Service has established a hiring goal of seven special
agent classes (168 special agents), eight Uniformed Division classes (192 Uniformed Division
officers) and 148 APT personnel in FY 20135 to meet both attrition replacement and to reach the
budgeted staffing level. To meet and maintain the FTE level in the FY 20135 budget, the Secret
Service must hire at a rate above the annual attrition replacement level of 305 positions. The
level of hiring above attrition replacement will strategically address gaps in the special agent,
UD, and APT workforce and support the partial start-up staffing requirements of a post-
presidency protective detail for President Obama at the end of his term in office as depicted in
the chart below.

FY2015 Hiring Initiative
(Positions)
Special Uniformed Funding
Agents Officers APT Total Soeurce
Current
Annual Attrition Replacement Hiring 87 75 110" 272% Usss
Restoration Hiring to meet Budget Cap 117 38 155 | DBudget
Sub-total 87 192 148 427
New I;liriug FY15
Former President Detail (OPD) 81 81 | President's
S I Sub-toal | sl ] s Budeet
FY2015 Total 168 192 148 508

Nates: ‘UD restoration hiring includes replacing 34 officers lost due to internal transfers.
“APT attrition hiring does not include replacing 16 students currently onboard.
“Annual Aurition Replacement Hiring is 272 instead of 305 due to strategic priority hiring of UD officers.

Critical Uniformed Division Staffing

Due to declining staff levels, UD officers lost an average of 3.25 of their § days off per month,
and training hours were reduced by 88 percent starting in FY 2013. Similar to FY 2014, a
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majority of the planned hiring in FY 20135 is concentrated in addressing the current UD staffing
shortfall. The proposed hiring over FY 2014 and FY 2015 for UD will provide a more
sustainable staffing level to relieve some leave restrictions and reduce overtime. It is important
to note that due to the length of training required, the effect of these hires will not be felt until
FY 2015 and FY 2016.

Targeted Priority Administrative, Professional, and Technical Staff Hiring

During FY 2015, the Secret Service plans to hire an additional 38 APT employees above attrition
replacement hiring {110 positions) for restoration. While targeted priority APT hiring would
include some administrative support personnel, most of the hiring is focused on positions that
take part in mission activities or directly support command and control capabilities.

Former President Obama Detail (OPD)

The Secret Service is required (18 U.S.C. § 3056(a) (3)) to provide protection to all former
Presidents and their spouses for life, unless that protection is declined. Consequently, the Secret
Service anticipates establishing a post-presidency protective detail for President Obama at the
end of his term in office. The Obama Protective Division {OPD) must be fully staffed, trained
and pusitioned by January 20, 2017. The OPD will be responsible for the protection of the
former First Lady and at least one minor child as set forth in 18 U.S.C. § 3056(a) (3) and (4).

The OPD will require 108 special agent personnel {o staff the permanent detail, conduct
protective advances, analyze protective intelligence, coordinate security plans with law
enforcement counterparts, and provide other protective support. In addition, 30 APT personnel
will be required to provide residence security, as well as administrative and technical support to
the protective division. To fully staff this new protective division, new special agents must be
recruited and trained so that they can be assigned to field offices while agents that are more
senior move to OPD. To meet the necessary timeline, the Secret Service must begin the hiring of
these new special agents in the fourth quarter of FY 20185, These individuals will be trained and
deployed by the fourth quarter of FY 2016, which coincides with the high operational
requirements of the nominating conventions and the final months of the 2016 Presidential
Campaign.

The FY 2015 President’s Budget covers the partial start-up staffing requirements of OPD
beginning in the fourth quarter of FY 2015 with funding ($4.0 million) to hire 81 special agents.
The FY 2015 funding only supports salary and training costs for these personnel, with the costs
to equip and outfit these personnel and hire the remaining personnel (57 positions) deferred until
FY 2016.

Period of FY 2016 - FY 2018

As outlined in the previous section, the FY 2015 President’s Budget covers the partial start-up
staffing requirements of the post-presidency protective detail for President Obama (OPD)
beginning in the fourth quarter of FY 20135 by supporting the hiring of 81 special agents. It is
anticipated that the remaining staff requirements will be covered in FY 2016. This staff increase
brings the Secret Service’s staffing level to 6,690 FTE (6,724 positions) by FY 2017 as shown in
the chart below.
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In addition to establishing OPD, the Secret Service must also prepare to meet the operational
demands of the upcoming 2016 Presidential Campaign. To manage mission requirements with
current resources, the Secret Service may need to temporarily shift resources from field offices at
a higher rate than usual, continue to partially restrict training and leave for UD, and continue to
require special agents and UD to cover the work shortage from a decreased APT level. The
mission impacts from maintaining the FTE target of 6,690 are discussed below.

Impact on the Secret Service’s Protection Mission

Maintaining the FTE target of 6,690 will be done at the expense of mission readiness by |
decreasing training and restricting leave. Leave and training restrictions are driven by mission
activities, so certain restrictions are sitandard practice. For example, there are leave restrictiops
during the summer and from August through September for the United Nations General
Assembly. As UD staffing levels declined from 1,396 FTE (1,420 positions) in FY 2011 to
1,343 FTE (1,322 positions) by end of FY 2013, the Secret Service began utilizing various
methods to cover required assignments, while trying to control overtime expenditures. These
methods included the elimination of training, the imposition of more leave restrictions, and the
shifting of officers from other programs to cover critical posts. While these practices have
mitigated some overtime costs, they are unsustainable long-term and negatively impact
operations. The UD hiring planned for FY 2014 and FY 2015 will provide a more sustainable
staffing level of 1,457.

Impact on the Secret Service's Investigative Mission
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Special agents assigned to full-time protective details spend all of their time on protection, while
special agents assigned to the field spend part of their time on protection and part of their time on
investigations. In maintaining the FTE target of 6,690, any surge in protection demand would
require the number of special agents on permanent protective details or in permanent protective
functions to increase. To ensure that protection requirements are fully staffed at all times, the
Secret Service would absorb attrition vacancies in field offices to cover protection assignments.
This decrease in staffing would continue to impact investigations.

1t is important to reiterate that, in addition to the investigative mission, the protective mission
also suffers if staffing levels fall because field agents are forced to work more overtime and
travel more to make up for the loss in staffing. This level of activity increases fatigue and reduce
the amount of time available to develop and sustain long-term investigations. This decrease in
investigative output occurs at a time when the Secret Service is experiencing an increase in the
level of complexity of cyber data breach and financial crime investigations. The chart below
depicts the degradation of investigative output across full campaign cycles because field agents
must meet protective requirements regardless of a reduced staffing level.

Field Special Agent Workload
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Significant decreases in critical investigative functions can be expected if field levels are allowed
to continue to drop as field resources shift to cover emerging protective threats. The projected
average yearly output in hours from FY2014-FY2018 compared with the previous five years,
during which time field oﬁﬁce staffing reached their peak levels, would decrease 21,7 percent. A
loss in investigative capacity would affect the amount of U.S. counterfeit currency seized, the
amount of fraud loss prevented, the number of counterfeit arrests worldwide, and other activities
the Secret Service performs to identify, locate, and apprehend criminal organizations and
individuals targeting the Nation’s critical financial infrastructure and payment systems. This
decline in investigative output comes at a time when criminal investigations are becoming more
complex and transnational in nature.

Impact on the Secret Service's Special Agent Population

Special agents support both the protective and investigative mission as they advance through the
phases of their career. They begin their careers in Secret Service field offices as Phase 1 agents,
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where they receive significant on-the-job training. Ideally, over the course of six to nine years,
special agents develop skills by participating in assignments of increasing complexity and
responsibility in the areas of investigation, protective intelligence, and protective mission
support. After they have developed significant expertise in the areas of advance planning, site
security, protective intelligence investigations and specialized technology, they are eligible to
enter Phase 2 of their careers, which are permanent protective assignments,

As Phase 2 special agents, all of their work is protection related. They experience significant
travel in support of the mission, maintain a very high pace of activity and stress, and are subject
1o ever-changing work schedules. After four to five years in their Phase 2 assignments, special
agents then enter Phase 3 of their career with an assignment to Headquarters, the James J.
Rowley Training Center, or a field office. For the remainder of their career, they work in a
variety of operational assignments across the organization, with some special agents advancing
to supervisory and executive ranks.

The limited hiring of special agents means that fewer will be properly prepared for protective
assignments in future years. As a result, the Secret Service will be forced to staff assignments
with employees who have gained less operational experience than is preferred. By FY 2018,
over 50 percent of those special agents who will be transferred to a permanent protection detail
will have four or fewer years of experience if the current trends continue.

The rate at which Phase 1 special agents are re-assigned to a Phase 2 protection assignment is
driven by mission activities, With protection demands growing as the complexity of threats
evolve, that rate at which Phase 1 special agents are re-assigned to a Phase 2 protection
assignment might outpace the rate of attrition replacement given that new special agents require
seven months of specialized law enforcement training prior to beginning their assignments. This
shift would affect the field office Phase 1 special agent staffing levels, and the Secret Service
might have to use a combination of Phase 1 and Phase 3 special agents to staff permanent
protection assignments. If Phase 3 special agents are re-assigned to a Phase 2 protection
assignment, they are moving backwards in terms of career progression. Potential attrition among
Phase 3 special agents may rise as opportunities for career progression diminish, special agents
experience burnout from the repeated high pace of protection assignments, and opportunities to
enter the Secret Service SES program become more competitive.

Impact on Administrative, Professional, and Technical Personnel

The final majod employec category in the Secret Service is APT. This ¢ategory of Secret Service
employee has declined by 183 FTE (235 positions) since FY 2011, It 13 important to note that
the majority of 'APT personnel perform duties that directly support operational mission. Three
out of four APT positions are law enforcement support positions (e.g., weapon carrying special
officers, physical security specialists and protective support technicians) or critical operational
support (e.g., protective intelligence research specialists, investigative research specialists, and
communication and information technology specialists).

A lack of APT personnel amounts to about 83 thousand work hours annually that is unavailable.
To absorb this decreased support, the Secret Service has shifted resources from critical front line
operations to cover requirements, preventing the organization from deploying personnel with
significant subject matter expertise in protective technology and critical command and control
capabilities.
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V. Conclusion

As an employer, the Secret Service operates in a challenging environment. Executing the Secret
Service’s mission requires significant human capital resources, with employee costs representing
approximately 70 percent of the agency’s budget. Demographic patterns and increasing
operational demands in a constrained budget environment necessitate an effective and
comprehensive human capital strategy.

To address the declining Secret Service staffing levels and sustain the investigative and
protective workloads, additional staffing is necessary to replace normal attrition. For the near-
term (FY 2014 and FY 2015), the Secret Service has developed a workforce plan to address
aftrition replacements with current resources. Maintaining staffing levels at 6,690 FTE,
however, will present gaps in mission execution. For the longer term (FY 2016-FY 2018), the
Secret Service plans to maintain the current level of effort in an uncontrolled threat environment,
but there may be impacts on the Secret Service’s integrated mission. The Secret Service will
continue to evaluate its programmatic and assoctated staffing requirements. Any revised staffing
requirements will be identified in future budget submissions.
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DHS 2015 Survey Results

+ Qver 43,000 employees responded to the 2015 Federal Employee Viewpoint Survey, which was
conducted between April 27 through June 5

- DHS employee engagement index score decreased 1%; government-wide results up 1%

+  USCIS, S&T, MGMT, NPPD, and Office of the Secretary matched or exceeded the government-
wide engagement increase

+  USCG, USCIS, and DNDO are above the government-wide employee engagement indices
+ It appears that TSA and ICE have stabilized

= Survey results reveal that an overwhelming majority or DHS employees recognize their work is
important (85%) and are willing to put in extra effort to get a job done (93%)})
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2015 DHS Component Engagement Score Summary

2015 DHS HCAAF/Engagement Score Comparison

- Resulls-
Color codes indicate score range esulls .
Talent

o ar : - Job
across indices and components S

Performance [Management| Satistaction
Cuilture S

Lower scores appear in red
Higher scores appear in green

Citizenship and Imnugration Services
Customs and Border Protection
Federal Frrergency Manag Ageney

Federal Law Enflorcement Trining Center
Immigration and Custons Enforcement
Management Directoraie

National Protection and Programs Directorate
Office of the Inspector General

Office of the Secretary

Science and Technology

T'ransportation Security Administration
Under Secretary for Intelfi and Analysis
United States Coast Guard

United States Secret Service

Gowvernment-wide
DHS

Homeland
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2015-2014 DHS Component Engagement
Difference Score Summary

: ) Results-
2015-2014 DHS Component HCAFF Difference Score Oriented il
Summary - Knowledge | Performance [Management| Satisfaction

Managemen Culture

Citizenship and Immigration Services
Customs and Border Protection

Federal Erergency Management Agency
Federal Law Enforcenent Training Center
Immigration and Customs Enforcement
Management Directorate

National Protection and Programgs Dircctoyate
Office of the Insp
Office of the Secretary

and Technology

Transportation Security Administration
Under Seceretary for Intelligence and Analysis
United States Coast Guard

United States Secret Service

tor General

Government-wide
DHS

»» Homeland
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MEMORANDUM May 4, 2015
To: I
]

From: I

[ ]

.

]

]
Subject: Federal Law Enforcement of Selected Financial and Computer Crimes

This memorandum responds to your request for the statutory authority of specified federal law
enforcement entities over selected crimes of a financial or computer nature. We identified these statutes in
LexisNexis's U.S. Code Service database, but limited our searches to Titles 11 (Bankruptcy), 12 (Banks
and Banking), 15 (Commerce and Trade), 18 (Crimes and Criminal Procedure), 28 (Judiciary and Judicial
Procedure), and 31 (Money and Finance). Please note that some statutes appear in more than one Table.
Also please note that we did not include any statutes involving the Securities Exchange or the Internal
Revenue Service.

Table 1 lists statutes regarding the Secret Service or Department of Homeland Security, selected by
searching variations of rext(Secret Service) or text((homeland security) w/20 investigat!).

Table 2 lists statutes regarding the FFBI or Attorney General, selected by searching variations of
text(federal bureau of investigation or FBI) or text{{attorney general) w/20 investigat!).

Table 3 lists statutes regarding the Secretary or Department of the Treasury, selected by searching
variations of fext((secretary wi3 treasury) w/20 investigat!), or text(("Office of Terrorism and Financial
Intelligence) or (Financial Crimes Enforcement Network) or fincen).

Table 4 lists statutes regarding Treasury and its component agencies; the Secret Service or Homeland
Security; and the FBI, Attorney General, or Department of Justice. They were selected by searching
variations of fext((secretary) w/p (secret service) w/p (“attorney general" or "federal bureau of
investigation" or fbi)), or text((treasury) and (secret service) and ("attorney general" or "federal bureau
of investigation" or Jbi}) or text{{secretary w/3 “homeland security") and (secretary w/3 treasury) and
(“attorney general" or fbi or “federal bureau of investigation")), or text((treasury) and (“homeland
security") and (*attorney general" or “federal bureau of investigation" or fbi)), or text((treasury) and
("homeland security") and (justice)).

For additional information on investigative authorities of various federal agencies by statute, see the
United States Attorneys’ Manual, Statutes Assigned by Citation available online at

N
ok
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http://www.justice.gov/usam/usam-9-4000-statutes-assigned-citation. Moreover, please be aware that
published and/or internal regulations may convey additional or greater authority than statutory results
stipulate. Finally, although we made every attempt to be comprehensive, some relevant statutes may not
have come up in our searches.

Information in this memorandum is of general interest to Congress. As such, this information may be
provided to other congressional requesters, and may be published in CRS products for general distribution
to Congress at a later date. In any case, your confidentiality as a requester would be preserved.
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Table 1. Secret Service or Department of Homeland Security

12US.C. §
3414 (2015).

Title 12, Banks and Banking. Ch. 35, Right to Financial Privacy.
§ 3414. Special procedures.

(a) Access to financial records for certain intelligence and protective purposes.

{1} Nothing in this title [12 USCS § 340] et seq.] {except sections {115, 1117, 1118, and 1121 [12 USCS
§§ 3415, 3417, 3418, and 34217} shall apply to the production and disclosure of financial records pursuant to
requests from--

{A) a Government authority authorized to conduct foreign counter- or foreign positive-intelligence
activities for purposes of conducting such activities;

{B) the Secret Service for the purpose of conducting its protective functions {18 U.S.C.
3056; 18 U.S.C. 3056A, Public Law 90-331, as amended); or

{CY a Government authority authorized to conduct investigations of, or intelligence or
counterintelligence analyses related to, international terrorism for the purpose of conducting such
investigations or analyses.

(2} In the instances specified in paragraph (1), the Government authority shall submit to the financial
institution the certificate required in section 1 103(b) [12 USCS § 3403(b)] signed by a supervisory official of a
rank designated by the head of the Government authority.

{3) (A If the Government authority described in paragraph (1) or the Secret Service, as the case may be,
certifies that otherwise there may result a danger to the national security of the United States, interference
with a criminal, counterterrorism, or counterintelligence investigation, interference with diplomatic relations,
or danger to the life or physical safety of any person, no financial institution, or officer, employee, or agent of
such institution, shall disclose to any person {other than those to whorm such disclosure is necessary to
comply with the request or an attorney to obtain legal advice or legal assistance with respect to the request)
that the Government authority or the Secret Service has sought or obtained access to a customer's financial
records.

{B) The request shall notify the person or entity to whom the request is directed of the nondisclosure
requirement under subparagraph (A).

{C) Any recipient disclosing to those persons necessary to comply with the request or to an attorney to
obtain legal advice or legal assistance with respect to the request shalt inform such persons of any applicable
nondisclosure requirement. Any person who receives a disclosure under this subsection shall be subject to
the same prohibitions on disclosure under subparagraph (A).

{D) At the request of the authorized Government authority or the Secret Service, any person making or
intending to make a disclosure under this section shall identify to the requesting official of the authorized
Government authority or the Secaret Service the person to whom such disclosure will be made or to whom
such disclosure was made prior to the request, except that nothing in this section shall require a person to
inform the requesting official of the authorized Government authority or the Secret Service of the identity of
an attorney to whom disclosure was made or will be made to obtain fegal advice or legal assistance with
respect to the request for financial records under this subsection.

(4) The Government authority specified in paragraph (1) shall compile an annual tabulation of the
oceasions in which this section was used.

(5) (A) Financial institutions, and officers, employees, and agents thereof, shall comply with a request for a
customer's or entity's financial records made pursuant to this subsection by the Federal Bureau of
investigation when the Director of the Federal Bureau of Investigation {or the Director's designee ina
position not lower than Deputy Assistant Director at Bureau headquarters or a Special Agent in Charge in a
Bureau field office designated by the Director} certifies in writing to the finandial institution that such records
are sought for foreign counter intelligence fcounterintellizgencel purposes to protect against international
terrorism or clandestine intelligence activities, provided that such an investigation of a United States person
is not conducted solely upon the basis of activities protected by the first amendment to the Constitution of
the United States.

{B) The Federal Bureau of Investigation may disseminate information obtained pursuant to this paragraph
only as provided in guidelines approved by the Attorney General for foreign intelligence collection and
foreign counterintelligence investigations conducted by the Federal Bureau of Investigation, and, with respect
to dissemination to an agency of the United States, only if such information is clearly relevant to the
authorized responsibilities of such agency.

{C) On the dates provided in section 507 of the National Security Act of 1947 [50 USCS § 415b}, the
Attorney General shall fully inform the congressional intellisence committees {as defined in section 3 of that
Act (50 U.S.C. 401a)) concerning all requests made pursuant to this paragraph.
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{D) Prohibition of certain disclosure.

() If the Director of the Federal Bureau of Investigation, or his designee in a position not lower than
Deputy Assistant Director at Bureau headquarters or a Spedal Agent in Charge in a Bureau field office
designated by the Director, certifies that otherwise there may result a danger to the national security of the
United States, interference with a criminal, counterterrorism, or counterintelligence investigation,
interference with diplomatic relations, or danger to the life or physical safety of any person, no financial
institution, or officer, employee, or agent of such institution, shall disclose to any person {other than those
to whom such disclosure is necessary to comply with the request or an attorney to obtain legal advice or
legal assistance with respect to the request) that the Federal Bureau of Investigation has sought or obtained
access to a customer's or entity's financial records under subparagraph (A).

(ii) The request shall notify the person or entity to whom the request is directed of the nondisclosure
requirement under clause {i).

(it} Any recipient disclosing to those persons necessary to comply with the request or to an attorney
to obtain legal advice or legal assistance with respect to the request shall inform such persons of any
applicable nondisclosure requirement. Any person who receives a disclosure under this subsection shall be
subject to the same prohibitions on disclosure under dause (i}

{iv) At the request of the Director of the Federal Bureau of Investigation or the designee of the
Director, any person making or intending to make a disclosure under this section shall identify to the
Director or such designee the person to whom such disclosure will be made or to whom such disclosure
was made prior to the request, except that nothing in this section shall require a person to inform the
Director or such designee of the identity of an attorney to whom disclosure was made or will be made to
obtain legal advice or legal assistance with respect to the request for financial records under subparagraph
(A).

15US.C. §
1116 (2015).

Title 15, Commerce and Trade. Ch. 22, Trademarks.
§ 1116, Injunctive relief.
(d) Civil actions arising out of use of counterfeit marks.

(9) The court shall order that service of a copy of the order under this subsection shall be made by a Federal
law enforcement officer (such as a United States marshal or an officer or agent of the United States Customs
Service, Secret Service, Federal Bureau of Investigation, or Post Office) or may be made by a State or local
law enforcement officer, who, upon making service, shall carry out the seizure under the order.

18US.C.§
514 (2015).

Title 18, Crimes and Criminal Procedure. Part I, Crimes. Ch. 25, Counterfeiting and Forgery.
§ 5 14. Fictitious obligations.

a) Whoever, with the intent to defraud--

(1) draws, prints, processes, produces, publishes, or otherwise makes, or attempts or causes the same,
within the United States;

(2) passes, utters, presents, offers, brokers, issues, sells, or attempts or causes the same, or with like intent
possesses, within the United States; or

(3) utilizes interstate or foreign commerce, including the use of the mails or wire, radio, or other
electronic communication, to transmit, transport, ship, move, transfer, or attempts or causes the same, to,
from, or through the United States,

any false or fictitious instrument, document, or other item appearing, representing, purporting, or contriving
through scheme or artifice, to be an actual security or other financial instrument issued under the authority
of the United States, a foreign government, a State or other political subdivision of the United States, or an
organization, shall be guilty of a class B felony.

(<) The United States Secret Service, in addition to any other agency having such authority,
shall have authority to investigate offenses under this section.

18US.C.§
1029 (2015).

Title 18, Crimes and Criminal Procedure. Part I, Crimes. Ch. 47, Fraud and False Statements.

§ 1029. Fraud and related activity in connection with access devices.
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(a) Whoever--

(1) knowingly and with intent to defraud produces, uses, or traffics in one or more counterfeit access
devices;

(2) knowingly and with intent to defraud traffics in or uses one or more unauthorized access devises
during any one-year period, and by such conduct obtains anything of value aggregating $ 1,000 or more
during that period;

(3) knowingly and with intent to defraud possesses fifteen or more devices which are counterfeit or
unauthorized access devices:

(4) knowingly, and with intent to defraud, produces, traffics in, has control or custody of, or possesses
device-making equipment;

(5) knowingly and with intent to defraud effects transactions, with | or more access devices issued to
another person or persons, to receive payment or any other thing of value during any |-year period the
aggregate value of which is equal to or greater than $ 1,000,

(6) without the authorization of the issuer of the access device, knowingly and with intent to defraud
solicits a person for the purpose of--

{A) offering an access device; or
(B) selling information regarding or an application to obtain an access device;

(7) knowingly and with intent to defraud uses, produces, traffics in, has control or custody of, or possesses
a telecommunications instrument that has been modified or altered to obtain unauthorized use of
telecommunications services;

(8) knowingly and with intent to defraud uses, produces, traffics in, has control or custody of, or possesses
a scanning receiver;

(9) knowingly uses, produces, traffics in, has control or custody of, or possesses hardware or software,
knowing it has been configured to insert or modify telecommunication identifying information associated
with or contained in a telecommunications instrument so that such instrument may be used to obtain
telecommunications service without authorization; or

(10) without the authorization of the credit card system member or its agent, knowingly and with intent to
defraud causes or arranges for another person to present to the member or its agent, for payment, | or
more evidences or records of transactions made by an access device;

shall, if the offense affects interstate or foreign commerce, be punished as provided in subsection {c) of this
section.

(d} The United States Secret Service shall, in addition to any other agency having such
authority, have the authority to investigate offenses under this section. Such authority of the
United States Secret Service shall be exercised in accordance with an agreement which shall
be entered into by the Secretary of the Treasury and the Attorney General.

18US.C. §
1030 (2015).

Title 18, Crimes and Criminal Procedure. Part I, Crimes. Ch. 47, Fraud and False Statements.
§ 1030. Fraud and related activity in connection with computers.

(a) Whoever--

(1) having knowingly accessed a computer without authorization or exceeding authorized access, and by
means of such conduct having obtained information that has been determined by the United States
Government pursuant to an Executive order or statute to require protection against unauthorized disclosure
for reasans of national defense or foreign relations, or any restricted data, as defined in paragraph y.[(y)] of
section | | of the Atomic Energy Act of 1954 [42 USCS § 2014(y)], with reason to believe that such
information so obtained could be used to the injury of the United States, or to the advantage of any foreign
nation willfully communicates, delivers, transmits, or causes to be communicated, delivered, or transmitted,
or attempts to communicate, deliver, transmit or cause to be communicated, delivered, or transmitted the
same to any person not entitled to receive it, or willfully retains the same and fails to deliver it to the officer
or employee of the United States entitled to receive it;

(2) intentionally accesses a computer without authorization or exceeds authorized access, and thereby
obtains--

{A) information contained in a financial record of a financial institution, or of a card issuer as defined in
section 1602(n) of tide |5, or contained in 2 file of a consumer reporting agency on a consumer, as such
terms are defined in the Fair Credit Reporting Act (15 US.C. 1681 et seq.);

(B) information from any department or agency of the United States; or

{C) information from any protected computer;

(3) intentionally, without authorization to access any nonpublic computer of a department or agency of the
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United States, accesses such a computer of that department or agency that is exclusively for the use of the
Government of the United States or, in the case of a computer not exclusively for such use, is used by or for
the Government of the United States and such conduct affects that use by or for the Government of the
United States;

(4) knowingly and with intent to defraud, accesses a protected computer without authorization, or
exceeds authorized access, and by means of such conduct furthers the intended fraud and obtains anything of
value, unless the object of the fraud and the thing obtained consists only of the use of the computer and the
value of such use is not more than $ 5,000 in any [-year period;

(5) (A) knowingly causes the transmission of a program, information, code, or command, and as a result of
such conduct, intentionally causes damage without authorization, to a protected computer;

{B) intentionally accesses a protected computer without authorization, and as a result of such conduct,
reckiessly causes damage; or

{C) intentionally accesses a protected computer without autherization, and as a result of such conduct,
causes damage and loss.[;]}

(6) knowingly and with intent to defraud traffics (as defined in section 1029 [18 USCS § 1029]) in any
password or similar information through which a computer may be accessed without authorization, if--

{A) such trafficking affects interstate or foreign commerce; or

(B} such computer is used by or for the Government of the United States; [or]

(7) with intent to extort from any person any money or other thing of value, transmits in interstate or
foreign commerce any communication containing any--

(A) threat to cause damage to a protected computer;

{B) threat to obtain information from a protected computer without authorization or in excess of
authorization or to impair the confidentiality of information obtained from a protected computer without
authorization or by exceeding authorized access: or

{C) demand or request for money or other thing of value in relation to damage to a protected
computer, where such damage was caused to facilitate the extortion;

shall be punished as provided in subsection {c} of this section.

(d) (1) The United States Secret Service shall, in addition to any other agency having such
authority, have the authority to investigate offenses under this section.

18US.C.§
1956 (2015).

Title 18, Crimes and Criminal Procedure. Part |, Crimes. Ch. 95, Racketeering.
§ 1956. Laundering of monetary instruments.

(a){}) Whoever, knowing that the property involved in a financial transaction represents the proceeds of
some form of unlawful activity, conducts or attempts to conduct such a finandial transaction which in fact
involves the proceeds of specified unlawful activity--
{A) (i) with the intent to promote the carrying on of specified unlawful activity; or
(i) with intent to engage in conduct constituting a violation of section 7201 or 7206 of the Internal
Revenue Code of 1986 [26 USCS § 72Clor 7206]: or
(B) knowing that the transaction is designed in whole or in part--
(i) to conceal or disguise the nature, the location, the source, the ownership, or the control of the
proceeds of specified unlawful activity; or
(if) to avoid a transaction reporting requirement under State or Federal law,

shall be sentenced to a fine of not more than $ 500,000 or twice the value of the property involved in the
transaction, whichever is greater, or imprisonment for not more than twenty years, or both. For purposes of
this paragraph, a financial transaction shall be considered to be one involving the proceeds of specified
unlawful activity if it is part of a set of parallel or dependent transactions, any one of which involves the
proceeds of specified unlawful activity, and all of which are part of a single plan or arrangement.

(2) Whoever transports, transmits, or transfers, or attempts to transport, transmit, or transfer a monetary
instrument or funds from a place in the United States to or through a place outside the United States or to a
place in the United States from or through a place outside the United States--

(A) with the intent to promote the carrying on of specified unlawful activity; or
(B) knowing that the monetary instrument or funds involved in the transportation represent the
proceeds of some form of unlawful activity and knowing that such transportation, transmission, or transfer is
designed in whole or in part--
(i) to conceal or disguise the nature, the location, the source, the ownership, or the control of the
proceeds of specified unlawful activity; or
{ii) to avoid a transaction reporting requirement under State or Federal law,
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shall be sentenced to a fine of not more than $ 500,000 or twice the value of the monetary instrument or
funds involved in the transportation, transmission, or transfer, whichever is greater, or imprisonment for not
more than twenty years, or both. For the purpose of the offense described in subparagraph (B), the
defendant’s knowledge may be established by proof that a law enforcement officer represented the matter
specified in subparagraph (B) as true, and the defendant’s subsequent statements or actions indicate that the
defendant believed such representations to be true.
(3) Whoever, with the intent--
(A) to promote the carrying on of specified unlawful activity;
(B) to conceal or disguise the nature, location, source, ownership, or control of property believed to be
the proceeds of specified unlawful activity; or
{C) to avoid a transaction reporting requirement under State or Federal law,
conducts or attempts to conduct a financial transaction involving property represented to be the proceeds
of specified unlawful activity, or property used to conduct or fadilitate specified unlawful activity, shall be
fined under this title or imprisoned for not more than 20 years, or both. For purposes of this paragraph and
paragraph (2), the term "represented” means any representation made by a law enforcement officer or by
another person at the direction of, or with the approval of, a Federal official authorized to investigate or
prosecute violations of this section.

{e) Violations of this section may be investigated by such components of the Department of Justice as
the Attorney General may direct, and by such components of the Department of the Treasury as the
Secretary of the Treasury may direct, as appropriate, and, with respect to offenses over which the
Department of Homeland Security has jurisdiction, by such components of the Department of
Homeland Security as the Secretary of Homeland Security may direct, and, with respect to
offenses over which the United States Postal Service has jurisdiction, by the Postal Service, Such autherity of
the Secretary of the Treasury, the Secretary of Homeland Security, and the Postal Service shall be exercised
in accordance with an agreement which shall be entered into by the Secretary of the Treasury, the Secretary
of Homeland Security, the Postal Service, and the Attorney General, Violations of this section involving
offenses described in paragraph (c)(7)(E) may be investigated by such components of the Department of
Justice as the Attorney General may direct, and the National Enforcement Investigations Center of the
Environmental Protection Agency.

18US.C. §
3056 (2015).

Title, 18, Crimes and Criminal Procedure. Part i1, Criminal Procedure. Ch. 203, Arrest and
Commitment.

§ 3056. Powers, authorities, and duties of United States Secret Service.

(b) Under the direction of the Secretary of Homeland Security, the Secret Service is
authorized to detect and arrest any person who violates--

(1) section 508, 509, 510, 871, or 879 of this title [18 USCS § 508, 509, 510, 871, or 879] or, with respect
to the Federal Deposit Insurance Corporation, Federal land banks, and Federal land bank assodiations,
section 213, 216, 433, 493, 657, 709, 1006, 1007, 1011, 1013, 1014, 1907, or 1909 of this title [I8 USCS §
213,216, 433, 493, 657, 709, 1006, 1007, 1011, 1013, 1014, 1907, or 1909};

(2) any of the laws of the United States relating to coins, obligations, and securities of the United States
and of foreign governments; or

(3) any of the laws of the United States relating to electronic fund transfer frauds, access device frauds,
false identification documents or devices, and any fraud or other criminal or unlawful activity in or against
any federally insured financial institution; except that the authority conferred by this paragraph shall be
exercised subject to the agreement of the Attorney General and the Secretary of Homeland Security and
shall not affect the authority of any other Federal law enforcement agency with respect to those laws.

(<) (1) Under the direction of the Secretary of Homeland Security, officers and agents of the
Secret Service are authorized to--

{A) execute warrants issued under the laws of the United States;

(B} carry firearms;

{C) make arrests without warrant for any offense against the United States committed in their presence,
or for any felony cognizable under the laws of the United States if they have reasonable grounds to believe
that the person to be arrested has committed or is committing such felony;

(D) offer and pay rewards for services and information leading to the apprehension of persons involved
in the violation or potential violation of those provisions of law which the Secret Service is authorized to
enforce;

(E) pay expenses for unforeseen emergencies of a confidential nature under the direction of the
Secretary of Homeland Security and accounted for solely on the Secretary's certificate; and
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{F) perform such other functions and duties as are authorized by law.

18US.C. §
3056A
(2015).

Title, 18, Crimes and Criminal Procedure. Part i1, Criminal Procedure. Ch. 203, Arrest and
Commitment.

§ 3056A. Powers, authorities, and duties of United States Secret Service.

{b} (1) Under the direction of the Director of the Secret Service, members of the United
States Secret Service Uniformed Division are authorized to--

{A) carry firearms;

{B)} make arrests without warrant for any offense against the United States committed in their presence,
or for any felony cognizable under the laws of the United States if they have reasonable grounds to believe
that the person to be arrested has committed or is committing such felony; and

{C) perform such other functions and duties as are authorized by law.

{2) Members of the United States Secret Service Uniformed Division shall possess privileges and powers
similar to those of the members of the Metropolitan Police of the District of Columbia,

Source: LexisNexis U.S. Code Service database
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Table 2. Federal Bureau of Investigation or Attorney General

12US8.C. §
3414 (2015).

Title 12, Banks and Banking. Ch. 35, Right to Financial Privacy.
§ 3414. Special procedures,

(a) Access to financial records for certain intelligence and protective purposes.

(1) Nothing in this tile [12 USCS §§ 340! et seq.] {except sections 1115, 1117, 1118, and 1121 [12 USCS
§ 3415, 3417, 3418, and 3421]) shall apply to the production and disclosure of financial records pursuant to
requests frome--

(A) a Government authority authorized to conduct foreign counter- or foreign positive-intelligence
activities for purposes of conducting such activities;

{B) the Secret Service for the purpose of conducting its protective functions (18 U.S.C. 3056; 18 U.S.C.
3056A, Public Law 90-331, as amended); or

(C) a Government authority authorized to conduct investigations of, or intelligence or
counterintelligence analyses related to, international terrorism for the purpose of conducting such
investigations or analyses.

{2) In the instances specified in paragraph (1), the Government authority shall submit to the financial
institution the certificate required in section 1103(b) T12 USCS § 3403(b)] signed by a supervisory official of a
rank designated by the head of the Government authority.

(3} {A) K the Government authority described in paragraph (1) or the Secret Service, as the case may be,
certifies that otherwise there may result a danger to the national security of the United States, interference
with a criminal, counterterrorism, or counterintelligence investigation, interference with diplomatic relations,
or danger to the life or physical safety of any person, no finandial institution, or officer, employee, or agent of
suich institution, shall disclose to any person {other than those to whom such disclosure is necessary to
cormply with the request or an attorney to obtain legal advice or legal assistance with respect to the request)
that the Government authority or the Secret Service has sought or obtained access to a customer's financial
records.

(B) The request shall notify the person or entity to whom the request is directed of the nondisciosure
requirement under subparagraph (A).

{C) Any recipient disclosing to those persons necessary to comply with the request or to an attorney to
obtain legal advice or legal assistance with respect to the request shall inform such persons of any applicable
nondisclosure requirement. Any person who receives a disdosure under this subsection shall be subject to
the same prohibitions on disclosure under subparagraph (A}.

{D) At the request of the authorized Government authority or the Secret Service, any person making or
intending to make a disclosure under this section shall identify to the requesting official of the authorized
Government authority or the Secret Service the person to whom such disclosure will be made or to whom
such disclosure was made prior to the request, except that nothing in this section shall require a person to
inform the requesting official of the authorized Government authority or the Secret Service of the identity of
an attorney to whom disclosure was made or will be made to obtain legal advice or legal assistance with
respect to the request for financial records under this subsection.

(4) The Government authority specified in paragraph (1) shall compile an annual tabulation of the
occasions in which this section was used.

{5) {A) Financial institutions, and officers, employees, and agents thereof, shall comply with a
request for a customer’s or entity’s financial records made pursuant to this subsection by the
Federal Bureau of Investigation when the Director of the Federal Bureau of investigation (or
the Director's designee in a position not lower than Deputy Assistant Director at Bureau
headguarters or a Special Agent in Charge in a Bureau field office designated by the Director)
certifies in writing to the financial institution that such records are sought for foreign counter
intelligence [counterintelligence] purposes te protect against international terrorism or
clandestine intelligence activities, provided that such an investigation of a2 United States person
is not conducted solely upon the basis of activities protected by the first amendment to the
Constitution of the United States.

{B) The Federal Bureau of Investigation may disseminate information obtained pursuant to
this paragraph only as provided in guidelines approved by the Attorney General for foreign
intelligence collection and foreign counterintelligence investigations conducted by the Federal
Bureau of Investigation, and, with respect to dissemination to an agency of the United States,
only if such information is clearly relevant to the authorized responsibilities of such agency.

{C) On the dates provided in section 507 of the National Security Act of 1947 [50 USCS § 415b], the
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Attorney General shall fully inform the congressional intelligence committees (as defined in section 3 of that
Act (50 US.C. 401a)) concerning all requests made pursuant to this paragraph,
{D) Prohibition of certain disclosure.

(i} If the Director of the Federal Bureau of Investigation, or his designee in a position not lower than
Deputy Assistant Director at Bureau headquarters or a Special Agent in Charge in a Bureau field office
designated by the Director, certifies that otherwise there may result a danger to the national security of the
United States, interference with a criminal, counterterrorism, or counterintelligence investigation,
interference with diplomatic relations, or danger to the life or physical safety of any person, no financial
institution, or officer, employee, or agent of such institution, shall disclose to any person (other than those
to whom such disclosure is necessary to comply with the request or an attorney to obtain legal advice or
legal assistance with respect to the request) that the Federal Bureau of Investigation has sought or obtained
access to a customer's or entity’s financial records under subparagraph {A).

(it) The request shall notify the person or entity to whom the request is directed of the nondisclosure
requirement under clause {i}.

{iii} Any recipient disclosing to those persons necessary to comply with the request or to an attorney
to obtain legal advice or legal assistance with respect to the request shall inform such persons of any
applicable nondisclosure requirement. Any person who receives a disclosure under this subsection shall be
subject to the same prohibitions on disclosure under clause (i),

{iv} At the request of the Director of the Federal Bureau of investigation or the designee of the
Director, any person making or intending to make a disclosure under this section shall identify to the
Director or such designee the person to whom such disclosure will be made or to whom such disclosure
was made prior to the request, except that nothing in this section shall require a person to inform the
Director or such designee of the identity of an attorney to whom disciosure was made or will be made to
obtain legal advice or legal assistance with respect to the request for financial records under subparagraph
(A).

12US.C. §
5234 (2015).

Title 12, Banks and Banking. Ch. 52, Emergency Economic Stabilization Troubled Assets Relief
Program.

§ 5234, Cooperation with the FBL.

Any Federal financial regulatory agency shall cooperate with the Federal Bureau of Investigation and
other law enforcement agendies investigating fraud, misrepresentation, and malfeasance with respect to
development, advertising, and sale of financial products.

12US.C. §
5562 (2015).

Title 12, Banks and Banking. Ch. 53, Wall Street Reform and Consumer Protection Bureau of
Consumer Financial Protection Enforcement Powers.

§ 5562. Investigations and administrative discovery.

{a} loint investigations.

{1} In general. The Bureau or, where appropriate, a Bureau investigator, may engage in joint investigations
and requests for information, as authorized under this title.

{2} Fair lending. The authority under paragraph {1} includes matters relating to fair lending, and where
appropriate, joint investigations with, and requests for information from, the Secretary of Housing and Urban
Development, the Attorney General of the United States, or both.

12US.C. §
5564 (2015).

Title 12, Banls and Banking. Ch. 53, Wall Street Reform and Consumer Protection Bureau of
Consumer Financial Protection Enforcement Powers.

§ 5564. Litigation authority.

{d) Notice to the Attorney General.

{1 In general. When commencing a civil action under Federal consumer financial law, or any rule
thereunder, the Bureau shall notify the Attorney General and, with respect to a civil action against an insured
depository institution or insured credit union, the appropriate prudential regulator.

(2) Notice and coordination,

{A) Notice of other actions. In addition to any notice required under paragraph (1), the Bureau shall
notify the Attorney General concerning any action, suit, or proceeding to which the Bureau is a party, except
an action, suit, or proceeding that Involves the offering or provision of consumer financial products or
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services.

(B) Coordination. In order to avoid conflicts and promote consistency regarding litigation of
matters under Federal law, the Attorney General and the Bureau shall consult regarding the
coordination of investigations and proceedings, induding by negotiating an agreement for coordination
by not later than 180 days after the designated transfer date. The agreement under this subparagraph shall
include provisions to ensure that parallel investigations and proceedings involving the Federal consumer
financial faws are conducted in a manner that avoids conflicts and does not impede the ability of the Attorney
General to prosecute violations of Federal criminal laws.

{C) Rule of construction. Nothing in this paragraph shall be construed to limit the authority of the
Bureau under this title, including the authority to interpret Federal consumer financial law.

15US.C. §
1116 (2015).

Title 15, Commerce and Trade. Ch. 22, Trademarks.
§ 1116, Injunctive relief.
{d) Civil actions arising out of use of counterfeit marks.

{9) The court shall order that service of a copy of the order under this subsection shall be made by a Federal
law enforcement officer (such as a United States marshal or an officer or agent of the United States Customs
Service, Secret Service, Federal Bureau of Investigation, or Post Office) or may be made by a State or
local law enforcement officer, who, upon making service, shall carry out the seizure under the order.

15 USCS §
1173 (2015).

Title 15, Commerce and Trade. Ch. 24, Transportation of Gambling Devices.
§ 1173, Registration of manufacturers and dealers.

{a) Activities requiring registration; contents of registration statement.

{1} It shall be unlawful for any person engaged in the business of manufacturing gambling devices, if the
activities of such business in any way affect interstate or foreign commerce, to manufacture any gambling
device during any calendar year, unless, after November 30 of the preceding calendar year, and before the
date on which such device is manufactured, such person has registered with the Attorney General under this
subsection, regardless of whether such device ever enters interstate or foreign commerce.

{f) Authority of Federal Bureau of Investigation. Agents of the Federal Bureau of Investigation shall;
at any place designated pursuant to subsection {a}{4){C) of this secticn by any person required to register by
subsection (a) of this section, at all reasonable times, have access to and the right to copy any of the records
required to be kept by this section, and, in case of refusal by any person registered under such subsection {a)
to allow inspection and copying of such records, the United States districe court for the district in which
such place is located shall have jurisdiction to issue an order compelling production of such records for
inspection or copying.

15US.C. §
1681u (2015).

Title 15, Commerce and Trade. Ch. 41, Consumer Credit Protection Credit Reporting
Agencies.

§ 168 lu. Disclosures to FBI for counterintelligence purposes.

{a} identity of financial institutions. Notwithstanding section 604 [ 18 USCS § 1681b1 or any other provision
of this title [15 USCS & 1681 et seq.], 3 consumer reporting agency shall furnish to the Federal Bureau of
Investigation the names and addresses of all financial institutions {as that term is defined in section 1101} of
the Right to Finandial Privacy Act of 1978 112 USCS § 34017) at which a consumer maintains or has
maintained an account, to the extent that information is in the files of the agency, when presented with a
written request for that information, signed by the Director of the Federal Bureau of Investigation, or the
Director's designee in a position not lower than Deputy Assistant Director at Bureau headquarters or a
Special Agent in Charge of a Bureau field office designated by the Director, which certifies compliance with
this section. The Director or the Director's designee may make such a certification only if the Director or
the Director's designee has determined in writing, that such information is sought for the conduct of an
authorized investigation to protect against international terrorism or clandestine intelligence activites,
provided that such an investigation of a United States person is not conducted sclely upon the basis of
activities protected by the first amendment to the Constitution of the United States.

(b) Identifying information. Notwithstanding the provisions of section 604 [I5 USCS § 1681b] or any other
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provision of this title [15 USCS & 1681et seq.], a consumer reporting agency shall furnish identifying
information respecting a consumer, limited to name, address, former addresses, places of employment, or
former places of employment, to the Federal Bureau of Investigation when presented with a written request,
signed by the Director or the Director's designee in a position not lower than Deputy Assistant Director at
Bureau headquarters or a Special Agent in Charge of a Bureau field office designated by the Director, which
certifies compliance with this subsection. The Director or the Director's designee may make such a
certification only if the Director or the Director's designee has determined in writing that such information
is sought for the conduct of an authorized investigation to protect against international terrorism or
clandestine intelligence activities, provided that such an investigation of a United States person is not
conducted solely upon the basis of activities protected by the first amendment to the Constitution of the
United States.

(¢} Court order for disclosure of consumer reports. Notwithstanding section 604 [15 USCS § 1681b] or any
other provision of this titte [15 USCS §§ 1681 et seq.l, if requested in writing by the Director of the Federal
Bureau of Investigation, or a designee of the Director in a position not lower than Deputy Assistant Director
at Bureau headquarters or a Special Agent in Charge in a Bureau field office designated by the Director, a
court may issue an order ex parte directing a consumer reporting agency to furnish a consumer report to
the Federal Bureau of Investigation, upon a showing in camera that the consumer report is sought for the
conduct of an authorized investigation 1o protect against international terrorism or clandestine intelligence
activities, provided that such an investigation of a United States person is not conducted solely upon the
basis of activities protected by the first amendment to the Constitution of the United States. The terms of an
order issued under this subsection shall not disclose that the order is issued for purposes of a
counterintelligence investigation,

{d) Confidentiality.

{1} If the Director of the Federal Bureau of Investigation, or his designee in a position not lower than
Deputy Assistant Director at Bureau headquarters or a Special Agent in Charge in a Bureau field office
designated by the Director, certifies that otherwise there may result a danger to the national security of the
United States, interference with a criminal, counterterrorism, or counterintelligence investigation,
interference with diplomatic relations, or danger to the life or physical safety of any person, no consumer
reporting agency or officer, employee, or agent of a consumer reporting agency shall disclose to any person
{other than those to whom such disclosure is hecessary to comply with the reguest or an attorney to obtain
legal advice or legal assistance with respect to the request) that the Federal Bureau of Investigation has
sought or obtained the identity of financial institutions or a consumer report respecting any consumer under
subsection {a), (b}, or {c), and no consumer reporting agency or officer, employee, or agent of a consumer
reporting agency shall include in any consumer report any information that would indicate that the Federal
Bureau of Investigation has sought or obtained such information on a consumer report,

(2} The request shall notify the person or entity to whom the request is directed of the nondisclosure
requirement under paragraph {1}

(3} Any recipient disclosing to those persons necessary to comply with the request or to an attorney to
obtain legal advice or legal assistance with respect to the request shall inform such persons of any applicable
nondisclosure requirement. Any person who receives a disclosure under this subsection shall be subject to
the same prohibitions on disclosure under paragraph (1).

{4) At the request of the Director of the Federal Bureau of Investigation or the designee of the Director,
any person making or intending to make a disclosure under this section shall identify to the Director or such
designee the person to whom such disclosure will be made or to whom such disclosure was made prior to
the request, except that nothing in this section shall require a person to inform the Director or such
designee of the identity of an attorney to whom disclosure was made or will be made to obtain legal advice
or legal assistance with respect to the request for the identity of financial institutions or a consumer report
respecting any consumer under this section.

{e} Payment of fees. The Federal Bureau of Investigation shall, subject to the availability of appropriations, pay
to the consumer reporting agency assembling or providing report or information in accerdance with
procedures established under this section a fee for reimbursement for such costs as are reasonably
necessary and which have been directly incurred in searching, reproducing, or transporting books, papers,
records, or other data required or requested to be produced under this section.

{f) Limit on dissemination. The Federal Bureau of Investigation may not disseminate information obtained
pursuant to this section outside of the Federal Bureau of Investigation, except to other Federal agendies as
may be necessary for the approval or conduct of a foreign counterintelligence investigation, or, where the
information concerns a person subject to the Uniform Code of Military Justice, to appropriate investigative
authorities within the military department concerned as may be necessary for the conduct of a joint foreign
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counterintelligence investigation.

{g) Rules of construction. Nothing in this section shall be construed to prohibit information from being
furnished by the Federal Bureau of Investigation pursuant to a subpoena or court order, in connection with a
judicial or administrative proceeding to enforce the provisions of this Act. Nothing in this section shall be
construed to authorize or permit the withholding of information from the Congress.

(k) Good-faith exception. Notwithstanding any other provision of this title [15 USCS § 1681 et seq ], any
consumer reporting agency or agent or employee thereof making disclosure of consumer reports or
identifving information pursuant to this subsection in good-faith reliance upon a certification of the Federal
Bureau of Investigation pursuant to provisions of this section shall not be liable to any person for such
disclosure under this title, the constitution of any State, or any law or regulation of any State or any political
subdivision of any State.

Title 15, Commerce and Trade. Ch. 41, Consumer Credit Protection Credit Reporting
Agencies.

§ 1681v. Disclosures to governmental agencies for counterterrorism purposes.,

(a) Disclosure. Notwithstanding section 604 [15 USCS § 1681b] or any other provision of this ttle [15 USCS
§§ 1681 et seq.], a consumer reporting agency shall furnish a consumer report of a consumer and all other
information in a consumer's file to a government agency authorized to conduct investigations of, or
intelligence or counterintelligence activities or analysis related to, international terrorism when presented
with a written certification by such government agency that such information is necessary for the agency's
conduct or such investigation, activity or analysis.

{d) Rule of construction. Nothing in section 62& [15 USCS § 1681ul shall be construed to limit
the authority of the Director of the Federal Bureau of investigation under this section.

18US.C.§
158 (2015).

Title 18, Crimes and Criminal Procedure. Part I, Crimes. Ch. 9, Banlaruptcy.

§ 158, Designation of United States attorneys and agents of the Federal Bureau of
Investigation to address abusive reaffirmations of debt and materially fraudulent statements in
bankruptcy schedules.

(a) In general. The Attorney General of the United States shall designate the individuals described in
subsection {b) to have primary responsibility in carrving out enforcement activities in addressing violations of
section 152 or 157 [18 USCS § 152 or 1577 relating to abusive reaffirmations of debt. In addition to
addressing the violations referred to in the preceding sentence, the individuals described under subsection
{b) shall address viclations of section 152 or 157 [18 USCS § |52 or |57] relating to materially fraudulent
statements in bankruptcy schedules that are intentionally false or intentionally misleading.

(b} United States attorneys and agents of the Federal Bureau of Investigation. The individuals referred to in
subsection {a) are--

{1) the United States attorney for each judicial district of the United States; and

{2) an agent of the Federal Bureau of Investigation for each field office of the Federal Bureau of
Investigation.

{c) Bankruptey investigations. Each United States attorney designated under this section shall, in addition to
any other responsibilities, have primary responsibility for carrying out the duties of a United States attorney
under section 3057 [18 USCS § 3057].

{d) Bankruptcy procedures. The bankruptcy courts shall establish procedures for referring any case that may
contain a materially fraudulent statement in a bankruptcy schedule to the individuals designated under this
section.

18US.C. § Title 18, Crimes and Criminal Procedure. Part |, Crimes. Ch. 47, Fraud and False Statements.
1029 (2015).
¢ ) § 1029. Fraud and related activity in connection with access devices.
{a) Whoever--
(1) knowingly and with intent to defraud produces, uses, or traffics in one or more counterfeit access
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devices;

(2) knowingly and with intent to defraud traffics in or uses one or more unauthorized access devises
during any one-year period, and by such conduct obtains anything of value aggregating $ 1,000 or more
during that period;

(3) knowingly and with interit to defraud possesses fifteen or more devices which are counterfeit or
unauthorized access devices;

(4) knowingly, and with intent to defraud, produces, traffics in, has control or custody of, or possesses
device-making equipment;

(5) knowingly and with intent to defraud effects transactions, with | or more access devices issued to
another person or persons, to receive payment or any other thing of value during any l-year pericd the
aggregate value of which is equal to or greater than $ 1,000;

(6) without the authorization of the issuer of the access device, knowingly and with intent to defraud
solicits a person for the purpose of--

(A) offering an access device; or
(B} selling information regarding or an application to obtain an access device:

(7) knowingly and with intent to defraud uses, produces, traffics in, has control or custody of, or possesses
a telecommunications instrument that has been modified or altered to obtain unauthorized use of
telecommunications services;

(8) knowingly and with intent to defraud uses, produces, traffics in, has control or custody of, or possesses
a scanning receiver;

(%) knowingly uses, produces, traffics in, has control or custody of, or possesses hardware or software,
knowing it has been configured to insert or modify telecommunication identifying information associated
with or contained in a telecommunications instrument so that such instrument may be used to obtain
telecommunications service without authorization; or

(10) without the authorization of the credit card system member or its agent, knowingly and with intent to
defraud causes or arranges for another person to present to the member or its agent, for payment, | or
more evidences or records of transactions made by an access device;

shall, if the offense affects interstate or foreign commerce, be punished as provided in subsection (c) of this
section.

{d} The United States Secret Service shall, in addition to any other agency having such authority, have the
authority to investigate offenses under this section. Such authority of the United States Secret Service shall
be exercised in accordance with an agreement which shall be entered into by the Secretary of the Treasury
and the Attorney General.

18US.C.§
1030 (2015).

Title 18, Crimes and Criminal Procedure. Part I, Crimes. Ch. 47, Fraud and False Statements.
§ 1030. Fraud and related activity in connection with computers.

{a) Whoever--

(1) having knowingly accessed a computer without authorization or exceeding authorized access, and by
means of such conduct having obtained information that has been determined by the United States
Government pursuant to an Executive order or statute to require protection against unauthorized disclosure
for reasons of national defense or foreign relations, or any restricted data, as defined in paragraph y.[(y)] of
section || of the Atomic Energy Act of 1954 [42 USCS § 2014(y}], with reason to believe that such
information so obtained could be used to the injury of the United States, or to the advantage of any foreign
nation willfully communicates, delivers, transmits, or causes to be communicated, delivered, or transmitted,
or attempts to communicate, deliver, transmit or cause to be communicated, delivered, or transmitted the
same to any person not entitled to receive it, or willfully retains the same and fails to deliver it to the officer
or employee of the United States entitled to receive it;

(2) intentionally accesses a computer without authorization or exceeds authorized access, and thereby
obtains--

(A) information contained in a financial record of a financial institution, or of a card issuer as defined in
section 1602(n) of title 15, or contained in a file of a consumer reporting agency on a consumer, as stuch
terms are defined in the Fair Credit Reporting Act (15 US.C. 1681 et seq.);

(B) information from any department or agency of the United States; or

{C) information from any protected computer;

(3) intentionally, without authorization to access any nonpublic computer of a department or agency of the
United States, accesses such a computer of that department or agency that is exclusively for the use of the
Government of the United States or, in the case of a computer not exclusively for such use, is used by or for
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the Government of the United States and such conduct affects that use by or for the Government of the
United States;

(4) knowingly and with intent to defraud, accesses a protected computer without authorization, or
exceeds authorized access, and by means of such conduct furthers the intended fraud and obtains anything of
value, unless the object of the fraud and the thing obtained consists only of the use of the computer and the
value of such use is not more than $ 5,000 in any -year period;

(5) (A) knowingly causes the transmission of a program, information, code, or command, and as a resuit of
such conduct, intentionally causes damage without authorization, to a protected computer;

(B) intentionally accesses a protected computer without authorization, and as a result of such conduct,
recklessly causes damage; or

(C) intentionally accesses a protected computer without authorization, and as a result of such conduct,
causes damage and loss.[;]

(8) knowingly and with intent to defraud traffics (as defined in section 1029 [18 USCS § 1029]) in any
password or similar information through which a computer may be accessed without authorization, if--

(A) such trafficking affects interstate or foreign commerce; or

{B) such computer is used by or for the Government of the United States; [or]

(7) with intent to extort from any person any money or other thing of value, transmits in interstate or
foreign commerce any communication containing any--

{A) threat to cause damage to a protected computer;

{B) threat to obtain information from a protected computer without authorization or in excess of
authorization or to impair the confidentiality of information obtained from a protected computer without
authorization or by exceeding authorized access; or

(C) demand or request for money or other thing of value in relation to damage to a protected
computer, where such damage was caused to facilitate the extortion; shall be punished as provided in
subsection {c) of this section.

(d) (1) The United States Secret Service shall, in addition to any other agency having such authority, have the
authority to investigate offenses under this section.

(2) The Federal Bureau of Investigation shall have primary authority to investigate offenses
under subsection (a)(1) for any cases involving espionage, foreign counterintelligence,
information protected against unauthorized disclosure for reasons of national defense or
foreign relations, or Restricted Data (as that term is defined in section | ly of the Atomic
Energy Act of 1954 (42 U.S.C. 2014(y)), except for offenses affecting the duties of the United
States Secret Service pursuant to section 3056(a) of this title [18 USCS § 3056(a)].

{3) Such authority shall be exercised in accordance with an agreement which shall be entered into by the
Secretary of the Treasury and the Attorney General.

1BUSC. §
1952 (2015).

Title 18, Crimes and Criminal Procedure. Part |, Crimes. Ch. 95, Racketeering.
§ 1952, Interstate and foreign travel or transportation in aid of racketeering enterprises.

(a) Whoever travels in interstate or foreign commerce or uses the mail or any facility in interstate or foreign
commerce, with intent to--

(1) distribute the proceeds of any unlawful activity; or

{2) commit any crime of violence to further any unlawful activity; or

(3} otherwise promote, manage, establish, carry on, or fadilitate the promotion, management,
establishment, or carrying on, of any unlawful activity,

and thereafter performs or attempts to perform--

(A) an act described in paragraph (1) or (3) shall be fined under this title, imprisoned not more than 5
years, or both; or

{B) an act described in paragraph (2} shall be fined under this title, imprisoned for not more than 20 years,
or both, and if death results shall be imprisoned for any term of years or for life.

(<) Investigations of violations under this section involving liquor shall be conducted under the
supervision of the Attorney General.
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18USC. §
1956 (2015).

Title 18, Crimes and Criminal Procedure. Part |, Crimes. Ch. 95, Racketeering.
§ 1956, Laundering of monetary instruments.

{e) Violations of this section may be investigated by such components of the Department of
lustice as the Attorney General may direct, and by such components of the Department of the
Treasury as the Secretary of the Treasury may direct, as appropriate, and, with respect to offenses over
which the Department of Homeland Security has jurisdiction, by such components of the Department of
Homeland Security as the Secretary of Homeland Security may direct, and, with respect to offenses over
which the United States Postal Service has jurisdiction, by the Postal Service. Such authority of the Secretary
of the Treasury, the Secretary of Homeland Security, and the Postal Service shall be exerdised in accordance
with an agreement which shall be entered into by the Secretary of the Treasury, the Secretary of MHomeland
Security, the Postal Service, and the Attorney General. Violations of this section involving offenses described
in paragraph (c}{7}E) may be investigated by such components of the Department of lustice as the Attorney
General may direct, and the National Enforcement Investigations Center of the Environmental Protection
Agency.

18US.C. §
1957 (2015).

Title 18, Crimes and Criminal Procedure. Part I, Crimes. Ch. 95, Racketeering.
§ 1957, Engaging in monetary transactions in property derived from specified unlawful activity.

{a) Whoever, in any of the circumstances set forth in subsection {d}, knowingly engages or attempts to
engage in a monetary transaction in criminally derived property that is of a value greater than $ 10,000 and is
derived from specified unlawful activity, shall be punished as provided in subsection (b).

{d) The circumstances referred to in subsection (a) are--

(1} that the offense under this section takes place in the United States or in the special maritime and
territorial jurisdiction of the United States; or

{2} that the offense under this section takes place outside the United States and such special jurisdiction,
but the defendant is a United States persen (as defined in section 3077 of this title [18 USCS § 3077], but
excluding the class described in paragraph (2)(D) of such section).

(e) Violations of this section may be investigated by such components of the Department of
Justice as the Attorney General may direct, and by such components of the Department of the
Treasury as the Secretary of the Treasury may direct, as appropriate, and, with respect to offenses over
which the Department of Homeland Security has jurisdiction, by such components of the Department of
Homeland Security as the Secretary of Homeland Security may direct, and, with respect to offenses over
which the United States Postal Service has jurisdiction, by the Postal Service. Such authority of the Secretary
of the Treasury, the Secretary of Homeland Security, and the Postal Service shall be exercised in accordance
with an agreement which shall be entered into by the Secretary of the Treasury, the Secretary of Homeland
Security, the Postal Service, and the Attorney General.

18US.C. §
1961 (2015).

Titie 18, Crimes and Criminal Procedure. Part I, Crimes. Ch. 98, Racketeer Influenced and
Corrupt Organizations.

§ 1961. Definitions.

As used in this chapter [18 USCS § 1961 et seq.}--

{1} "racketeering activity” means {A) any act or threat involving murder, kidnapping, gambling, arson,
robbery, bribery, extortion, dealing in obscene matter, or dealing in a controlled substance or listed chemical
(as defined in section 102 of the Controlled Substances Act [21 USCS § 8021), which is chargeable under
State faw and punishable by imprisonment for more than one year: (B) any act which is indictable under any
of the following provisions of title 18, United States Code: Section 201 [18 USCS § 2011 (relating to bribery),
section 224 18 USCS § 2241 (relating to sports bribery), sections 471, 472, and 473 T18 USCS §§ 471, 472,
and 4731 (relating to counterfeiting), section 659 [18 USCS § 6597 (relating to theft from interstate shipment)
if the act indictable under section 659 [18 USCS § 6591 is felonious, section 664 18 USCS § 6641 (relating to
embezzlement from pension and welfare funds), sections 891-894 [18 USCS §§ 891 through 8941 (relating to
extortionate credit transactions), section 1028 T18 USCS § 10281 (relating to fraud and related activity in
connection with identification documents), section 1029 [18 USCS § 10291 {relating to fraud and related
activity in connection with access devices), section 1084 [18 USCS § 10841 {relating to the transmission of
gambling information), section 1341 [18 USCS § 13411 (relating to mail fraud), section 1343 [18 USCS §
1343] (relating to wire fraud), section 1344 [18 USCS § 1344] {relating to financial institution fraud), section
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1351 T18 USCS § 13517 {refating to fraud in foreign labor contracting), section 1425 18 USCS § 14251
{relating to the procurement of citizenship or nationalization unlawfully), section 1426 [18 USCS § 14261
{relating to the reproduction of naturalization or citizenship papers), section 1427 [18 USCS § 1427] (relating
1o the sale of nauralization or citizenship papers), sections 1461-1465 [18 USCS §§ 1461 through 14651
{relating to obscene matter), section 1503 [{8 USCS § 15037 (relating to obstruction of justice), section {510
[18 USCS § 15101 (relating to obstruction of criminal investigations), section 1511 [18 USCS § 5111 (relating
to the obstruction of State or local law enforcement), section 1512 [18 USCS § 1512] {relating to tampering
with a witness, victim, or an informant), section 1513 [18 USCS § 1513] {relating to retaliating against a
witness, victim, or an informant), section 1542 [18 USCS § 1542] {relating to false statement in application
and use of passport), section §543 {18 USCS § 15431 (relating to forgery or false use of passport), section
1544 18 USCS § 15441 (relating to misuse of passport), section 1546 [18 USCS § 15461 (relating to fraud
and misuse of visas, permits, and other documents), sections 1581-1592 [18 USCS &§ {581-1592] (relating to
peonage, slavery, and trafficking in persons)|.1, section 1951 [18 USCS § 19517 (relating to interference with
commerce, robbery, or extortion), section 1952 [18 USCS § 1952] (relating to racketeering), section 1953
[18 USCS § 19531 {relating to interstate transportation of wagering paraphernalia), section 1954 [18 USCS §
19541 {relating to unlawful welfare fund payments), section 1955 [18 USCS § 19551 (relating to the
prohibition of iflegal gambling businesses), section 1956 [18 USCS § 1956] (relating to the laundering of
monetary instruments), section 1957 [18 USCS § 19571 (relating to engaging in monetary transactions in
property derived from specified unlawful activity), section 1958 [18 USCS § 1958] (relating to use of
interstate commerce facilities in the commission of murder-for-hire), section 1960 T18 USCS § 1960]
{relating to illegal money transmitters), sections 2251, 2251A, 2252, and 2260 [18 USCS §§

22512251 A, 2252, and 22601 {relating to sexual exploitation of children), sections 2312 and 2313 [18 USCS
§§ 2312 and 23137 {relating to interstate transportation of stolen motor vehicles), sections 2314 and 2315
T18 USCS §§ 2314 and 2315] {relating to interstate transportation of stolen property), section 2318 [18
USCS § 23181 {refating to trafficking in counterfeit labels for phonorecords, computer programs or
computer program documentation or packaging and copies of motion pictures or other audiovisual works),
section 2319 [18 USCS § 23191 (relating to criminal infringement of a copyright), section 2319A 118 USCS §
2319A] (relating to unauthorized fixation of and trafficking in sound recordings and music videos of live
musical performances), section 2320 [18 USCS § 23201 (relating to trafficking in goods or services bearing
counterfeit marks), section 2321 18 USCS § 23211 {relating to trafficking in certain motor vehicles or motor
vehicle parts), sections 2341-2346 [18 USCS §§ 2431-23461 (relating to trafficking in contraband cigarettes),
sections 2421-24 [18 USCS §§ 2421-2424] (relating to white slave traffic), sections 175-178 [18 USCS §§ 175-
1781 {relating to biolegical weapons), sections 229-229F [18 USCS §§ 229-229F! (relating to chemical
weapons), section 831 [18 USCS § 8311 {relating to nuclear materials}, (C) an act which is indictable

under title 29, United States Code, section 186 [ 18 USCS § 1861 {dealing with restrictions on payments and
loans to fabor organizations) or section 50 1{c) {18 USCTS § 501(c)] {relating to embezzlement from union
funds), (D) any offense involving fraud connected with a case under title 1} (except a case under section 157
of this title {18 USCS § 1571}, fraud in the sale of securities, or the felonious manufacture, importation,
receiving, concealment, buying, selling, or otherwise dealing in a controlled substance or listed chemical (as
defined in section 102 of the Controlled Substances Act [21 USCS § 8021), punishable under any law of the
United States, (E) any act which is indictable under the Currency and Foreign Transactions Reporting Act, (F)
any act which is indictable under the lmmigration and Nationality Act, section 274 [8 USCS § 3241 (relating
to bringing in and harboring certain aliens), section 277 [8 USCS § 1327] (relating to aiding or assisting
certain aliens to enter the United States), or section 278 [8 USCS § 13281 {relating to importation of alien
for immoral purpose) if the act indictable under such section of such Act was committed for the purpose of
financial gain, or (G) any act that is indictable under any provision listed in section 2332b(g)(5)(B) [18 USCS §
2332b(e)(5)(B)}

{T) "racketeering investigator” means any attorney or investigator so designated by
the Attorney General and charged with the duty of enforcing or carrying into effect this
chapter [18 USCS §§ 1961 et seq.};

(8 "racketeering investigation” means any inquiry conducted by any racketeering investigator for the
purpose of ascertaining whether any person has been involved in any violation of this chapter [ 18 USCS §§
1961 et sea.l or of any final order, judgment, or decree of any court of the United States, duly entered in any
case or proceeding arising under this chapter [18 USCS §§ 1961 et seq.};

{9) "documentary material" includes any book, paper, document, record, recording, or other material; and

(10) "Attorney General" includes the Attorney General of the United States, the Deputy
Attorney General of the United States, the Associate Attorney General of the United States,
any Assistant Attorney General of the United States, or any employee of the Department of
Justice or any employee of any department or agency of the United States so designated by the
Attorney General to carry out the powers conferred on the Attorney General by this chapter
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T18 USCS §§ 1961 et seq.]. Any department or agency so designated may use in investigations authorized by
this chapter [18 USCS & 1961 et sea.] either the investigative provisions of this chapter [18 USCS §§ 1961 et
seq.] or the investigative power of such department or agency otherwise conferred by law.

18USC.§
23398
(2015).

Title 18, Crimes and Criminal Procedure. Part |, Crimes. Ch. [13B, Terrorism.
§ 2339B. Providing material support or resources to designated foreign terrorist organizations.

(a) Prohibited activities.

(1) Unlawful conduct. Whoever knowingly provides material support or resources to a foreign terrorist
organization, or attempts or conspires to do so, shall be fined under this title or imprisoned not mere than
15 years, or both, and, if the death of any person resuits, shall be imprisoned for any term of years or for life.
To violate this paragraph, a person must have knowledge that the organization is a designated terrorist
organization (as defined in subsection (g)(6)), that the organization has engaged or engages in terrorist
activity (as defined in section 212{a}(3)(B) of the Immigration and Nationality Act [8 USCS § | 182(2)(3%(B)]),
or that the organization has engaged or engages in terrorism (as defined in section 140(d)(2) of the Foreign
Relations Authorization Act, Fiscal Years 1988 and 1989 [22 USCS § 2656f(d)(2)]).

(2} Financial institutions. Except as authorized by the Secretary, any financial institution that becomes
aware that it has possession of, or control over, any funds in which a foreign terrorist organization, or its
agent, has an interest, shall--

{A) retain possession of, or maintain control over, such funds; and
(B) report to the Secretary the existence of such funds in accordance with regulations issued by the
Secretary.

(e} Investigations.

(1) In general. The Attorney General shall conduct any investigation of a possible violation of
this section, or of any license, order, or regulation issued pursuant to this section.

(2) Coordination with the department of the treasury. The Attorney General shall work in coordination
with the Secretary in investigations relating to--

{A) the compliance or noncompliance by a financial institution with the requirements of subsection
{a){2); and
(B) civil penalty proceedings authorized under subsection (b).

(3) Referral. Any evidence of a criminal viclation of this section arising in the course of an investigation by
the Secretary or any other Federal agency shall be referred immediately to the Attorney General for
further investigation. The Attorney General shall timely notify the Secretary of any action taken on referrals
from the Secretary, and may refer investigations to the Secretary for remedial licensing or civil penalty
action.

18US.C.§
2709 (2015).

Title 18, Crimes and Criminal Procedure. Part I, Crimes. Ch. 121, Stored Wire and Electronic
Communications and Transactional Records Access.

§ 2709. Counterintelligence access to telephone toll and transactional records.

{a) Duty to provide, A wire or electronic communication service provider shall comply witha
request for subscriber information and toll billing records information, or electronic
communication transactional records in its custody or possession made by the Director of
the Federal Bureau of Investigation under subsection (b) of this section.

{b) Required certification. The Director of the Federal Bureau of Investigation, or his designee in a position
not lower than Deputy Assistant Director at Bureau headquarters or a Special Agent in Charge in a Bureau
field office designated by the Director, may--

{1) request the name, address, fength of service, and local and long distance toll billing records of a person
or entity if the Director {or his designee) certifies in writing to the wire or electronic communication service
provider to which the request is made that the name, address, length of service, and toll billing records
sought are relevant to an authorized investigation to protect against international terrorism or clandestine
intelligence activities, provided that such an investigation of a United States person is not conducted sclely
on the basis of activities protected by the first amendment to the Constitution of the United States; and

{2) request the name, address, and length of service of a person or entity if the Director (or his designee)
certifies in writing to the wire or electronic communication service provider to which the request is made
that the information sought is relevant to an authorized investigation to protect against international
terrorism or clandestine intelligence activities, provided that such an investigation of a United States person
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is not conducted solely upon the basis of activities protected by the first amendment to the Constitution of
the United States.

{c) Prohibition of certain disclosure.

(1) If the Director of the Federal Bureau of Investigation, or his designee in a position not lower than
Deputy Assistant Director at Bureau headquarters or a Special Agent in Charge in a Bureau field office
designated by the Director, certifies that otherwise there may result a danger to the national security of the
United States, interference with a criminal, counterterrorism, or counterintelligence investigation,
interference with diplomatic relations, or danger to the life or physical safety of any person, no wire or
electronic communications service provider, or officer, employee, or agent thereof, shall disclose to any
person {other than those to whom such disclosure is necessary to comply with the request or an attorney
to obtain legal advice or legal assistance with respect to the reguest) that the Federal Bureau of
Investigation has sought or obtained access to information or records under this section.

{2} The request shall notify the person or entity to whom the request is directed of the nondisclosure
requirement under paragraph (1).

{3} Any recipient disclosing to those persons necessary to comply with the request or to an attorney to
obtain legal advice or legal assistance with respect to the request shall inform such person of any applicable
nondisclosure requirement, Any parson who receives a disclosure under this subsection shall be subject to
the same prohibitions on disclosure under paragraph (1),

{4) At the request of the Director of the Federal Bureau of Investigation or the designee of the Director,
any person making or intending to make a disclosure under this section shall identify to the Director or such
designee the person to whom such disclosure will be made or to whom such disclosure was made prior to
the request, except that nothing in this section shall require a person to inform the Director or such
designee of the identity of an attorney to whom disclosure was made or will be made to obtain legal advice
or legal assistance with respect to the request under subsection (a).

{d) Dissemination by Bureau. The Federal Bureau of Investigation may disseminate information and records
obtained under this section only as provided in guidelines approved by the Attorney General for foreign
intellizence collection and foreign counterintelligence investigations conducted by the Federal Bureau of
Investigation, and, with respect to dissemination to an agency of the United States, only if such information is
clearly relevant to the authorized responsibilities of such agency.

{e} Requirement that certain congressional bodies be informed. On a semiannual basis the Director of

the Federal Bureau of Investigation shall fully inform the Permanent Select Committes on Intelligence of the
House of Representatives and the Select Committee on Intellisence of the Senate, and the Committee on
the ludiciary of the House of Representatives and the Committee on the Judiciary of the Senate, concerning
all requests made under subsection (b} of this section.

28US.C.§
535 (2015),

Title 28, judiciary and Judicial Procedure. Part i, Department of Justice. Ch. 33, Federal
Bureau of Investigation.

§ 535. Investigation of crimes involving Government officers and employees; limitations.

{a) The Attorney General and the Federal Bureau of Investigation may investigate any
violation of Federal criminal law involving Government officers and employees--

{1) notwithstanding any other provision of law; and

(2) without limiting the authority to investigate any matter which is conferred on them or on a department
or agency of the Government.

Source: LexisNexis U.S. Code Service database
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Table 3. Secretary of the Treasury or Department of the Treasury

18U.5.C. § 981
(2015).

Title 18, Crimes and Criminal Procedure. Part |, Crimes. Ch. 46, Forfeiture.
§ 981. Civil forfeiture.

(b)}(}) Except as provided in section 985 [18 USCS § 985], any property subject to forfeiture to the
United States under subsection (a) may be seized by the Attorney General and, in the case of
property involved in a violation investigated by the Secretary of the Treasury or the
United States Postal Service, the property may also be seized by the Secretary of the
Treasury or the Postal Service, respectively.

18 U.S.C. § 1956
(2015).

Title 18, Crimes and Criminal Procedure. Part |, Crimes. Ch. 95, Racketeering.
§ 1956. Laundering of monetary instruments.

(e} Violations of this section may be investigated by such components of the Department of
Justice as the Attorney General may direct, and by such components of the Department of

the Treasury as the Secretary of the Treasury may direct, as appropriate, and, with
respect to offenses over which the Department of Homeland Security has jurisdiction, by
such components of the Department of Homeland Security as the Secretary of Homeland Security may
direct, and, with respect to offenses over which the United States Postal Service has jurisdiction, by the
Postal Service. Such authority of the Secretary of the Treasury, the Secretary of Homeland Security, and
the Postal Service shall be exercised in accordance with an agreement which shalf be entered into by
the Secretary of the Treasury, the Secretary of Homeland Security, the Postal Service, and the Attorney
General. Violations of this section involving offenses described in paragraph {c)(7)(E} may

be investigated by such components of the Department of Justice as the Attorney General may direct,
and the National Enforcement Investigations Center of the Environmental Protection Agency.

18U.S.C. § 1957
2015).

Title 18, Crimes and Criminal Procedure. Part 1, Crimes. Ch. 95, Racketeering.

§ 1957. Engaging in monetary transactions in property derived from specified unlawful
activity.

() Violations of this section may be investigated by such components of the Department of Justice
as the Attorney General may direct, and by such components of the Department of

the Treasury as the Secretary of the Treasury may direct, as appropriate, and, with respect
to offenses over which the Department of Homeland Security has jurisdiction, by such components of
the Department of Homeland Security as the Secretary of Homeland Security may direct, and, with
respect to offenses over which the United States Postal Service has jurisdiction, by the Postal Service.
Such authority of the Secretary of the Treasury, the Secretary of Homeland Security, and the Postal
Service shall be exercised in accordance with an agreement which shall be entered into by the Secretary
of the Treasury, the Secretary of Homeland Security, the Postal Service, and the Attorney General.

31U.S.C.§310
(2015).

Title 31, Money and Finance. Subtitle |, General. Ch. 3, Department of the Treasury.
Subchapter |, Organization.

§ 310. Financial Crimes Enforcement Network.

(a) In general. The Financial Crimes Enforcement Network established by order of the
Secretary of the Treasury (Treasury Order Numbered 105-08, in this section referred to as
"FinCEN") on April 25, 1990, shall be a bureau in the Department of the Treasury.

{b} Director.
{1} Appointment. The head of FInCEN shall be the Director, who shall be appointed by the Secretary
of the Treasury.
{2} Duties and powers. The duties and powers of the Director are as follows:
{A)} Advise and make recommendations on matters relating to financial intelligence, financial criminal
activities, and other financial activities to the Under Secretary of the Treasury for Enforcement.
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(B) Maintain a government-wide data access service, with access, in accordance with applicable legal
requirements, to the following:

{i} Information collected by the Department of the Treasury, including report information filed
under subchapter Hl of chapter 53 of this title [31 USCS §§ 5311 et sea.l {such as reports on cash
transactions, foreign financial agency transactions and relationships, foreign currency transactions,
exporting and importing monetary instruments, and suspicious activities), chapter 2 of title | of Public
Law 91-508 [12 USCS §§ 1951 et seq.], and section 21 of the Federal Deposit Insurance Act [12 USCS §
182961

(i} Information regarding national and international currency flows.

(iii} Other records and data maintained by other Federal, State, local, and foreign agencies,
including financial and other records developed in specific cases.

(iv) Other privately and publicly available information.

{C) Analyze and disseminate the available data in accordance with applicable legal requirements and
policies and guidelines established by the Secretary of the Treasury and the Under Secretary of the
Treasury for Enforcement to--

(i} identify possible criminal activity to appropriate Federal, State, local, and foreign law
enforcement agencies;

(i} support ongoing criminal financial investigations and prosecutions and refated proceedings,
including civil and criminal tax and forfeiture proceedings;

(iii} identfy possible instances of noncompliance with subchapter It of chapter 53 of this title [31
USCS §§ 5311 et seq.], chapter 2 of tile | of Public Law 91508 [12 USCS §§ 1951 et seq.}, and section
21 of the Federal Deposit Insurance Act [12 USCS § 1829b] to Federal agencies with statutory
responsibility for enforcing compliance with such provisions and other appropriate Federal regulatory
agencies;

(iv) evaluate and recommend possible uses of special currency reporting requirements under
section 5326 [31 USCS § 5326};

{v) determine emerging trends and methods in money laundering and other financial crimes;

(vi) support the conduct of intelligence or counterintelligence activities, including analysis, to
protect against international terrorism; and

{vii} support government initiatives against money laundering.

{D) Establish and maintain a financial crimes communications center to furnish faw enforcement
autherities with intelligence information related to emerging or ongoing investigations and undercover
operations.

(EY Furnish research, analytical, and informaticnal services to financial instituticns, appropriate
Federal regulatory agencies with regard to finandial institutions, and appropriate Federal, State, local,
and foreign law enforcement authorities, in accordance with policies and guidelines established by the
Secretary of the Treasury or the Under Secretary of the Treasury for Enforcement, in the interest of
detection, prevention, and prosecution of terrorism, organized crime, money laundering, and other
financial crimes.

(F) Assist Federal, State, local, and foreign law enforcement and regulatory authorities in combatting
the use of informal, nonbank networks and payment and barter system mechanisms that permit the
transfer of funds or the equivalent of funds without records and without compliance with criminal and
tax laws.

(G) Provide computer and data support and data analysis to the Secretary of the Treasury for
tracking and controlling foreign assets.

(H) Coordinate with financial intelligence units in other countries on anti-terrorism and anti-money
laundering initatives, and similar efforts.

() Administer the requirements of subchapter Il of chapter 53 of this title [31 USCS §§ 5311 et
seq.}, chapter 2 of title | of Public Law 91.508 [12 USCS §§ 1951 et seq.], and section 21 of the Federal
Deposit Insurance Act [12 USCS § 1829b], to the extent delegated such authority by the Secretary of
the Treasury.

(J) Such other duties and powers as the Secretary of the Treasury may delegate or prescribe.

(<) Requirements refating to maintenance and use of data banks. The Secretary of the Treasury shalt
establish and maintain operating procedures with respect to the government-wide data access service
and the financial crimes communications center maintained by FinCEN which provide--
{1} for the coordinated and efficient transmittal of information to, entry of information into, and

withdrawal of information from, the data maintenance system maintained byFinCEN, including--

{A) the submission of reports through the Internet or other secure network, whenever possible;

(B) the cataloguing of information in a manner that facilitates rapid retrieval by law enforcement
personnel of meaningful data; and
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(C) a procedure that provides for a prompt initial review of suspicious activity reports and other
reports, or such other means as the Secretary may provide, to identify information that warrants
immediate action; and

(2) in accordance with section 552a of title 5 and the Right to Financial Privacy Act of 1978,
appropriate standards and guidelines for determining--

{A) who is to be given access to the information maintained by FInCEN;

{B} what limits are to be imposed on the use of such information; and

{C) how information about activities or relationships which involve or are dosely associated with
the exercise of constitutional rights is to be screened out of the data maintenance system.

31US.C. §31H
(2015).

Title 31, Money and Finance. Subtitle |, General. Ch. 3, Department of the Treasury.
Subchapter |, Qrganization.

§ 311. Office of Intelligence and Analysis.

(a} Establishment. There is established within the Department of the Treasury, the Office of Intelligence
and Analysis (in this section referred to as the "Office™), which shall--

(1) be within the Office of Terrorism and Financial Intelligzence;

{2) be responsible for the receipt, analysis, collation, and dissemination of foreign
intelligence and foreign counterintelligence information (within the meaning of section 3
of the National Security Act of 1947 (50 U.5.C. 4012)) related to the operation and
responsibilities of the Department of the Treasury; and

(3) have such other related duties and authorities as may be assigned to it by the Secretary, subject to
the authority, direction, and control of the Secretary.

(b} Assistant Secretary for Intelligence and Analysis. The Office shall be headed by an Assistant
Secretary, who shall be appointed by the President, by and with the advice and consent of the Senate.
The Assistant Secretary shall report directly to the Undersecretary of the Treasury for Terrorism and
Financial Crimes.

31USC.§312
(2015).

Title 31, Money and Finance. Subtitle I, General, Ch. 3, Department of the Treasury.
Subchapter I, Organization.

§ 312. Terrorism and financial intelligence.

{a) Office of Terrorism and Financial Intelligence.

{1} Establishment. There is established within the Department of the Treasury the Office
of Terrorism and Financial Intelligence (in this section referred to as "OTFI"), which shall
be the successor to any such office in existence on the date of enactment of this section.

{2} Leadership.

(A} Undersecretary. There is established within the Department of the Treasury, the Office of the
Undersecretary for Terrorism and Financial Crimes, who shall serve as the head of the OTH, and shall
report to the Secretary of the Treasury through the Deputy Secretary of the Treasury. The Office of
the Undersecretary for Terrorism and Financial Crimes shall be the successor to the Office of the
Undersecretary for Enforcement.

(B} Appointment. The Undersecretary for Terrorism and Financial Crimes shall be appointed by the
President, by and with the advice and consent of the Senate.

{3) Assistant Secretary for Terrorist Financing.

{A) Establishment. There is established within the OTF the position of Assistant Secretary for
Terrorist Financing.

(B) Appointment. The Assistant Secretary for Terrorist Financing shall be appointed by the
President, by and with the advice and consent of the Senate.

{C) Duties. The Assistant Secretary for Terrorist Financing shall be responsible for formulating and
coordinating the counter terrorist financing and anti-money laundering efforts of the Department of the
Treasury, and shall report directly to the Undersecretary for Terrorism and Financial Crimes.

{4) Functions. The functions of the OTFI include providing policy, strategic, and
operational direction to the Department on issues relating to--

(A) implementation of titles | and lf of the Bank Secrecy Act;

{B} United States economic sanctions programs;

(C) combating terrorist financing;
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(D) combating financial crimes, including money | ing, counterfeiting, and other
offenses threatening the integrity of the banking and financial systems;

(E) other enforcement matters;

(F) those intelligence analysis and coordination functions described in subsection (b); and

(G} the security functions and programs of the Department of the Treasury.

{5} Reports to Congress on proposed measures. The Undersecretary for Terrorism and Financial
Crimes and the Assistant Secretary for Terrorist Financing shall report to the Committee on Banking,
Housing, and Urban Affairs of the Senate and the Committee on Financial Services of the House of
Representatives not later than 72 hours after proposing by rule, regulation, order, or otherwise, any
measure to reorganize the structure of the Department for combatting money laundering and terrorist
financing, before any such proposal becomes effective,

{c} Delegation. To the extent that any authorities, powers, and responsibifities over enforcement
matters delegated to the Undersecretary for Terrorism and Financial Crimes, or the positions of
Assistant Secretary for Terrorism and Financial Crimes, Assistant Secretary for Enforcement and
Operations, or Deputy Assistant Secretary for Terrorist Financing and Financial Crimes, have not been
transferred to the Department of Homeland Security, the Department of fustice, or the Assistant
Secretary for Tax Policy (related to the customs revenue functions of the Bureau of Alcohol and
Tobacco Tax and Trade), those remaining authorities, powers, and responsibilities are delegated to the
Undersecretary for Terrorism and Financial Crimes.

(d) Designation as enforcement organization. The Office of Terrorism and Financial

intelligence (including any components thereof) is designated as a law enforcement organization of the
Department of the Treasury for purposes of section 9703 of title 31, United States Code, and other
relevant authorities.

Source: LexisNexis U.S. Code Service database
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Table 4. Department of Treasury; Secret Service or Homeland Security; and FBI, Attorney

General or Department of Justice

18 U.S.C. § 1029
(2015).

Title 18, Crimes and Criminal Procedure. Part 1, Crimes. Ch. 47, Fraud and False
Statements.

§ 1029. Fraud and related activity in connection with access devices.

{d) The United States Secret Service shall, in addition to any other agency having such authority, have the
authority to investigate offenses under this section. Such authority of the United States Secret
Service shall be exercised in accordance with an agreement which shall be entered into by
the Secretary of the Treasury and the Attorney General.

18 U.S.C. § 1030
(2015).

Title 18, Crimes and Criminal Procedure. Part |, Crimes. Ch. 47, Fraud and False
Statements.

§ 1030. Fraud and related activity in connection with computers.

{d} (1} The United States Secret Service shall, in addition to any other agency having such
authority, have the authority to investigate offenses under this section.

{2) The Federal Bureau of Investigation shall have primary authority to investigate
offenses under subsection (a)¥{ 1) for any cases involving espionage, foreign counterintelligence,
information protected against unauthorized disclosure for reasons of national defense or foreign
refations, or Restricted Data (as that term is defined in section | Iy of the Atomic Energy Act of 1954 (42
U.S.C. 2014(y}), except for offenses affecting the duties of the United States Secret Service pursuant to
section 3056(a) of this tide [18 USCS § 3056(a)l.

{3) Such authority shall be exercised in accordance with an agreement which shall be
entered into by the Secretary of the Treasury and the Attorney General.

18 U.S.C. § 1956
(2015).

Title 18, Crimes and Criminal Procedure. Part |, Crimes. Ch. 95, Racketeering.
§ 1956. Laundering of monetary instruments.

{e) Violations of this section may be investigated by such components of the Department
of Justice as the Attorney General may direct, and by such components of the Department
of the Treasury as the Secretary of the Treasury may direct, as appropriate, and, with
respect to offenses over which the Department of Homeland Security has jurisdiction, by
such components of the Department of Homeland Security as the Secretary of Homeland
Security may direct, and, with respect to offenses over which the United States Postal Service has
jurisdicton, by the Postal Service. Such authority of the Secretary of the Treasury, the Secretary of
Homeland Security, and the Postal Service shall be exercised in accordance with an agreement which
shall be entered into by the Secretary of the Treasury, the Secretary of Homeland Security, the Postal
Service, and the Attorney General. Violations of this section involving offenses described in paragraph
{cH7TYHE) may be investigated by such components of the Department of lustice as the Attorney
General may direct, and the National Enforcement Investigations Center of the Environmental Protection
Agency.

18 US.C. § 1957
(2015).

Title 18, Crimes and Criminal Procedure. Part |, Crimes. Ch. 95, Racketeering.

§ 1957. Engaging in monetary transactions in property derived from specified unlawful
activity.

(e) Violations of this section may be investigated by such components of the Department of
Justice as the Attorney General may direct, and by such components of the Department of
the Treasury as the Secretary of the Treasury may direct, as appropriate, and, with respect
to offenses over which the Department of Homeland Security has jurisdiction, by such
components of the Department of Homeland Security as the Secretary of Homeland
Security may direct, and, with respect to offenses over which the United States Postal Service has
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jurisdiction, by the Postal Service, Such authority of the Secretary of the Treasury, the Secretary of
Homeland Security, and the Postal Service shall be exercised in accordance with an agreement which
shall be entered into by the Secretary of the Treasury, the Secretary of Homeland Security, the Postal
Service, and the Attorney General.

18US.C.§
2332b (2015).

Title 18, Crimes and Criminal Procedure. Part I, Crimes. Ch. 113B, Terrorism.
§ 2332b. Acts of terrorism transcending national boundaries.

() investigative authority. in addition to any other investigative authority with respect to
violations of this title, the Attorney General shall have primary investigative responsibility
for all Federal crimes of terrorism, and any violation of section 351(e), 844(e), 844(f)(1), 956(b),
1361, 1366(b), 1366(c), 175H{e), 2152, or 2156 of this title [ 18 USCS §

351(e),844(e), 844(N(1), 956(b), 1361, 1366(b), {366(c), 1751(e), 2152, or 2156], and the Secretary of
the Treasury shall assist the Attorney General at the request of the Attorney

General. Nothing in this section shall be construed to interfere with the authority of the
United States Secret Service under section 3056 [18 USCS § 3056].

31US.C.§312
(2015).

Title 31, Money and Finance. Subtitle I, General. Ch. 3, Department of the Treasury.
Subchapter 1, Organization.

§ 312. Terrorism and financial intelligence.

(a) Office of Terrorism and Finandial Intelligence.

(1) Establishment. There is established within the Department of the Treasury the Office of
Terrorism and Financial Intelligence (in this section referred to as "OTFI"), which shall be the successor
to any such office in existence on the date of enactment of this section.

(c) Delegation. To the extent that any authorities, powers, and responsibilities over
enforcement matters delegated to the Undersecretary for Terrorism and Financial Crimes,
or the positions of Assistant Secretary for Terrorism and Financial Crimes, Assistant
Secretary for Enforcement and Operations, or Deputy Assistant Secretary for Terrorist
Financing and Financial Crimes, have not been transferred to the Department of Homeland
Security, the Department of Justice, or the Assistant Secretary for Tax Policy (related to
the customs revenue functions of the Bureau of Aicohol and Tobacco Tax and Trade),
those remaining authorities, powers, and responsibilities are delegated to the
Undersecretary for Terrorism and Financial Crimes.

Source: LexisNexis U.S. Code Service database
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