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To direct the Federal Trade Commission to prescribe rules
that require covered entities to secure sensitive personally

1dentifiable information against a security breach.

[E—

Be it enacted by the Senate and House of Representa-
tives of the United States of America in Congress assembled,
SECTION 1. SHORT TITLE.

This Act may be cited as the “Data Protection Act
of 20177,

SEC. 2. REASONABLE MEASURES TO SECURE SENSITIVE
PERSONALLY IDENTIFIABLE INFORMATION.

(a) RULES REQUIRED.—Not later than 1 year after
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the date of the enactment of this Act, the Commission
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shall prescribe rules in accordance with section 553 of title
5, United States Code, that require a covered entity to
employ reasonable measures to secure sensitive personally
identifiable information maintained by such entity against
a security breach.

(b) FACTORS FOR CONSIDERATION IN DETERMINING

REASONABLENESS.

The rules preseribed under sub-
section (a) shall provide for the consideration, in deter-
mining whether measures employed by a covered entity are
reasonable, of factors that include the following:

(1) Whether the covered entity follows any ap-
plicable best practices issued by the National Insti-
tute of Standards and Technology.

(2) Whether the covered entity takes reasonable
steps to keep software up-to-date in order to miti-
cate security vulnerabilities, especially critical secu-
rity vulnerabilities, in any database or other com-
puter system in which sensitive personally identifi-
able information is maintained by such entity.

(¢) CONSIDERATION OF BINDING ARBITRATION
CLAUSES IN DETERMINING CIVIL PENALTY AMOUNT.—
If a violation of the rules prescribed under subsection (a)
results in a security breach and the covered entity experi-
encing such breach offers any credit, identity theft, fraud,

or similar monitoring or protection service to consumers
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as a result of such breach, in determining the amount of
a civil penalty under section 5(m) of the Federal Trade
Commission Act (15 U.S.C. 45(m)) for such violation, the
court shall consider, in addition to the factors required
to be considered under such section, imposing a higher
penalty if the terms and conditions applicable to such serv-
ice include a requirement that any disputes be resolved
by binding arbitration (or a requirement that consumers
take action to opt out of binding arbitration) than if such
terms and conditions did not include any such require-
ment.

SEC. 3. ENFORCEMENT BY FEDERAL TRADE COMMISSION.

(a) UNFAIR OR DECEPTIVE ACTS OR PRACTICES.—
A wviolation of a rule prescribed under section 2(a) shall
be treated as a violation of a rule prescribed under section
18(a)(1)(B) of the Federal Trade Commission Act (15
U.S.C. 57a(a)(1)(B)) regarding unfair or deceptive acts
or practices.

(b) POWERSs OF COMMISSION.—The Commission
shall enforce the rules prescribed under section 2(a) in the
same manner, by the same means, and with the same ju-
risdiction, powers, and duties as though all applicable
terms and provisions of the Federal Trade Commission
Act (15 U.S.C. 41 et seq.) were incorporated into and

made a part of this Act. Any person who violates such
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a rule shall be subject to the penalties and entitled to the
privileges and immunities provided in the Federal Trade
Commission Act.
SEC. 4. DEFINITIONS.

In this Act:

(1) COMMISSION.—The term ‘“‘Commission”
means the Federal Trade Commission.

(2) COVERED ENTITY.—The term ‘“‘covered en-
tity” means any person, partnership, or corpora-
tion—

(A) over which the Commission has juris-
diction under section 5H(a)(2) of the Federal

Trade Commission Act (15 U.S.C. 45(a)(2));

and

(B) that maintains sensitive personally

identifiable information of more than 100,000

individuals.

(3) SECURITY BREACH.—

(A) IN GENERAL.

The term ‘“‘security
breach” means a compromise of the security,
confidentiality, or integrity of, or the loss of),
computerized data that results in, or there is a

reasonable basis to conclude has resulted in—
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(1) the unauthorized acquisition of
sensitive personally identifiable informa-
tion; or

(11) access to sensitive personally iden-
tifiable information that is for an unau-
thorized purpose, or in excess of authoriza-
tion.

(B) EXCLUSION.—The term ‘‘security
breach” does not include any lawfully author-
ized Investigative, protective, or intelligence ac-
tivity of a law enforcement agency of the
United States, a State, or a political subdivision
of a State, or of an element of the intelligence
community (as defined in section 3(4) of the
National Security Act of 1947 (50 U.S.C.
3003(4))).

(4) SENSITIVE PERSONALLY IDENTIFIABLE IN-

FORMATION.—

(A) IN GENERAL.—The term ‘‘sensitive
personally identifiable information” means any
information or compilation of information, in
electronic or digital form, that includes one or
more of the following:

(1) An individual’s first and last name

or first mitial and last name i combina-
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tion with any two of the following data ele-
ments:
(I) Home address or telephone
number.
(IT) Mother’s maiden name.
(ITI) Month, day, and year of
birth.

(i1) A Social Security number (but not
including only the last four digits of a So-
cial Security number), driver’'s license
number, passport number, or alien reg-
istration number or other Government-
issued unique identification number.

(i11) Unique biometric data such as a
finger print, voice print, a retina or iris
image, or any other unique physical rep-
resentation.

(iv) A unique account identifier, in-
cluding a financial account number or
credit or debit card number, electronic
identification number, user name, or rout-
ing code.

(v) A user name or electronic mail ad-

dress, in combination with a password or
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security question and answer that would

permit access to an online account.

(vi) Any combination of the following

data elements:

(B)

(I) An individual’s first and last
name or first initial and last name.

(IT) A unique account identifier,
including a financial account number
or credit or debit card number, elec-
tronic identification number, user
name, or routing code.

(ITI) Any security code, access
code, or password, or source code that
could be used to generate such codes
or passwords.

MODIFIED DEFINITION BY RULE-

MAKING.—The Commission may, by rule pre-

seribed 1 accordance with section 553 of title

5, United States Code, amend the definition of

“sensitive personally identifiable information”

to the extent that such amendment will accom-

plish the purposes of this Act. In amending the

definition, the Commission may determine—
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(1) that any particular combinations of
information are sensitive personally identi-
fiable information; or
(i1) that any particular piece of infor-
mation, on its own, is sensitive personally
identifiable information.

O




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue true
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck true
  /PDFX3Check false
  /PDFXCompliantPDFOnly true
  /PDFXNoTrimBoxError false
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (U.S. Web Coated \050SWOP\051 v2)
  /PDFXOutputConditionIdentifier (CGATS TR 001)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <>
    /CHT <>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF che devono essere conformi o verificati in base a PDF/X-1a:2001, uno standard ISO per lo scambio di contenuto grafico. Per ulteriori informazioni sulla creazione di documenti PDF compatibili con PDF/X-1a, consultare la Guida dell'utente di Acrobat. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 4.0 e versioni successive.)
    /JPN <>
    /KOR <>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die moeten worden gecontroleerd of moeten voldoen aan PDF/X-1a:2001, een ISO-standaard voor het uitwisselen van grafische gegevens. Raadpleeg de gebruikershandleiding van Acrobat voor meer informatie over het maken van PDF-documenten die compatibel zijn met PDF/X-1a. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 4.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents that are to be checked or must conform to PDF/X-1a:2001, an ISO standard for graphic content exchange.  For more information on creating PDF/X-1a compliant PDF documents, please refer to the Acrobat User Guide.  Created PDF documents can be opened with Acrobat and Adobe Reader 4.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /HighResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


		Superintendent of Documents
	2023-01-04T01:30:52-0500
	Government Publishing Office, Washington, DC 20401
	Government Publishing Office
	Government Publishing Office attests that this document has not been altered since it was disseminated by Government Publishing Office




