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(U) Preface 

(U} In 2015, Russia began engaging in a 

covert influence campaign aimed at the U.S. 

presidential election. The Russlan govern· 

ment, at the direction of President Vladimir 

Putin, sought to sow discord in American 

society and undermine our faith In the dem­

ocratic process. Now, more than a year 

after the election, the American people 

rightfully want to know what the Russians 

did; how they did it; with whose suppo1t, if 

anyone's; and what can be done to counter 

any election tampering by foreign adver­

saries in the future. 

(U) With this charge1 the House Pem1a­
nent Select Committee on Intelligence (the 

Committee) initiated an investigation in Jan­

uary 2017 with the mandate to examine (1) 

what Russian cyber activity and other active 

measures (covert influence activities run by 

the Russian lntelltgence services) were di· 

rected against the United States and its al­

l lcs; (2) whether the Russian active 

measures include links between Russia and 

individuals associated with presidentia I 

campaigns; {3} what was the U.S. govern .. 

ment response to these Russian active 

measures and what do we need to do to 

protect ourselves and our allies in the fu­

ture; and (4) what posslble leaks of classi­

fied information took place related to the 

Intelligence Community's assessment of 

these matters. Our goal was to provide, to 

the greatest extent practicable, a full ac­

counting of what happened, how it hap­

pened, and recommendations for protecting 

our democratic processes and Institutions in 

the future. 

{U) From the investigation's inception, 

we were determined to follow the facts 

w herever they might lead within the agreed 

-upon scope and refer any criminality (if 

found) to the appropriate authorities. Dur­

ing the investigation we identified numer­

ous shortcomings, including counterintelli­

gence concerns, classified leaks, puzz ling 

legal processes, and inappropriate or ques­

tionable behavior. All of these are enumer­

ated in this report through findings, recon,­

mendations, and conclusions. 

(U) we reviewed every piece of rele­

vant evidence provided to lJS and inter­

viewed ·every witness we assessed wou Id 

substantively contribute to the agreed-upon 

bipartisan scope of the investigation. We 

acknowledge that Investigations by other 

committees, the Special Counsel, the media, 

or interest groups will continue and may 

find facts that were not readily accessible to 

the Committee or outside the scope of our 

investigalion. We will ensme any new dis­

coveries are considered in the due course of 

the Committee's continuing oversight re-· 

sponsibillties. 

(U) We.would like to recognize the tire­

less work of the Committee's staff, which 

rema ined professional and dedica_ted 

throughout this inquiry. They deserve our 

nation's gratitude. We would also like to 

thank the thousands of men and women 

who serve in the IC. They will wal<e up to-
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morrow and continue their watch to protect 

the American people against further threats 

from Russia and other adversaries. 

(U) Nevertheless, the Committee re­

mains concerned that Russia will continue 

to undermine western democracies by stok­

ing social strife, political unrest, and divi­

sion. As a country, it is time for us to re­

flect, understand what happened, fix the 

discovered problems, and unify around the 

common purpose of countering any future 

influence campaigns by Russia or any other 

nation. 
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(U) Introduction and Overview 

(U) Russia's interference in the 2016 

U.S. presidential election was nothing novel 

for the Kremlin. The Kremlin aspires to sow 

chaos and discord and advance its agenda in 

targeted nations, particularly in Europe and 

former Soviet republics such as the Baltics 

and Ukraine. To do this, Russia effectively 

combines decades of experience in propa­

ganda and psychological warfare techniques 

with its vast media apparatus, a strata of 

well-educated and proficient technicians, 

and a robust intelligence and security corps. 

(U} In the United States, Russian 

cyberattacks related to the 2016 elections 

starkly highlighted technical vulnerabilities 

in U.S. digital infrastructure and bureau­

cratic shortcomings that were exploited by 
the Kremlin. Russia's active measures cam­

paign achieved its primary goal of inciting 

division and discord among Americans. For 

more than a year, U.S. politics have been 

consumed by bitter recriminations, charges, 

and counter-charges about the attacks. The 

reliability of the democratic vote-the bed­

rock of the U.S. republic-was widely and 

repeatedly questioned. 

(U) At the time of the 2016 U.S. presi­

dential election cycle, the Committee was 

already concerned with Russian malfea­

sance and aggression in levels that had not 

been seen since the Cold War. In fact, the 

IAA for fiscal years 2016 and 2017 included 

multiple provisions to improve the United 

States' ability to counter Russian aggression. 

However, the Kremlin's malicious activities 

during the 2016 U.S. presidential election 

triggered the Committee to announce a spe­

cific inquiry into Russia's campaign (see Ap­

pendix B). The bipartisan parameters fo­

cused the investigation and this report-this 

Committee examined: (1) Russian cyber ac­

tivity and other active measures that were 

directed against the United States and its 

allies; (2) whether the Russian active 

measures include links between Russia and 

individuals associated with presidential 

campaigns; (3) the U.S. government re­

sponse to these Russian active measures 

and what we need to do to protect our­

selves and our allies in the future; and (4) 

what possible leaks of classified information 

took place related to the Intelligence Com­

munity's assessment of these matters.1 The 

Committee interviewed 73 witnesses, con­

ducted 9 hearings and briefings, reviewed 

approximately 307,900 documents, and is­

sued 20 subpoenas. This allowed the Com­

mittee to find answers crucial for identifying 

and addressing institutional weaknesses to 

assist the United States with identifying and 

responding to inevitable hostile acts in the 

future. 

(U) While the 2016 U.S. presidential 

election helped focus American attention on 

Russian cyber and information operations, 

the Russian government has conducted ac­

tive measure campaigns in Europe for years. 

Believing it is engaged in an information war 

with the West, Russia's influence activities 

employ an array of tactics-usually tailored 
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to the target country's population and envi­

ronment-in an effort to accomplish t he 

Kremlin's goals. These goals generally in­

clude influencing an opponent's leadership 

and population, advancing a narrative, or 

inducing a behavior change. The factors 

that make these campaigns successful also 

make them hard to counter. However, gov­

ernments, non-governmental organizations, 

and media organizations in Europe have be­

gun taking actions to address and mitigate 

the threat that Russian influence campaigns 

pose. 

{U) The Russian active measures cam­

paign against the United States was multi­

faceted. It leveraged cyberattacks, covert 

platforms, social media, third-party interme­

diaries, and state-run media. Hacked mate­

rial was disseminated through this myriad 

network of actors with the objective of un­

dermining the effectiveness of the future 

administration. This dissemination worked 

in conjunction with derisive messages post­

ed on social media to undermine confidence 

in the election and sow fear and division in 

American society. 

(U) The U.S. government's subsequent 

response to the Russian active measures 

campaign during the 2016 election was slow 

evolved, the FBl's notification to victims and 

oversight committees was inconsistent in 

timeliness and quality, which contributed to 

the victims' failure to both recognize the 

threat and defend their syst ems. State and 

local governments were slow to grasp the 

seriousness of the threat and when notified 

of breaches continued to resist any action 

that implied federal direction or con-

trol. Some states opted not to cooperate 

with important defensive measures offered 

by the DHS. While no tabulation systems, or 

systems that count votes, were impacted, 

the overall security posture of the U.S. fed­

eral, state, and local governments was 

demonstrated to be inadequate and vulner­

able. 

(U} The Committee's investigation also 

reviewed the opening, in summer 2016, of a 

FBI enterprise counterintelligence investiga­

tion into-Trump campaign associ­

ates: 

- Because of "the sensitivity of the 

matter," the FBI did not notify congressional 

leadership about this investigation during 

the FBl's regular counterintelligence 

briefings.
2 

Three of-original sub­

jects of the FBI investigation have been 

charged with crimes and the Committee's 

review of these cases covers the period pri­

or to the appointment of Special Counsel in 

May 2017. 

{U) While the Committee found no evi­

dence that the Trump campaign colluded, 

coordinated, or conspired with the Russian 

government, the investigation did find poor 

judgment and ill-considered actions by the 

Trump and Clinton campaigns. For exam­

ple, the June 2016 meeting at Trump Tower 

between members of the Trump campaign 
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and a Russian lawyer who falsely purported 

to have damaging information on the Clin­

ton campaign demonstrated poor judge­

ment. The Committee also found the 

Trump campaign's periodic praise for and 

communications with Wikileaks-a hostile 

foreign organization-to be highly objec­

tionable and inconsistent with U.S. national 

security interests. The Committee also 

found that the Clinton campaign and the 

DNC, using a series of cutouts and interme­

diaries to obscure their roles, paid for oppo­

sition research on Trump obtained from 

Russian sources, including a litany of claims 

by high-ranking current and former Russian 

government officials. Some of this opposi­

tion research was used to produce sixteen 

memos, which comprise what has become 

known as the Steele dossier. 

(U) The effectiveness and relatively low 

cost of information operations, such as the 

dissemination of propaganda, make it an 

attractive tool for foreign adversaries. Un­

less the cost-benefit equation of such oper­

ations changes significantly, the Putin re­

gime and other hostile governments will 

continue to pursue these attacks against the 

United States and its allies. Based on the 

investigation, the Committee recommends 

several solutions to help safeguard U.S. and 

allies' political processes from nefarious ac­

tors, such as the Russians. 

1. HPSCI Press Re lease , Intelligence Committee Chairman, Ranking Member Establish Parameters for Russia Investigation, 
Mar. 1, 2017. 

2. HPSCI, "Russian Active Measures Investigation Open Hearing," Mar. 20, 2017. 
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(U} Summary Table of Findings 

(U) Finding #1: The Kremlin exploits free or independent media spaces and open democra­
cies to conduct active measures in Europe. 

(U) Finding #2: Russia supports fringe political parties and non-governmental organizations 
in Europe to further the Kremlin's agenda while also disparaging or discrediting politicians 
and groups seen as hostile to Moscow. 

(U) Finding #3: Russia conducts increasingly aggressive cyber operations against European 
governments; a tactic that will continue to present a profound threat. 

(U) Finding #4: Russia targets disaffected European populations and exploits social, politi­
cal, and racial divisions in an effort to sow discord, encourage unrest, and incite protests. 

(U) Finding #5: Russia leverages business and economic ties in Europe to achieve the Krem­
lin's goals, message displeasure, or inflict punishment. 

(U) Finding #6: European governments and media outlets are conducting a variety of activi­
ties to combat Russian influence campaigns. 

(U) Finding #7: Russia conducted cyberattacks on U.S. political institutions in 2015-2016. 

(U) Finding #8: Russian-state actors and third-party intermediaries were responsible for the 
dissemination of documents and communications stolen from U.S. political organizations. 

(U) Finding #9: The Russian government used RT to advance its malign influence campaign 
during the 2016 U.S. presidential election. 

(U) Finding #10: Russian intelligence leveraged social media in an attempt to sow social dis­
cord and to undermine the·u.s. electoral process. 

(U) Finding #11: The Federal Bureau of Investigation' s notification to numerous Russian 
hacking victims was largely inadequate. · 

(U) Finding #12: Communication between the Department of Homeland Security and state 
election officials was impeded by state officials' mistrust of federal government overreach 
coupled with a unprecedented level of Russian cyber intrusions. 
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(U) Summary Table of Findings (cont) 

C~APTER 3: ·AM~Rlt;A REA<;:TS'(CONT) 

(U) Finding #13: The joint Office of the Director of National Intelligence and Department of 
Homeland Security public statement attributing election interference to Russia was ineffec­
tive. 

(U) Finding #14: The Executive Branch's post-election response was insufficient. 

(U) Finding #15: The majority of the Intelligence Community Assessment judgments on 
Russia's election activities employed proper analytic tradecraft. 

(U) Finding #16: The Intelligence Community Assessment judgments on Putin's strategic 
intentions did not employ proper analytic tradecraft. 

(U) Finding #17: The Federal Bureau of Investigation opened an enterprise counterintelli­
gence investigation into the Trump campaign after receiving information related to Trump 

(U) Finding #18: As part of the enterprise counterintelligence investigation into the Trump 
campaign, the Federal Bureau of Investigation opened an individual counterintelligence 
investigation into Carter Page. 

(U) Finding #19: The dossier compiled by Christopher Steele formed an essential part of an 
application to the Foreign Intelligence Surveillance Court to obtain electronic surveillance 
on Carter Page. 

(U) Finding #20: Special Counsel Robert Mueller indicted Paul Manafort on several charges, 
none of which relate to allegations of collusion, coordination, or conspiracy between the 
Trump campaign and the Russian government. 

(U) Finding #22: General Flynn pleaded guilty to making a false statement to the Federal 
Bureau of Investigation regarding his December 2016 conversations with Ambassador Kis­
lyak, even though the Federal Bureau of Investigation agents did not detect any deception 
during Flynn's interview. 

(U) Finding #23: Executive Branch officials did not notify the Trump campaign that mem­
bers of the campaign were assessed to be potential counterintelligence concerns. 

(U) Finding #24: The February 2018 indictment of the Internet Research Agency and Rus­

sian nationals exposes Russian actors and their intent to spread distrust towards the candi­
dates and the political system in general. 
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TOP SECRET /NOFORN  

(U) Summary Table of Findings (cont.) 
-

CHAPTER 4: CAMPAIGN LINKS WITH RUSSIA 

(U) Finding #25: When asked directly, none of the interviewed witnesses provided evi-
dence of collusion, coordination, or conspiracy between the Trump campaign and the Rus-
sian government. 

(U) Finding #26: The Committee found no evidence that President Trump's pre-campaign 
business dealings formed the basis for collusion during the campaign. 

(U) Finding #27: The Republican national security establishment's opposition to candidate 
Trump created opportunities for two less-experienced individuals with pro-Russia views to 
serve as campaign advisors: George Papadopoulos and Carter Page. 

{U) Finding #28: The change in the Republican Party platform regarding Ukraine resulted in 
a stronger position against Russia, not a weaker one, and there is no evidence that Paul 
Manafort was involved. 

(U) Finding #29: There is no evidence that Trump associates were involved in the theft or 
publication of Clinton campaign-related emails, although Trump associates had numerous 
ill-advised contacts with Wikileaks. 

(U) Finding #30: Carter Page did not travel to Moscow in July 2016 on behalf of the Trump 
campaign, but the Committee is concerned about his seemingly incomplete accounts of his 
activity in Moscow. 

(U) Finding #31: George Papadopoulos' attempts to leverage his Russian contacts to facili-
tate meetings between the Trump campaign and Russians was unsuccessful. 

(U) Finding #32: Donald Trump Jr., Jared Kushner, and Paul Manafort attended a June 9, 
2016, meeting at Trump Tower where they expected to receive-but did not ultimately ob-
tain-derogatory information on candidate Clinton from Russian sources. 

(U) Finding #33: Donald Trump Jr. briefly met with a Russian government official at the 
2016 National Rifle Association annual meeting, but the Committee found no evidence that 
the two discussed the U.S. presidential election. 

(U) Finding #34: The Committee found no evidence that meetings between Trump associ-
ates-including Jeff Sessions-and official representatives of the Russian government-
including Ambassador Kislyak-reflected collusion, coordination, or conspiracy with the 
Russian government. 
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(U) Summary Table of Findings (cont.) 
.), 

. -
. cH.~·~~E~.'A:. €AM PAIGNi·tl N 1<s w1t~(RIJss,14 'f~oJ·it} 

• 
(U) Finding .f#35: Possible Russian efforts to set up a 11back channelu with Trump associates 
after the election suggest the absence of collusion during the campaign, since the commu-
nication associated with collusion would have rendered such a "bacl< channel" unneces-
sary. 

(U) Finding #36: Prior to conducting opposition research targeting candidate Trump's busi-
ness dealings, Fusion GPS conducted research benefitting Russian interests. 

!U) Finding #37; The law firm Perkins Coie hired Fusion GPS on behalf of the Clinton cam-
paign and the Democratic National Committee to research candidate Trump's Russia ties. 

I U) Finding #38: Christopher Steele claims to have obtained his dossier information second-
and third-hand from purported high-p laced Russian sources, such as government officials 
w ith links to the Kremlin and intelligence services. 

(U} Finding #39; Christopher Steele's information from Russian sources was provided di-
rectly to Fusion GPS and Perkins Coie c1nd indirectly to the Clinton campaign. 

,• 

·e.)ijl\PT-.ER§S':;lJNir.El!l.t<iENCE CO.Mfyl,UNITV ASS.~S~~ENT LEAl~S 
~-

I 

.; .. . .l . .. ;:t., .. . #. 9 f I• ' •• ,,, , ,....., I • ·,, 

(U) Finding #40: Leaks of classified information regarding Russian intentions to sow discord 
in the U.S. presidential election began prior to the election day-November 8, 2016. 

(U) Finding #41; Leaks of classified information alleging Russian intentions to hetp elect 
candidate Trump increased dramatically after the election day- November 8, 2016. 

(U) Finding 1#42: The leaks prior to the classified Intelligence Community Assessment's pub-
lication, particularly leal<s occurring after the U.S. presidentia I election, correlate to specific 
language found in the Intelligence Community Assessment. 

(U) Finding #43: Continued leaks of classified information have damaged national security 
and potentially endangered lives. 

(U} Finding #44: Former Director of National Intelligence James Clapper, now a CNN nation-
al security analyst, provided inconsistent testimony to the Committee about his contacts 
with the media, jncluding CNN. 
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{U) Summary Table of Recommendations 
·- . -· It 

l~frfhfPliiR,t~ RWSS AN·©AMP.AIGNS1IN EUROP.E . . .... . .. - ~ - - . . 

(U). Recommendation #1: European governments, non-governmental organizations, busi-
nesses, think tanks, and academia should strengthen legal and regulatory environments, 
promote media pluralism, build professional media associations, and improve the financial 
sustai11ability of legitimate news outlets. 

(U) Recommendation #2: European governments, non-governmental organizations, busi-
nesses, think tanks, and academia should implement and encourage multi-pronged, coun-
try-wide efforts by both public and private entities to combat Russian propaganda, tech-
nical, and cyber operations. 

(U) Recommendation #3: European governments, non-governmental organizations, busi-
nesses, think tanks, and academia should implement more stringent cyber security practic· 
es, such as multifactor authentication and encryption of sensitive da1a, as well as educating 
workforces on basic cyber security topics and best practices. 

(U) Recommendation 114: European.governments shou ld look to long-term solutions to 
lessen economic dependence on Russia . . ~ ,..,., ~..,.. ... I,,. . ~ .. . ~ - . -

' ~It!~ 1?.;r, E6,.'2!&13} !Rl!J,SS l~(~Tffi(GKS" ffiHE lw Nl'.)7EIY'SiT'.t.\T6S 1~N,D //}&ME Rl~k\{REA:CT.,S i 
- ~~ . "' - -~ - ~ ' - ~ .. , . . .. I 

{U) Recommendation #5: Congress should identify options available to the private sector 
and federal government that would address the social media vulnerabilities exploited by 
the Russian government. 

(U) Recommendation #6; Congress should consider updating the Foreign Intelligence Sur-
veillance Act to cover malicious international cyber actors. 

{U) Recommendation tt7: The Federal Bureau of Investigation should improve cyberattack 
victim notification. 

(U)Hecommendation #8: Threats identified by the Intelligence Community to state and lo-
cal elections infr'1structure should be immediately briefed to .ippropriate state and local 
officials. When threats are Identified, the federal government shou ld conduct an expedit-
ed declasslfication review to ensure that the threat information can reach all necessary 
state and local officials In a tfmely manner. 

(U} Recommendation ti9: The Secretary of Homeland Security should provide certain desig-
nated state and local election officials ;;ippropri.ate security clearances to enable those offi-
cials to respond to election-related threats. 

PROPERTY OF THE U.S. HOUSE OF REPHESE'NTAilV!:-S 
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(U) Summary Table of Recommendations (cont.} 
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(U) Recommendation #10: Significant threats to U.S. elections Identified by the Intelligence 
Community, including cyberatta cl<s directed at politicill organizations, should be immedi-
ately reported to the Congressional intelligence committees. 

(U ) Recommendation #11: Congress should encourage the adoption of National Institute of 
Standards and Technology cyber security stendards, such as those adopted by the Elections 
Assistance Commission, by providing federal resources to state and local governments to 
facilitate such adoption. Funds should be ti~d to the adoption and certification of elections 
systems to appropriate standards. 

(U} Recommendation #12: Congress should consider additional fu nding for the National 
Institute of Standards and Technology to enable better outreach to state and local govern-
ments. 

{U) Recommendation #13: Congress should consider a one-time grant to state and local 
election agencies to conduct a risk assessment of those agencies' computer systems. 

(U)-Recommendation #i4: Congress should consider strengthening the Help Americn Vote 
Act of 2002. to ensure that both stiltewide voter registration and tabulation systems are 
better protected from foreign cyber threats. 

(U} Recommendation ff 15: The Deportment of Homelilnd Security should provide the own-
er or operator of any electronic election infrasttucture affected by any significant foreign 
cyber intrusion with a briefing and include steps that may be taken to mitigate such intru-
sions. 

(U) Recommendation #16: State .ind local governments should be encouraged to establish 
redundancies that are not dependent on current elections infrastructure, such as a mecha-
nism that retains individual vote records, ensuring the integrity of the vote In the event of 
a compromise of voting infrastructure due to a foreign cyberattack. An example of such a 
redundancy is a contemporaneously created paper record reflecting the voter's selections. 

(U} Recommendation #17: While it is important to implement lessons learned from the Ex· 
ecutive Branch's response, Congress should not hamper the Executive Branch's ability to 
use discretion in responding to a particular foreign threat. 

{U) Recommendation #18: Congress should consider repealing the Logan Act. 
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{U) Summary Table of Recommendations (cont.) 
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(U) Recommendation #19: All U.S. presidential campaigns should receive unclassified coun-
terintelfigence briefings at an appropriate time prior to a nomination convention. 

(U) Recommendation #20: When consistent with national security, the Intelligence Com-
munity should immediately inform U.S. presidential candidates when it discovers a legiti-
mate counterintelligence threat to the campaign, and promptly notify Congress. 

(U) Recommendation #21: Both houses of Congress should consider requiring all staff to 
receive an annual counterintelligence awareness briefing. 

- "'·-··- . I ... , · 
i GHA.J'iliER-iiUe~ MPAIGN~UNKS if©!RUSSV~ 
. 

- T . .• ~ - - -~- .- -- ~- = h h -
(U) Recommendation #22: Political campaigns and law enforcement should ensure that 
their counte rintelligence defenses a pproprlately account for the role of cut-outs and Inter-
medial'ies. 

(U) Recommendation #23: Congress should consider amending curre nt ca mpaign finance 
laws to furthe r increase transparency rega rding services provided by fore ign persons or 
e ntities. 

·-

[ 
GH~p:;fLE~ S.:i l ~fu~lfULG~Elil GE:(tQr,11'1\itUNl1F'f,'~SS ESS tylE Nl .ti~~r(S 
- . ~ "'- ·--

(U) Recommendation #24: Each component of t he Intelligence Community should update 
its guidance regarding media contacts to ensure the guidance applies to every employee, 
including senior officials. 

(U) Recommendation #25: Congress should consider legislation to increase the penalties 
f~r unauthoriz~d disclosures of classified information. 

(U) Recommendation #26: 'rhe Executive Branch should consider instituting mandatory pol-
ygra phs for a ll non-confirmed polltlcal appointees that have top secret d earances. 

·-- ..... .. ·---·-· --·-~··· ·- -···- -- -··-
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{U) Chapter 1-Russian Influence Campaigns in Europe 

Key Question #1: What Russian cyber activity and other a~tive measures were directed 

against the United States and its allies? 

(U) While Americans became ncutely 

aware of Russian cyber and information op­

erations a-fter the 2016 U.S. presidential 

election, these activities were not new to 

- UNCLASSIFIED 

SOVIET PROPAGANDA TARGETING THE 
WE;ST AFTER WORLD WAR II 

Tj~•<}.J('.,... S..1':l\:IHt'(I! /\h(,~ . ...,,,f\f'Q'I• ' 

!'.u.,1,,.1 Ui'lit,"'-4( f:l;t,ft., ,l.,l,«Ju 

UNCLASSfFIED 

{U) l~ussla conducts information war­

fare in an effort to manipulate the populace 

and leadership of the nations lt targets. To 
these ends, Russia employs on am:iy of tac­

tics for its influence activities in an effort to 

advance the Russian government's inter­

ests. When successful, these aclivities can 

influence an opponent's leadership and 

population to advance a narrative and in­

duce a b'ehavior change, concurrently serv­

ing multiple Russian objectives. 

(U) Russia's goals for: these campaigns 

include: to advance the Krernlin's intereslSi 

discredit the West ; confuse or distort events 

that threaten Russia's image; break Western 

political cohesion; and defend Russia's role · 

as a vital global power. More specific and 

country-tailored goats also include to: weak· 

en, divide, and halt further expansion of 

consensus-driven institutions like NATO and 

the EU; sow confusion and amplify divisions 

among segments of Western populations; 

challenge establishment politics; damage 

U.S. foreign policy goals; advance Russia's 

version of world events; distract from con­

troversial Russian policies and activities; re­

verse perceived anti-Russian policies; im­

prove bilnteral relations; and strengtt1en 

economic ties. 

PROPERTY OF TH[: U.S . HOUSE or: REPRESENTATIVES 
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(U) Aiding in Ru ssia's influence aclivi­

tives, the modern world's widespread use of 

lhe Internet and socia I media for news and 

communications has allowed Russia to: 

quickly and easily weapon;ze data stolen In 

cyber breaches; disseminate propaganda, 

misinformation, and disinformation; and 

aggravate social, racial, and political divi­

sions. 

(U) Finding fll: The Kremlin exploits free or 

Independent media spaces ancf open de­

mocracies to conduct active measures in 

Europe. 

{~) Russia also exploils free media 

spaces and open democracies through a 

network of Russian state-owned news out· 

lets and media pla tfo rms, such as Sputnik 
and RT, whld1 promote Russia's image 

abroad and show foreigners world events 

from a Russian perspective (see Appendix 

C}. 

(U} The Kremlin 's active measures, or 

Information warfare, strategy includl':!S sev- · 

eral tactics: 

-• (U) After alleged Russian interfer-

ence in the Brexit vote, in October 

2013, the U.I<. Electoral Commission 

announced a probe into this activity. 

According to open source reporting, 

Russian-based Twitter accounts post­

ed more than 45,000 messages 

about Brexit in 48 hours during the 

2016 referendum vote.7 
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(U) Plant and propagate false news sto­
ries: Russia uses "troW' armies to set up fake 

soc ial media accounts and biogs, Including 

through an organization l<nown as the Inter­

net Research Agency {IHA}. ti A study by the 

European Endowment for Democracy de­

scribed larp,c numbers of paid Russian 

"trolls" on socia l media.
12 

-

(U) Finding #2: Russia supports fringe po­

litical parties and non-governmental organ­

izations in Europe to further the Kremlin's 

agenda while also disparaging or discred­

iting politicians and groups seen as hostile 

to Moscow. 

UNCLASSIFIED 

HEADQUARTERS OF RUSSIA'S 

:INTERNET RESEARCH AGENCY 

UNCLASSIFIED 

PROPERTY OF 1'HF U S HOUSE OF RF.PRl::Sl:.N fATI\IES 
13 



(U) In a tactic dating back to the Soviet 

era, Moscow also denigrcites and discredits 

people and groups seen as hostile to its in-

-· (U) Kremlin-linked journalists and media 

outlets also will engage In misinformation: 

weaving truth and falsehoods together to 

create misleading reports intended to im-

pugn the target's character or reputation . 

UNCLASSIFIED 
AN11-MERKEL PROlESiS FOLLOWING A 

RUSSIAN INFLUENCE CAMPAIGN 

UNCLASSIFIED 

(U} In another example during the re­

cent French Presidential elections, Russian­

controlled media l1igl1Ughted defamatorv 

stories ;)bout the private li fe and campaign 

funding of the more RwisJa.skepLic cancli­

date Emmanuel Macron. Two days before 

the final presidential election, data hacked 

from Macron's En Marche party was posted 

on a data sha ring website. Cybersecurity 

researchers attributed the hack to the same 

GRU group that hncked the DNC.u 

(U) Finding #3: Russia conducts increasing­

ly aggressive cyber operations against Eu­

ropean governments; a tactic that will con­
tinue to present a profound threat. 

14 
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(U) Finding #4: Russia targets disaffected 

European populations and exploits social, 

political, and racial divisions in an effort to 

sow discord, encourage unrest, and incite 

protests. 
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(U) Finding #5: Russia leverages business 

and economic ties in Europe to achieve the 

Kremlin's goals, mes.:.-age displeasure, or 

inflict punishment . 

{U} Russia is adept at utif!zing economic 

ties to its advantage. Moscow aims to 

deepen business ties v:1ith indiv idua Is that 

PRO?anY OF THE: U.S. HOUSC Of" REP~ESENTATIVES 
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can be used as agents of influence, and 

countries whose dependence on tr~dc with 

Ru ssia create vulnerabHltic s to Russian influ­

ence. Economic vulnerability-such as reli­

ance on Russia for trade or energy-can be 

leveraged to change behavior, message dis­

pleasure, or Inflict punishment. For exam­

ple, Germanv imports about 40 percent o f 

its natural gas from Russia. Because of this, 

,11any business leaders are lobbying for the 

removal of sanctiqns against Russia_:P 

... 

.... 
(U) Finding #6: European governments and 

media outlets are conducting a va(lety of 

activities to combat Russian influence cam-

palgns. 

(U) According to a 2016 study by the 

RAND Corporalion, Russia's various tactics 

for conducting information operations, 

combined with its lack of a consisten t, ideo­

logical goal, make countering these activi­

ties difficult. This study found that the fac­

tors that make Russian disinformalion effec­

tive-the high volume of stories, its rapid, 

continuous nature, and lack of consisten­

cy-are the same factors that make it diffi­

cult to counter . .:li. 

UNCLASSIFIED 

2017 EUROPEAN SEMINAR ON 
BOLSTERING RESILJENCE TO ACTlVE 

MEASURES CAMPAIGNS 

t 
UNCLASSIFIED 

{U) Many European governments are 

taking proactive steps to counter Russian 

propaganda and disinformation efforts. 

NATO has prioritized efforts to counter 

"hybrid threats" by developing a strategy 

that includes strengthened coordination 

with the European Union, as well as training 

and exercises t hrough its new Intelligence 

Division. The Strategic Communications 

Center of Excellence in Riga, Latvia and the 

Cooperalive Cyber Defense Center of Excel­

lence in Tallinn, Estonia also contribute to 

these efforts. In addition, several NATO al-
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lies and European Union members signed a 

Memorandum of Understanding to estab­

lish a European Center of Excellence for 

Countering Hybrid Threats in April 2017.43 

(U) In France, the French newspaper Le 

Monde launched a web platform to allow 

readers to check the reliability of French 

and interr:iational websites with an Internet 

browser extension that will alert readers 

when they come across false or unverified 

stories.46 

(U} In 2017, Ukraine banned Russian 

social media platforms, as well as RT and 

Sputnik-though the latter two c_an still be 

accessed online. Additionally, media 

platforms such as StopFake are used to 

identify false news stories.50 

(U} In November 2016, the European 

Parliament adopted a resolution to counter­

act-anti-EU propaganda by third parties.5 1 

-

.. , ··- · -· 
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(U) Russia's active measures campaign 

In Europe is nothing new, but the growing 

rnittee to Counter' Active Me·asures 

by l:he Rllssian Federation to Exert 

Covert Influence Over Peo pies and 

Governments. 

• (U) FY 2017 lAA, Section 502. Travel 

of Accredited Diplomatic and Consu­

lar Personnel of the Russian Federa­

tion in the United States. 

• (U) FY 2017 fAA, Section 503. Study 

and Report on Enhanced lntelfigence 

and Information Sharing with Open 

Sides Treaty Member States. 

I 

frequency and intensity of Russian influence I 
efforts pose an increasingly significant 

threat to the United States and its allies. 

The Comn,ittee has taken significant 

measures to hlchlieht this growing threat to 

the American peopll) since at least 201.5. 

Specificatiy, the Intelligence Authorizat1on 

Act (IAA) for fiscal years 2016 and 2017 in­

cluded multiple provisions to improve the 

United States' ability to counter Russian ag-

gression: 

• (U) FY 20'16 IAA, Section 502. As­

sessment on funding of political par­

ties and nongovernmental organi2a­

tions by the Russian Federation. 

4 (U} FY 2016 IAA, Section 503. As­

sessment on the use of political as­

sassinations as a form of statecraft 

by the Russian Federation. 

• (U} FY 2017 IAA, Section 501. Com-

(U) Additionally, in 2016 the Committee 

held two hearings and seven br!efings for 

Committee Members on Russia and related 

issues. and the Chairman and Members of 

the Committee sent six fC!lters to the Adm in-

istration urging stronger action against Rus­

sia. For example, Committee Members 

urged the Obama administration to hold 

Russia accountable for multiple violations of 

the Intermediate-Range Nuclear Forces 

Treaty, and expressed concern over likely 

Russian attempts to utili2e the Open Skies. 

Treaty for intelligence collection purposes. 

Additionally, in spring 2016, Chairman 

Nunes declared the inability to predict the 

plans and intentions of the Putin regime 

''the biggest intelligence failure since 
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(U) Chapter 2 - Russia Attacks the United States 

Key Question #1: What Russian cyber activity and other active measures were directed 

against the United States and its allies? 

(U) The Russian government's multifac­

eted malign influence campaign was the 

subject of extensive public reporting in the 

months before the January 5, 2017, publica­

tion of the classified ICA titled Assessing 

.Russian Activities and Intentions in Recent 
US Elections. While ma.ny of the facts con­

cerning the attack have been widely dissem­

inated, there are important elements of the 

Russian campaign that remain classified. 

(U) The purpose of the Committee's re­

view of the Russian information operations 

was to establish the facts, as well as the fed­

era I government's understanding of those 

facts. This chapter specifically examines (1) 

the cyberattacks that targeted U.S. political 

organizations (including the method of the 

attack and its attribution); (2) the dissemina­

tion of hacked material; and (3) the role of 

Russian state media and social media in 

Russia's malign influence campaign. 

(U) Finding #7: Russia conducted 

cyberattacks on U.S. political institutions in 

2015-2016. 

(U) The Committee agrees with this 

statement and finds the ICA assessment of 

Russian respons ibility to be based on com­

pelling facts and well-reasoned analysis . . 
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UNCLASSIFIED 

SPEAR PHIS HING is a cyber;ittack that uses email 

to !ure ,, vjct;in, into opening at..ichn1ents, following 

llnks or dlscfostng their credenti.lls. The.se mess;ig. 

cs ;ire highly specific ,1nd soo'l1 ,1uthentic to the 

recipiont. 

CREDENTIAL HARVESTING rs the procc.~, of ldC!llti · 

fying the uscirmimcs, p,1sswords, ;ind hnshes of t;ir· 

r::ots which can thon bn usocl to (:ilin un,1 L1thoriz~d 

uc:cess to ci user'~ syslti'Tl. I i 
1 ·- - -

j 

I 

i__ _____ _ J 
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(U) Attribution is a Bear 

-
I 
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(U) While the intelligence case for 

attribution to Russia is significant, alterna­

tive scenarios have been examined to in~ 

dude an insider threat or another cyber ac­

tor. No credible evidence was found sup­

porting either alternative, including a review 

of information contained in classified intelli­

gence reports. 

{U) Finding #8: Russian-state actors and 

third-party intermediaries were responsi­
ble for the dlssemination·of documents 

and communications stolen from U.S. po­
litical organizations. 

(U} Russlan-stc1te actors and third party 

intermediaries were responslble for the se-

lective dissemination of information from 

hacked U.S. political systems. This repre­

sents a "significant escalation in directness, 

level of activity, and scope of G!ffort" In Rus­

sia's "longstanding desire to undermine the 

US-led liberal democratic order." It is there­

fore likely that high-level Russian govern­

ment approval was required in both plan­

ning and execution of the operation. 10 

{U} Russian-state Actors 

(U} Guccifer 2..0 and DC Leaks 

UNCLASSIFIED 

GUCCJFER 2.0 TAKES CREDIT FOR 

DNC HACK ON WORDPRESS.COM 

Sour,~: WouJpress.com (guec1re,2 .wordpresuom) 

UN~LASSIFIED 
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(U) From their fl,st appearances, both 

Guccifer 2.0 and DC Leaks sought to conceal 

the[r identities. During a media interv[ew 

on June 21, 2017, Guccifer 2.0 identified 

himself as a Romanian "hacker, manager, 

philosqpher, women lover," and a "freedom 

fighter." He.further explained in broken 

English hls desire to follow in Marcel Lazar's 

(the original Guccifer) footsteps to "fight for 

freedom of minds-and for a world without 

illuminati."l9 

{U) Meanwhile, DC Leaks identified it­

self as a group of American hacktivists en­

gaged in "a new level project aimed to ana­

lyze and publish a large amount of emails 

from top-ranking officials and their lnnu­

ence agents all over th e world ." The self­

described premise of the OC Leaks effort 

was that "politicians have forgotten that in a 

democracy the people are the highest form 

of political authority."~u 

li 
' ' 

• (U) Both Guccifer 2.0 and DC Leaks 

worked to conceal their true Iden ti .. 

ties, physical locations, and motiva­

lions; 

• 

• 

• {U) Guccifer 2,0's first appearance 

online and claim of responsibility for 

the DNC hack occurred within 24 

hours of the public announcement 

by- that the DNC had 

been hacked by actors affil iated w[th 

• 

2'l the Russian gov~rnment; 
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• (U) Multiple cybersecurlty firms 

have evaluated Gucclfer 2.0's activi­

ty and have published evidence that 

the online persona used a Russian­

based VPN service to transmit files 

and communicate. Additionally, 

posted documents were processed 

on a computer using Russian lan­

guage settings;2
..i 

• {U} During interactions with the me­

dia, Gucdfer 2 .0 denied any relation­

ship with the Russian government 

and claimed to be Romanian . How­

ever, when pressed to explain how 

he hacked into the DNC in his n ative 

Romanian language, he failed to 

demonstrate fluency. Gucclfer 2.0 

terminated the Interview when chal­

lenged on this point;b 

• 

{U) Wikiteaks 

(U) Wikileaks played a key role in Rus­

sia's malign influence campaign and served 

as a third party intermediary for Russian in­

t elligence during the period leading up to 

the 2016 U.s.· presidential election. 

(U) The global r each of Wikileaks and 

its established ties to the media makes it an 

attractive outlet for the dissemination of 

stoten documents intended to undermine 

the United States and fts electoral process. 

In addition, Wikileaks' historic actions , 

whlch have undermined U.S. interests and 
been beneficial to Russia, make the organi­

zation an ideal intermediary for Russian in­

telligence.27 

UNCLASSIFIED 
GUCCIFER 2.0 & WIKILEAKS 

n 
~ ~tl.NbO ;-~ ., - .;.,. · ~ CV 
·~ rf$, ~ i;,..<;£: r1>oP<>.-1<.,.1:,,...,,...,,1 

THE .;:~~ 

·p EOOES·T.A ,. . ~ 
MA~ ;;;\ 9, 

"1 . 

Sourca: T~!cr 

UNCl.ASSIFIEO 

(-U-) Wll<ILeaks renes on hackers, leak­
ers, and othfa! r criminal ngents to acquire 

personal, confidentia l, and classified materi­

al for publication. 

As part of that 

dissemination, Wikileaks sent 118 tweets 

promoting the hacked material. Wikileaks 

messaging was then magnified by 426,000 

other users' tweet s. According to Twitter, 

as much as 25% of these tvveets could have 

PROl't:.rtTY Or 'THE U.S. HOUSE OF RE11RESENTA'l'IVES 
30 



' ""' 

been the result of automated activity asso­

ciated with Russia's malign influence cam­
paign. 28 

UNClASSIFIED 

WfKILEAKS DJSSEMtNATES HACK~D 
MATERIAL 
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UNCLASSIS:IEO 

Finding #9: The Russian government used 

RT to advance its malign influence cam­

paign during the 2016 U.S. presidential 

el@ction. 

{U) The Committee finds ample evi­

dence that RT is not only a state-enterprise, 

but is subject to the editorial control of the 

Russian government. This control allowed 

the Kremlin to use RT to advance its malign 

influence efforts during the 2016 U.S. presi­

dential election. 

(U) RT, formerly Russia Today, became 

an international news channel in 2005 .. lt is 
available in more than 100 countries and 

has its largest viewer base in Europe. fU's 

stated goal is to "create news with an edge 
for viewers who want to question more" 

and produces content which appeals to · 

skeptics of both the mainstream media and 

the e-stablishrnent. 3{) 

(U) RT is subject to the control of the 

Russian government. The State Department 

describes it as a "State-own ed international 

satellite news network broadcasting in mul~ 

tiple languages," which "'spreads Russian. 

propaganda tailored to international mar­

kets.'' The IC has identified RT as nthe Krem­

lin1s principal international propaganda out­
let.'131 
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(U) During the 2016 U.S. presidential 

erections, RT ran stories consistent with its 

past editorial bias against the West and sug­

gested that tl1e U.S. electoral proces~ had 

been con·upted. RT was critical of presiden­

tial candidates from both major parties but 

was consistently cfitical of candidate Cllnton 

through the election. 

{U) RT's attacks against candidate C1in­

to~ ·were wide-ranging, Including the Insinu­

ation that the Clinton family were crfmlnals. 

RT also used advertising to promote materi­

al leaked by Russian intelligence, which tar-­
geted candidate Clinton and the Democratic 

Party.32 
. 

(Ul finding #10: Russian intellfgence lever­

aged social media ln an attempt to sow so­

cial discol'd and to undermine the U.S. elec­

toral process. 

(U) The Internet Research Agency (IRA), 

a Russra-based ''troll farm" with ties to the 

Kremlln, was ,·e.sponsible for placing ads and 

maintaining both human operated and au-

. to mated social media accounts for the ma­
lign influence campa[gn/'11 

. (UJ Twitter 

UNCLASSIFIED 

RT-SPONSORED TWEETS 

@ ATO 
S times whe11 th'? Ciintons escaped foderal 
charg~ 

11PoJ~~t<1B: Wikileak~ refc,u1is l.il~t hi>tch 
of emails from Clinton campaign <.h3lr 

~ ! ~l.tc+Mtfo'l.~~,;,/1~~. 

~ .o. .. ,~~11 ;U:w,l"'"1-11lll ~-t".2!M"'­
h••.W ftt -tvf ti...,.,~~, '--'*""~C. ... r'N'\ ll"Y\ 
~ti• 

Source: Twitter 

UNCLASSIFIED 

(U) The 2016 Russian Twitter operation 

was coordinated with the use of other socia l 

m~dia platforms to undermine the U~S. po­

litical process :and divide Americans. Both 

presidentia I candidates (@Hilla ryClinton 

and @realOonaldTrump) were directly en­

gaged through "retweets" :a nd "likes," as 

were various p·olitically active and divisive . 
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factions of American society. 

(U) In total, Twitter identified 36,746 

automated Russian accounts which were 

responsible for producing 1.4 milllon unique 

tw~ets. In addition, Twilter identified 2,752 

human-operated accounts. Some of these 

accounts masqueraded as the news media, 

activists, and political organizations. One 

Russian accolint, @TEN_GOP, successfully 

Impersonated the Tennessee Republican 

Party and grew.to have significantly more 

followers than the legitimate Twitter ac~ 

colmt. After tweeting "We Love You, Mr. 
President" to Donald Trump, @TEN_GOP 

received a thank you from the preside'ntial 

candidate.35 

(U) @TEN GOP and other Russian­

linked accounts incited racial divisions, anti­

Musrim, and anti-immigrant messages. 

They also promoted the dissemination of 

material stolen from U.S. political organiza­

tions by the GRU. The Russian cyber per­

sonas DC Leaks and Guccifer 2.0 used 

Twitter to promote stolen material, as did 

UMCLASSIFIED 

RUSSIAN TWEETS USING 
@HlllaryClinton and 
@realDonaldTrump 

32,:?5,, ((1l•))1_- ro1,~ 416.632 
Tw<:Oll. /4 f! TwOOIG 

~ • A 
1' 1,326 480,3-16 

l.,i(es l~ea 

T~fGC!lng @Hill~l')'Clinton 
fo llower.. 

Russl~n 
T\1Jlt1e, 

Acco.unto I 
TBrgortina@<2alOonnldTrump 

fonowen; 

Wikileak~. 

{U) Facebook 

(U) Russian operators also used Face­

book Pages and advertising to advance their 

malign Influence campaign. The company's 

internal revtew found the creation and ·pro­

motion 9f 120 ~nique Facebook Pages by 
the IRA. These pages 13enerated approxi­

mately 80,000 posts over the two year peri­

od preceding the election. These posts ap­

peared ln 29 million users' Facebook ''News 

Feeds." When Facebook calculated the cu­

mulative lmpact of "Shares" " Likes" and 

"Follows,'' the company estimated. that 129 

million people may have been served Rus­
sia's malign Influence content.JG 

{U} According to Facebook, much of the 

Russian activity was-designed to promote 

divisive soclal and political me~sages across 

the ideological spectrum and that advertis­

ing was intended to drive f611owership of 

divisive Pages. Four of the top lrnpression­

generating (or number of times an ad was 

on screen) advertisernents\1o1ere from ficti­

tious personas claiming to represent organi­

zations lncll1dln3 "B.ick the Badge," 

"Bfacktivist," "Being Patriotic," and "Woke 

Blacks.''37 

(U) Russian malign influence activities 

on Facebook were significant but they were 

not well-funded or large-scale operations 

relative to the overall scope of election­
related .:ictivlty on these platforms: 

• Prior to the election, Russian opera­

tors used paid advertising on Face­

book to reach s million Americans 
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{based on Impressions). At the same 

time, 33 trillion stories were served 
on Facebook Pages and ust~rs aver­

aeed 220 per day; 

• 56% of the 11.4 million impressions 

associated with Russian Facebook 

advertisfng occurred after the elec­

tion; 

• 99% of Russian Facebook ads were 

funded with less than $1,000 and 

25% were never seen. 

{U) Google 

{U} Google also was used as a media 

platform for Russia's malign influence cam­

paign. The company's investigation re­

vealed that $4,700 was spent promoting 18 

channels and 1,100 YoliTUbe videos (43 

hours of content). 

{U) Google describes this as a limited 

investment compared to overall election­

related spending on Google. In total, 

0.0002 percent of 2016 U.S. election adver­

tising was found to be associated w ith Rl1S­

sian malign actors. In addition, Google not­

ed that this Russian-funded media had very 

low view counts with onty 3% reaching 

views of 5,000 or mo~e. 

(U) However, it sl)ould be noted that 

Google and its services have been and con­

tinue to be used by Russia for the dissemi­

nation of propaganda through RT. This is 

partly evidenced by RT's 2.2 million sub­

scribers on You Tube, but also by the fact 
that RT propaganda is served to Americans 

by Google in the same manner as legitimate 

news sources. 

(U) The Committee's Investigation 

found that.Twitter, Facebook, Google, and 

other social .media platforms face slgoificant 

challenges In tt1eir effort to identify and act 

on malign influence campaigns. Some of 

those challenges include: 

• Sophisticated actors adapt to auto· 

mated defenses; 

• Social media does not requlre true 

name usage; 

• Users can easily conceal thef r physi­

cal location wrth virtual pr.ivate net­

work connections; 

• Social media seeks authentic ex­

changes and does not want to cen­
sor speech; and 

• Social media platforms do not have 
access to intelligence reporting. 
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(U) Chapter 3 -America Reacts 
Key Question 113: What was the U.S. government response to these Russian active measures 

and what do we need to do to protect ourselves and our allies in the future? 

(U) As disct1ssecl in Chapter 2, the IC 

w<Js at the tip of the spear of the U.S. gov­

ernment's response to Russia's nefarious 

cyber activities. While the NSA focused on 

detection and attribution, the FBI took the 

lead on victim notification, and the OHS was 

the primary agency responsible for provid­

ing assistance to victims and coordinating 

with state and local election officials. 

(U} The federal government's ability to 

effectively respond to cyber threats de­

pends on the IC's ability to pc;1ss information 

efficiently to the FBI at the lowest classifica­

tion level possible. It is also dependent on 
the sufficiency of the lnteractions between 

the federal government and victim, whether 

that victim Is a private organizalion such as 
tlie DNC, or a state or local government en­

tity. Given the response to Russia's malign 
influence campalgn,-the Committee believes 

that FBI and OHS need to Improve the pro­

cesses used to engage with victims and 

stakeholders, who independently control 

their respective systems. 

(U) The Executive Branch's policy re­

sponse to Russia's active measures cam­
paign induded extensive deliberation, but 

not significant pre-election action. This is 

explained by two factors. First, the Execu­

tive Branch was jt1stifiably concerned about 

raising an alarm so close to the election. 

Second, elections are not run by the federal 

government. State and local governments 

are under no obllg;ltion to cooperate w ith 

federal officials, nor are political or3cm iza­

tions that operate their own networks. In 

short, the developing intelligence on Rus­

sian active measures throt1ghout 2.016, the 

complexity of the political situation, and the 

lack of federal authority to act limited the 

options for aggressive pre-election actions. 

The Executive Branch t ook some actions, to 

include a Joint OHS and ODNI public state­

ment issued on October 7, 2016. 

(iJ-, the CIA created a fu­

sion cell on Russian election interference, 

which was comprised of analysts from the 

CIA, FBI, and NSA. This fusion cell produced 

a series of papers for the White House, di­
rectors or each of the three agencies, and 

the DNI. The cell operated through the 

election, standinc down in mid-November. 

(U) On December 6, 2016, President 

Obama directed CIA Director John Brennan 

to conduct a review of all Intelligence re­

lating to Russian involvement in the 2016 

elections, and produce a single, comprehen­

sive c;1ssessment. The result, an ICA titled 

Assessing Russian Actjvities and Intentions 

in Recent US Elections, was drafted by. 

and was coordinated with 

the NSAand the FBI. While most of the 

analysis contained in the ICA held up to 

scrutiny, the Committee investigation found 

that ICA judgments on Putin's strategic ob-
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Jectives failed to meet most of the analytic 

standards set forth In th<:! primary guiding 

document for IC analysis, Intelligence Corn, 

munity Directive (ICD) 203, Analytic Stand~ 

ards. 

{U) Another component of the Execu­

tive Branch's response to the Russian gov, 

ernment's efforts to interfere in the 2016 

presidential campaign was FBl's opening of 

a counterintelHgence investigation into "the 

nature of any links betw9en individuals as­

sociated with the Trump campaign and the 

Russlc:in government and whether there was 

any coordination between the campaign 

and Russia's efforts." 1 

{U) The Committee collected facts relat­

ed to the FB1's investigation through May 

2017, until the appointment of Special 

Counsel Robert Mueller. The Committee 

dld not examine events that occurred there­

after in order to avoid interfering with Spe­

cial Counsel Mueller's ongoing investigation. 

While this chapter addresses the FBl's inves­

tigation, facts identified by the Committee 

relating to Russia contacts with Trump cam­

paign associates, including the individuals 

under FBI investigation, are addressed in 

Chapter 4. 

{U) finding #11: The Federi!I Bureau of In­

vestigation's notification to numerous Rus~ 
sian hacking victims was largely inade­
quate. 

... 

-· (U) The Commlttee is also concerned 

that many, perhaps even a majority, of Rus­

sia's known victims were never contacted 

by the r-01. In November 2017, the Associat­

ed Press (AP) reported that it contacted ap­

proximately 80 people out of a 11st of ap­

proximately SOD victims. Only two w ho 

were contacted by the AP " learned of the 

hacking attempts of their personal Gmall 

accounts from the FBl ."8 Although the Com-
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mittee cannot verify the accuracy of the 

AP's r~porting, Clinion campaign senior pol­

icy advisor Jake Sullivan testified to the 

Committee that, consistent with the AP's 

analysis, his personal Gmail account" was the 

subject of numerous hacking attempts, but 

tha t he never received any sort of notifica­
tion from FBL~ 

(U) tnteraction with the DNC illustrated 

that even when the FBI expeditiously made 

contact with a victim, and conveyed rela­

tive!\, detailed information, the engagement 

failed to elicit the desired response­

namely, the DNC's swift and serious atten­

tion. Director Corney testified that, in retro­
spect, "[w}e w ould have sent up a much 

larger flare. Yeah, we would have just kept 

banging and banging on the door, kno1.ving 

what I know now. We made extensive 

efforts to notify. I might have walked over 

there myself, knowing wha~ I know now." 10 

Similarly, former DHS Secretary Jeh Johnson 

reflected that, ''You know, in retrospect, it 

would be easy for me to say that I should 

have brought a sleeping bag and camped 

out in front of the DNC in lat_e summer, with 

the benefit of hindsight."11 

(U) Anding #12: Communication between 

the Department of Homeland Security and 

state election officials was impeded by 

state officials' mistrust of federal govern­

ment overreach coupled with an unprece­

dented level of Russian cyber intrusions. 

(U} QHS was the first agency to raise 

awareness to state election officials and the 

general public regarding cybersecurlty con­

cerns with the 2016 election infrastructure. 

1n August 2016, Secretarv Johnson hosted a 

confere.nce call with the National Associa­

tion of Secretaries of State (NASS} and other 

Chief Election Officials. This call was fol­

lowed in September and October 2016 by 

four statements encouraging state and local 

elections officials to request DHS's cyberse­

curity assistance.12 

(U} During the August 2016 phone call, 

Secretary Johnson offered assistance to 

state officials in managing risks to voting 

systems in each state's jurisdiction. He also 

encouraged state officials to implement rec­

ommendations from the Department of 

Commerce's NIST and the U.S. EAC on se­

curing election infrastructure. At that time, 

DHS was "not aware of any specific or credi­

ble cybersecurity t hreats relating to the up­

coming general election systems," and, on 

the CQll with state officials, uSecretary John­

son reiterated that OHS, the Election Assis­

tance Commission, NIST, and DOJ are availa­

ble to offer support and assistance in pro­

tecting against cyber attacks."13 

(U) On August 18, 2016, the FBI Cyber 

Division, in an effort to aid cyber security 

professionals and system administ rators to 

guard against the persistent malicious ac­

tions of cyber crirpinals, issued an alert to 

states entitled, "Targeting Activity Against 

State Board of Election Systems.n2'1 The bul­

letin warned that in rate June 2016, an 

"unknown actor scanned a state's Board of 

Election website for vulnerabilities."15 The 

FBI recommended that all states search ac­

tivity logs for any escalation attempts and 

suggested three recommendations as pre-
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cautionary measures.16 

UNCLASSIFIED 

FBI WARNS STATES OF 
MALICIOUS CYBER ATTEMPTS 

UNCLASSIFIED 

(U) In a Septembe, 161 2016 statement, 

Secretary Johnson announced "we have 

seen cyber intrusions involving political in­

stitutions and personal communications. 

We have also seen some efforts at cyber 
intrusions of voter registrntion data main­

tained in state election systems."" Secre­

tary Johnso,, encouraged election ofiictals 

to reach out to OHS and also offered a varie­

ty of cybersecurity services to state and 

election officials, Including; 

• Scans on internet~facing systems, 

including reporting of vulnerabilities 
and mitigation recommendations; 

• Risk and vu lnerabiiity assessments; 

• Support from the National Cyberse­

cu1·1ty ,md Comn1lr'nications Integra­

tion Center {NCCIC) to provide on­

site assistance In identifying and re­

mediating a cyber Incident; 

• Information sharing of relevant 

cyber inciden ts, threats, and vulner­

a bllity rnforrnation; 

• Best practices for securing voter reg­

istration databases and addressing 

potential threats; and 

• Field-based cybersecurity advisors to 

assist with planning and incident 
rw)nagement. 1

~ 

{U) Also on September 28, 2016, Speak­

er Ryan and Leaders McConnell, Pelosi, and 

Reid sent a letter to the National Associa­

tion of State Election Dfrectors, "urg [ing) 

states to take full advantage of the robust 

public and private seC'tor resou rces available 

to them ... " and informing thern that "[iJn 
addition, the Department of Homeland Se­

curity stands ready to provide cybersecurity 
assistance to those states that choose to 
request it." I.!> 

(U) On OGtober 1, 2016, Secretary John­

son e:<pressed gratitude for the letter from 

congressional leadership, and noted that 

there were a few cases in which malicious 

actors gained acces~ to state voting-related 
systems. He also encouraged state and lo­

cal election officials to seek OHS' cybersecu­
rity assistance. "So far, 21 states have con­

tacted us about our services. We l1ope to 
see mor~,'".Johnson said at the time.;,0 

(U} DHS and ODNI released a joint pub­

lic statement on October 7, 201~. DHS con­
tinued to urge state and local election offi~ 

ciats to remain vigilant and seek its assis­
tance with cybersecurity.n On October 10, 

2016, Secretary Johnson provided an up­

date on DHS election cybersecurity s.ef'\lices 
. . 
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that "to date, 33 states . , . election agen· 

cies have approached the Department of 

Homeland Sec1;rlty about our Cybersecurity 

services." Johnson stressed that time was 

an important factor, with only 29 days until 

election; it cou Id take up to two weeks for 

OHS to run scans and identify vulnerabili­

ties, and an additional week for elect;ion 

officials to mitigate any vulnerabilities. This 

was the Secretary's final public attempt to 

encourage state and local election officials 

to reach out to OHS for assistance.22 
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(U) Challenges encountered by OHS in­

cluded the unprecedented slze <:lnd sco pe of 

Russian active rneasures, lack of public 

attention, and m istrust from state and local 

election officials-many of whom lacked 

access to classified information. Ultimately, 

36 states took advantage of DHS's assis­

tance, but many election officials were re­

sistant to the idea of designating election 

infrastructure as c·ritical infrastructure. 23 As 

former Secretary Johnson explained to the 

Committee, "one thing I discovered in this 

conversation, State election officials are 

very sensitive about what they perceived to 

be Federal intrusion into their process. I 

heard that firsthand over and over: This is 

our process. It's ou,· sovereign responslbll­

lty. We're not Interested in the Federal 

ta keover."24 A clear example of mistrust was 

a letter sent from Georgia's Secreta1y of 

State Brian Kemp to Secretary Johnson on 

December 8, 2016, which accused DHS of 

attempting to breach the Georgia Secretary 

of Stat e's firewall. "I am writing to ask you 

whether OHS was aware of this attempt 

and, if so, why DHS was attempting to 
breach our firewall," Mr. Kemp stated.i.s 

Nevertheless, oh January 6, 2017, OHS des­

ignated election infrastructure as a subsec­

tor of the existing Government Facilities 

critic~I Infrastructure sector?• 

(U) Finding 1113: The Joint Office of the Di· 

rector of National 1ntelligence and Depart­

m ent of Homeland Security public state­

ment attributing election Interference to 

_ ··-· ) Russia was ineffective. 

UNCLASSIFIED (U) No major public actions were taken 
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between October 7, 2016 and election day. 

It is unclear exactly when policymakers be­

gan focusing on Russian efforts to influence 

· the election. As further dlscl1ssed below, 

Attorney General Loretta Lynch recalls being 

briefed by Fl31 senior leadershi~ 

that 
the Counterintelligence Division had essen­

tially uncovered some information or re-

ceived information involving Russian intelli­

gence operatives."27 

(U) On May 18, 2016, speaking at the 

Bipartisan Policy Center in Washington, 

D.C., DNI Clapper stated, "we've [the IC] al­

ready had some indications of that 

[attempts of cyberattacks on presidential 

campaign websites] and the combination of 

DHS and FBI a re doing what they can to ed­

ucate both campaigns against potential 

cyber threats."28 

(U) By summer 2016, CIA Director Bren• 

nan had l:>ecorne aware of information 

aboul "specific Russian efforts to Influence 

the election," 7
~ and the National Security 

Council (NSC) Principals Committee began 

discussing actions to take In response to 

what the Russians had been doing.30 As Di­

rector Brennan continued to brief the Prin· 

clpals Committee on Russia, the CIA-:-as 

discussed previously in this report- "pulled 

together experts rrom the Central Intelli­

gence Agency (CIA}, NSA, and FB­

- to focus on the issue, drawing in mul­

ti pte perspectives and subject matter ex· 

perts with broad experti~e to assess Russian 

attempts to interfere iri the U.S. Presidential 

election."3 

While Dl1S was providing assistance to 

states to conduct cyber reviews of their 

electoral mechanisms, the Prlnclpals Com­

mittee was awaiting "with urgency whatev­

er the lntellrgence Community could pro­

vide" that "would illumrnate !their] under­

standing of {Russian interest in the elec­

tion]."i3 

UNC LA.SSIFf ED 

lC CONFIDENT OF RUSSIAN PRE­
ELECT!ON HACKING 

Joint Statement from the Department O( . 

Hom£1land Sccuri('! an~ Office! of th~ Dlrector of 
National lntelllgencc on Election Securlly 

.,. __ 
l)"l..._, tw,..., 
C..,U,1<1 W.il) 
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UNCLASSIFIED 

{U) On August 4, 2016, Director Bren­

nan, in a scheduled call with Alexander Bort­

nikov, the head of Russia's Federal Security 

Bureau (FSB), became the first U.S. official 

to raise the Issue of Moscow's meddling::~4 

Brennan told Bortnikov that a campaign 

against the United States would certainly 

"backfire" and that all Americans "cherished 

their ability to elect their own leaders with­

out outside interference or disruption."35 

Additionally, former Attorney General 
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Loretta Lynch testified that the decision was 

made to have "the President of the United 

States speak directly to President Putin, 
confront him with knowledge that we were 

aware of his efforts on a variety of fronts 

and that it was unacceptable, and that that 

discussion took place during a pu II-aside ... 

at one of the G- either 7 or 20 meetings in 

the early fall. 1136 Former National Security 

Advisor Susan Rice corroborated in testimo­

ny before the Committee that President 

Obama and President Putin discussed Rus­

sian meddling in the 2016 election at the 

end of bilateral discussions during the G20 

Summit in China in early September 2016.37 

(U) The most significant pre·election 

public action was the October 7, 2016, joint 

OHS and ODNI statement, indicating In part 

that the IC "is confident that the Russian 

Government directed the recent compro­

mises of e-mails from us persons and insti­

tutions, lncludf ng from the US political or­

ganizations. "38 The IC assessed that the dis­

closures of alleged hacks on websites such 

as DCLeaks.com, Wikileaks, and by Guccffer 

2.0 were consistent with Russian methods 

and motivations. According to Secretary 

Johnson, the statement "did not get the 

public attention. that it should have, franRly, 

because the same day the press was fo­
cused on the release of the 'Access Holly­

wood' video. That's what made ou r news 

below-the-fold news that day."39 Addition­

ally, the public dissemination of Podesta's 

emails commenced on October7.40 

(U} In considering a public response, 

the Executive Branch was in a unique posi~ 

tion-lt was dealing with extremely sensi~ 

live intelligence and had to consider the im­

pacts of jeopardizing sources and methods 

when declassifying intelligence.~1 Further ­

more, In the midst of an ongoing campaign, 

it had to carefully consider any public state­

ments or actions, as it did not want to be 

perceived as taking sides and politicizing the. 

election-or, according to former Secretary 

Johnson fueling claims that the election was 

"rigged ." 4
:1 

{U) Finding #14: The Executive Branch's 

post-election response was insufficient. 

(U) In the weeks following candidate 

Trump's victory over candidate Clinton.in 

the 2016 U.S. presidential election, Execu­

.tive Branch officials began brainstorming 

options for punitive actions against Russian 

activities. On December 6, 2016, President 

Obama ordered D1rector Brennan to con­

duct a review of all Intelligence relating to 

Russia and the 2016 elections, i1,ctudfng a 

comprehensive assessment that would 

eventually be mad~ public.43 

(U) On December 29, 2016, among oth­

er measures, President Obama announced 

the expulsion of 35 Russian intelligence op­

eratives under diplomatic cover, the closure 

of Russian compounds in Maryland and New 

York, sanctions against nine entities and in­

dividuals associated with Russian intelli­

gence services, and the Treasury Qepart­

ment's designation of two Russian individu~ 

als for "using· cyber-enabled means to cause 

misappropriation of funds and personal 

identifying information."4
'
1 Also on Decem­

ber 291 the FBI and DHS released a Joint 
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Analysis Report of declassified technical fn­

form~tion on Hussian cyber activity to help 

notwork defenders identify and disrupt Rus­

sian malicious cyber activity. 

(U) On January G, 201.7, DHS designated 

election infrastructure as a subsector of the 

existing government f~cillties critical Infra­

structure sector.
11

~ The same day, a declassi­

fied version of the ICA was released to the 

public.4 & 

(U) Finding #15: The majority of the Intelli­

gence Community Assessment judgments 

on Russia's election activities employed 

proper analytic trade craft. 

(U) The IC produced three versions of 

the ICA: (1~ a highly compartrnented docu­

ment, which Included all sources and refer­

ences to the underlying intellrgence, (2) a 

Top Secret version that omitted details from 

compartmented reports, irnd (3) an unclas­

sffied version . The fu II ICA was briefed to 

Pr'csldent Obama on Jam1ary 5, 2017 and 

President-elect Trump on fonuary 6, 2017. 

The unclasslfied version of the ICA was also 

reteased to the public on January 6, 2017. 

While the level of detall varies greatly 

among the three versions, the fim:il conclu ­

sions and key judgments of each are the 

same. 

(U) The Committee determined that the 

majority of the ICA judgments on Russla's 

eleclion activities employed proper analytic 

tradecraft. The~e were m~stly well rea­

soned, consistent with observed Russian 

actions, properly do~umented, and­

particularly on the cyber intrusion sec-

tions-employed appropriate caveats on 

sources and Identified assumptions. Some 

of the key ICA judaments that the Com­

mittee found credible because they were 

based on proper anarytic tradecra~ are 

summarized below: 

• (U) Russian efforts to influence the 

2016 U.S. presidential election rep­

resent the most recent expression of 

Moscow's longstanding desire to un­

dermine the U.S.-led liberal demo­

cratic order. 

• (U} Russian intelligenc~ services, 

acting on the orders of Russian Presi­

dent Vladimir Putin, launched cyber 

and conventional influence opera­

tions-notably by leaking politically 

sensitive emalls obtained from com­

puter intrusions-during the 2016 

election. 

{U) Finding #16: The lntelllgence Communi· 

tv Assessment judgments on Putin's strate­

gic intentions did not employ proper ana· 

lytic tradecraft. 

(U) While the Committee found that 

most ICA analysis held-up to scrutiny, the 

investigation also identified significant intel­

ligence tradecraft failings that undermine 

confidence in the JCA judgments regarding 

Russian President Vladimir Putin's strategic 

objectives for disrupting the U.S. election. 

Those judgments failed to meet longs~and-
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ing standards set forth in the primary guid­

ing document for IC analysis, ICD 203, Ana­

lytic Standards including: 

• {U) ''Properly describe quality and 

credibilit:y of underlying sources." 

• {U) "Properly express and explain 

uncertainties associated with major 

analytic judgments." 

. (Ut ".Incorporate analysis of altema-
tives ·- [particularly] when major 

judgments must contend w ith sig-

nificant uncertainties or ... high-

impact results." 

• (U} Base confide-nee assessments on 

"the quantity and quality of source 

material." 

• (U) "Be informed by all relevant in-

formation available." 

e (U) "Be independent of political 

considerations ."41 

{U) The Committee emphasizes that the 

tradecraft failures identifie<l in this investi­

gation should not be broadly ascribed to 

ClA, NSA or FBI analysis, as the shortcom­

ings were confined to select judgments­

specifically, a key assessment on Putin1s 

strategic intentions-and not to the entire 

ICA product. Moreover, the ICA was 

writte~ CIA analysts and their 

draft was subjected to an unusual_ly con­

strained review and coordination process, 

which devcated from established QA prac­

tice. The Committee is not aware of these 

problems being prevalent In o'""Jler CIA, FBI, 

or NSA products. 

(CfNF) 
101 The Committee's find.ings on lCA 

tradecraft focused on t he use of sensitive , 
• intelligence - cited by the 1CA. 
This presented a significant challenge for 

dassifa:ation downgrade. The Committee 

worked with inteltigence officers from the 

agencies who own the raw reporting cited 

in the ICA t o downgrade the classification of 

compartmented findings -

-(U} The Committee is planning addition­

al action regarding this information in early 

spring 2018. 

{U) Finding #17: lhe Federal Bureau of In­

vestigation opened an enterprise counter­

intelligence investigation into the Trump 

campaign after receiving information relat­

ed to Trump campaign foreign policy advi­

sor George Papadopoulos. 

(U) !n addition to tile other Executive 

Branch responses described above, in late 

July 2016, the FBI opened an enterprise Cl 

investigation into the Trump campalgn fol~ 

lowing the receipt of derogatory infor­

mation .about f9reign policy advisor George 

Papadopoulos. Tne purpose of an enter; 

prise Cl investigation is to obtain infor­

mation of intelligence value, umost times .. 

. not with any kinci of intent or objective of 

reaching a criminal charge."~ FBl's enter­

prise C1 investigation Into the Trump cam­

paign wss ied by a small team a~ FBI head­

quarters.49> The timeline of t his investiga­

tion can be found on the next page. 
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(U) The derogatory inforn1ation result­

~d from the relationship between Papado-

was 

anonymized In Papadopoulos' charging doc-
~o ument as "the Professor"}. Based on the 

charging documents, the two firsL met in 

Italy on or about March 14, 2016, and 

"P~padopoulos was interested in -

because . . . fhe] claimed to have substantia l 

connections with Russian government offi­

cials, which Papadopoulos thought could 

increase his tmportance as a poiicy advisor. 

• • " ~
1 

- was interested in Papadopou­

los because of his r~le in the Trump cam­

paign.52 The first meeting withlailllloc­
curred approximately one week pri'or to 

candidate Trump publicly naming Papado­

poulos as a forergn policy advlsor.!:,3 

(U) In late March, Papadopoulos had a 

follow-on meeting with- London, 

where-ntroduced Papadopoulos to 

a woman who claimed to be a relative of 

President Putin "with conn ections to senior 

Russian government officials."s,i Papado­

poulo!? informed the campaign about this 

meeting, with a campaign supervisor pro­

claiming that Papadopoulos conducted 

"great work.1155 Papadopoulos coi:1tinued to 

correspond with- who connected 

Papadopoulos with an .individual-

1111 claiming to.have connections with the 

Russian Ministry of Foreign Affairs.56 Papa­

dopoulos communicated with this Russian 

contact throughout the summer of 2016, 

attempting to arrange meetings between 

the·Russian government and campaign offi ­

clals.57 

(U) On April 26, 2016, over brea kfast at 

a London hotel, - told Papadopou los 

"that he had Just returned from a tr ip to 

Moscow where he had met with high-level 

Russian government officlals."ss - fur­

ther indicated he had learned that the Rus­

sians had obtained 'dirt' on candidate Clin­

ton. Specrfically that '"the Russians had 

emails of Clinton,' 'they have thousands of 

emaits.w59 However, the Committee was 

unable to discern if the referenced emails 

were the missing emails from candidate 

Clinton's server while she was Secretary of 

State or the emails that were stolen from 

the DNC . . 
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-{U) finding #18: As part of the enterprise 

counterintelligence investigation into the 

Trump campaign, the Federal Bureau of 

Investigation opened an lndlvidu;:il coun­

terintelllgence Investigation Into Ca~er 

Page. 

(U} By the time Page was announced as 

a Trump campaign foreign ·policy advisor on 

March 211 2016, he was already a subject of 

interest for the FBI. Page previously lived 

and worked rn Russra and maintained con­

tact with known Russian intelligence offic­

ers, including -who was 

described in a 2015 court filing as an SVR 

officer posted to the Russian Mission to the 

United Nations. Page previously worked 

with the FBI in the prosecution of­

and other Russian intelligence officiais.68 
· 
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(U} finding #19: The dossier compifed by 

Christopher Steele formed an essential part 

of an application to the Foreign Intelligence 

Surveillance Court t6 obtain electronic sur­

veillance on carter Page. 

(U) In late October 2016, DOJ sought 

from the Foreign Intelligence SurveiUance 

Court (FIS(} an order authorizin-

mittee did not find-any evidence of any 

cooperation or conspiracy between Page 

and Papadopoulos. Additionally, the so­

called "dossier" complied by Christopher 

Steele formed a substantial and essential 

(For ad­

ditional information about the St eele dossi­

er, see Chapter 4.) 

-(U) finding #20: Special Counsel Robert 

Mueller indicted Paul Manafort on several 

charges, none of which relate to aUega-

tions of collusion, coordination, or conspir­

acy between the Trump campaign and the 

_Russian government. 

(U) Paul Manafort joined the Trump 

campaign on March 29, 2016, and was ete­

vated to _campaign chairman on May 19, 

2016. Manafort became campaign manager 

after the campaign removed 

- on June 20, 2016. The Committee 

agreed to avoid, to the greatest e;..1:ent prac­

tical, any potential interference with Special 

Counsel Mueller's investigation. Given the 

ongoing litigation concerns associated with 

Manafort, the Committee.will only discuss 

information in this report t hat has been 

publicly disseminated by the Special Coun­

sel's office. Although the Committee would 

have appreciated the opportunity to inter­

view Manafort regarding his role on the 

Trump campaign, the Committee is fimited 

in this regard due to Special Counsel 

M1:1eller's investigation and indictments. 

{U} On October 27, 2017, a gran·d jury 

indicted Manafort and his associate, fellow 

lobbyist and deputy Trump campaign man­

ager Rick Gates, for various financial crimes, 

as well as making false statements.74 All of 

the financial crimes took place prior to Man­

afort serving as Trump campaign manager, 

and nothing in the indictment relates to any 

potential collusion, conspiracy, or conspif"Q­

cy between the Trump campaign and the 

Russian government. 

{U} On February 22, 2017, a grand jury 

issued a superseding indictment for Mana­
fort and Rick Gates, which included addi­

tional allegations of financial crimes, indud-
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ing bank fraud. Sfmilar to the October 27, 

2017, indictment, the superseding Indict­

ment does not include any reference to the 

Trump campaign, Including no mention of 

collusion, coordination, or conspiracy be­
tween the Trump campaign and the Russian 

government. 

(U) While the Committee will not go 

Into further detail on the charges against 

Manafort due to ongoing litigation con­

cerns, Special Counsel Mueller's indictment 

of Manafort illustrates the necessity for U.S. 

presidential campaigns to better investigate 

individuals who serve in sen for positions 

within the campaign. If the accusations 
against Manafort are true, he should have 

never served as a senior official wfth a cam­

paign for the U.S. presidency, much tess 

campaign chairman or manager. 

(U) G~neral Flynn b~gan advising the 

Trump campalgn on or before february 

2016 and subsequently became a central 

figure on the campaign trail. He was the 

former Director of DIA and was one of can­

didate Trump's closest advisors on national 

security issues. Following the election, and 

during the transition period, he was desig­

nated as the future National Security Advi­

sor to the President. General Flynn served 

as President Trump's National Security Advi­

sor for less than a month, resigning on Feb­

ruary 13, 2017. According to FBI Director 

Corney, General Flynn's resignation oc­

curred after it came to light that he hacl mis­

led Vice President-Elect Pence about his 

contacts with Russian Ambassador Sergey 

l<lslyak during t he tronsltion period. 's 

{U) Prior to his trip to Moscow, Genera l 

Flynn and his son met with Russian Ambas­

sador Kislyak at the ambassador's private 

residence in Wa shington, D.C. on December 

2, 2015. The r.neeting was later described 

by General's Flynn's son In an email to the 
Russian embassy as "very productive."79 

The email indicates that the meeting was 

arranged at the request of General Flynn or 

his son.80 The Committee was unable to in· 

terview General Flynn and his son because 

of their written intent to assert t heir Fifth 

Amendll)ent r ights against self­

incrimination. 
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(U) The Trump campaign did not re­

ceive a general counterintelligence briefing 

until August 2016, and even then, it was 

never specifically notified about Papado­

poulos, Page, Manafort, or General Flynn's 

Russia ties.
1
o.; Further, the counterintelli­

gence briefing provided to Trump and his 

top advisors did not identify any individuals 

by name, but rather focused on the general 

threat posed by adversaries, including Rus­
sia and China. 

(U) Finding #24: The February 2018 indict­

ment ·of the Internet Resee1rch Agency and 

Russian nationals exposes Russian actors 

and their intent to spread distrust towards 
the candidates and the political system in 
general. 

(U) In mid-February 2018, the Depart­

ment of Justice charged 12 Russians and the 

Russia-based Internet Research Agency LLC 

with interference operations targeting the 

United States political and electoral process· 
es. The lndictment claims that th~ stated 

goal of the Russian actors was to " spread 

distrust towards the candidates and the po­
l itical system in general" and provides in­

sight into the metl10ds used by the IRA, 

such as the use of stolen identities, travel to 

the U.S. for the purpose of collecting intelli­

gence, and the procurement of computer 

infrastructure to hide t he Russian origin of 

activities. ~05 The indictment by Special 

Counsel Mueller contains assertions that are 
· consistent with information examined by 

the Committee during its investigation. Spe­

cifically, according to an accompanying DOJ 

announcement, "There ls no allegation in 

the indictment that any American was a 

knowing participant in the alleged unlawful 

activity. There is no allegation in the indict­

ment that the charged conduct altered t he 

outcome of th~ 2016 election.''107 
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(U) Chapter 4 - Campaign Links to Russia 
Key Question 112: Did the Jlussian active measures ;nclude links between Russia and individ­

uals associated with political campa;gns or any other U.S. persons? 

(U) A key focus of the Committee's 

investigation was whether Russian active 

measures directed at the 2016 U.S. election 

(see Chapter 3) ''include[d) links between 

Russia and individuals associated with 

political campaigns or any other U.S. 

persons."1 The first part of this chapter 

reflects the Committee's answer to that 

question w ith respect to the Trurnp 

campaign. The second part of this chapter 

addresses the Clinton campaign. 

(U} The ''llnl<s" between individuals 

associated with u,e campaigns and Russra 

have often been publicly described as 

inqulril':!s Into whether them was "collu.sion" 

between individuals associated with either 

ca.ndidate Trump or Clinton and the Russian 

government. One challenge with describing 

potential "links11 wrth the Russian 

government as "collusion 11 is that the term 

"collusion" may mean different things to 

d ifferent people, as exemplified in witness 

testimony before the Committee. 

Particularly in light of Special Counsel 

Robert Mueller's continuing criminal 

investigation-which has a different focus 

and the Committee agreed not to impt::!dr.­

it is important to note that the term 

"c:oUusion" does not, by itself, describe a 

criminal offense. Unlike the closely-ref atcd 

concept of "conspiracy," there is no 

a pplicable statute that sets out the 

elements of " colluslon." "Collusion" is 

therefore an ambiguous tenn, not a precise 

legal one. 

Trump Campaign 

(U) The Committee cast a wide net, 

generally asking each witnesses whether 

they had evidence of any "collusion," 

"coordination," or ''conspiracy" between 

Russia and candidate Trump or any of his 
associates. The Committee also 

investigated potential Trump campa;gn links 

with Russia, focusing on credible af legations 

within the scope of the anreed-upon 

parameters. Matters investigated by the 

Committee Include allegations pertaining to: 

• candidate Trump's business 

dealings; 

, the campaign's policy positions and 

personnel; 

• involvement in or knowledge about 

the publication of stolen emails; and 

• meetings with Russians. 

{U) In the course of witness interviews, 

reviews of document productions, and 

investigative efforts extending well over a 

year, the Committee did not find any 

evidence of collusion, conspiracy, or 

coordination between the Trump campaf3n 

and the Russ ians. While the Committee 

found that several of the contacts between 

Trump assoc;ates and Russians- or their 

proxies, including Wiklleaks- .were ill-

PRO!JE:RlY CF THE U.S. HOUSE OF REPRESENT A TIVF:S 
60 



advised, the Committee did not determine 

that Trump or anyone associated wjth him 

assisted Russia's active measures campc,lign. 

DIRECT EVIDENCE OF COLLUSION, 

CONSPIRACY, OR COORDINATlON 

{U} Finding #25: When asked directty, none 

of the interviewed witnesses provjded 
evidence of collusion, coordination, or 

conspiracy between the Trump campaign 
and the Russian government. 

{U) The Committee interviewed high­

ranking current and former government 

officials, along with numerous Trump 

campaign members, Trump administration 

officials, and other Trump associates. None 

of the witnesses testified they had evidence 

of collusion between the campaign and 

anyone affiliated with the Russian 

government. In most of the Committee's 

witness interviews, the w itness was asked 

directly for any evidence of "collusion, 

coordination or conspiracy" with any 

element of the Russian government to 

influence the outcome of the 2016 U.S. 

presidential election. This question was 

asked wfth respect to the w itness' own 

actions; the actions of candidate Trump; the 

actions of anyone officially affiliated with 

t he campaign; or the actions of anyone 

unofficially affiliated with the campaign, 

defined as including '.'v.rannabes,"2 "hangers­

on,"3 and upeople who represented 

themselves as being part of the campaign."4 

Each witness was given wide latitude in 

answering these questions, but none 

produced any evidence. For example, 

Trump's son-in-law and senior advisor Jared 

Kushner stated categorically that the Trump 

campaign "'did not collude, cooperate, 

whatever other 'C' words you used, with 
• ,.,5 anyfore,gn governments. 

{U) Several former government officials 

testified that, even though there was no 

evidence of collusion between Trump 

campaign associates and the Russian 

government, they were aware of contacts 

and interactions of potential concern. For 

example, former CIA Director John Brennan 

stated in open session, "I encountered and 

am aware of information and intelligence 

that·reveated contacts and interactions 

between Russian officials and U.S. persons 

involved in the Trump cam-paign that .I was 

conc~rn·ed about because of known Russian 

efforts to suborn such individuals, and it 

raised questions in my mind .. . whether or 

not the Russians were able to gain the 

coo~ration of those indi•Jiduals."
0 

Brennan 

continued, however, "'l don't know whether 

or not such collusion . .. existed." 7 

{U) Similarly, forme r ON! James Clapper 

stated that he was aware of the same 

information to which Brennan referred, 

"that my dashboard warning lights were on 

just because of that."5 However, 

reaffirming his prior public statements, he 

told the Committee that, "I didn't have a~y 

evidence-l don't care how you want to 

caveat it-of collusion ."9 

BUSINESS DEALINGS 

{U) Finding #26: The Committee found no 

evidence that President Trump's pre-­

campaign business dealings formed the 

PROPERTYOF'IBE: U.S. HOUS!::OF RS'RE~NTATI\IES 
61 



basis for collusion durinB the campaign. 

{U) As a politic.ii outsider who had 

never ru_n for office, Donafd Trump did not 

have a polftical record to analyze, criticize, 

or rely upon during the 2016 campaign. 

Therefore, his long and varied business 

career garnered significant attention from 

supporters, opponents, and opposition 

researchers alike. Eventually, as described 

in the second half of this chapter, candidate 

Trui:np's pre-campaign business dealings 

with Russians became a subject of 

significant opposition research. 

(U) As noted above, the Committee's 

investigation was focused on the tirne 

period of the 2016 election. Trump's pre~ 
campaign dealings were within scope only 

to the extent they formed the basis for or , 
were otherwise llnked to, Improper conduct 

during the elections. As one of the 

Committee Members said during an 
interview, the key question was if any 

business "relationships, whether directly or 

indirectly or just by some other means, had 

the effect that there was a preexisting 

relationship with Russia, and that that 

preexisting relationship may have in some 

way inspired the Trump campa.ign to have a 

contact with the Russian Government to 

coordinate, collude, or conspire to help 

them win the election over HIiiary 

Clinton.1110 

(U) The Committee focused only on any 

potential financial improprieties relating to 

the eteclion. In particular, the Committee 

examined the Miss Universe pageant in 

Moscow in 201.3; the Trump Organization's 

unsuccessful efforts to build a Trump Tower 

fn Moscow in late 2015 and ear ly 2016; and 

other assorted claims of Russian financia l 

ties to the Trump family . The Committee 

did not uncover any evidence that any of 

those matters formed the basis for 

collusion, coordination, or conspiracy 

between Trump or his associates and the 

Russian government during the 2016 U.S. 

presidential election. 

(U) Miss Universe 2013: Before he was 

a political candidate, Trump owned the Miss 

Universe Organization. The decision to hold 

the 2013 Miss Universe annual pageant in 

Moscow was a unanimous one made by 
representatives of the Trump Organization 

and NBC-the event's broadcaster-with 

approval of the president of the Miss 

Un lverse organization. u Michael Cohen, an 

attorney and former Executive Vice 

President of the Trump Organlzation, told 

the Committee 50 percent of the fees 

earned for the pageant went to NBC.12 "[01 

f the $12.2 million in foreign income that 

lthe Miss· Universe pageant] earned [in 

2013), a substantial portion of it was 

attributable to the Moscow event."13 

(U} The 2013 pageant's hosts were Aras 

and Emin Agalarov, father and son of a 

wealthy Azerbaijani-Russian family in 

Moscow. The Agalarovs' company, Crocus 

Group, owned the venue where the pageant 

was held.1
~ The Agalarovs and Crocus 

Group wanted to host the event in Moscow 

because tl1ey wanted to have the pageant ln 
their company's bu ilding, Crocus City Hall, 

arid It was a way to promote Emin's music 
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career, who performed atthe pageant.~; 

The Agalarovs have connections with senfor 

individuals and elements of the Russian 

government/6 and Aras received the Order 

of Honor from Vladimir Putin.17 The 

decision to hold the pageant in Moscow 

originated from an "off-the-cuff" discussion 

between Emin Agalarov, his manager, and a 

representative from the Miss Universe 

pageant.18 

UNCLASSIFIED 

EMIN AOALAROVATTHE 2013 MISS 
UNlVERSE PAGEANT IN MOSCOW 

UNCLASSIFIED 

(U) The Agalarovs first met Trump in 

person in 2013 in connection with the Miss 

USA pageant in l.as Vegas.19 The Agalarovs 

and Trump signe-d the contract to hotd the 

pageant in Mosc.oi.v during the weekend of 

the Miss USA pageant In January 2013.20 At 

the conclusion of the 2013 M iss USA 

pageant, Trump and the Agalarovs 

announced on stage that the Miss Universe 

pageant that year \"Jould be held in 

Moscow.21 In a June 18, 2013 tweet, Trump 

publicly asked, "Do you think Putin will be 

going to The Miss Universe Pageant in 

November in Moscow-if so, will he 

become my new best friend?"v 

(U) Leading up to the Miss Universe 

page,int, the issue of President Putin 

possibly attending came "up a number of 

times" among those planning the pageant.23 

Emin's manager Robert Goldstone and the 

head of the pageant organization had 

"casual'' conversations w·ith one another, 

but every time Goldstone asked Emin about 

it, En1in replied the pageant would have had 

to go through "official channels" to make 

the request, indicating that the event was 

not officially related to the Russian 

government. 24 At the time, according to 

Goldstone, Emin cast doubt on whether 

President Putin would attend, stating "if this 

was in America, would Barack Obama 

attend? Probably not. It's a beauty 

pageant. But there is a chance, maybe, of 

some kind of meeting."25 Before the 

pageant, however, President Putin's press 

secretary called and told Trump and others 

that President Putin would not attend the 

pageant, and he did not.26 

{U} While in Moscow, Trump, along . 

with his head of seturity, attended the 

pageant and several pageant -related 

events.27 for example, Trump attended an 

event hosted by the Agalarovs at a well­

known restaurant with local businessmen.28 

(U) Although there were allegations in 

the Steele dossier that Trump engaged in 

illicit activities with prostitutes in the 

presidential suite at the Ritz-Carfton hotel, 

the .Committee found no evidence to 

support these allegations. Trump's former 

head of security,-· testified that 
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although somebody during a meeting fn 

Moscow-did not rrnow who­

''mentioned sendfng women to ITrunw's] 
room,'- responded "absolute ly not, 

we don't do that."29 
- told the 

Committee he advised Trump of the 

comment, and they both laughed about it. 

- also festified he walked Trump to 
his room that nlght, remained for a few 

nilnutes, and did not observe anybody enter 

the roorn.30 

(U) Trump Tower Moscow: While in 

Russia for the Miss Universe pageant, 

Trump met with the Agalarovs and 

discussed a possible joint real estate 

development in Moscow.:.u The proposed 

project was a Trump Tower in Moscow 
adjacent to the Agalarov-owned Crocus City 

Hall; according to Donald Trump Jr., "it 
fizz led out" after a few months. 32 

(U] Trump Organization lawyer Mlc:hael 

Cohen was not Involved In those orlglnal 
discussions regarding Trump Tower 

Mc.)scow. In c1pproximately September 

2015, he received a separnte prnpos.i l for 

Trump Tower Moscow from a businessman 

named->1
~ According to Cohen, 

the concept of the project was that "[t]he 

Trump Organ ization would lend its name 

and management skills, but It was not going 

to borrow any money and it would not have 

any resulting debt for the purchase of the 

land and the building of the facility.";~ 

Cohen worked on this idea wlth 1111111 and 

his company, the Bayrock Group, a real 

estate consultancy that had previously 

worked with the Trump Organization. 111111 

has a unique and colorful background, and 

described for the Committee his path from 

Wall Street banker to white-collar crim inal 
35 to governmen~ Informant. 

(U) After signing a letter of intent with 

a local developer in October 2015,36 Cohen 

andlllll exchanged a number of emails 

and text messages in late 2015 detailing 

their attempts to move the project forward. 

For instance, in December 2015,lllllltried 
to get Cohen and candidate Trump to travel 

to Russia to work on the projecLn 

(U) Several of-communications 

with Cohen lnvolved an attempt to broker a 
meeting or other ties between candidate 

Trump and President Putin, and purported 

to convey Russian government interest in 

the project.;s Perhaps most notably, .. 

told Cohen in a November 3, 2015, emaif, 

"[b)uddy our boy can l)ecome President of 

the USA and we can engineer it."39 
-

continued that if "Putin g~ts on stage with 

Donald for a ribbon cutting for Trump 

Moscow, . .. Donald owns the republican 

nomination." 10 This asserlion apparently 

;;irose from- rather grandiose theory 

that cementing a dea l with a hostile U.S. 

adversary would Increase candidate 

Trump's foreign policy bona fides.41 

(U} .. testified that his 

communications with Cohen regarding 

President Putin were ''mere puffery," 

designed to elicit a response from the 

· Trump Organjzation to move the project 

along.42 1111 explained that " (u]ntil the 

bank wrftes the check, it's all salesmanship 

and promotion to try to get many, many, 
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many parties towards the center to try to 

get the deal done.,,.:3 Cohen similarly 

characterized .. as "a salesman" who 

"uses ver1 colorful language."4
~ 

{U) When the project started 

proceeding too slov..r[y for the Trump 

Organlzation,45 Cohen and .. began to 

exchange acrimonious text messages.46 As 

part of those text messages- told 

Cohen that President Putin's people were 

backing the deal, including "this is thru 

Putins [sicJ administration, and nothing gets 

done there without approval from the top," 

as well as meetings in Russia with 

"Ministers" and "Putins (sic] top 

administration people.":] 1111111 also 

mentioned Dmitry Peskov (President Putin's 

spokesman) would "most likely" be 

included.48 

{U} Cohen thus attempted to reach out 

to members of the Russian government in 

an attempt to make the project proceed, 

but apparently did not have any direct 

points of contact. for example, Cohen sent 

an email to a general press mailbox at the 

Kremlin in an effort to reach Peskov.4n 

Cohen's message notes that he has been 

working with a local partner to build a 

Trump Tower in Moscow and that 

communications have stalled with the local 

partner.50 The email further seel'-s contact 

._ • .,ith Peskov so they may " discuss the 

specifics as well as arrang{e] meetings with 

the appropriate individuals."!,1 Based on the 

documents produced to the Committee, it 
does not appear Cohen ever received a 

response from anyone affiliated with the 

Russian government. 

{U)- testimony likewise made 

clear that neither Presldent Putin nor any 

element of the Russian government was 

actually directly involved in the project. For 

in~ance, in one exchange,~ testified he 

was offering the Trump Organization access 

to one of-acquaintances. This 

acquaintance was an acquaintance of 

someone else who is "partners on a real 

estate development with a friend of 

Putin1s."52 
.. testified that he was 

unaware of "any direct meetings with any 

[Russian) government officials" in 

connection with the Trump Tower Moscov.: 

project.5> In addition, neither candidate 

Trump nor Cohen traveled to Russia in 

support of the deal.54 

(U) ... was unequivocal in his 

testimony that none of the Russians 

affiliated with the Trump Tower Moscow. 

project had any communications with him 

uin which {heJ w{as] asked to do something 

on behalf of the Russian government that 

[he] knew was on behalf of the Russian 

Government1' with respect to the U.S. 

election.S!, None of those communications 

"were intended for - to take action to 

have a ccmmunic:ation w ith or take some 

action to influence the 2016 Presidential 

election."":.
6 

The Committee t herefore 

assesses tha ... was attempting to 

leverage polttical contacts for business 

purposes, rather than the othe-r way 

around. 

{U} It appears the Trump Tower 

Mo~cow project failed in January 2016.57 
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Trump Jr. testified that, as of early June 

2016. he beffevecl the Trump Tower 

Moscow project was dormant.53 The 

project failed because "[t]he due dfligence 

did not come through 11 and the Trump 

Organization's representative "lost 

confidence in the licen.see, and {he] 

abandoned the project."59 In fact, the 
Trump Organization did not have a 

confirmed site, so the deal never reached 

the point where the company was 

dlscussins financing arrangements for the 
project.uo The Committee determined that 

the Trump Tower Moscow proj~ct did not 

progress beyond an early developmental 

phase, and that this potenli"al licensing dear 
was not related to the Trump campaign.61 

(U) Other Alleged Financial Dealings: In 
addition to the Miss Unlvl:!l'S<:l and Trump 

Tower- Moscow projects, a number of 

witnesses were asked about Trump family 

financial dealings, sometimes stretching 
6~ back decades. For example, Trump Jr. was 

asked about Russians: ·buying units in 

Trump Tower in 1984 (wh~n he was seven 

years old)/
3 

btJylng properties in soutf,ern 

Florida for which the Trump brand was a 

!icensor;6'' being involvQd in the Trump 

lntern~tional Hotel in Toronto for which the 

Trump Organization was the brand and not 

the developer;65 and having unspecified 

Involvement in a licensing project for the 

Trump Ocean Club in Pariama.66 The 

Committee does not have any evidence that 
there is a nexus between these activities 

and the 2016 <:.impaign, or information that 

contradicts representations made in a 

March 8, 2017 letter from Trump's lawyers 

regarding his Russia-related fina1)cfal 

dealings over the previous ten years.67 

POLICY POSITIONS 

(U) During the campaign, candidate 

Trump and several of his campaign advisors 

expressed policy views towards Russia quite 

different than those espoused by much of 

the Republfcan foreign policy establishment, 

including previous Republican nominee Mitt 

Romney, wt;io labeled Russia "our number 
<.me geopolltkal foe" durrng the 2012 

election, In factJ a significant nu niber of 

Republican foreign policy experts made 
statements d~irh,g the campaign that they 

would not work for the Trump campaign. 

As a result, the c;;m1palgn relied on many 

lesser-k11own-or in some cases unknown­

advisors on foreign policy issues. 

{U) Additionally, a plank of the 2016 

Republican pl~tform pertaining to the 

Ukraine has been the subject of substantial 

controversy. The question for the 

Committee was whether candidate Trump's 

pollcy positions-and the campaign's 

involvement fn the debate over the Ukraine 

platform plank-reflected legitimate policy 

positions, or somuthing more nefarious. 

The Committee found no evidence that the 

policy positions of the Trump campaign 

were the reslAlt of collusion, coordination, 
or conspiracy with the Russians. In the 

words of Trump campaign 

policy offici~I involved in the platform issue, 
"lt]here was no coordination or tt,ought for 

coordination. The idea to have better 
relations with Russia was a Mr. Trump idea 
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that I thought was reasonable to support 0 63 

{U} Finding #27: The Republican national 

security e.stablishment's opposition to 

candidate Trump created opportunities for 

two less-experienced indi\liduals with pro­

Russia views to serve as campaign 

advisors: George Papadopoulos and Cart~r 

Page. 

(U) The Republican foreign policy 

establishment was critical of candidate 

Trump, w~o had to turn elsewhere for 

support. On March 2, 2016, 122 self. 

de.'icribed "GOP National Security Leaders" 

signed an uopen Letter to Donald Trump" 

refusing to support then-candidate Trump.;S' 

The next day, Trump announced Senator 

Jeff Sessions as chairman of his National 

Security Advisory C9mmittee {NSAC}. A few 

we_eks later, following continuing media 

criticism of his failure to publicly name a 

foreign policy team, 
10 candidate Trump 

named five foreign policy advisors in a 

March 21, 2016 meeting with The 

Washington Post editoria l board: Wa[Jd 

Phares, Carter Page, George Papadopoulos, 

.1oe Schmitz, and Keith Kellogg.71 

(U) The opposition to Trump's 

candidacy by the ,.,ast majority of the 

conservative national securitv 

establishment paved the way for lesser­

known individuals, such as the then 28-year­

old Papadopoulos, t o join the Trump 

campaign. Page was another unknown 

. brought into the periphery of the Trump 

campaign to fill the vacuum left by more 

experienced national ~erurity specialists 

who were unwilling to acivise candidate 

Trump. There is no evidence that anyone 

on the Trump campaign was aware of 

Page's past ties to Russian intelligence 

services-or Papadopoulos' more r.ecent 

contacts with a Russian-connected 

professor-when these two individuals 

were included among the advlsors that 

wt:!re publicly announced on March 21. In 

fact, as Kushner candidly put it, "we put 

together that list because we vi1ere getting a 

Jot of pressure from the rr.edia to put out a 

list of foreign policy advisers.'' 
12 

UNGLASSIFtED 

GOP National Security Leaders 
Open Letter to Donald Trump 

5().1To).l~r.r UY f O!tr.l l:R :>tA"flllNAl ill 'l,JRnY i:ffll1ALS 

foe o,,jHt"~ 11¥:1t1.:!~1, l:.:,,c :JI ..,m-J "'.«<'I"" ~ -ul ,...,...,11y 
.i:1~ ·oc f'1ra~ pol).y ~ itic~ lo Atpl)::0.!ltl.'.) ~~irour-~U'\1. (r~ l 
Rttlwd N<>= to !'lcrrrp: Yi.' llLNt \\~ br" mal ~ ,_,,, 
r,;:; ,oncl ~ """""'-'','ll!ll!-.,...lt<f"~ P.<'l~clnrLY ir 
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w..•.,..,cs:::,; t'..tillK ... W~b,w 11': ~ ~it.n ~ ;;im ..f-a 
t21'.':1.'r.len1 o!'(!)( , •n :i: J S1&".o 

UNCLASSIFIED 

{U) These five advisors were 

subsequently incorporated into the NSAC, 

which was part of the campaign's O.C.­
based policy shop. 

7
·
3 The NSAC was chaired 

by Senator Sessions and directed by J.O. 

Gordon, a retired Navy officer and former 

Department of Oefense spo!<esman. '~ Some 

members of the NSAC met with candidate 

Trump in Washington, D.C. on March 31, 

2016. Page did not attend. Each advisor in 

attendance, including Papadopoulos, 

briefed the group on a topic of their choice. 

Papcidopoulos spoke about Russia. 
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However, in lhe opinion of one advisor, 

wafid Ph,ues, the primary purpose of the 

meetina was about optics rather than 

substance: 11tl1e meeting was about the 

picture and to send the rnes/jage that: I ha:ve 

f · II t "75 a ore,gn po cy earn. 

UNCLASSIFIED 
NSAC MEETING WITH 

CANDIATE TRUMP 
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UNCLASSIFIED 

(U) Page was, according to NSAC 

director Gordon, "very loosely affiliated 

with the campaign and had really no roles 

or responsibillties." 76 The Committee 

assesses that Page played no major role rn 

the campnign, and had no meaningful 

access to senior leadership. 

{U) Pag·e did not attend the March 31, 

2.016, NSAC meeting with then-candidate 

Trump, and has never met him.n Although 

members of the NSAC occasionally gathered 

for meals in the Washington, D.C. area, they 

never again met as a group with candidate 

Trump.
78 

Kushner provided a blunt 

assessment of the role, qr lack thereof, 

played by the individuals on t~e initial Ii.st of 

·publicly-announced foreign policy advisors: 

"[Tihe amount of Interaction they had with 

the actual campaign or in'fluence they had 

·on anything that happened in the campaign 

I 1179 G d was virtually nonex stent. or on 
testified to the Committee that he agreed 
with the ass~rtior, that the NSAC was 

minimally Influential In the context of the 
• /l{l broader campaign. 

(U} Finding #28: The change in the 
Republlca·n Party platform regarding 

Ukraine resulted in a stronger position · 

against Russia, not a weaker one, and 
there is no evid~nce that Paul Manafort 
was involved. 

{':J} It has been widely reported that the 

2.016 Republican Party plotform was 

weakened with respect to Ukraine, perhaps 

as a favor to Russia or some other nefarious 

reason. Arter reviewing the Republican 

Party platform amendment process, 

Interviewing those involved, and revfewing 

document productions, the Committee 

determined that the original plank was 

strengthened, rather than weakened-and 

there is no evidence that language 
advocating for the provisions of "lethal 

defensive weapons'' was Improperly 

removed. 

(U) on July 11, 2016, the Republican 
National Committee Platform Committee 

met to discuss and debate amendments to 

the platform. As drafted, the platform 

referenced "a resurgent Russia occupying 

parts of Ukraine/ but incfudep no langu.age 

about support to Kiev.{see inset}. 11111 
of Texas, a member of the National 

Security/Military Platform Subcommittee, 

offered an ~mendment that would "support 
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maintaining {and, if warranted, increasing) 

sanctions against Russia until Ukraine's 

sovereignty and territory integrity are fully 

restored."3
l ~roposed 

amendment further called on the United 

States to provide "lethal defensive weapons 

to Ukraine's armed forces and greater 

coordination wjth NATO [North Atlantic 

Treaty Organization] on defense 

planning."u 

U NCLASSIFll:D 

Original RNC !)tank 

(U) In the int~mational arena. weakness invites 

aggression. The results of the (Obama} Administra­

tion's unilateral approach to disarmament are 

already clear: An emboldened China in ti\e South 

China Sea, a resurgent Ru:.s!a occupying parts of 

Ukraine and tnreatening neighbo:s from the Baltic 

to the Caucasus, an aggressive lstamist terrorist 
networ.~ !n Middle East. All our adversaries heard 

th~ message in the {Obama] Arlminlstratio"n's cut­

bac!G: Americil is weak~ arid retreating: 

UNCLASSIRED 

(U} Much of-amendment was 

sdopted, but-following debate among the 

delegates-the final version called for the 

United States to provide "appropriate 

assistance" rather than "lethal defensive 

weapons."83 The Committee assesses that 

aappropriate assistance" provided flexibility, 

and could encompass lethal defensive 

weapons as well as humanitarian aid, 

medical supplies, and meals-ready-to eat. 

In any event, even without the words 

"lethal defensive weapons," the final draft 

of the platform UV".las tougher against 

Russia0 than the orlginal after incorporating 

all but three v.iords o­

amendment.s.1 

UNCLASSIFIED 

Final RNC Plank 

(U) Wr:;. support maintaining and, ff warranted, 

increasing sanctions, togcthff with our allies, 

against RllSSia unless and until Ukraine's sover­
ei.gnw and territorial integ_rity are :u'.ly re~t.ored. 

We also support provldi:'lg approprla~ assistance. 

to the armcci forces of Ukraine and great& coordi­

nation with NATO defense planning. 

UNCLASSlF1ED 

(U} The Committee also investigated 

,...,hat role, if any, Paul Manafort played in 
the Trump campaign's response to 

0€nman's amendment. Manafort, a 
veteran of numerous Republican 

camp.algns,85 had long represented the 

government of Ukraine, the pro-Russian 

former presid~nt of Ukraine Viktor 

Yanukovich, and Yanukovich's Party of 

Regions.86 In late March 2016, candidate 

Trump hired Manaforno-lead "delegate­

corralling efforts at the Republican National 

Convention."s7 Then--campaign manager 

testified that, when 

Manafort was hired, ~ade no 
attempt to vet him and was entirely 

unaware of Manafort's past work in 

Ukra.ine.85 In May 2016, Manafort was 

promoted to campaign chaim,an and, after 

~as fired the next month, 

aevolve[d}" into the role of de facto 

campaign manager.69 

{U) Manafort left the campaign in 

August 2016 following news reports that he 
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had rece_ived $12. 7 million In secret 

payments for his work on behrilf of 

Yanukovlch's Party of Regions; news 

reporling also alleged that Manafort and hls 

aide Rici< Gates had "dirnctly orchestrated a 

covert Washington lobbying operation" on 

behalf of the partv-:-while failrng to register 
90 C . as foreign agents. ampa1gn press 

secretary Hope Hicks recalled that, after 

receiving press inquiries about Manafort's 

"professional history," a major story broke 
. 91 on the evening of August 14, 2016. 

According to Hicks, "Trump had made a 

decision to make a change ln lendership on 
the campaign outside of Paul's ;ssues that 

were being publicly reported," but those 

issues "certainly contributed to expedllinn 

and Intensifying the way in whfch his roJe 

changed, and then ultimately he was fi red 

at the end of thnt weck.''92 Trump directed 

his son-in-law Jared Kushner to ensure 

Manafort departed the campaign on August 

19, which he did.'13 As Kushner put it, ''[tf 

here was a lot of news that was out there1 

and the decision was tflat lt was time for 

UNCLASSIFIED 

PAUL MANAFORT RESIGNS 
FROM TRUMP CAMPAIGN 

l 
•rtt ~t0, • .-t :A Tt.,"tftt~~,f'\l~ri.1 ,..-... ~n11.0.. li'• U fV'lrt UU:, Wlt'I 
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UNCLASSIFIED 

hlrn to resign. ,, !M 

(U) Given Mana fort's past work in 

Ukraine, If the Ukraine plank change was 

made as a favor to the Russian government, 

it seems likely that then-campaign chairman 

Manafort would have known about it. 

However, campaign records produced to 

the Commlltee show that Manafort had no 

role in, or contemporaneous knowledge of, 

the platform change. On July 30, 2016, 

Manafort sent an emall, copying Gates, to 

Rick Dearborn, then a senior campaign 

policy official and Sessions' chief of staff: "I 

gather that there was a change In the 

platform that ren,oved arming Ukraine. I 

don1 t know anythlnc about this change. 

I It d ?11 fl!I Who pushed for it and w w was one. 

(U} In response, Dearborn generated a 

memorandllm, dated August 1, 20:l.6, 

outlining a detailed sequence of events th<lt 
96 occurred between July 10 and 12, 2016. 

As part of that memo, J.D. Gordon created a 

tlmeline that noted candidate Trump's 

poticy statements-including at a March 31, 

2016, national security meeting-served as 

the basis for the modification of Den man's 

amendrnent.9 ' Gordon's timeline made it 

clear that the change was initiated by 

c<1mpaign staffers at the ·convention-not 

by Manafort or senior o_fficials. Although 

Page expressed support after the fact, the 

Committee did not find any evidence that 

he actively parliclpat:ed in the modificati on 

o-f Denr.nan's "red line ~mendment 

I I 1198 providing lethal assistance to U m1 ne. 
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(U} Finding #29: Thel'e is no evidence that 

Trump associates were involved in the 

theft or publication of Clfoton campaign­

related emails, although Trump associates 

had numerous ill-advised contacts wlth 

Wikileaks. 

{U} There is no evidence that Trump or 

anyone associated with him played a role in 

the hacking of emails from the DNC and 

Clinton campaign chairman John Podesta, 

among other entities and individuals, 

detailed in Chapter 2. A5 also discussed in 

Chapter 2, the Committee concurs with the 

IC's assessment that Wikileaks was one of 

the vehicles for the public dissemination of 

emails stolen by Russians. As noted in 

Chapter 3, on October 7, 2016, the 

Department of Homeland Security and 

Office of tt,e Director of National 

Intelligence releas.ed a public statement 

that "[t]he U.S. Intelligence Community is 

confident that the Russian Government 
directed the recent compromises of e-mails 

from US persons and institutions, including 

US political organizations."1!' The statement 

also specifically tfed Wikileaks to the 

Russian-directed disclosures. 

(U} Trump campaign communications 

made ample use of the publicly available 

emails, which were reported by virtually aU 

major media outlets. Regarding Wikileaks, 

Trump Jr. testified that "[aJt the time, I 

looked at them as essentially a media 

outlet" and an "opportunistic organization" 

that would have also put out negative 

information on Trump if it had it. 10° For 

Senator Sessions, reference to Wikileaks 

material in campaign statements was the 

product of deliberation: "And so, I 

remember making a decision that it [a trove 

of hacked emails) was in the public domain, 

and it wouJd be silty not to use it . So I used 

it, although I could understand somebody 

else not wanting to." 101 For campaign press 

secretary Hope Hicks, use of emails 

published by Wikileaks was uncontroversial 

because such information was available in 

the public domain.102 

U Nct.ASSIF!ED 

WIKILEAKS RELEASES CLINTON EMAILS 
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UNCLASS1FIED 

(U) Similarly, candidate Trump stated at 

a rally on October 10, 2016-three days 

after the release of Podesta's emails began 

and the IC publicly tied Wikileaks' 

dissemination to " Russia's senior-most 

officials" -that "I love Wikileaks."10
?. Trump 

had earli~r encouraged the Russians to "find 

~e 30,000 emails that are missing" from 

Hillary Clinton's privateserver.10
' {These 

emaHs. which were the frequent subject of 

campaign talking points, should not oe 
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conflnted with the DNC emails. The stolen data. Nor did any witness shed llght on 

Committee did not receive evidence that the the provenance of the emails, or clarify that 

emails from Clinton's private server were Mifsud was reforrlng to emails actually stolen 

stolen by the Russians-or anyone elsel05 by the Russians (as opposed to, for example, 

(U} Particularly in light of candidate emails missing from Clinton's private server.) 

Trump's expressed enthusiasm for Wikileaks, The Committee also found no evidence that 

the Committee examined the relationship Papadopoulos told anyone affiliated with the 

between his associates and the stolen emails. Trump campaign about M ifsud's claims that 

The Committee did not find any evidence that . th_e Russians had "dirt" on candidate Clinton. 

Trump associates .were involved in the (U) Michael Flynn: On Jul~ 15, 2016, 

publication of emails by Wikileaks and other 

outlets-or had access to such emails or other 

stolen Information prior to their becoming 

publicly available. 106 

(U} The Committee did find that multiple 

Trump associates went beyond mere praise 

and established ·uncs of communication with 

W ikileal<s during the campaign. Such contacts 

were Imprudent in l ight of Wlkileaks' role In 

disseminating stolen emails in line wlth 

R1.1ssian interests-and CIA Director Mil<e 

Pompeo's post-election characterization of 

Wikileaks as a hostile non-state interllgence 

service that "overwhelmingly focuses on the 

United States, while seeking support from anti 

-democratic countries and organizations" such 

as the Russian military intell igence service 
(GRU).l07 

(U) George Papadopoulos: Foreign policy 

advisor Papadopoulos was told by Russian­

linked academic Joseph Mifsud in April 2016 

that the Russ1am; had "dirt'' on Clinton In the 

form of "emails of Clinton.''1 ~ However, the 

Committee found no cvldenc;e that 

Papadopoulos obtained these emails or that 

the Trump campaign had a role in facllltating 

the Russian government's dissemination of · 

retired Lieutenant General and Trump 

national security advisor Michael Flynn 

forwarded an email to communications 

advisor- in an attempt to connect 

.i friend from the military with tl,e campaign's 

social media operation. Flynn included the 

following edltorlal comment: "There are a 

number of things happening (and wlll happen} 

this election via cyber operatio11s (by both 

hacl<tivists, nation-states and the DNC) ."
109 

This stateme.nt does not nece.ssarily indicate 

non-public knowledge, and could have instead 

reflected commentary on .then-current public 

events-including the mid-June attribution of 

the DNC hack to Russia by the security firm 

CrowdStrike, and the subsequent claim of 

credi t by the t hen-unkn own persona "Guccifer 

2.0." (See Chapter 2.) 

(U} Donal~ Trump Jr.: During the course 

of-the Committee's interview with Trump Jr. , a 

news report from CNN appeared onllne 

clalmine he was given a pre-release 

notification of a Wlkileal<s release of Podesta 

emails.Ho The article appeared clt 1:01 p.m., 

while Trurnp Jr. was still being interviewed by 
the Committee behind closed doors, which 

concluded at 5:51 p.m.111 CNN's Initial report 
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claimed Trump Jr. received an email on 

September 4, 2016, alerting him to an 

upcoming release of hacked emails. 

(U) The email in question was from an 

individual named , who 

sent a lengthy email to a number of 

individuals associated with the Trump 

Organization, including Trump Jr., providing 

access to hacked DNC emails. 112 The email . 

was actually dated September 14, 2016, the 

day after Wikileaks published a tranche of 

Podesta emails, and thus did not 

substantiate allegations of prior knowledge 

of the release .113 CNN subsequently issued 

a correction, noting the error. 114 

(U) When asked about the email by the 

Committee, Trump Jr. testified that he did 

not have any recollection of the email, 

stating that he "get[s] stuff from people that 

-you know, people put my email address 

online every few months, and I get a bunch 

of people that do the same thing and then 

they start bombarding you with stuff."rn 

Trump Jr. went further to state that while 

he may have met a at 

some point in time, he was not sure of the 

identity of this individual.116 

(U) At the outset, Trump Jr. told the 

Committee that, although he was not aware 

of any coordination "between the Trump 

campaign and Wikileaks to disseminate 

information acquired from the Podesta 

email or the DNC server,"117 he did 

exchange Twitter direct messages with 

WikileakS' beginning on September 20, 

2016, and October 3, 2016.118 Wikileaks 

initiated both exchanges. 119 
Trump Jr. 

testified that he was not aware of the 

reasons why Wikileaks decided to reach out 

to him directly, but hypothesized that such 

direct messaging was likely due to the fact 

that he "was retweeting a bunch of their 

stuff . . . " and that he has "a relatively 

formidable social media platform."120 

(U) In the first exchange, on September 

20, 2016, Wikileaks sent a direct message 

to Trump Jr. to alert him to a "PAC run anti­

Trump site" that was about to launch. 

Wikileaks "guessed the password" and sent 

it to Trump Jr. and asked for comments .121 

Trump Jr. responded the next day, "[o]ff the 

record I don't know who that is but I'll ask 

around."122 Trump Jr. subsequently logged 

into the site using the Wikileaks-supplied 

password, which had also been made 

publicly available. 123 

(U) Following that exchange, Trump Jr. 

emailed some Trump campaign officials, to 

include Kellyanne Conway, Steve Bannon, 

and Jared Kushner to advise them of the 

contact and seek their advice.124 In a follow 

-up email, Trump Jr. noted the Wikileaks 

message intimated "some connection we 

[the Trump campaign] should be aware 

of."125 The Committee did not receive any 

documents or information that reflected a 

response to Trump Jr.'s email, although 

Hope Hicks recalled that-after being 

forwarded the email by Kushner-she 

"might have expressed concern to 

somebody about putting passwords in 

unknown websites, just as a general 

practice, not specific to Wikileaks." 126 

{U) On October 3, Wikileaks passed 
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along a story reporting Clinton's comments 

about Julian Assange and noted "{i)t'd be 

Breat If you guys could comment on/push 

th is story."1
J·

7 Trump Jr. responded about 

90 minutes later: ''Already did that earlier 

today. It's amazing what she can get away 

with."
1
'a Trump Jr. then wrote: " What's 

behind this Wednesday leak I keep reading 

about?"n 9 Trump Jr. was seeking 

Information on what was purported to be, 

another future leak of Podesta-related 

emails.130 There was no response. 

{U} After October 3, 2016, Trump Jr. 

received numerous messages from 

WiklLeaks that: 

• suggest a website llf'.lk to use if the 

campaign refers to Wikileaks In a 

tweet and suggests having 

supporters search through the 

leaked Podesta emails, noting 

• 

• 

• 

Wikf Leaks " just released" "Part 4" of 

those cmails;13
l 

seek then-candidate Trump's tax 

returns <1nd suggests leaking them to 

" improve the perception of 

[Wlkileaks'] impartiality'';m 

suggest challenging the results 

should Trump lose the election;m 

describe an election-night message 

of " (w]ow" and noting Obama 

administration witl delete records as 
1~d 

they leave;-

• suggest the President-elect push 

Australia to make Julian Assange 

that country's ambassador to the 

United States;135 

• 

• 

forward what appears to be a video 

with the cap\i on "Fake N~ws";13
G and 

on the date the news of the June 9, 

2016, Trump Tower meeting broke, 
, •

1 
n·, seek copies of Trump Jr. s ema1 s. 

W ith respect to the latter, Trump Jr. 

published those emails himself on 

his Twitter account. 

{U) Trump Jr. testified that he did not 

reply to any of these messages, nor did he 

have any communications with Wikfleaks 

before September 20 or aft~r October 3, 

2016.138 He testified that the direct 

message exchanges discussed above " is a 

complete record of any communications 

[he] had with Wikileaks." 139 

(U) Cambridge Analytica: In add ition to 

Trump Jr.'s communlcations w ith Wikileaks, 

Cambridge Analytica, a British firm the 

Trump campaign used for data analytics, 

reached out to Julian Assange in an effort to 

confirm whether Wlklleaks possessed the 

,;missing" ema!ls deleted from Clinton's 

private server.140 That contact occu rred In 

approximately June 2016,1~1 between an 

employee of Cambridge Analytica and the 

speaker's bu reau (a separate thi rd party) 

representing Assange.142 Wikileaks replied 

through the bureau that " they did not wish 

to take a telephone earl or othe rwise .. 

[ . A I . ) ,,1 .. :s engage with us Cambridge na ytica . 

{U} Trump campaign digital director 

- testified that he did not 

participate in, nor' was he aware o f, 

Cambridge Analytica' s attempted outreach 

to Assange.144 The Chief Executive Officer 
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{CEO} of Cambridge Analytica confirmed in 

his testimony that he "did not share this 

with anyone on the Trump campaign.uHs In 

fact, the C:EO testified that the outreach 

occurred before the company was even 

retained by the Trump campaign.w; 

(L!} Roger Stone: Roger Stone has had a 

series of business relationships with Donald 

Trump dating back to at least 1981, and 

served as a paid campargn advisor for 

several months in 2015.147 During 

testimony to the Committee, Stone 

addressed three public statements 

suggesting he might have important 

information about, and potentially advance 

knowle_dge of, disclosures during the 2016 

campaign: (1) an August 2016 Twitter 

message regarding Clinton campaign 

chairman John Podesta, {2} an August 2016 

public speech about purported contacts 

with Julian Assange, and (3) the March 2017 

acknowledgement of pre-election direct 

communications with Guccifer 2.0. 

{U) Stone denied that he "knew in 

advance about and predicted the hackin$ 

of .. . Podesta's email," notwithstanding his 

cryptic statement in an August 21, 2016, 

Twitter message-''Trust me, it will soon be 

Podesta's time in the barrel"-that 

predated by several weeks the initial public 

release of Podesta's hacked emails.14s 

Stone noted that his Tweet 0 makes no 

mention whatsoever of Mr. Podesta's 

email. ,,149 Furthermore, it was posted "at a 

time that my boyhood friend and colreague, 

Paul 1"~'1anafort, had just resigned from tile 

Trnmp campaign over allegations rega rding 

u .. I 

his business activities in Ukraine. I thought 

it manifestly unfair that John Podesta not be 

held to the same standard" regarding his 

alleged business activities. 150 In Octob.er 

2017, John Podesta's brother Tony resigned 

from the lobbying firm the brothers co­

founded amid revelations about the 

Podesta Group's role in pro-Ukraine 

lobbying efforts that also involved Manafort 

and his associate Rick Gates.:..: .. 

(U} Stone also addressed his August 

2016 public statement that "l've a'ctually 

communicated with Julian Assange. I 
believe the next tranche of his documents 

pertain to the Clinton Foundation, but 

there's no telling what the October surprise 

may be."m In his testimony to t he 

Cornmittee, Stone sought to "darify that by 
saying the communication I refer to is 

through a journalist who I ask {sic) to 

confirm what Assange has tweeted, himself, 

on July 21st, that he has the Clinton emails 

and that he will publish them."153 He 

subsequent ly identified the intermediary, 

but denied any access to non-public 

information. t54 Stone further disputed, 

under oath, that he "had advance 

knowledge of the source or actual content 

of the Wikileaks disdosures." 155 

(U)·ln his testimony, Stone described a 

series of direct messages exchanged with 

Guccifer 2.0 in August and September 

2016-which he first publicly disclosed in 

March 2017-as " innocuous," and denied 

taking action in response to G uccifer 2.0' s 

messages.156 He subsequently provided 

additional messages with Wikileaks 
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extending from October 2016 to August 
2017. 157 

(U} Despite these multiple contacts, the 
Commiltee did not find any evidence 
contradicting Stone's claim that "[a]ny 
information ... disseminated via social 
media regarding the timing of the release of 
the DNC data or others was from publicly 
available sources" and "he ln no way 
conspired, colluded, or coordinated with 
any agent of the Russian state."1.5g 

MEETINGS WITH RUSSIANS 

(U) The Committee examined meetings 
between Trump campaign associates and 
Russians, to include both official and 
unof1iclol representatives. The Russlanii 
found willing lnterlocutors in foreign pollcy 
advisorsllllllrnd Papadopoulos. These 
advisors, however, were peripheral figures, 
and neither was in a position to influence 
Trump or his campaign. The Russians 
engaged Trump associates via official 
channe[s and-more notably-used 
apparent cut-outs and intermediaries to 
make contact with senior officials. 
However, questionable contacts like the 
Trump Tower meeting resulted in no 
collusion, conspiracy, or coordination with

the Russian government. 

(U} Finding #30:- did not travel 

to Moscow in July 2016 on behalf of the 

Trump campaign, but the Committee is 

concerned about his seemingly ihcomplete 
accounts of his activity in Moscow. 

(U) -traveled to Moscow in early July 
2016 to deliver a conimencement 

speech at the New Economic School-the 
first American to do so since then-President 
Barack Obama in 2009. At the time, -
served as a foreign policy advisor for the 
Trump cc1mpaign. The Trump campaign 
made it clec1r to- that the trip was not 
on behalf of the Trump campaign,.a point 
- acknowledged In his testimony to the
Committee.m J.D. Gordon, the NSAC
director, strongly advised against the trlp,
calling it "a bad idea."too However, Trump
campaign manager
authorized llllto make the trip "out side
of [his] role with the Dff [Donald J. Trump!
for P,·esident carnpaign." 16

L -

mentioned the upcoming trip to Sessions at
one of the occasional NSAC l'l"lcals, 16•1 

although Sessions did not recall the
Interaction. ttn

(U} On July 9, 2016, while ln Russia, 
- sent an "executive summary" of
"Feedback From Russia" that stated in part
''Russian Deputy Prime Minister and NES
[New Economic Schoolj Board Member
Arkady Dvorkovich also spoke before the
event. In a private conversation,
Dvorkovich expressed strong support for
Mr. Trump and a desire to work together
toward devising better solutions in response
to the vast range of current international
problems. Based on feedback from a
diverse array of other sources close to the
Russian Presidential Administration, It was
readily apparent that this sentiment is
widely held at all levels of government."1611
lillllladmltted to briefly greeting
Dvorkovlch before or after one of their
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I V ,J 

speeches, but minimized the interaction in 

testimony before the Committee.165 

(U) Ultimately, - failed to clearly 

explain whom he meant when he referred 

to sources close to Russian government in 

his executive summary. He denied having 

any private meetings w ith any senior 

Russian officials during his July 2016 trip, 

and stated that he mostly met w ith 

"scholars."1c-E The Steele dossier, a 

document compiled by former British 

intelligence officer Christopher Steele, 

alleges that while in Moscow in July 2016, 

Page secretly met with Igor Sechin, CEO of 

Russian state oil comp~my Rosneft, and Igor 

Diveykin, a senior Russian Intelligence 

official. :QJ Further, the Steele dossier claims 

that Sechin offered Page a brokerage fee in 

connection with the sale of 19 percent of 

Rosneft in exchange for the lifting of 

sanctions. i6!! 

UNCLASSIFIED 

CHRISTOPHER STEELEJ THE MAN 
BEHIND THE TRUMP DOSSIER 

UNCLASSIFIED 

(U) Since the allegation of meeting with 
Sechin and Diveykin was first w idely 

reported in September 2016, - has 

repeatedly and consistently denied meeting 

either Sechin or Diveykin, including under 

oath in testimony to the Committee. !e9 The 

Corn mittee has no information that 

confirms the Steele dossier's assertions 

rega rding the purported meetings in 

Moscow, much less an offer by Sechin to 

- for such a role in a potentially lucrative 

transaction. After ret urning from Moscov:, 

- took a " leave of absence" from the 

Trump campaign, and played no role in the 

transition or administration.170 

(U} Finding #31: George Papadopoulos' 

attempts to leverage his Russian contacts 

to facilitate meetings between the Trump 
campaign and Russians ,,yas unsuccessful . 

{U} Papadopoulos made minor 

contributions to the Trump campaign as a 

foreign policy advisor. He briefly served as a 

Trump campaign surrogate, a role cut short 

in May 2016 when he publicly insulted UK 

Prime Minister David C3meron.
171 

He also­

in an apparent effort to increase his 

standing within the Trump campaign- tried 

to insert himself into any· number of 

international engagements. As described 

below, his particular focus was t rying to 

broker meetings \fJ ith foreign officials, but 

he often acted on his ovm w ithout the 

official backing of the Trump campaign. 

(U) On March 24, 2016, Papadopoulos 

sent an email to several members of the 

policy team pitching a " [m]eeting with 

Russian leadership-including Putin" -and 
also volunteered to travel to meet the " next 

prime minister of Vietnam,,- alongside 

Mifsud (whom he had first met just ten days 
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before but nonetheless described as a 

"good friend of mine"). i"' Campaign co­

chair and chief polfcy advisor­

responded that "we probably should not go 

forward with any meetings with the 

Russians until we have had occasion to sit 
with our NATO allies, especially France, 

Germany and Great Britain." 11
:, In the same 

exchange, Papadopoulos then Immediately 

switched gears, indicating that "[i)f we need 

any assistance with setting up meetings 

here in London or Paris, I have some good 

contacts that can open doors immediately 

to the leadership."174 

(UJ Durh1e the NSAC meeting with 

Trump on March 31, 2016-the only time 

Papadopoulos is known to have engaged 

directly with the candidate- Senator 

Sessions told the team that they were not 

~uthorized to speak for the campaign .175 In 

his words "[t]hls committee was not . . . a 

croup of people ~uthorized to speak for 

[candidate) Trump, and they absolutely 

weren't authorized to go around the world 

pretending to represent him."176 That 

sentiment was, according to Sessions, ''a 

good statement to make quite clear." 177 

(U) When Papadopoulos offered that he 

could engage, and possibly travel to, Russia 

on behalf of the campaign, his suggestion 

was swiftly rebuffed by Sessions, who 

testified that "I felt like·-and I'm the 

chairman of this group-I should not do 

anything that indicated to Mr. 

Papadopoulos that he was authorized to go 

to Russia or anyplace else to represent the 

Trump campaign and do some sort of 

negotiations. So I pushed back pretty 

sharply on that.''178 Sessions' account of his 

response has been corroborated by another 
l/'j-attendee,-. also 

attended and similarly recalled that when 

Papadopoulos raised the issue of obtaining 

contacts with the Russian government on 

behalf of the campafgn, Senator Sessions 

Interrupted and began "talking about the 

Logan Act," which criminalizes unauthorized 

negotiations with foreign governments.180 

(U) Although the Committee has no 

information to indicate that Papadopoulos 

was successful in setting up any meetings 

b~tween the Tl'urnp campaien and the 

Russian government, he worked with 

campaign chief executive Steve Bannon to 

broker a September 2016 meeting between 

candidate Trump and Egyptian president 

Abdel Fatah el-Sisi.181 Trump was 

apparently pleased with the meeting, which 

he described In an Interview as "very 

productive," describing el-Sisi as "a fantastic 
guy."1s2 

(U) While on a trip to Athens, Greece in 

May 2016, Papadopoulos sent an email to 

Manafort stating that he expected to soon 

receive "an official invltijtion for Mr. Trump 

to visit Greece sometime this summer 

should his schedule allow."18
~ In the same 

email to Manafort, Papadopoulos also 

forwarded a meeting Invitation from rvan 

Timofeev, Director or Programs for the 

Russian International Affairs Council, and 

claimed that "Russia has been eager to 

meet Mr. Trump for quite sometime and 

have been reach ing out to me to discuss. 
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thought it would be prudent to send to 

you."1e4 

(U} As of May 2016, Manafort had not 

yet been elevated to campaign chairman, 

but had a long track record of wor'f( abroad. 

Manafort forwarded Papadopoulos' email 

to his business and campaign deputy. 

- noting that a(wJe need someone to 

communicate that D[onald} T(rump] fs not 

doing the.se trips." 185 Manafort and­

agreed to assign a response of a "general 

letter" to "our correspondence 

coordinator.'' the person responsible for 

" responding to all mall of non­

importance."1ss 

{U) In June 2016, Papadopoulos sought 

a paid position and reimbursement for 

expenses from -a sessions 

aide, who along with , ran 

the Trump campaign's D.C. policy shop-for 

an upcoming trip "to DC for a high level 

meeting (with) the director of the Israel 

National Security Counciin and past trips to 

" the UK, Israel and Greece over the past 

month engaging in some senior level 

meetings .. . . 11
1B

1 
-forwarded the 

message to Gordon and_ 

Mashburn then replied as follows: "He cost 

us a lot more in having to deal with what he 

said about [then-UK prime minister David) 

Cameron 2 months ago ... he got no 

approval for the travel and did it on his own 

in[i]tiative .. .. Let him eat the cost and 

maybe he will learn to play nice with the 

team, not go off on his m.vn. ·-
would never have approved 

his going off on world travels at campaign 

expense without asking permission first."ts 

- replied to- with one 
word : "agreed.'' l!>~ 

(U}~espondedto 

Papadopoulos that he could take the 

me~ting, but he "should do that as a private 

citizen.''® Making the point explicit, 

- wrote: "You' re not authorized to 

meet with him by {sic] the campaign, nor 

can you reflect the views of the campaign 

on security issues in that meeting." 191 

{U} finding #32: Donald Trump Jr., Jared 

Kushner, and Paul Manafort attended a 

June 9, 2016, meeting at Trump Tower 

where they expected to r&-eive-but did 

not ultimately obtain-derogatory 

information on candidate Clinton from 

Russian sources. 

(U) tn July 2017, the Committee became 

aware of a June 9, 2016, meeting in Trump 

Tower, which became a key focus of the 

investigation. The Committee's findings 

were informed by interviews with six of the 

eight participants in the meeting. 

{U} Although they did not attend the 

meeting, the Agalarovs w ere the driving 

force to arrange it. ru previously noted, _the 

~aalarovs and Gof~tone had gotten to 

know businessman Donald Trump when the 

Agalarovs worked with Trump to host the 

.Miss Universe pageant at the Agalarovs' 

building, the Crocus City HaU, in Moscow in 

2013.192 The Agalarovs also had discussions 

with Donald Trump in 2013 to facilitate the 

possible development of a Trump Tower in 

Moscow.m The 2013 M iss Universe 
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UNCLASSIFIED 

PARTICIPANTS OF THE JUNE 9, 2016 
MEETING AT TRUMP TOWER 
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UNCLASSIFIED 
pageant formed the basis of a casual 

friendship between the Trumps and the 

Agalarovs.1.!H Trump appeared in one of 

Ernln Agala rovs's music videos with the 

2013 pageant winner,195 and Trump 

maintained a frfendly correspondence with 
Aras 1:i.galarov- includlng during the busy 

2016 carnpaign.196 

{U) Events. leading to the meeting were 

set in motion by a June 3, 2016, email from 

Goldstone to Tru·mp Jr,, stating: "Emin just 

called and asked me to contact you with 

something very interesting. The Crown 

prosecutor of RllSSia [possibly referri"g to 

Ru ssian Prosecutor General Yuri Chatka) 

met with his father Aras this morning and in 

their meeting offered to provide the Trump 
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campaign with some official documents and 

infor.mation that would incriminate Hillary 

and her dealings with Russia and would be 

very useful to your father. This is obviously 

very high level and senslti\le information but 

is part of Rus·sia and its government's 

support for Mr. Trump - helped along by 

Aras and Emin.''197 Trump Jr. replied to 

Gold.stone's June 3 request by indicating "if 

rt's what you say I love ft especially in the 

summer."1
~ 

(U) This exchange indicates that Trump 

Jr . was open to discussing derogatory, 

information from Russian government 

sources that could be useful to candidate 

Trump. Goldstone proposed to deliver 

information concerning Hillary Clinton via a 

Russian government attorney. t~ Trump Jr. 

indicated that he had invited Kushner and 

Manafort, 2!iO underscoring his belief in the 

importance of the information. 

- with connections to the 

Agalarov family, was one of the individuals 

who attended the June 9 meeting at Trump 

Tower. The Committee discovered that the 

participants.of the June 9 meeting did not 

all have the same understanding as to the 

re~sons for the meeting, w ith -

testifying that he thought it was odd that al! 

three senior Trump campaign officials would 

be taking a meeting on the Magnitsky Act, a 

U.S. human rights law that imposes certain 

sanctions on Russian interests. Accordingly, 

- called , a close 
associate o f Emin .4.galarov based in the 

United States, t o inquire about the purpose 

s J 

of the meeting. -explained that 

he believed the scheduled meeting at 

Trump Tower was about providing negative 

information on candidate Clinton to the 
• 201 Trump campaign. 

(U) Based on Trump Jr.'s testimony and 

the documentary evii;lence received by the 

Committee, there is no evidence ~o support 

that there were any prior communications 

between the Trump campaign and the other 

attendees: - ; Russian lawyer 

Natalia Veselnitskaya; Russian-Amer<can 

lobbyist and former Soviet intelligence 

officer ; or Russian-

who served 

as a Russian interpreter. furthennore, the 

Committee found no evidence that Trump 

Jr. knew the identities of these individuals 
before the meeting,202 or that he discussed 

rt with candidate Trump beforehand.203 

(U) The Committee interviewed all 

attendees other than Manafort, due to the 

Special Counsel's ongoing investigation, and 

Vese!nitskaya, who is a Russian national 

located overseas without a valid visa to 

enter the United States. Despite the pretext 

for the meeting, every person with direct 

knowledge of what occurred confirmed that 

· there was no m~ntion of derogatory or 

incriminating information directly relatir:ig to 

Hillan.., Clinton during t he June 9 meeting. 

Goldstone testified that he had no ~vidence 

that the Russian government supported or 

favored Donald Trump, and admitted to 

embellishing the contents of the email 

solely for the purpose of gaining a response 

from Trump Jr., namely by using inaccurate 
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information.204 

{U) Vesclnitskayc1, Samochornov, 

Kavcdadze, and Akhmetshin met for lunch 

before the Trump Tower rneeting.205 During 

lunch, there was a discussion regarding the 

Trump Tower meeting. Vesel'nitskaya 

shared an approximate ly 10-page document 

in Russian to provide the lunch attendees 
with a synopsis of what would be discussed 

at the meeting, a summary that contained 

much of the same information as a similar 

document reportedly shared with Russian 

prosecutor gener~I Yuri Chaika.10
b Based on 

this discussion, the lunch attendees 

believed the Trump Tower meeting was 

about tl1e Magnltsl<y Act.201 The lunch 

attendees then met Goldstone at Trump 

Tower shortly beforf! the meeting.208 They 

proceeded to the 25th Floor where they 

me1 Trump Jr., and he led the group to a 
conforence room.200 

(U) The June 9 meeting lasted as little 
. no 

as 20 minutes. Kaveladze testified that 

he believed Trump Jr. started the meeting 

and then turned it over to Veselnitskaya.211 

Interviewed meeting attendees agreed that 

Veselnitskaya presented information 

concerning-the Magnitsky Act and the Ziff 

Brothers, including their alleged role in 

evading taxes in Hussia and political 

contributions to the DNC and/or Clinton 

I 2 12 
campa gn. Seve,·al attendees also 

recalled discussion of Russian adoptions, 

which the Russian government suspended 

in retaliation for the Magnitsky Act.213 

(U) Goldstone further testified that 

Kushner, Manafort, and Trun1p Jr. seemed 

visibly uninterested In the Ma3nltsky Act 

briefing provided by Veselnitskaya.2H 

Manafort, according to Goldstone, "never 

looked up from his cell phone from the 

moment we began the meeting until the 

moment we ended."'15 Manafort and 

Kushner complained to one another via text 
message during the meeting that the 

meeting was a "waste of time."21
G Kushner 

asked his assistants to call and give him and 

excuse to leave, which one of them did 

shortly after the text.m At the end of the 

meeting, Goldstone apologized to Trump Jr. 

for the "bait-and-switch ta!k abou t 

something which we !mew nothfng about, 

which was, acain, Russian adoption and the 

rvtagnitsky Act." 218 

(U) t<aveladze testified thut he received 
two calls from Aras Agalarov aft er the 

meeting. Durir:ig the second call, l<aveladze 

explained that the meeting was a "complete 

loss of time and about nothing. 1121
~ Aras 

Agalarov and Kaveladze d id not discuss t he 

"dirt" on Hillary Clinton.22° Kaveladze also 

sent an email to his daughter after the 

meeting indicating that the "meeting was 
boring. The Russians did not have any bad 

info [o]n Hillary"221-a reference back to his 

conversation with Beniaminov, which he 

had apparently relayed to his daughter. The 

Committee received no testimony or 

documentary evidence indicating that the 

purpose of the meeting was to discuss 

Wlkileal<s, J1.1lian Assange, the hackin.e of 

DNC servers, and/or the John Podesta 

emails. 222 

(U) No witness, including the attendees, 
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testified that candidate Trump was aware of 

the meeting prior to fts public exposure in 

June 2017. Steve Bannon, who had been 

previously quoted as saying ''{t]he chances 

that Don Jr. did not walk [the meeting 

participants] up to his fathers office is 

zero," conceded under oath that he had no 

evidence to support that ciaim.223 The 

Committee also investigated a public 

statement made by candidate Trump during 

a speech after the final Republican primary 

contests on June 7, 2016, the same day as 

Trump Jr. exchanged emails with Goldstone 

regarding meeting attendees and 

logistics.224 According to campaign press 

secretary Hope Hicks, Trump's publicly 

st(lted intent "to give a major speech .. . 

next week . . . discussing all of the things 

that h~ve taken place with the Clintpns" did 

not reflect knowledge about t he upcoming 

meeting; instead, it referred to a planned 

speech uthat w.as an outline of the book 

Clinton Cash," and was ultimately derivered 

approximately two weeks later after being 

delayed by a domestic terrorist attack. us 

(U) Finding #33: Donald Trump Jr. bri~fly 

met with a Russian government official at 

the 2016 National Rifle Association annual 

meeting, but the Committee found no 

evidence that the two discussed the U.S. 

presidential election. 

{U}Jn the weeks leading up to the 

r,.iational Rifle Associa tion's (NRA) 2016 

annual meeting, there were a series ~f 

emails sent to-a member of the campaign 

discussing Russian interest in the campaign 

a5 it related to the NRA meeting. Despite 

., 

the emails' rhetoric about setting up a "back 

channel'' between the United States and 

Russian governments, the relevant 

testimony obtained in the Committee's 

interv[ews showed these email inquiries 

resulted in a brief meeting between Trump 

Jr. and a Russian government official that 

centered on shooting and hunting. It did 

not focus on the U.S. presidential election. 

(U) from May 19-22, 2016, the NRA held 

its annual meeting and exhibits in Lou isville, 

Kentucky. 226 In an intervie\'.' w ith t he. 

Committee, TrumpJr.'testified he received 

an invitation from "[v]arious people at the 

NRA" to attend the 2016 meeting.-~v In 

addition to Trump Jr.'s invitation, there 

were several emails sent to _ 

seeking to establish a connection at the NRA 

meeting between an emissary of the 

Russian government and candidate Trump. 

(U} In the first email, dated May 16, 

2016, a business executive emailed 

~ith the po~sibilit':( of candidate 

Trump meeting with Alexander Torshin, the 

Deputy Governor of the Bank of Russia, the 

country's central bank.228 The email 

mentions an "overture t o Mr. Trump from 

President Putin." ]29 
- responds he 

will be "[\·1}orking on this first thing in the 

am.":!30 

(U} - forwarded the email to 

Manafort, Gates, and Kushner, noting the 

"interesting request." B1 - email 

highlighted the entrepreneur's request that 

Torshln "meet with a high level official in 

our campaign'' during the NRA meeting to 

di~cuss "an offer he {Torshin] claims to be 
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carryln{l from President Putin to meet with 

DJT." In response to that email, Kushner 

wrote: "Pass on this. A lot of people come 

claiming to carry messages. Very few we 

are able to verify. For now I think we 

decline such meetings," as well as "(b]e 

careful."
23

' - replied to the 

executive seeking the meeting: "I've asked 

about a mtg but we are not able to 

accommodate it at that event in KY."' 33 

(U) In addition to the emails d iscussing 

a possible meeting with Torshln, on May 10, 

201.6, -' who had previously 
approathecalllllllllll about advising .a. 

prospective Trump transition,234 sent 

- an e1T1ail about meeting with 

Russians at the NRA event.735 The email 

discusses- purported "back­

channel to President Putin's Kremlin," that 

"Russia is quietly but actively seeking a 

dialogue with the U.S. that isn't forthcoming 

under the current administration," and.that 

"the Kremlin believes that the only 

possibility of a true re-set in this 

relationship·would be with a new 

Republican Whit~ House."7.36 

{U) The email goes on to note that 

"Presidenf Putin's emissary11 wFII be at the 

NRA convention and hopes to make contact 

with candidate Trump and present Mrs. 

Tm mp with a gift.'~-, The email discussed 

Putin's desire to build a relationship with 

candidate Trun,p, to Include e)(tending an 

invitation to the l<remlin. The email also 

asked- to "talk through what has 

transpired and Sen. Sessions' advice on how 

to proceed.''
238 

When asked about this 

email in his Jntervlew before the 

Committee, Attorney General Sessions 

testlried he was not c1ware of this email..B9 

- testified that he may have met 

-once, and did not remember 

replying to hrs email.7
,1{) 

(U) Atthough the campaign declined to 

hord a meeting, Trum·p Jr. was introduced to 

Torshin, at the request of an acquaintance, 

at a restaurant where they were dining 

separately .241 Dur ing their brief 

introduction, they spoke about "stuff as it 

related to shooting and hunting . .. 

exchanged casual hellos" but did not 

exchange contact information. 2-1z In his 

brief exchange with Torshin and a 

subsequent exchange wrth Torshln's 

assistant, Marla Batina, Trump Jr. testified 
he·dld not recall any discussion of the 

upcoming U.S. presidential e!ection.20 No 

other witn~ss provided a contrary 

recollection to the Committee. 

(U) The Committee reviewed several 

emails discussing a meeting with Russians at 

the NRA meeting, an attempt to establish a 

back channel of communication betw~en 

the U.S. and Russian governments, and a 

possible meeting between candidate Trunip 

and President Putin. However, the 

Committee found that all of those email 

exchanges resulted in just one, brief 

meeting between Mr. Torshin a'nd the 

candidate's son that did not include any 

discussio1, related to the U.S. election.2~d 

(U} Finding #34: The Committee found no 

evidence that meetings between Trump 

associates-including Jeff Sessions-and 
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official representatives of the Russian 

government-including Ambassador 

Kislyak-reflected collusion, coordination, 

or conspiracy with the Russian 

government. 

(U) Meetings between U.S. senators 

and foreign government officials are 

considered a routine part of the job. 

However, there have been multiple media 

articles raising concerns about contacts with 

former Russian Ambassador to the United 

States Sergey l(islyak, particularly those 

involving then-Senator Sessions. 

(U) Mayflower Hotel Speech: In April 

2016, Senator Sessions, an early endorser of 

Trump and later a key figure during the 

transition, attended a foreign policy speech 

by Trump at the Mayflower Hotel in 

Washington, D.C.245 l<ushner also attended 

and recalled meeting 20 to 25 guests, 

including Ambassador Kislyak for the first 

time.
246 

Kushner stated that the 

conversation between him and Ambassador 

Kislyak mainly consisted of pleasantries, and 

concluded with an offer for Kushner to visit 

the Russian Embassy for lunch, which 

Kushner never attended.247 

{U) Attorney General Sessions similarly 

described a pre-speech reception of maybe 

24 people; immediately following the 

speech, he went to a media stakeout to 

answer questions about the speech.248 

Attorney General Sessions reca lled "no ... 

discussions with the [Russian] Ambassador 

or any other representative from the 

Russian Government or their surrogate" at 

the Mayflower.249 

(U) Republican National Convention: In 

July 2016, then-Senator Sessions attended 

the Republican National Convention in 

Cleveland, Ohio. Because he used his 

campaign funds to pay for his travel and 

lodging while in Ohio, his schedu le focused 

primarily on his Senate campaign-related 

events.25° For the five days that Sessions 

was in Cleveland, he attended numerous 

Trump campaign-related events.251 

(U) Over 50 ambassadors to the United 

States also attended a reception associated 

with the 2016 Republican Convention.252 

Sessions addressed th is group of 

ambassadors, as the keynote speaker, at the 

Heritage Foundation's Embassy Row 

Ambassador's Buffett Lunch. 253 Accord ing 

to Sessions, his interaction with 

Ambassador Kislyak following that speech 

was brief, unexpected, and occurred in the 

presence of several other people.254 

(U) J. D. Gordon testified about briefly 

encountering Kislyak twice at convention 

events in Ju ly 2016, including a brief 

conversation that occurred during a 

networking event that was also attended by 

1111.255 
... recalled seeing Gordon and 

chatting casually with Kislyak at the same 

event.256 The Committee found no evidence 

that these brief public interactions related 

to the hacking of emails or collusion, 

coordination~ or conspiracy between the 

Trump campaign and Russia. 

(U) Senate Office Meeting: On 

September 8, 2016, Senator Sessions met 
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Ah1bc1ssc1dor Kislyak In his Senate office:2!)t 

As a Senator, such meetings In his Capitol 

Hill office are common. Notes of the 

meeting taken by Sessions' staff, and 

provided to the Committee, verified that the 

approximately 30-minute meeting was 

official in nature and not related to any role 

that Senator Sessions held with the Trump 

campaign.258 Sessions testified that the 

conversation mainly revolved around 

Ukraine, and the two "had a little testy 

conversalion" about Ukraine given Sessions' 

support for the urm1inian cause.259 The 

Committee's investigalion did not uncover 

anything improper about Senator Sessions' 

meetin~s with the Russian ambassador. 

Finding #35: Possible Russian efforts to set 

up a "back channel" with Trump associates 

after the election suggest the absence of 
collusion during the campaign, since the 

communication associated with collusion 
would have rendered such a "back 

channel" unnecessary. 

JU) The Committee investigated 

meetings during the post-election transition 

period betv-Jeen Trump associates and 

Russians-with a focus on individuals who 

may have been acting as unofficial 

representatives of Moscow. In December 

2016, l<ushner met with the head of Russian 

bank VEB, Sergei Gorkov, at the urging of 

Russian Ambassador Serr,ei Kislyak, with 

whom J<ushner and Flynn had met earlier in 

the month.260 Kushner took the meeting 

partly because he hQd been told Gorkov 

could provide "Insight into what Putin's 

thoughts were on a potential new 

relationship" between Russia and the 

United States. 2bl l(ushner testified that the 

meeting primarily entailed Gorkov telling 

Kushner about VEB, w ith which Kushner was 

entirely unfamiliar, and "that was really the 

extent of it."16
i Gorkov gave Kushner two 

gifts, which l<ushner registered with the 

transition.263 

(U) In January 2017, businessman and 

former Navy officer-was 

introduced through Emirati associates to 

Russian investor Kirill Dmitriev in the 

Seychelles.2c
4 

- had no official or 

unofficial role in the transition, btJt had met 

twice wlth Bannon at Trump Tower.2G
5 

- testified that his meeting with 

Dmitriev lasted 20-30 minutes and focused 

on "trade matters," and "how the United 

StatC!s and Russia should be working 

together to defeat Islamic terrorism."2
~ 

- stated that he and Dmitriev did not 

discuss sanctions, the Russian government' s 

"desire to have a relationship with the 

Trump admin istration," or "any channel of 

communications between the United States 

and Russia.''267 -furthE:r stated that he 

had had "no communications or dealings 

with {Dmitriev] or any of his colleagues 

before or after that encounter last 

January."26a 

(U} The Committee did not find 

evidence that Kushner or- did 

,mything Inappropriate during or following 

their meetings with Gorkov and Dmitriev. 

To the extent that one or both meetings 

reflected an unsuccessf ul attempt by 

intermediaries of the Russian government 
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to set up a "back channel" to the incoming 

Trump administration, that purpose was not 

shared with or accepted by Kushner or 

--and potentially reflected an 

absence of such channels during the 

campaign.
269 

Kushner, who was connected 

to Gorkov by Kislyak, asserted that "the fact 

that we [we]re going through the normal 

channels during the transition hopefully 

serves to show that there were no existing 

channels through the campaign." Similarly, 

- noted his meeting with Dmitriev 

"didn't happen until ... more than 2 

months after the election. So if there was all 

this collusion [before the election], why 

would there even need to be any other 

followup meetings?"270 

Clinton Campaign 

(U) Using a series of intermediaries, the 

Democratic National Committee (DNC) and 

Hillary for America (Clinto·n campaign) paid 

a research firm to conduct opposition 

research on candidate Trump and his ties 

with Russia. As part of this effort, research 

from n_umerous purported Russian sources 

was obtained and provided to the Clinton 

campaign, thereby constituting indirect, but 

substantial, links "between Russia and 

individuals associated with political 

campaigns" relevant to the 2016 U.S. 

election. 

{U) Fusion GPS (Fusion) is the trade 

name of a Washington, D.C.-based 

company, Bean LLC, that conducts research 

primarily on behalf of corporate clients.271 

According to longtime Wall Street Journal 

reporter and Fusion co-foundeiallll 

- Fusion "specialize[s] in finding 

records and reading things and digesting 

large volumes of information."272 Fusion's 

general practice is to "do engagements on a 

30-day basis, and at the end of the 30 days 

we write a report about what we found .... 

And if you think what we told you was 

interesting and you want more, we can sign 

up again.''273 Founded and led by former 

journalists,274 Fusion maintains relationships 

with numerous reporters, and provides 

information to ne·ws outlets on behalf of 

clients that include law firms, media 

organizations, and lobbying 

organizations.275 

{U) As described below, Fusion was 

hired in spring 2016 by 

-· who represented the DNC and the 
Clinton campaign. Fusion was paid to 

conduct opposition research on candidate 

Trump. Fusion subsequently hired 

Christopher Stee le as a sub-contractor to 

obtain information from sources purported 

to be current and former Russian 

government officials. The information 

Steele collected was reported back to the 

Clinton campaign via Fusion and- 276 

{U) Finding #36: Prior to conducting 

opposition research targeting candidate 

Trump's business dealings, Fusion GPS 

conducted research benefitting Russian 

interests. 

{U) Prior to conducting opposition 

research targeting candidate Trump's 
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business dealings, Fusion conducted 

research benefil1.ing Russian Interests. i n 

Specifically, in 2013, Fusion was retained by 
a law firm to assist w ith representation of a 
Russian defendant in a civil forfeiture case 

arising out of alleged money laundering 

activities uncovered by the late Sergei 

Magnitsky {whose name was subsequently 

given to the U.S. human rights law, the 

IV1agnitsky Act). 278 -acknowledged 

that the Kremlin's interests in the case were 

aligned with his client and against the U.S. 
government.279 

(U) Russian lawyer Natalia 

Veselnitskaya hired the law firm for which 

Simpson was workfng, and that fjrm 

retained the services of Russian-Amerkan 

lobbyist Rinat Akhmetshln, both of whom 

attended a meeting at Trump Tower on June 

9, 2016, described in the first part of this 

chapter.280 During the litigation, 

Veselnitskaya receive~, via the law firm, 

memoranda summarizing­

research:m Certain topics-including the 

Ziff Brothers (a venture capital firm 

specializing in capital investment)-were 

the-subject of both {1) memoranda 

Veselnitskaya received from - and 

{2} the presentation Veselnitskaya made to 

Trump campaign officials.2R
2 

-

acknowledged being with Veselnitskaya at a 

court hearing in New York on the morning 

of June 9, 2016, prior to her meeting at 

Trump Towef.283 He further recalled having 

drinks and dinner with her and others, 

including Akhmetshfn, in W(lshlngton, D,C, a 

day or two later. m However, he denied 

discussing the Trump Tower rTi eeling w ith 

her before or after it occurred, and claimed 

not to have learned about it until 2017.281
·• 

(U) Finding #37: The 

hired Fusion GPS on behalf of the Clinton 

campaign and the Democratic _National 

Committee to research candidate Trump's 
Russia ties. 

{U} 

., is longtime counsel to the DNC.n ° 

-.alllatso represented the Clinton 

campaign, from which it received $5.6 

million in 2015 and 2016.287 Pursuant to 

that representation, d~ring the 2016 

campaign, "[tJhere was an expectation that 

- would hire the consultants, 

including rese<Jrch consultants, necessary to 

e11able us to provide services to the 
campaign."288 

{U} In approximately March or April 

2016,289 Fusion principals- and 

- approachecal "and indicated 
that they might be a good fit for doing work 

to support the legal efforts" oial 

clients.290 llllllltestffied that Fusion "had 

been retained ... by a wealthy Republican , 

.. to do research on t hen candidate Trump . 

. . and thought that if I was going to be 

looking to hire a consultant to help me 

advise the cami>aign on issues relating to 

Trump, that they wot1ld be a good fit."m 

lllwas looking fo r a consultant to, among 
other things, sort tf1rouuh the multitude of 

public records perta ining to Trump's 

business dealings.<92 Although he had not 

previously worked with Fusion, he chose to 
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hire the company based on its familiarity 

with Trump's dealings, including "his 

business holdings, his financial holdings, and 

the kinds of litigation he had been involved 

in."
293 

• · further testified that "[t]hey 

were recommended ... [and} thought 

highly of in the community."294 

(U) The Committee determined the 

"wealthy Republican" who funded Fusion's 

the Beacon retained Fusion to conduct 

opposition research on Trump.295 

leadership have publicly stated they "had no 

knowledge .of or connection to the Steele 

dossier, did not pay for the dossier, and 

never had contact with, knowledge of, or 

provided payment for any work performed 

by Steele."296 

- testified that-based on a careful 

review of the relevant documents-he had 

identified "zero overlap in the work 

product" between the dossier and what 

Fusion providecl 297 

(U) lllllsought and received "budget 

approval to be able to spend money in 

order for me to retain consultants," from 

Clinton campaign manager­

but did not specifically identify Fusion to 

- .• 
298 

Fusion's Simpson was "definitely 

aware that-· represented the 

DNC and that they were the client in this 

matter" based on a general understanding 

that-· represents the DNC.299 

Fusion's expenses, including the hiring of 

Christopher Steele as a sub-contractor, 

were passed on to -,
300 

and 

ultimately to the Clinton campaign and 

DNC.301 In total, Fusion paid Steele (and 

charged-) approximately 

$160,000; Steele's efforts were part of a 

larger opposition research project for which 

- · paid Fusion over $1 million.
302 

{U)- testified that Fusion began 

its opposition research work by "review{ing] 

what we had learned over the previous 

months," presumably including 

"information about candidate Trump's 

business ties in Russia," although - had 

not been aware of Russia-specific research 

at the time he engaged Fusion.303 Fusion 

"began to develop more specific lines of 

inquiry," and eventually hired Steele, whom 

- had known since approximately 

2009.304 

signed off on the decision to hire Steele as a 

sub-contractor in June 2016-around the 

same time he learned that Fusion was 

beginning to focus its opposition research 

on Trump's ties to Russia-but was not 

aware of Steele's identity until Ju ly 2016.305 

{U) Finding #38: Christopher Steele claims 

to have obtained his dossier information 

second- and third-hand from purported 

high-placed Russian sources, such as 

government officials with links to the 

Kremlin and intelligence services. 

(U) Between June a·nd November 2016, 

Steele produced sixteen reports for Fusion, 

which comprise what has become known as 

the Steele dossier, "concerning Russian 

efforts to influence the US Presidential 

/ l\l 
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election and Hnks betwC?en Russia and 

Donald Trump." 30
G Steele did not travel to 

Russia to con~plle these reports.io, Instead, 

Simpson stated that "!Steele] hire(d) people 

who can travel and talk to people and find 

out what's going on.1130
R 

(U) Of the separate claims the 

Committee identified within the dossier, 

almost all are attributable to Russian or 

Russia-based sources, such as: a "senior 

Russian governn,ent figure," a "senior 

Russian leadership figure," an "official close 

to [the] Russian Presidential 

Administration," a "Kremlin insider," a 
"former top Russla1"1 officer," a "senior 

Russian financial official," a "senior Russian 

Foreign Mil\istry figure," a 1'Kremlin official 

involved In U.S. relntions," cind a "former 

top level Russian Intelligence officer still 

active inside the l<remlin."31w 

(U) The Committee is concerned with 

the degree to which the Kremlin may have 

sought to influence information that was 

ultimately provided to Steele-through the 

.Potential provision of disinformation or 

otherwise-consistent with its ongoing 

efforts "to undermine public faith in the US 

democratic process ... . 11310 In addition, the 

vast majority of witnesses the Committee 

interviewed, includinEIII, did not know 

the Identity of Steele's sources:" 1 Steele 

declined to testify before the Committee, 

and the two witnesses who cialmed to 

know some of Steele's sources-Simpson 

and-, a former U.S. 

Depvrtment of State offic.lal-decllned to 

identify them:m 

(U) Finding #39: Christopher Steele's 

information from Russian sources was 

provided directly to fusion GPS and 

- and indirectly to the Clinton 

campaign. 

(U) Fusion began receiving written 

reports from Steele in June 2016. 313 At the 

same time, Fusion provided updates­

approximatety weekly and usually orally- to 

•
3

1A - recalled 
receiving some of the information later 

included ln the dossier '1maybe late June, 

early July. " .. 115 
- exchanges with Fusion 

were not one-way communications: he 

specifically recalled directing follow-up 

work on lnformalion eathered by Steele.a.1r; 

Elias recalkid persont1lly bl:tlng briefed by 

Stee le on his findinf.ls d~iring a late 
September or early October meeting at 

office and 
formed the impression that ''the Fusion 

foll<s thou~ht jt was important that Mr. 

Steele hear from me directly that I was 

aware of his work and was appreciative."3n 
The Committee requested 

records related to this meeting1 but the firm 

wc1s not able- to locate any.315 

(U). led regular briefings that 

contained Steele's Information for senior 

Clinton campaign staff, which included 

Clinton campaign manag~r-and 

campaign chairman John Podesta .319 
-

also began '1relaying ... information 

received from Fusion GPS to the DNC . .. 

around . .. convention time."320 
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(U) Chapter 5 - lnteUigence Communfty Assessment Leaks 
l(ey Question 114: What possible leaks of cfas!;if/ed ;nformation took place re/c1ted to the In­

telligence Community's assessment of these matters? 

(U) Leaks of classified information are 

criminal acts, and have the potential to 

damage U.S. national security interests, at 

horne and abroad.1 Even more concerning 

is that the lives of IC employees or assets 

may be placed in danger due to unauthor­

ized disclosures of classified information. 

Finally, when leaks of classified information 

come from congressional sources, such 

leaks jeopardize the effective oversight ro le 

Congress plays over the IC. Therefore, as 

part of the Committee's Investigation, the 

Committee reviewed lenl<s related to the 

classified ICA on the Russli!n active 

measures campaign targeting the 2016 U.S . 
presidential election, focusing primarily on 

leaks that occurred between the IC's estab­

lishment of the CIA Director's. fusion cell I 
and the publication of the JCA 

in January 2017. 

{U) On January 6, 2017, the DNI re­

leased the unclassified ICA. The ICA states 

that Russia conducted lts active measures 

campaign for the dual purposes of (1) sow· 

ing discord in and undermining the U.S. 

presldential election process, and (2} help­

ing elect Donald J. Trump by denigrating 

Secretuy Hillary Clinton. ' Unfortunately, 

the publfc release of the unclassified version 

of the ICA was not the first time that the 

public had seen the IC's various assessments 

re lated to the Russian aclive measures cam­

paign. Although outside the scope of this 

chapter, leaks related to the Russian active 

measures were already happening in 2.015 

and 2016. For example, there were press 

reports regarding the hack of the DNC, as 

well as the potential hacks of pro-Trump 

and Republican groups.~ Du ring this time, 

the Committee carried out a healthy dia­

logue, whlch included briefings, with the IC 

related to these matters as part of its over­

sight responsibilities.~ 

{U} In addition, this chapter covers 

leaks of information about IC assessments 

that were likely classified at the time this 

Information found its w ay into the press, 
espedally In light of the fact that the reaks 

reportedly came from government sources. 

This chapter does not make any determina­

tion as to the accuracy or analytic integrity 

of the information leaked to the press and 

· subsequently produced in the ICA. 

(U} Finding #4-0: Leaks of classified infor­
mation regarding Russian intentions to sow 

discord in the U.S. presidential election be~ 

gan prior to the election day-November 8, 

2016. 

(U} The leaks related to Ru ssian inten­

tions to sow discord in the U.S. presidentia l 

election took place prior to the November 8, 

2016 election, and notably, after the IC's 

establishment of the fusion cell-
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Almost a week 

later on October 7, 2016, the U.S. govern­

ment formally accused Russia of hacking 

politi~I institutions, but did not attribute a 

specific hack to the Russians.11 

(U) At the time of these lea ks, the infor­

mation contained within them was still clas­

sified. These leaks of classified information 

endangered U.S. national security by reveal­

ing key information about U.S. Intelligence 

capabilities to its adversaries, including as­

sessmen~s on adversary intentions. The 

Committee finds the timing of these leaks 

particularly concerning. These leaks hap­

pened during the early stages of the iC' s on­

going assessm~nt of Russian active 

measures, thus permitting adversaries to 

not only potentially di scover U.S. intelli­

gence capabilities, but also provided adver-
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saries, including the Russians, the oppor­

tunity to thwart or manipulate the IC's on­

going assessment. 

(U} Finding #41: Leaks of classified infor­

mation alleging Russian intentions to help 

elect candidate Trump increased dramati­

caUy after the election day-November 8 1 

2016. 

- r -. -, .. __ 

5, 2016, the administration had not 

acknowledged any attempt by Moscow to 

influence the election in favor of candidate 

Trump. 

('I'S/NF) ~ However, four days later on Decem­

ber 9, Adam Entous, Ellen Nakashima, and 

Greg MIiier of The Washington Post report­

ed that the CIA concluded a new assess­

ment that Russia intervened in the 2016 

U.S. presidential election to help candidate 
Trump wrn the presidency, rather than for 

the sole purpose of undermining confidence 

in the U.S. e lectoral system.16 

PROPsr.-Y or: THE U.S. HOUSE OF REPRESENTATIVES 
101 



UNCLASSIFIED 

SECRET CIA ASSESSMENT SAYS 
RUSSIA WAS TRYING TO HELP 

TRUMP WIN WHITE HOUSE 

~ r; ;,. ":J .... :!'lc~""('~~~.,...,~ ~ ~~~ 
*4,,,;!Jl.a 

UNCLASSIFIED 

~ 

(C/NF) (U) ln addition, on December 10, 2016, 

fahn Walcott of Reuters reported that a U.S. 

official familiar with the !C's findings stated 

_that as the 2016 U.S. pres[dential campaign 

progressed, Russian government officials 

devoted increasing attention to assisting 

candidate Trump's efforts to win the eiec-
tion.21 
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(U) It is irnporta1:it to note that Evan Pe­

rez, Jim Sciutto, Jake Tapper, and Carl Bern­

stein of CNN reported on January 12, 2016, 

that President-elect Trump was briefed on 

classified information indicating that the 

Russians have compromising personal or 

financial information that the Russians 

could use against President-elect Trump.39 

The Committee's investigation revealed that 

President-elect Trump was indeed briefed 

on the contents of the Steele dossier and 

when questioned by the Committee, former 

Director of National Intelligence James Clap­

per admitted that he confirmed the exFst­

ence of the dossier to the media . .:o 

(TS/NF) ·-(1:f; In reviewing the various lea!<s both 

before and after November 8, 2016, a trend 

becomes e'~ident-prior to the election, 

teaks of potentially classified information 

focused on Russia's attempts to sow discord 

with the U.S. presidential e~ection. -

(U} Finding #42: The leaks prior to the clas­

sified Intelligence Community Assess­

ment's publication, particularly leaks ot­

curring after the U.S. presidential election, 

correlate to specific language found in the 

Intelligence Community Assessment.. 

(U} During this review, the Committee 

found that leaks of potentially classified in­

formation permeated thro.ughout t he media 

both before and after the November 8, 

2016, U.S. presidential election. -
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Quotes in Article that Mirror ICA Final ICA Findings ~----~---···-~ 
"Secret CrA ;issessmrmt says Russia was trying to : "The CIA has concluded In s secret assessment that 

help Trump win White House" i Russia intervened in the 2016 election to help Don-. 

Pase 1; "We further asses~ Putin and the Russian Govern­

ment developed a clear preference for Preslclent-Elect 

• Date: Doccmbor 9, 20l6 

• Outlet: me Washington Post 
1 
aid ~romp win thl? 11residcncy, rot her th.in Just to Trump." 

I undermine confidence in the U.S. electoral system, 

l according to officl.lls brkifed on the mmer." 

I 
. -·· - - -- - ---, -------··-----·---

·:·it Is Lhe a5sessmcnt.or the Intelligence community ,· &>age 1: "Nonetheless, Putin publicly lndlct1ted "preference 
that RllSSla's BO.i i hero was to fnvor one ,::nndldate for Presfdent-cJoct Trump's stated poJJcy to work with Rus-

over the other, to help l'rump get elected,' sald a 
' . 
senior U.S. ofllclal briefed on an intelll{lence presen-

tation m;ide to U.S. senators. 'That's the con~ensus 

view.'" 

$ia, and pro-r<remlin figures spolcc highly about what they 

I
. saw as his Russici-frlendly positions on Syria and Ukraine. 

Putin publicly concrrssted tfle Presldent-eJect's r,pproac{110 

; Russia with Secretory Clinton's 'aggres~lve rhetoric."' 
l 

-- - I . 
''Ru~sian Hackers Acted to Aid Trump in 1:lection. , '"We now· have hi~h con Viuence .that they hacked the I P.ige 3: "Russia collected on some Republlcar,-afflllated 
U .S, S ilYS~ ; D. N .C. and the R.N.C., and conspicuously released no : taq~ets but did not conduct o comparable disclosure cam• 

• Date: Dewmber 9, 2016 ' documents' from the Repubf/can organfzation, one I pa/gn." 
• Outlet: The New York Times senior administrc,tion officiitl said, referring to the 

Russi;ins." 

;-,r 'A.P.'r. 28,' Is believed to have creat­

ed two outletr. on rhe internet, Guccirer 2.0 orad 

DCLcaks. to make Democratic documents public. 

Page 2: "We <"lSsess with high confidence thanh 
DCLuaks.com, and WJIOLl:a 

~ I I J P I I t£1 lried lr1 cyber operotf ons public· 

! ly and in exclusives to medi,i outlets. 

Many of th!:! documents w~re also provlcJud to Wik· 1 

lleal~s, which releasecl them over many weeks be· 

, fore the Nov. 8 election." 

I 
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Article ,n ........ ,,. .. ;,. r.~ ..... 1 .... +-h~t, M:Y~n~ lf"I\ : c· I 1-1\ c· .. • • -I 1-"3 I frl-lrlfflr' ! .. ··- .. - ·- - ____ _. ___________________________ _ 
"U.S. Officlnls: Putin Personally Involved ir'I U.S. Electior, ''Two seniot officials with direct access to the Page 1: "We assess with high confidence thot Hussian Pl'es­

ldcmt Vladimir P11tin. ordared an lnfluenco campolg111ti 

2016 aimed :i t lhe US prc~ldr.nti.'ll clr.ction ... ' ' 

Hack" 

• Datu: Oocernl.>er 15, 2016 

• Outlet: NOC News 

information say new fntell(gence :shows tl,at 

P11tin ,,ersonal/y dlrectad how hflclted moterlt:ll 

I from Democrats was leaked and otherwise used. 

i The intellige~r,r. came from diplomatic sources 

I and spies working for U.S. allies, the officials 

i said." 1 

fl "Pul1n'~ obj~ellv.es were mul tlfDr.eted, u hleh· r;igc 1: ~Pul1n most like ly wnnted to discredit Socrut.iry 

level lntel llsenc0 source told NHC News. What Clinton because he lw.v publ/cly blamed her since 2011 for 

I 
began as a 'vendettc1 1 against H{l/ory Clinton inc1iin(! moss pro,cst~ egalnst hi$ regime ln l,He 2011 and 

morphed into an effort to show corrupHon in I early 2012, and because he holds a grudge for comments 

j American poHtfcs and to 'split oft ke\' American j' he almost certainly saw as disparaging him." · 

I i!llles by creating the lmi'lge th.:it !other coun, 

l tries] couldn't depend on the U.S. to be a credi- i Page 1: "In t ryir'lg to inftuence the US election, we assess 

; bl~ globi.ll ltii'lder unymort:,' the offlclill said," : the J<rcmlin soucht to i:!dv.irw: Its longstondlnr, dcslro to 

. undermine the US-lerl liberal democratic order, the pro· 

motion of which Putin and other senior Ru~sian leaders 

view as a threat to Russia and Putin's regime." 

1-- - - - ·- --- ·- ------------- ·- - - -
11 lnte l 11naly!ll s shows Putin il?proved election hacking" 

• Data: December 15, 20l,G 
• Outlet: CNN 

"Repqrt: Putin, Ru~sia Tried to Help Trump By 

'Discrediting' Clinton" 

• DaLe:J :muory G, 2017 
• Out lGt: NfJC News 

"'The intelliBCnce community hns a~scsscd that 

, In order for this operation to hove been execut· 

,.ad, It could not h,Ml L1een done without tM 
J highest levels of the go11emment, lncl1Jdfn9 the 
i President himsetf."' 

Pa~c 2: "We .issess that lnf:luenw carnpc1lgns m~ approved 
at the hi!}hest levels of the Russian Gavernme11t­

p(lrtic11l t1l'ly lhoso LhElt would be polil lcoll11 sensitlv~." 

- - ___ ,____. --------···-·-····-· ---·--· 
"The unclassified report doe~ not Identify who 

transmitted the information or how. A senior 

o1Acl.il with direct knowledge, however, told 

NOC News Thl11·sdny that the U.S. has lde11tlftcd 

the ftusslcm actors who turned over stolen Dem· 

. ocratic rmiterial to Wikll..cal<s." 
I 

; Page 3: "We assess wi th high confidence tha 

layed mott?rial it acquired from the DNC ;ind senior Demo­

r.rntlc officlols to Wi!(Jloaks." 



(U) Finding #43: Continued leaks of classi­

fied information have damaged national 

security and potentially endangered lives. 

(U) Finding #44: Former Director of Nation­

al Intelligence James Clapper. now a CNN 

national security analyst, provided incon­

sistent testimony to the Committee about 

his contacts with the media, including CNN. 

(U) When initially asked about leaks 

rel~ted to the ICA in July 2017, former ONI 

Clapper flatly denied "discuss ling] the dossi­

er [compiled by SteeleJ or any other intelli­

gence related to Russia hacking of the 2016 

eledion with joumalists."~5 Clapper subse­

quently acknowledged discussing the 

"dossier with CNN journalist Jake Tapper," 

and admitted that he might have spoken 

with other journalists about the same top­

ic.45 Clapper's discussion with Tapper took 

place in early January 2017, around the time 

IC leaders briefed President Obama and 

President-elect Trump, on "the Christophe r 

Steele information,'' a two-page summary 

of which was " enclosed in" the highly­

classified version of the ICA."47 

(U) On January 10, 2017, CNN published 

an article by Tapper and others, which 
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claimed that "classified documents present­

ed last week to President Obama and Presi­

dent-elect Trump included aHegations . .. 

about Mr. Trump'' that were (1} "1?r1:=sented 

in a two-page synopsis ... appended to a 

report on Russian interference in the 2016 

election" and (2} derived from "memos 

compiled by a former British intelligence 
operative.'"8 Those claims were sourced to 

"multiple U.S. officials with direct 

knowledge of the briefings."49 The next day, 

Clapper issued a statement describing a call 

with President-elect Trump in which Clapper 

"expressed my profound-dismay at the leaks 

that have been appearing the in press" and 

"emphasized . . . that I do nof believe the 

leaks came from w[thin the lC."30 

(U) The Committee assesses that leaks 

to CNN about the dossier were especially 

significant, since CNN's report "that~ two­

page synopsis of the report was given to 

President Obama and Trump" w as the prox­

imate cause of BuzzFeed News' decision to 

publish the dossier for the first time just a 

few hours later.51 Until that point, the dos­

sier had been "circulating among elected 

official, intelligence agents, and journalists," 

but remained unpublished.52 As the accom­

panying article explained, " [n]ow BuzzFeed 

News rs publishing the full document so that 

Americans can make up their own minds 

about allegations about the president -elect 

that have circulated at the highest levels of 

government."5
; 

{U} In approximately early August 2017, 

shortly after his t estimony to the commit­

tee, Clapper joined CNN as a n~tional securi-

-t 
ty analyst:'' 
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(U} Chapter 6 - Summary of Related Committee Oversight Efforts 

(U) During the course of the Com­

mittee's investigation into Russian active 

measures targeting the 2016 U.S. presiden­

tial election, the Committee identified sev­

eral issues within its jurisdiction t hat re­

quired additional attention and oversight 

outside of the broader investigation. 

Sufficiency of "Unmasking'-' Procedures 

(U) In March 2017, the Committee be­

came aware of senior Obama Administra­

tion officials' requests for U.S. person identi­

ties related to President-elect Trump's tran­

sition team. These U.S. person identities 

were previously redacted in IC reporting. 

The Committee initiated its investigation of 

the ptoce.ss for requesting identities, collo­

quially referred to as "unmasking," to deter­

mine the sufficiency of existing policies and 

procedures related to the release of U.S. 

person identities. As a result, the Com­

mittee recognized gaps in the "unmasking" 

processes, including the lack of IC-wide 

standards related to the justification for re­

questing U.S. person identity information. 

Therefore, the Committee's findings related 

to these processes necessitated an immedi­

ate change in policy. 

(U} The Committee believed that the JC 

should use specific procedures related to 

the "unmasking" of U.S. person identities in 

IC r~porting, including additional review re­

quirements for "unmasking" presidential 

transition team officia1s during a presiden­

tial transition.
1 

The Committee felt that a 

change in policy was necessary for the IC to 

protect U.S. person privacy 13nd the sanctity 

of t he peacefu l transition of presidential ad­

ministrations, all ._ • .,hile resulting in no oper­

ational impact. As part of negotia tions of 

the FISA Amendments Act of 2017, DNI 

Coats and the White House agreed to devef­

op a new IC-wide policy for handling 

"unmasking" requests. Therefore, on Janu­

ary 11, 2018, DNI Coats signed lnte!ligence 

Community Policy Guidance 107.1 (see Ap­

pendix 0), which includes requirements for: 

• IC element heads or designee approval 

for requests for U.S. person identity in­

formation; 

• Documentation for names or titles of 

individuals who will receive the U.S. per­

son identify information; 

. • A fact-based justification for each U.S. 

person identity request; and 

• IC element General Counser concurrence 

for U.S. person identity requests that 

relate to Presidential transition team 

members prior to those identities being 

approved for release. -{U) Using a series of intermediaries, the 

DNC and Hillary for America {Clinton cam­

paign} pald a research firm to conduct op­

position research on candidate Trump and 

his ties with Russia. Fusion GPS (fusion) is 

the trade name of a Washington, D.C.-based 

company that conducts research primarily 
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on behalf of corporate clients.2 Marc Elias, 

chair of Perkins Coie's election law practice 

w ho represented the DNC and the Clinton 

campaign, hired Fusion in spring 2016 and 

paid Fusion $1 million to conduct opposition 

research on candidate Trump. Fusion sub­

sequently hired former British Secret Intelli­

gence Service officer Christopher Steeie for 

$160,000 to obtain information on candi· 

date Trump via a Russia-based primary sub­

source and numerous sub-sub-sources net­

work who were purported to be cunent and 

former Russian government officials. The 

information Steele collected was reported 

back through a series of memos to Fusion 

and Perkins Coie. Steele produced sixteen 

memos, which comprise what has become 

known as the Stee.Je dossier.3 

(U) By the end of September 2016-in 

addition to Fusion and Perkins Coie-Steele 

provided the information in the Steele doy 

sier to the DOJ, Department of State, nu­

me;ous press outlets, and the FBI. -

1. ~-P- J:::78, § l.07, 115''' Cong. 

(U) After uncovering this information, 
the Committee voted to publicly release two 

memos, one written by the Majority on Jan­

uary 18, 2018 (see Appendh( E) and another 

written by the Minority on January 29, 2018 

(see Appendix f}. In additi'?-n to the.Com­

mittee's oversight of this matter, the Senate 

Judidary Committee identified the same 

issues in a criminal referral sent by Chair­

man Grassley and Senator Graham to the 

DOJ on January 4, 2018, describing Christo­

pher Steele's exploits in detail (see Appen­

dix G}. 

(U) Ongoing lines of effort include (1) 

continued oversight of DOJ and FBI (see Ap­

pendix H for.relevant correspondence}; (2} 

inquiries into the State Department's han­

dling of information from Steele, including 

the dossier;4 and (3} post-election anti­

Trump research by Steele and/or Fusion 

GPS.-; 

2. HPSC1, "~.:utive Session Interview ofG!.:-nn Slrnp.son,n Nov. 14, 2017. . . 
3. ,ne dossier; however, has ru:, fixed ccmpasltion. The version pubUshed by BuzzFeed doe; not net:essanly enr.rely corre­

spond with documents provfC:eli to oll'~ pattil!S. 
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4. !=crmer S..a,e Department cff.aal has stated pub!id\• that, over a pen..--o of approximate}; t,•ro years, he 

providi:d ever N 100 of Steele's teycrts with the Rus!:ia experts at the State D;;;:iartme..t,' i nc!u ding ;\ssistant &;cretary of 

S12t~ V:ctoria Noland. In Se~"":'ll:)er 2016, Winer was personaUv briefed by Staele on the dossi~r, 2nd shared a two-pag;; 

summar-., with r-£uland, Y.'ho en..cured th:a t Secret2iy of State John Kerry was m3:le aware of Steele's information. Addi­
"3onally.--eceivetl from C!inmn associate nformatioo collecterl l:y an indi\'iciual named­
Shearenvhid, "alleged the RU3sians had compromisinRinfurmationon Trump of a sexual and financial nature.· Winer 
shared , .. ;th r iriform.ition with Steele, wh;;i provided it to t he FBI. , c~..<in Nune:; 

is lrr~stic.,ating me. H~re's the truth.," Washington PDSl, Feb. 8, 2018; Susart 6. Gia=, "Victoria Nu land: The Fu!J Tran­

scripr. • POUT/CO, Feb. 5, 20J8; A;:,per.dix G. Tne Committ~ believe, that additional State Deparrment offi~ were 

.;1ware of Steele's efforts In 2016.. 

S. •,ho currentiy leads ~a research and inve-sttgatory ad>1isory" called the ?enn Quarter Group {PQG). ls a 

former a:ipJoyee cf The Dasdlle G:-cup, U.S. Senate Select Committee on lntcltigence (SSO). and FBJ; while a~ SSO, he 

serv~ ~ the "chief author" of "The Ccrnmitte-e Studi' of the Central lntefligence At;ffiqs Detention and lr,tef"Ogatt,111 
P1oyan"_ ~ The Pclln Quarter GrOVJ), aour t.eade~hip, N th~:1 . .:cq,/te,am/leaciershJO; Linlcedln, httns:i/ 
w\w1.h11<.:din .c.:itr1/in/danie!if~~s. tn late _March 2017, Jones met ,•Jlth FBI reg.anilna PUG, which M descr~ as 

~exposil\3. forei8J1 influence in Woti:m elcctions.1111111 mkt, FBI that PQ.G was being funded by 7 to 10 we:il!hy dortors 

located prcmarily in New Vork and California, who provided appro:<imately $50 mil~on. - further stated tiet PQG had 

s:cured th~ services of Steele, hi!. aucciatf! and Fus.ion Gi'S to roritinue expos ins lwssian interforarice in 

,he 201S U.S. !'residential election. -planned to sharalhe lnformalio,, he obtained ,.,.,i~h polieymalters 0:'1 Capitol Hitl 

and with the press, and c1lso ofkred .:o provide PQG's e ntfre holdings to the F'31. f!B!. FD-302, Mar. 28, 2017. 
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{U} Chapter 7 - Conclusions and Recommendations 

Russian Influence Campaigns in Europe 

(U) For at least the la.st decade, Russia 

has aggressively engaged in an information 

war against the West. The Kremlin takes 

advantage of the openness, freedom of ex­

pression, and respect for legal norms en­

joyed in Western democracies by con­

ducting targeted, multi-faceted influence 

operations against its adversaries. Each in­

fluence c2mpaign is unique to the populace, 

media environment, and internal dynamic 

of the country being targeted. 

{U} The factors that make Russian oper­

ations effective also make them difficult to 

counter. Nonetheless, countries through­

out the West are taking a variety of actions 

to impede, counter, and where possible, 

eliminate Russian influence operations. 

(U) The vast majority of Russian tactics 

share a common denominator: proliferation 

through mass media. Therefore, thls chap­

ter's recommendations primarily focus on 

ways to degrade the impact of nefarious 

media activities and make them more diffi­

cult to conduct. 

{U} Recommendation #1: European govern­

ments, non•governmental organizations, 

businesses, think tanks, and academia 

should strengthen legal and regulatory en­

vironments, ·promote media pluralism, 

build professional media associations, and 
impn:>ve the financial sustainamlity of le­

gitimate news outlets. 

,..._ •JI 

(U} Russia exploits free media spaces 

and open democracies through a neti.-vork of 

Russian state-owned news o.utlets and me­

dia platforms. Those platfon-ns amplify pro­

Russian views in Russian-funded and local 

media, provoke doubt and disagreement, 

and propagate false news stories. In many 

Eastern European and Baltic countries, local, 

_independent media outlets often operate 

with extremely limited resources, limiting 

their ability to acquire and produce high­

quality con.tent. In contrast, the high pro­

duction value of Russia-owned content pre­

sents an attractiw alternative. Russian in­

telligence services or their agents of influ­

ence also purchase, invest in, or partner 

with exlsting TV and radio channels, provid­

ing editorialized content for redistribution. 

Furthermore, Russian p~opaganda is occa­

sionally re-broadcast by legitimate news 

outlets. 

(U) Strengthening legal .and regulatory 

environments, promoting media pluralism, 

building professional media associationsJ 

and improving the financia l sustainability of 

legitimate news outlets will help to: in­

crease access t-0 legitimate news reporting, 

improve production quality and financial 

sustainability of-local media, and prnfes-­

sionalize journalists_ 

(U) Countries that contain sizable ~us­

sian-speaking populations are more vulnera­

bte to the effec-t.S of media-enabled Russian 

rnformation operations. As described 
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above, for many of these populations, Rus­

sian media saturates local markets, provid­

ing few alternatives for news and entertain­

ment and non-Russian editorial viewpoints 

{U} For countries with large Russian­

speaking populations, strengthening legiti­

mate Russian-language broadcasters and 

independent media outfets that disseminate 

fact-based content would provide both bal­

ance to the media space and more viewing 

options for r esidents of those countries. 

(U} Recommendation #2.: European govern­

ments, non-governmental organizations, 

businesses, think tanksr and a.cademia 

should implement and encourage multi­

pronged, country-wide efforts by both pub­

lic and private entities to combat Russian 

propaganda, technical, and cyber opera­

tions. 

(U) Russia utilizes a \l'.'hole-of­

government approach in its information op­

erations, mobilizing a variety of tools to 

achieve its goals. From hacking of govern­

ment nen•.:orks, think tanks, and universities 

to spreading propaganda via social media, 

Russia 's tentacles are many and far reach­

ing. 

{U) It is therefore imperative that West­

ern nations implement country-\•Jide efforts 

to educate its populations and inoculate 

their governments, media outlets, and other 

organizations from Russian influence cam~ 

paigns. To do this, Western nations should 

encourage increased partnership between 

public and private entities in order to com-

bat Russian information, technica l,. and 

cyber operations. 

(U} Re<:ommendation #3; European govern­

ments, non-governmental organizations, 

businesses, think tanks, and academia 

should jmplement more stringent cyber 

security practices., such as multifactor au­

thentication and encryption of sensmve 

data, as well as educating workforces on 

basic cyber s&urity topics and best practic­

es. 

(U) In the last decade, Russian cyber 

operations have targeted governments, mil­

itaries, industrial control systems, business­

es, think tanks, and universities worldwide. 

Whjle Russian intelligence services can em­

ploy extremely sophisticated means for 

gaining access to sensitive data, often sim­

ple tacti~s such as spear phisiling can prove 

just a$ effective. 

(U) Given that cyber operations are rel­

atively low risk/high reward, difficult to 

attribute, and even harder to consistently 

combat, it is likely that Russia will continue 

to utili2e this t actic in its influence C3m­

paigns. Network defenses have to be right 

1_00% of the time; a cyber intruder. only has 

to be right once. Therefore, it is imperative 

that governments, NGOs, businesses, think 

tanks, ~nd academia invest more r-e.sources 
in cyber security-defenses, imp1ement more 
stringent cyher security practices, and con~ 

duct regular workforce education and train­

ing on these topjcs. 

(U) Recommendation #4: European govern~ 
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ments should look to long-term solutions 

to lessen economic dependence on Russia . 

.(U} Russia utilizes economic ties to its 

advantage. Economic vulnerability - such as 

reliance on Russia for trade or energy- can 

be leveraged to change behavi-0r, send a 

message of displeasure, or inflict punish­

ment. This is especially true for smaller 

countries within Russia's periphery, such as 

Moldova, where Russia is among their larg­

est trading partners. Yet even large, eco­

nomically secure countries like Germany 

depend on Russia for a large percentage of 

its energy needs. 

'{U) The United States should look for 

opportunities to lessen European countries' 

eco·nomic dependen-ce on Russia. Exploring 

alternative sources of energy and diversify­

ing trade relationships would diminish one 

of Russia's tools for imposing influence on 

its neighbors. 

Russia Attacks the United States & America 

Reacts 

(U} The Committee's findings contern­

ing the Russian government's malign lnflu­

ence campaign during the 2016 U.S. presi­

dential election are largely consistent with 

the facts outlined in the IC~. The Russian 

effort was multifaceted, persistent, and 

effecnve in sowing division. The effort in­

cluded cyber operations (hacking}, the use 

of social media, the creation of automated 

accounts and fake cyber p_ersonas, the use 

o f third party intermediaries, and state-run 

media. 

-(U) Evidence reviewed by the Com­

mittee also shows that the Russcan govern­

ment and its proxies used social media to 

advance Russia's malign interests. While 
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these efforts were limited - some even 

came after Election Day-they were effec­

tive at SO\.'! ing divisions within American so­

ciety and promoting false information. 

(U} America's reaction t o the Russian 

active measures campaign consisted of a 

whole of government response, with vari­

ous activities conducted by the IC, law en­

forcement, and policy makers. Despite ar­

guably the best of intentions in addressing 

the Russian cyber menace before and dur­

ing the 2016 election cycle, the Execu_tive 

Branch's response fell short of deterring the 

Russians from conducting such activity in 

the future. 

(U) After analyzi.ng the Executive 

Branch' s responses to the active measure 

campaign, the Committee identified various 

gaps in current lai.v and policy that must be 

addressed in order to help protect U.S. elec­

tion systems and increase the efficacy of 

victim notifications in the future. In addi­

tion, the Executive Branch must diligently 

inform U.S. presidentiaf campaigns in the 

future of counterintelligence threats, to the 

extent consistent w ith national security and 

law enforcement equities. 

(U) Recommendation #5; Congress should 

identify options aiJailable to the private 

sector and federal government that would 

address the social media vulnerabilities ex.­

plaited by the Russian government. 

{U} The exploitation of social media 

platforms by the Russian government for 

malign purposes demonstrated a significant 

vulnerability. The- response of social media 

platforms to this threat should be examined 

closely and evaluated against ongoing 

threats. Furthermore, social media 

platforms should consider implementing 

m~thods to help counter malign foreign ac­

tivity. 

(U} Recommendation #6: Congress should 

consider updating the foreign lntetligenc~ 

Surveillance Act to cover malicious interna­

tional cyber actors. 

{U) As part of the Committee's initial 

FISA Amendments .C\.ct reauthorization dis­

cussions in 2017,·the Committee sought to 

address the changing threat environment as 
it relates to malicious cyber activitv 

threi;iting the U.S. national security. Given 

the difficulty in attributing a specific cyber 

actor, the lines betv,een independent hack­

er and government cyber operator are often 

blurred. U.S. ad,Jersaries are consistently 

attempting to obfuscate their i~entity and 

location in order to evade detection. Unfor­

tunately, current national security authori­

ties are inadequate to counter the growing 

cyber threat. 
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(U) Unfortunately, the proposed addi­

tion to the FISA "foreign power'' definition 

did not make it into the final version of the 

FJSA Amendments Act of 2017 given con­

cerns that such a designation would dHute 

the ·key distinction between two djfferent 

legal purposes: intelligence collection and 

law enforcement. This concern, while un­

derstandable! fails to take into account the 

changing threat environment, as evidenced 

by Russian cyber actors, such as the Internet 

Research Agency, that attempted to meddle 

in the 2016 U.S. presidential elections. 

{U} The-Commfttee renews its call for 

Congress to update the definition of 

"foreign power" and 11agent of foreign pow­

er' in FISA to account for entities engaged 

in international malicious cy'oer activity that 

threatens the national defense or security 

of the United States. Adding this new entity 

to the definition of "foreign power' would 

permit the IC to ta met intemational cyber 

groups without having to connect that 

group to a foreign government or terrorist 

organization, so long as the C'{ber entity is 

threating US. national security or defense. 

Such an addition provides the IC with much 

needed flexibility and will help keep the 

United States ahead of its adversaries. 

(U) Recommendation #7: The Federal Bu­

reau of Investigation shoufd improve 

cyberatlack victim notification. 

(U) When a state-sponsored cyberattack 

is dire.cted against U.S. critical infrastructure 

or systems rela ted to _national elections, i~ is 

essential for the appropriate federal officials 

to work quickly to both understand the na­

ture of the threat and aid the vi~m's de­

fense. 

(U) Although the FBI maintained an on­

going dialogue with the DNC related to the 

Russian intrusions, the engagement re­

mained at the-working level. These interac­

tions continued for months, despite no signs 

of effective mediation to the problem. In 

• Director Corney testified that, had he 

known at the time the seriousness o f the 

- problem, he wouid have "walked over 
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