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Union Calendar No. 102 
117TH CONGRESS 

1ST SESSION H. R. 4513 
[Report No. 117–142] 

To amend the Small Business Act to provide for the establishment of an 

enhanced cybersecurity assistance and protections for small businesses, 

and for other purposes. 

IN THE HOUSE OF REPRESENTATIVES 

JULY 19, 2021 

Mr. DONALDS (for himself, Ms. VELÁZQUEZ, Mr. CHABOT, and Ms. 

HOULAHAN) introduced the following bill; which was referred to the Com-

mittee on Small Business 

OCTOBER 12, 2021 

Additional sponsor: Mr. PHILLIPS 

OCTOBER 12, 2021 

Reported from the Committee on Small Business; committed to the Committee 

of the Whole House on the State of the Union and ordered to be printed 
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A BILL 
To amend the Small Business Act to provide for the estab-

lishment of an enhanced cybersecurity assistance and 

protections for small businesses, and for other purposes. 
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Be it enacted by the Senate and House of Representa-1

tives of the United States of America in Congress assembled, 2

SECTION 1. SHORT TITLE. 3

This Act may be cited as the ‘‘Small Business Ad-4

vanced Cybersecurity Enhancements Act of 2021’’. 5

SEC. 2. ENHANCED CYBERSECURITY ASSISTANCE AND PRO-6

TECTIONS FOR SMALL BUSINESSES. 7

Section 21(a) of the Small Business Act (15 U.S.C. 8

648(a)) is amended by adding at the end the following 9

new paragraph: 10

‘‘(9) SMALL BUSINESS CYBERSECURITY ASSIST-11

ANCE AND PROTECTIONS.— 12

‘‘(A) ESTABLISHMENT OF SMALL BUSI-13

NESS CYBERSECURITY ASSISTANCE UNITS.— 14

The Administrator of the Small Business Ad-15

ministration, in coordination with the Secretary 16

of Commerce, and in consultation with the Sec-17

retary of Homeland Security and the Attorney 18

General, shall establish— 19

‘‘(i) in the Administration, a central 20

small business cybersecurity assistance 21

unit; and 22

‘‘(ii) within each small business devel-23

opment center, a regional small business 24

cybersecurity assistance unit. 25
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‘‘(B) DUTIES OF THE CENTRAL SMALL 1

BUSINESS CYBERSECURITY ASSISTANCE UNIT.— 2

‘‘(i) IN GENERAL.—The central small 3

business cybersecurity assistance unit es-4

tablished under subparagraph (A)(i) shall 5

serve as the primary interface for small 6

business concerns to receive and share 7

cyber threat indicators and defensive meas-8

ures with the Federal Government. 9

‘‘(ii) USE OF CAPABILITY AND PROC-10

ESSES.—The central small business cyber-11

security assistance unit shall use the capa-12

bility and process certified pursuant to sec-13

tion 105(c)(2)(A) of the Cybersecurity In-14

formation Sharing Act of 2015 (6 U.S.C. 15

1504(c)(2)(A)) to receive cyber threat indi-16

cators or defensive measures from small 17

business concerns. 18

‘‘(iii) APPLICATION OF CISA.—A small 19

business concern that receives or shares 20

cyber threat indicators and defensive meas-21

ures with the Federal Government through 22

the central small business cybersecurity as-23

sistance unit established under subpara-24

graph (A)(i), or with any appropriate enti-25
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ty pursuant to section 103(c) of the Cyber-1

security Information Sharing Act of 2015 2

(6 U.S.C. 1503(c)), shall receive the pro-3

tections and exemptions provided in such 4

Act and this paragraph. 5

‘‘(C) RELATION TO NCCIC.— 6

‘‘(i) CENTRAL SMALL BUSINESS CY-7

BERSECURITY ASSISTANCE UNIT.—The 8

central small business cybersecurity assist-9

ance unit established under subparagraph 10

(A)(i) shall be collocated with the national 11

cybersecurity and communications integra-12

tion center. 13

‘‘(ii) ACCESS TO INFORMATION.—The 14

national cybersecurity and communications 15

integration center shall have access to all 16

cyber threat indicators or defensive meas-17

ures shared with the central small cyberse-18

curity assistance unit established under 19

subparagraph (A)(i) through the use of the 20

capability and process described in sub-21

paragraph (B)(ii). 22

‘‘(D) CYBERSECURITY ASSISTANCE FOR 23

SMALL BUSINESSES.—The central small busi-24
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ness cybersecurity assistance unit established 1

under subparagraph (A)(i) shall— 2

‘‘(i) work with each regional small 3

business cybersecurity assistance unit es-4

tablished under subparagraph (A)(ii) to 5

provide cybersecurity assistance to small 6

business concerns; 7

‘‘(ii) leverage resources from the Ad-8

ministration, the Department of Com-9

merce, the Department of Homeland Secu-10

rity, the Department of Justice, the De-11

partment of the Treasury, the Department 12

of State, and any other Federal depart-13

ment or agency the Administrator deter-14

mines appropriate, in order to help im-15

prove the cybersecurity posture of small 16

business concerns; 17

‘‘(iii) coordinate with the Department 18

of Homeland Security to identify and dis-19

seminate information to small business 20

concerns in a form that is accessible and 21

actionable by small business concerns; 22

‘‘(iv) coordinate with the National In-23

stitute of Standards and Technology to 24

identify and disseminate information to 25
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small business concerns on the most cost- 1

effective methods for implementing ele-2

ments of the cybersecurity framework of 3

the National Institute of Standards and 4

Technology applicable to improving the cy-5

bersecurity posture of small business con-6

cerns; 7

‘‘(v) seek input from the Office of Ad-8

vocacy of the Administration to ensure 9

that any policies or procedures adopted by 10

any department, agency, or instrumentality 11

of the Federal Government do not unduly 12

add regulatory burdens to small business 13

concerns in a manner that will hamper the 14

improvement of the cybersecurity posture 15

of such small business concerns; and 16

‘‘(vi) leverage resources and relation-17

ships with representatives and entities in-18

volved in the national cybersecurity and 19

communications integration center to pub-20

licize the capacity of the Federal Govern-21

ment to assist small business concerns in 22

improving cybersecurity practices. 23

‘‘(E) ENHANCED CYBERSECURITY PROTEC-24

TIONS FOR SMALL BUSINESSES.— 25
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‘‘(i) IN GENERAL.—Notwithstanding 1

any other provision of law, no cause of ac-2

tion shall lie or be maintained in any court 3

against any small business concern, and 4

such action shall be promptly dismissed, if 5

such action is related to or arises out of— 6

‘‘(I) any activity authorized 7

under this paragraph or the Cyberse-8

curity Information Sharing Act of 9

2015 (6 U.S.C. 1501 et seq.); or 10

‘‘(II) any action or inaction in re-11

sponse to any cyber threat indicator, 12

defensive measure, or other informa-13

tion shared or received pursuant to 14

this paragraph or the Cybersecurity 15

Information Sharing Act of 2015 (6 16

U.S.C. 1501 et seq.). 17

‘‘(ii) APPLICATION.—The exception 18

provided in section 105(d)(5)(D)(ii)(I) of 19

the Cybersecurity Information Sharing Act 20

of 2015 (6 U.S.C. 1504(d)(5)(D)(ii)(I)) 21

shall not apply to any cyber threat indi-22

cator or defensive measure shared or re-23

ceived by small business concerns pursuant 24

to this paragraph or the Cybersecurity In-25
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formation Sharing Act of 2015 (6 U.S.C. 1

1501 et seq.). 2

‘‘(iii) RULE OF CONSTRUCTION.— 3

Nothing in this subparagraph shall be con-4

strued to affect the applicability or merits 5

of any defense, motion, or argument in any 6

cause of action in a court brought against 7

an entity that is not a small business con-8

cern. 9

‘‘(F) DEFINITIONS.—In this paragraph: 10

‘‘(i) CISA DEFINITIONS.—The terms 11

‘cyber threat indicator’ and ‘defensive 12

measure’ have the meanings given such 13

terms, respectively, in section 102 of the 14

Cybersecurity Information Sharing Act of 15

2015 (6 U.S.C. 1501). 16

‘‘(ii) NATIONAL CYBERSECURITY AND 17

COMMUNICATIONS INTEGRATION CEN-18

TER.—The term ‘national cybersecurity 19

and communications integration center’ 20

means the national cybersecurity and com-21

munications integration center established 22

under section 227 of the Homeland Secu-23

rity Act of 2002 (6 U.S.C. 148).’’. 24
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SEC. 3. PROHIBITION ON NEW APPROPRIATIONS. 1

(a) IN GENERAL.—No additional funds are author-2

ized to be appropriated to carry out this Act and the 3

amendments made by this Act. 4

(b) EXISTING FUNDING.—This Act and the amend-5

ments made by this Act shall be carried out using amounts 6

made available under section 21(a)(4)(C)(viii) of the Small 7

Business Act (15 U.S.C. 648(a)(4)(viii)). 8

(c) TECHNICAL AND CONFORMING AMENDMENT.— 9

Section 21(a)(4)(C)(viii) of the Small Business Act (15 10

U.S.C.648(a)(4)(C)(viii)) is amended to read as follows: 11

‘‘(viii) LIMITATION.— 12

‘‘(I) CYBERSECURITY ASSIST-13

ANCE.—From the funds appropriated 14

pursuant to clause (vii), the Adminis-15

tration shall reserve not less than 16

$1,000,000 in each fiscal year to de-17

velop cybersecurity assistance units at 18

small business development centers 19

under paragraph (9). 20

‘‘(II) PORTABLE ASSISTANCE.— 21

‘‘(aa) IN GENERAL.—Any 22

funds appropriated pursuant to 23

clause (vii) that are remaining 24

after reserving amounts under 25

subclause (I) may be used for 26
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portable assistance for startup 1

and sustainability non-matching 2

grant programs to be conducted 3

by eligible small business develop-4

ment centers in communities that 5

are economically challenged as a 6

result of a business or govern-7

ment facility down sizing or clos-8

ing, which has resulted in the 9

loss of jobs or small business in-10

stability. 11

‘‘(bb) GRANT AMOUNT AND 12

USE.—A non-matching grant 13

under this subclause shall not ex-14

ceed $100,000, and shall be used 15

for small business development 16

center personnel expenses and re-17

lated small business programs 18

and services.’’. 19

VerDate Sep 11 2014 00:51 Oct 13, 2021 Jkt 029200 PO 00000 Frm 00011 Fmt 6652 Sfmt 6201 E:\BILLS\H4513.RH H4513pb
in

ns
 o

n 
D

S
K

JL
V

W
7X

2P
R

O
D

 w
ith

 B
IL

LS



U
nion C

alendar N
o. 102 

1
1

7
T

H
C

O
N

G
R

E
S

S
 

1
S

T
S

E
S

S
IO

N
 

H
. R

. 4513 
[R

ep
ort N

o. 117–142] 

A
 B

IL
L

 
T

o
 

a
m

en
d
 

th
e 

S
m

a
ll 

B
u

sin
ess 

A
ct 

to
 

p
ro

vid
e 

fo
r 

th
e 

esta
b
lish

m
en

t 
o
f 

a
n

 
en

h
a
n

ced
 

cy
b
ersecu

rity
 

a
ssista

n
ce 

a
n

d
 

p
ro

tectio
n

s 
fo

r 
sm

a
ll 

b
u

sin
esses, 

a
n

d
 fo

r o
th

er p
u

rp
o
ses. 

O
C

T
O

B
E

R
1

2
, 2

0
2

1
 

C
o
m

m
itted

 to
 th

e C
o
m

m
ittee o

f th
e W

h
o
le H

o
u

se o
n

 th
e 

S
ta

te o
f th

e U
n

io
n

 a
n

d
 o

rd
ered

 to
 b

e p
rin

ted
 

VerDate Sep 11 2014 00:51 Oct 13, 2021 Jkt 029200 PO 00000 Frm 00012 Fmt 6651 Sfmt 6651 E:\BILLS\H4513.RH H4513pb
in

ns
 o

n 
D

S
K

JL
V

W
7X

2P
R

O
D

 w
ith

 B
IL

LS



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue true
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck true
  /PDFX3Check false
  /PDFXCompliantPDFOnly true
  /PDFXNoTrimBoxError false
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (U.S. Web Coated \050SWOP\051 v2)
  /PDFXOutputConditionIdentifier (CGATS TR 001)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <>
    /CHT <>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF che devono essere conformi o verificati in base a PDF/X-1a:2001, uno standard ISO per lo scambio di contenuto grafico. Per ulteriori informazioni sulla creazione di documenti PDF compatibili con PDF/X-1a, consultare la Guida dell'utente di Acrobat. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 4.0 e versioni successive.)
    /JPN <>
    /KOR <>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die moeten worden gecontroleerd of moeten voldoen aan PDF/X-1a:2001, een ISO-standaard voor het uitwisselen van grafische gegevens. Raadpleeg de gebruikershandleiding van Acrobat voor meer informatie over het maken van PDF-documenten die compatibel zijn met PDF/X-1a. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 4.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents that are to be checked or must conform to PDF/X-1a:2001, an ISO standard for graphic content exchange.  For more information on creating PDF/X-1a compliant PDF documents, please refer to the Acrobat User Guide.  Created PDF documents can be opened with Acrobat and Adobe Reader 4.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /HighResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


		Superintendent of Documents
	2022-12-29T12:43:38-0500
	Government Publishing Office, Washington, DC 20401
	Government Publishing Office
	Government Publishing Office attests that this document has not been altered since it was disseminated by Government Publishing Office




