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To authorize appropriations for fiscal year 2023 for intelligence and intel-
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ligence Community Management Account, and the Central Intelligence
Agency Retirement and Disability System, and for other purposes.

IN THE SENATE OF THE UNITED STATES

JULY 12, 2022
Mr. WARNER, from the Select Committee on Intelligence, reported the
following original bill; which was read twice and placed on the calendar

A BILL

To authorize appropriations for fiscal year 2023 for intel-
ligence and intelligence-related activities of the United
States Government, the Intelligence Community Manage-
ment Account, and the Central Intelligence Agency Re-
tirement and Disability System, and for other purposes.

1 Be it enacted by the Senate and House of Representa-
twes of the United States of America in Congress assembled,

SECTION 1. SHORT TITLE; TABLE OF CONTENTS.

(a) SHORT TrrLE.—This Act may be cited as the
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. 703. Modification of requirement for office to address unidentified aero-

space-undersea phenomena.

. 704. Unidentified aerospace-undersea phenomena reporting procedures.
. 705. Comptroller General of the United States compilation of unidentified

aerospace-undersea phenomena records.

. 706. Office of Global Competition Analysis.
. 707. Report on tracking and collecting precursor chemicals used in the

production of synthetic opioids.

. 708. Assessment and report on mass migration in the Western IHemi-

sphere.

. 709. Notifications regarding transfers of detainees at United States Naval

Station Guantanamo Bay, Cuba.

. 710. Report on international norms, rules, and principles applicable in

space.

. T11. Assessments of the effects of sanctions imposed with respect to the

Russian Federation’s invasion of Ukraine.

. T12. Assessments and briefings on implications of food insecurity that may

result from the Russian Federation’s invasion of Ukraine.

. 713. Pilot program for Director of Federal Bureau of Investigation to un-

dertake an effort to identify International Mobile Subscriber
Identity-catchers and develop countermeasures.

. T14. Department of State Bureau of Intelligence and Research assessment

of anomalous health incidents.

. T15. Clarification of process for protecting classified information using the

Classified Information Procedures Act.

SEC. 2. DEFINITIONS.

In this Act:

(1) CONGRESSIONAL INTELLIGENCE COMMIT-
TEES.—The term ‘“‘congressional intelligence com-
mittees” has the meaning given such term in section
3 of the National Security Act of 1947 (50 U.S.C.
3003).

(2) INTELLIGENCE COMMUNITY.—The term
“intelligence community” has the meaning given

such term 1n such section.
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TITLE I—-INTELLIGENCE
ACTIVITIES

SEC. 101. AUTHORIZATION OF APPROPRIATIONS.

Funds are hereby authorized to be appropriated for
fiscal year 2023 for the conduct of the intelligence and
intelligence-related activities of the intelligence commu-
nity.

SEC. 102. CLASSIFIED SCHEDULE OF AUTHORIZATIONS.

(a) SPECIFICATIONS OF AMOUNTS.—The amounts
authorized to be appropriated under section 101 for the
conduct of the intelligence activities of the elements listed
in paragraphs (1) through (17) of section 101, are those
specified in the classified Schedule of Authorizations pre-
pared to accompany this Act.

(b) AVAILABILITY OF CLASSIFIED SCHEDULE OF AU-
THORIZATIONS.—

(1) AvArLABILITY.—The classified Schedule of
Authorizations referred to in subsection (a) shall be
made available to the Committee on Appropriations
of the Senate, the Committee on Appropriations of
the House of Representatives, and to the President.

(2) DISTRIBUTION BY THE PRESIDENT.—Sub-
ject to paragraph (3), the President shall provide for
suitable distribution of the classified Schedule of Au-

thorizations referred to in subsection (a), or of ap-
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propriate portions of such Schedule, within the exec-
utive branch of the Federal Government.

(3) LamiTs ON DISCLOSURE.—The President
shall not publicly disclose the classified Schedule of
Authorizations or any portion of such Schedule ex-
cept—

(A) as provided in section 601(a) of the
Implementing Recommendations of the 9/11
Commission Act of 2007 (50 U.S.C. 3306(a));

(B) to the extent necessary to implement
the budget; or

(C) as otherwise required by law.

SEC. 103. INTELLIGENCE COMMUNITY MANAGEMENT AC-

COUNT.

(a) AUTHORIZATION OF APPROPRIATIONS.—There is
authorized to be appropriated for the Intelligence Commu-
nity Management Account of the Director of National In-

telligence for fiscal year 2023 the sum of $650,000,000.

(b) CLASSIFIED AUTHORIZATION OF APPROPRIA-
TIONS.—In addition to amounts authorized to be appro-
priated for the Intelligence Community Management Ac-

count by subsection (a), there are authorized to be appro-
priated for the Intelligence Community Management Aec-

count for fiscal year 2023 such additional amounts as are
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specified in the classified Schedule of Authorizations re-

ferred to in section 102(a).

TITLE II—CENTRAL INTEL-
LIGENCE AGENCY RETIRE-
MENT AND DISABILITY SYS-
TEM

SEC. 201. AUTHORIZATION OF APPROPRIATIONS.

There is authorized to be appropriated for the Cen-
tral Intellicence Agency Retirement and Disability Fund
$514,000,000 for fiscal year 2023.

TITLE III—-GENERAL INTEL-
LIGENCE COMMUNITY MAT-
TERS

SEC. 301. PLAN FOR ASSESSING COUNTERINTELLIGENCE
PROGRAMS.

(a) PLAN REQUIRED.—Not later than 180 days after
the date of the enactment of this Act, the Director of the
National Counterintelligence and Security Center shall
submit to the congressional intelligence committees a plan
for assessing the effectiveness of all counterintellicence
programs of the Federal Government.

(b) CONTENTS.—The plan required by subsection (a)

shall include the following:
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(1) A deseription of the standards and methods
of assessment that apply for each evaluated Execu-
tive agency.

(2) The phased implementation over a five-year
timeframe to cover all counterintelligence programs
of the Federal Government.

(3) The periodicity for updated assessments.

(4) The annual costs required to conduct the
agency assessments and any recommendations for a
cost recovery mechanism.

302. MODIFICATION OF ADVISORY BOARD IN NA-
TIONAL RECONNAISSANCE OFFICE.

Section 106A(d) of the National Security Act of 1947

(50 U.S.C. 3041a(d)) 1s amended—

(1) in paragraph (3)(A)(i), by inserting “, in
consultation with the Director of National Intel-

)

ligence and the Secretary of Defense,” after “‘Direc-
tor”’; and

(2) in paragraph (7), by striking “the date that
is 3 years after the date of the first meeting of the

Board” and inserting ‘“‘September 30, 2024,

*S 4503 RS
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SEC. 303. PROHIBITION ON EMPLOYMENT WITH GOVERN-

MENTS OF CERTAIN COUNTRIES.
(a) IN GENERAL.—Title III of the National Security
Act of 1947 (50 U.S.C. 3091 et seq.) is amended by in-
serting after section 304 the following:
“SEC. 305. PROHIBITION ON EMPLOYMENT WITH GOVERN-
MENTS OF CERTAIN COUNTRIES.
“(a) DEFINITIONS.—In this section:

“(1) COVERED EMPLOYEE.—The term ‘covered
employee’, with respect to an employee occupying a
position within an element of the intelligence com-
munity, means an officer or official of an element of
the intelligence community, a contractor of such an
element, a detailee to such an element, or a member
of the Armed Forces assigned to such an element
that, based on the level of access of a person occu-
pying such position to information regarding sen-
sitive intelligence sources or methods or other excep-
tionally sensitive matters, the head of such element
determines should be subject to the requirements of
this section.

“(2) FORMER COVERED EMPLOYEE.—The term
‘former covered employee” means an individual who
was a covered employee on or after the date of en-

actment of the Intelligence Authorization Act for

*S 4503 RS
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Fiscal Year 2023 and is no longer a covered em-
ployee.

“(3) STATE SPONSOR OF TERRORISM.—The
term ‘state sponsor of terrorism’ means a country
the government of which the Secretary of State de-
termines has repeatedly provided support for inter-
national terrorism pursuant to—

“(A) section 1754(c)(1)(A) of the Export

Control Reform Act of 2018 (50 U.S.C.

4813(c)(1)(A));

“(B) section 620A of the Foreign Assist-

ance Act of 1961 (22 U.S.C. 2371);

“(C) section 40 of the Arms Export Con-
trol Act (22 U.S.C. 2780); or
“(D) any other provision of law.

“(b) PROHIBITION ON EMPLOYMENT AND SERV-

No former covered employee may provide services

relating to national security, intelligence, the military, or

internal security to—

“(1) the government of a country that is a state
sponsor of terrorism, the People’s Republic of China,
or the Russian Federation;

“(2) a person or entity that is directed and con-

trolled by a government described in paragraph (1).

*S 4503 RS
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“(¢) TRAINING AND WRITTEN NOTICE.—The head of
each element of the intelligence community shall—

“(1) regularly provide to the covered employees
of the element training on the prohibition in sub-
section (b); and

“(2) provide to each covered employee of the
element before the covered employee becomes a
former covered employee written notice of the prohi-
bition in subsection (b).

“(d) LIMITATION ON ELIGIBILITY FOR ACCESS TO
CLASSIFIED INFORMATION.—A former covered employee
who knowingly and willfully violates subsection (b) shall
not be considered eligible for access to classified informa-
tion (as defined in the procedures established pursuant to
section 801(a) of this Act (50 U.S.C. 3161(a))) by any
element of the intelligence community.

“(e) CRIMINAL PENALTIES.

A former employee who
knowingly and willfully violates subsection (b) shall be
fined under title 18, United States Code, or imprisoned
for not more than 5 years, or both.
“(f) ApPPLICATION.—Nothing in this section shall
apply to—
“(1) a former covered employee who continues
to provide services described in subsection (b) that

the former covered employee first began to provide

*S 4503 RS
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before the date of the enactment of the Intellicence
Authorization Act for Fiscal Year 2023;

“(2) a former covered employee who, on or
after the date of the enactment of the Intelligence
Authorization Act for Fiscal Year 2023, provides
services described in subsection (b) to a person or
entity that is directed and controlled by a country
that 1s a state sponsor of terrorism, the People’s Re-
public¢ of China, or the Russian Federation as a re-
sult of a merger, acquisition, or similar change of
ownership that occurred after the date on which
such former covered employee first began to provide
such services;

“(3) a former covered employee who, on or
after the date of the enactment of the Intelligence
Authorization Act for Fiscal Year 2023, provides
services described in subsection (b) to—

“(A) a government that was designated as

a state sponsor of terrorism after the date on

which such former covered employee first began

to provide such services; or
“(B) a person or entity directed and con-
trolled by a government deseribed in subpara-

oraph (A).”.
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(b) ANNUAL REPORTS.—Not later than March 31 of
each year through 2032, the Director of National Intel-
ligence shall submit to the congressional intelligence com-
mittees a report on any violations of subsection (b) of sec-
tion 305 of the National Security Act of 1947, as added
by subsection (a) of this section, by former covered em-
ployees (as defined in subsection (a) of such section 305).

(¢) CLERICAL AMENDMENT.—The table of contents
immediately preceding section 2 of the National Security
Act of 1947 (50 U.S.C. 3002) is amended by inserting
after the item relating to section 304 the following new

item:

“See. 305. Prohibition on employment with governments of certain countries.”.

SEC. 304. COUNTERINTELLIGENCE AND NATIONAL SECU-
RITY PROTECTIONS FOR INTELLIGENCE
COMMUNITY GRANT FUNDING.

(a) DISCLOSURE AS CONDITION FOR RECEIPT OF
GRANT.—The head of an element of the intelligence com-
munity may not award a grant to a person or entity unless
the person or entity has disclosed to the head of the ele-
ment any material financial or material in-kind support
received by the person or entity, during the 5-year period
ending on the date of the person or entity’s application
for the grant.

(b) REVIEW OF GRANT APPLICANTS.

*S 4503 RS
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(1) TRANSMITTAL OF DISCLOSURES.—Each
head of an element of the intelligence community
shall immediately transmit a copy of each disclosure
under subsection (a) to the Director of National In-
telligence.

(2) PrOCEsS.—The Director, in consultation
with such heads of elements of the intelligence com-
munity as the Director considers appropriate, shall
establish a process—

(A) to review the disclosures under sub-
section (a); and

(B) to take such actions as may be nec-
essary to ensure that the applicants for grants
awarded by elements of the intelligence commu-
nity do not pose an unacceptable risk, including
as a result of an applicant’s material financial
or material in-kind support from a person or
entity having ownership or control, in whole or
in part, by the government of the People’s Re-
public of China, the Russian Federation, the Is-
lamic Republic of Iran, the Democratic People’s

Republic of Korea, or the Republic of Cuba,

of—

*S 4503 RS
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1 (1) misappropriation of United States
intellectual property, research and develop-

ment, and innovation efforts; or
(11) other threats from foreign govern-

ments and other entities.

(¢) ANNUAL REPORT REQUIRED.—Not later than
one year after the date of the enactment of this Act and

not less frequently than once each year thereafter, the Di-

O o0 9 N U B W

rector of National Intelligence shall submit to the congres-
10 sional intelligence committees an annual report identifying

11 the following for the one-year period covered by the report:

12 (1) The number of applications for grants re-
13 ceived by each element of the intelligence commu-
14 nity.

15 (2) The number of such applications that were
16 reviewed for each element of the intelligence commu-
17 nity, using the process established under subsection
18 (b).

19 (3) The number of such applications that were
20 denied and the reasons for such denials for each ele-
21 ment of the intelligence community.

22 (d) APPLICABILITY.—Subsections (a) and (b) shall

23 apply only with respect to grants awarded by an element
24 of the intelligence community after the date of the enact-

25 ment of this Act.
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LAW ENFORCEMENT JURISDICTION TO FA-
CILITIES OF OFFICE OF DIRECTOR OF NA-
TIONAL INTELLIGENCE.

(a) IN GENERAL.—Paragraph (1) of section 15(a) of

the Central Intelligence Agency Act of 1949 (50 U.S.C.

H15(a)) is amended—

(1) in subparagraph (C), by striking *; and”
and inserting a semicolon;

(2) by redesignating subparagraph (D) as sub-
paragraph (E);

(3) by inserting after subparagraph (C) the fol-
lowing:

“(D) within an installation owned, or con-
tracted to be occupied for a period of one year or
longer, by the Office of the Director of National In-
telligence; and”; and

(4) in subparagraph (E), as redesignated by

7 after “in sub-

paragraph (2), by inserting “or (D)
paragraph (C)”.

(b) CONFORMING AMENDMENT.—Paragraph (2) of

22 such section is amended by striking “or (D)’ and insert-

23 ing “or (K)”.

*S 4503 RS
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SEC. 306. CLARIFICATION REGARDING PROTECTION OF

CENTRAL INTELLIGENCE AGENCY FUNC-
TIONS.

Section 6 of the Central Intelligence Agency Act of
1949 (50 U.S.C. 3507) is amended by striking “, func-
tions” and inserting “or functions of the Agency, or of
the’.

SEC. 307. ESTABLISHMENT OF ADVISORY BOARD FOR NA-
TIONAL GEOSPATIAL-INTELLIGENCE AGEN-
CY.

(a) ESTABLISHMENT.—There is established in the

National Geospatial-Intellicence Agency an advisory board

(in this section referred to as the “Board’).

(b) DuTiES.—The Board shall—

(1) study matters relating to the mission of the
National Geospatial-Intelligence Agency, including
with respect to integration of commercial capabili-
ties, promoting innovation, advice on next generation
tasking, collection, processing, exploitation, and dis-
semination capabilities, strengthening functional
management, acquisition, and such other matters as
the Director of the National Geospatial-Intelligence
Agency considers appropriate; and

(2) advise and report directly to the Director
with respect to such matters.

(¢) MEMBERS.—

*S 4503 RS



O o0 N N B W

O TN NG T N T NG N NG I NS R N e e T e e T e T e e T
[ B NG U N N = = N Re - BN B e ) W ) TR ~S O B NO I e

18

(1) NUMBER AND APPOINTMENT.—

(A) IN GENERAL.—The Board shall be
composed of 6 members appointed by the Direc-
tor from among individuals with demonstrated
academie, government, business, or other exper-
tise relevant to the mission and functions of the
Agency.

(B) NOTIFICATION.—Not later than 30
days after the date on which the Director ap-
points a member to the Board, the Director
shall notify the congressional intelligence com-
mittees and the congressional defense commit-
tees (as defined in section 101(a) of title 10,

United States Code) of such appointment.

(C) INITIAL APPOINTMENTS.—Not later
than 180 days after the date of the enactment
of this Act, the Director shall appoint the initial
6 members to the Board.

(2) TErRMS.—Each member shall be appointed
for a term of 3 years.

(3) VACANCY.—Any member appointed to fill a
vacancy occurring before the expiration of the term
for which the member’s predecessor was appointed
shall be appointed only for the remainder of that

term.

*S 4503 RS



O o0 N N BB W =

[\© TN NG N N T NS I NS R NS R N e T e e T e T e T e T
[ T NG O N N = = N R - BN B o) W ) B ~S O IR NO I S e

19

(4) CHAIR.—The Board shall have a Chair, who
shall be appointed by the Director from among the
members.

(5) TRAVEL EXPENSES.—Each member shall
receive travel expenses, including per diem in lieu of
subsistence, in accordance with applicable provisions
under subchapter I of chapter 57 of title 5, United
States Code.

(6) EXECUTIVE SECRETARY.—The Director
may appoint an executive secretary, who shall be an

employee of the Agency, to support the Board.

(d) MEETINGS.—The Board shall meet not less than

quarterly, but may meet more frequently at the call of the

Director.
(e) REPORTS.—Not later than March 31 of each
year, the Board shall submit to the Director and to the

congressional intelligence committees a report on the ac-
tivities and significant findings of the Board during the

preceding year.

(f)  NONAPPLICABILITY OF CERTAIN REQUIRE-
MENTS.—The Federal Advisory Committee Act (5 U.S.C.
App.) shall not apply to the Board.

() TERMINATION.—The Board shall terminate on
the date that is 3 years after the date of the first meeting

of the Board.
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SEC. 308. ANNUAL REPORTS ON STATUS OF RECOMMENDA-

TIONS OF COMPTROLLER GENERAL OF THE
UNITED STATES FOR THE DIRECTOR OF NA-

TIONAL INTELLIGENCE.

(a) DEFINITION OF OPEN RECOMMENDATIONS.—In
this section, the term “open recommendations” refers to
recommendations of the Comptroller General of the
United States that the Comptroller General has not yet
designated as closed.

(b) ANNUAL LisTs BY COMPTROLLER GENERAL OF

THE UNITED STATES.

Not later than October 31, 2023,
and each October 31 thereafter through 2025, the Comp-
troller General of the United States shall submit to the
congressional intelligence committees and the Director of
National Intelligence a list of all open recommendations
made to the Director, disageregated by report number and
recommendation number.

(¢) ANNUAL REPORTS BY DIRECTOR OF NATIONAL
INTELLIGENCE.—Not later than 120 days after the date
on which the Director receives a list under subsection (b),
the Director shall submit to the congressional intelligence
committees and the Comptroller General a report on the
actions taken by the Director and actions the Director in-
tends to take, alone or in coordination with the heads of
other Federal agencies, in response to each open rec-
ommendation identified in the list, including open rec-
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ommendations the Director considers closed and rec-

ommendations the Director determines do not require fur-

ther action, as well as the basis for that determination.

SEC. 309. TIMELY SUBMISSION OF BUDGET DOCUMENTS
FROM INTELLIGENCE COMMUNITY.

Not later than 14 days after the date on which the
President submits to Congress a budget for a fiscal year
pursuant to section 1105(a) of title 31, United States
Code, the Director of National Intelligence shall submit
to Congress the supporting information under such section
for each element of the intelligence community for that
fiscal year.

SEC. 310. COPYRIGHT PROTECTION FOR CIVILIAN FACULTY
OF THE NATIONAL INTELLIGENCE UNIVER-
SITY.

Section 105 of title 17, United States Code, is
amended—

(1) by redesignating the second subsection (¢)

as subsection (d);

(2) by striking subsection (¢) and inserting the
following:

“(¢) USE BY FEDERAL GOVERNMENT.—

“(1) SECRETARY OF DEFENSE AUTHORITY.—

With respect to a covered author who produces a

covered work in the course of employment at a cov-
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ered institution described in subparagraphs (A)
through (1) of subsection (d)(2), the Secretary of
Defense may direct the covered author to provide
the Federal Government with an irrevocable, royalty-
free, worldwide, nonexclusive license to reproduce,
distribute, perform, or display such covered work for
purposes of the United States Government.

“(2) DIRECTOR OF NATIONAL INTELLIGENCE
AUTHORITY.—With respect to a covered author who
produces a covered work in the course of employ-
ment at the covered institution deseribed in sub-
section (d)(2)(M), the Director of National Intel-
ligence may direct the covered author to provide the
Federal Government with an irrevocable, royalty-
free, world-wide, nonexclusive license to reproduce,
distribute, perform, or display such covered work for
purposes of the United States Government.”; and

(3) in paragraph (2) of subsection (d), as so re-
designated, by adding at the end the following:

“(M) National Intelligence University.” .
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LATING TO AUTHORITY TO PAY PERSONNEL

OF CENTRAL INTELLIGENCE AGENCY FOR

CERTAIN INJURIES TO THE BRAIN.

Section 2(d)(1) of the Helping American Victims Af-

flicted by Neurological Attacks Act of 2021 (Public Law

117-46) 1s amended—

(1) in subparagraph (A), by inserting “and not

less frequently than once each year thereafter for 5

=

vears” after “Not later than 365 days after the date

of the enactment of this Act”’;

(2) I subparagraph (B), by adding at the end

the following:

*S 4503 RS

“(iv) Detailed information about the
number of covered employees, covered indi-
viduals, and covered dependents who re-
ported experiencing vestibular, neuro-
logical, or related injuries, including those
broadly termed ‘anomalous health ineci-
dents’.

“(v) The number of individuals who
have sought benefits under any provision
of section 19A of the Central Intelligence
Agency Act of 1949 (50 U.S.C. 3519b).

“(vi) The number of covered employ-

ees, covered individuals, and covered de-
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SEC. 312.

24

pendents who are unable to perform all or
part of their professional duties as a result
of injuries described in clause (iv).

“(vil) An updated analytic assessment
coordinated by the National Intelligence
Council regarding the potential causes and
perpetrators of anomalous health incidents,
as well as any and all dissenting views
within the intelligence community, which
shall be included as appendices to the as-

sessment.”’; and

(3) in subparagraph (C), by striking “The”” and
inserting “Kach”.
MODIFICATIONS TO FOREIGN MALIGN INFLU-
ENCE RESPONSE CENTER.
(a) RENAMING.—
(1) IN GENERAL.—Section 119C of the Na-
tional Security Act of 1947 (50 U.S.C. 3059) is

amended—

(A) in the section heading, by striking

“RESPONSE”’; and

(B) in subsection (a), by striking “Re-

sponse”’.
(2) CLERICAL AMENDMENT.—The table of con-

tents in the matter preceding section 2 of such Act
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1s amended by striking the item relating to section

119C and inserting the following:

119C. Foreign Malign Influence Center.”.

(3) CONFORMING AMENDMENT.—Section
589E(d)(2) of the William M. (Mac¢) Thornberry
National Defense Authorization Act for Fiscal Year
2021 (Public Law 116-283; 10 U.S.C. 2001 note
prec.) is amended by striking “Response’.

(4) REFERENCE.—Any reference in law, regula-
tion, map, document, paper, or other record of the
United States to the “Foreign Malien Influence Re-
sponse Center”” shall be deemed to be a reference to
the Foreign Malign Influence Center.

(b) SUNSET.—Section 119C of such Act (50 U.S.C.

3059) 1s further amended—

this

(1) by redesignating subsection (e) as sub-
section (f); and

(2) by inserting after subsection (d) the fol-
lowing:
“(f) SUNSET.—The authorities and requirements of

section shall terminate on December 31, 2027, and

the Director of National Intelligence shall take such ac-

tions as may be necessary to conduct an orderly wind-

down of the activities of the Center before December 31,

2028.7.
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(¢) REPORT.—Not later than December 31, 2026, the

Director of National Intelligence shall submit to the con-
oressional intelligence committees, the Committee on For-
eign Relations of the Senate, and the Committee on For-
eign Affairs of the House of Representatives a report as-
sessing the continued need for operating the Foreign Ma-
lien Influence Center.
SEC. 313. REQUIREMENT TO OFFER CYBER PROTECTION
SUPPORT FOR PERSONNEL OF INTEL-
LIGENCE COMMUNITY IN POSITIONS HIGHLY
VULNERABLE TO CYBER ATTACK.

(a) IN GENERAL.—Section 6308(b) of the Damon
Paul Nelson and Matthew Young Pollard Intelligence Au-
thorization Act for Fiscal Years 2018, 2019, and 2020
(50 U.S.C. 3334d(b)) 1s amended—

(1) in paragraph (1)—

(A) by striking “may provide” and insert-
ing “shall offer”;

(B) by inserting “and shall provide such
support to any such personnel who request’” be-
fore the period at the end; and
(2) in the subsection heading, by striking “Auv-

THORITY” and inserting “REQUIREMENT”.

(b) PrAN.—Not later than 180 days after the date

of the enactment of this Act, the Director of National In-
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telligence shall submit to the congressional intelligence
committees an implementation plan for providing the sup-
port described section 6308(b) of the Damon Paul Nelson
and Matthew Young Pollard Intelligence Authorization
Act for Fiscal Years 2018, 2019, and 2020 (50 U.S.C.
3334d(b)), as amended by subsection (a), including a de-
sceription of the training and resources needed to imple-
ment the support and the methodology for determining the
personnel described in paragraph (2) of such section.
SEC. 314. MINIMUM CYBERSECURITY STANDARDS FOR NA-
TIONAL SECURITY SYSTEMS OF INTEL-
LIGENCE COMMUNITY.

(a) DEFINITION OF NATIONAL SECURITY SYS-

TEMS.—In this section, the term ‘“‘national security sys-
tems”” has the meaning given such term in section 3552(b)
of title 44, United States Code, and includes systems de-
seribed in paragraph (2) or (3) of section 3553(e) of such
title.

(b) REQUIREMENT TO KSTABLISH CYBERSECURITY

STANDARDS FOR NATIONAL SECURITY SYSTEMS.—The

Director of National Intelligence shall, in coordination
with the National Manager for National Security Systems,
establish minimum cybersecurity requirements that shall

apply to all national security systems operated by, on the
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behalf of, or under a law administered by the head of an
element of the intelligence community.

(¢) IMPLEMENTATION DEADLINE.—The require-
ments published pursuant to subsection (b) shall include
appropriate deadlines by which all elements of the intel-
ligence community that own or operate a national security
system shall have fully implemented the requirements es-
tablished under subsection (b) for all national security sys-
tems that it owns or operates.

(d) MAINTENANCE OF REQUIREMENTS.—Not less
frequently than once every 2 years, the Director shall re-
evaluate and update the minimum cybersecurity require-
ments established under subsection (b).

(e) RESOURCES.—The head of each element of the

intelligence community that owns or operates a national
security system shall update plans of the element to
prioritize resources in such a manner as to fully implement
the requirements established in subsection (b) by the dead-
line established pursuant to subsection (¢) for the next 10
fiscal years.
(f) EXEMPTIONS.—
(1) IN GENERAL.—A national security system
of an element of the intelligence community may be

exempted from the minimum cybersecurity stand-
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ards established under subsection (b) in accordance

with the process established under paragraph (2).

(2) PROCESS FOR EXEMPTION.—The Director
shall establish and administer a process by which
specific national security systems can be exempted
under paragraph (1).

(g) ANNUAL REPORTS ON EXEMPTION REQUESTS.—
Each year, the Director shall submit to the congressional
intelligence committees an annual report documenting all
exemption requests received under subsection (f), the
number of exemptions denied, and the justification for
each exemption request that was approved.

SEC. 315. REVIEW AND REPORT ON INTELLIGENCE COMMU-
NITY ACTIVITIES UNDER EXECUTIVE ORDER
12333.

(a) REVIEW AND REPORT REQUIRED.—No later than
180 days after the date of the enactment of this Act, the
Director of National Intelligence shall—

(1) conduct a review to ascertain the feasibility
and advisability of compiling and making publi¢ in-
formation relating to activities of the intelligence
community under Executive Order 12333 (50 U.S.C.
3001 note; relating to United States intelligcence ac-

tivities); and
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| (2) submit to the congressional intelligence
2 committees a report on the findings of the Director
3 with respect to the review conducted under para-
4 oraph (1).

5 (b) MATTERS ADDRESSED.—The report shall address
6 the feasibility and advisability of making available to the
7 public information relating to the following:

8 (1) Data on activities deseribed in subsection
9 (a)(1), including the following:

10 (A) The amount of United States person
11 information collected pursuant to such activi-
12 ties.

13 (B) Queries of United States persons pur-
14 suant to such activities.

15 (C) Dissemination of United States person
16 imformation pursuant to such activities, includ-
17 ing masking and unmasking.

18 (D) The use of United States person infor-
19 mation in criminal proceedings.

20 (2) Quantitative data and qualitative descrip-
21 tions of incidents in which the intelligence commu-
22 nity violated Executive Order 12333 and associated
23 cuidelines and procedures.

24 (¢) CONSIDERATIONS.—In conducting the review

25 under subsection (a)(1), the Director shall consider:
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(1) the public transparency associated with the
use by the intelligence community of the authorities
provided under the Foreign Intelligence Surveillance

Act of 1978 (50 U.S.C. 1801 et seq.), including rel-

evant data and compliance incidents; and

(2) the application of the transparency model
developed in connection with such Act to activities

conducted under Executive Order 12333.

(d) DISAGGREGATION FOR PuUBLIC RELEASE.—In
conducting the review under subsection (a)(1), the Direc-
tor shall address whether the relevant data and compliance
incidents associated with the different intelligence commu-
nity entities can be disaggregated for public release.

SEC. 316. ELEVATION OF THE COMMERCIAL AND BUSINESS
OPERATIONS OFFICE OF THE NATIONAL
GEOSPATIAL-INTELLIGENCE AGENCY.

Beginning not later than 90 days after the date of
the enactment of this Act, the head of the commercial and
business operations office of the National Geospatial-Intel-
ligence Agency shall report directly to the Director of the

National Geospatial-Intellicence Agency.
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SEC. 317. ASSESSING INTELLIGENCE COMMUNITY OPEN-
SOURCE SUPPORT FOR EXPORT CONTROLS
AND FOREIGN INVESTMENT SCREENING.

(a) PILOT PROGRAM TO ASSESS OPEN SOURCE SUP-
PORT FOR EXPORT CONTROLS AND FOREIGN INVEST-
MENT SCREENING.—

(1) PILOT PROGRAM AUTHORIZED.—The Direc-
tor of National Intelligence shall carry out a pilot
program to assess the feasibility and advisability of
providing intelligence derived from open source, pub-
licly and commercially available information to the
Department of Commerce to support the export con-
trol and investment screening functions of the De-
partment.

(2) AuTnority.—In carrying out the pilot pro-
oram required by paragraph (1), the Director—

(A) shall establish a process for the provi-
sion of information as described in such para-
oraph; and

(B) may—

(1) acquire and prepare data, con-
sistent with applicable provisions of law
and Executive orders;

(1) modernize analytic systems, in-

cluding through the acquisition, develop-
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1 ment, or application of automated tools;
2 and

3 (ii1) establish standards and policies
4 regarding the acquisition, treatment, and
5 sharing of open source, publicly and com-
6 mercially available information.

7 (3) DURATION.—The pilot program required by
8 paragraph (1) shall be carried out during a 3-year
9 period.

10 (b) PLAN AND REPORT REQUIRED.—

11 (1) DEFINITION OF APPROPRIATE COMMITTEES
12 OF CONGRESS.—In this subsection, the term “appro-
13 priate committees of Congress’” means—

14 (A) the Select Committee on Intelligence,
15 the Committee on Banking, Housing, and
16 Urban Affairs, and the Committee on Appro-
17 priations of the Senate; and

18 (B) the Permanent Select Committee on
19 Intelligence, the Committee on Foreign Affairs,
20 the Committee on Financial Services, and the
21 Committee on Appropriations of the House of
22 Representatives.
23 (2) PLAN.—
24 (A) IN GENERAL.—Not later than 90 days
25 after the date of the enactment of this Act, the
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Director shall, in coordination with the Sec-
retary of Commerce, submit to the appropriate
committees of Congress a plan to carry out the

pilot program required by subsection (a)(1).

(B)  CONTENTS.—The plan submitted
under subparagraph (A) shall include the fol-
lowing:

(1) A list, developed in consultation
with the Secretary of Commerce, of the ac-
tivities of the Department of Commerce
that will be supported by the center estab-
lished under the pilot program.

(1) A plan for measuring the effec-
tiveness of the center established under the
pilot program and the value of open
source, publicly and commercially available
information to the export control and in-
vestment screening missions.

(3) REPORT.—

(A) IN GENERAL.—Not later than 540
days after the date on which the Director sub-
mits the plan under paragraph (2)(A), the Di-
rector shall submit to the appropriate commit-
tees of Congress a report on the findings of the

Director with respect to the pilot program.
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(B) CoNTENTS.—The report submitted

under subparagraph (A) shall include the fol-

lowing:

(1) An assessment of the feasibility
and advisability of providing information
as described in subsection (a)(1).

(1) An assessment of the value of
open source, publicly and commercially
available information to the export control
and investment screening missions, using
the measures of effectiveness under para-
oraph (2)(B)(ii).

(i) Identification of opportunities for
and barriers to more effective use of open
source, publicly and commercially available

information by the intelligence community.

SEC. 318. ANNUAL TRAINING REQUIREMENT AND REPORT
REGARDING ANALYTIC STANDARDS.

(a) PoLicy FOR TRAINING PROGRAM REQUIRED.—
Consistent with sections 1019 and 1020 of the Intelligence
Reform and Terrorism Prevention Act of 2004 (50 U.S.C.
3364 and 3364 note), the Director of National Intelligence
shall issue a policy that requires each head of an element
of the intelligence community, that has not already done

so, to create, before the date that is 180 days after the
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date of the enactment of this Act, an annual training pro-
eram on the standards set forth in Intelligence Commu-
nity Directive 203, Analytic Standards (or successor direc-
tive).

(b) CoNDUCT OF TRAINING.—Training required pur-
suant to the policy required by subsection (a) may be con-
ducted in conjunction with other required annual training
programs conducted by the element of the intelligence
community concerned.

(¢) CERTIFICATION OF COMPLETION OF TRAINING.—
Each year, each head of an element of the intelligence
community shall submit to the congressional intelligence
committees a certification as to whether all of the analysts
of that element have completed the training required pur-
suant to the policy required by subsection (a) and if the
analysts have not, an explanation of why the training has

not been completed.

(d) REPORTS.

(1) ANNUAL REPORT.—In conjunction with
each briefing provided under section 1019(¢) of the
Intelligence Reform and Terrorism Prevention Act
of 2004 (50 U.S.C. 3364(c¢)), the Director shall sub-
mit to the congressional intelligence committees a
report on the number and themes of compliance inci-

dents reported to intelligence community analytic
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ombudspersons relating to the standards set forth in

Intelligence Community Directive 203 (relating to

analytic standards), or successor directive.

(2) REPORT ON PERFORMANCE EVALUATION.—

Not later than 90 days after the date of the enact-

ment of this Act, the head of analysis at each ele-

ment of the intelligence community that conducts
all-source analysis shall submit to the congressional
intelligence committees a report desceribing how com-
pliance with the standards set forth in Intelligence

Community Directive 203 (relating to analytic

standards), or successor directive, 1s considered in

the performance evaluations and consideration for
merit pay, bonuses, promotions, and any other per-
sonnel actions for analysts within the element.

(e) RULE OF CONSTRUCTION.—Nothing in this sec-
tion shall be construed to prohibit the Director from pro-
viding training described in this section as a service of
common concern.

(f) SUNSET.—This section shall cease to be effective
on the date that is 5 years after the date of the enactment

of this Act.
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SEC. 319. HISTORICAL ADVISORY PANEL OF THE CENTRAL

INTELLIGENCE AGENCY.

The Central Intelligence Agency Act of 1949 (50
U.S.C. 3501 et seq.) is amended by adding at the end
the following:

“SEC. 29. HISTORICAL ADVISORY PANEL.

“(a) DEFINITIONS.— In this section, the terms ‘con-

oressional intelligence committees’ and ‘intelligence com-
munity’ have the meanings given those terms in section
3 of the National Security Act of 1947 (50 U.S.C. 3003).
“(b) ESTABLISHMENT.—There is established within
the Agency an advisory panel to be known as the ‘Histor-
ical Advisory Panel’ (in this section referred to as the
‘panel’).
“(¢) MEMBERSHIP.—
“(1) COMPOSITION.—
“(A) IN GENERAL.—The panel shall be
composed of up to 7 members appointed by the
Director from among individuals recognized as
scholarly authorities in history, international re-
lations, or related fields.

“(B) INITIAL APPOINTMENTS.—Not later

than 180 days after the date of the enactment
of this section, the Director shall appoint the

initial members of the panel.
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“(2) CHAIRPERSON.—The Director shall des-
ignate a Chairperson of the panel from among the
members of the panel.

“(d) SECURITY CLEARANCES AND ACCESSES.—The
Director shall sponsor appropriate security clearances and
accesses for all members of the panel.

“(e) TERMS OF SERVICE.—

“(1) IN GENERAL.—Each member of the panel
shall be appointed for a term of 3 years.

“(2) RENEWAL.—The Director may renew the
appointment of a member of the panel for not more

than 2 subsequent terms.

“(f) DuTiEs.—The panel shall advise the Agency
on—
“(1) topies for research and publication within
the Agency;
“(2) topies for disceretionary declassification re-
VIEWS;
“(3) declassification of specific records or types
of records;
“(4) determinations regarding topiecs and
records whose continued classification is outweighed

by the public benefit of disclosure;
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“(5) technological tools to modernize the classi-
fication and declassification processes to improve the
efficiency and effectiveness of those processes; and

“(6) other matters as the Director may assign.

“(g) REPORTS.—Not less than once each year, the
panel shall submit to the Director and the congressional
intelligence committees a report on the activities of the
panel.

“(h) NONAPPLICABILITY OF KFEDERAL ADVISORY
COMMITTEE ACT.—The Federal Advisory Committee Act
(5 U.S.C. App.) shall not apply to the panel.

“(1) SUNSET.—The provisions of this section shall ex-
pire 7 years after the date of the enactment of the Intel-

ligence Authorization Act for Fiscal Year 2023, unless re-

authorized by statute.”.

TITLE IV—INTELLIGENCE MAT-
TERS RELATING TO THE PEO-
PLE’S REPUBLIC OF CHINA

SEC. 401. UPDATE TO ANNUAL REPORTS ON INFLUENCE
OPERATIONS AND CAMPAIGNS IN THE
UNITED STATES BY THE CHINESE COM-
MUNIST PARTY.
Section 1107(b) of the National Security Act of 1947
(50 U.S.C. 3237(b)) 1s amended—
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(1) by redesignating paragraph (10) as para-
oraph (11); and

(2) by inserting after paragraph (9) the fol-
lowing:

“(10) An assessment of online influence and
propaganda activities of the Chinese Communist
Party, including the use of social media and news
outlets in the United States and allied countries for
specific influence campaigns, that includes the fol-

lowing:

[\ TR O TR NG T N N NG R N B e T e T e T o T = =
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“(A) A description of—

“(1) the mechanisms by which such
activities are pursued, including a break-
down of the different platforms used and
the frequency of use;

“(i1) primary actors that—

“(I) direct such activities; and
“(II) undertake such activities;
and

“(111) how narratives and themes are
developed.

“(B) A discussion of opportunities to ex-
pose and counter such activities in social media
and news outlets outside of China, including

through—
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“(i) increasing transparency with re-
spect to—

“(I) the ownership of print,
video, and digital media; and

“(IT) funders, advertisers, and
contributors of content;

“(11) enhancing the United States
Agency for Global Media, especially Radio
Free Asia and Voice of America;

“(ii1) encouraging major media outlets
to make some of their content available in
Chinese languages to support independent
Chinese media; and

“(iv) pressing WeChat to end its cen-
sorship, information control, and surveil-
lance of audiences based in the United
States.”.

SEC. 402. REPORT ON WEALTH AND CORRUPT ACTIVITIES
OF THE LEADERSHIP OF THE CHINESE COM-
MUNIST PARTY.

(a) REPORT REQUIRED.—Not later than 1 year after
the date of the enactment of this Act, the Director of Na-
tional Intelligence shall make available to the public an
unclassified report on the wealth and corrupt activities of

the leadership of the Chinese Communist Party, including
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the General Secretary of the Chinese Communist Party
and senior leadership officials in the Central Committee,
the Politburo, the Politburo Standing Committee, and any

other regional Party Secretaries.

(b) ANNUAL UPDATES.—Not later than 2 years after
the date of the enactment of this Act and not less fre-
quently than once each year thereafter until the date that
is 6 years after the date of the enactment of this Act,
the Director shall update the report published under sub-
section (a).
SEC. 403. IDENTIFICATION AND THREAT ASSESSMENT OF
COMPANIES WITH INVESTMENTS BY THE
PEOPLE’S REPUBLIC OF CHINA.

Not later than 120 days after the date of the enact-
ment of this Act, the Director of National Intelligence, in
consultation with such heads of elements of the intel-
ligence community as the Director considers appropriate,
shall provide to the congressional intelligence committees
a report on the risk to national security of the use of—

(1) telecommunications companies with sub-
stantial investment by the People’s Republic of

China operating in the United States or providing

services to affiliates and personnel of the intellicence

community; and
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| (2) hospitality and conveyance companies with
2 substantial investment by the People’s Republic of
3 China by affiliates and personnel of the intelligence
4 community for travel on behalf of the United States
5 Government.

6 SEC. 404. INTELLIGENCE COMMUNITY WORKING GROUP
7 FOR MONITORING THE ECONOMIC AND
8 TECHNOLOGICAL CAPABILITIES OF THE PEO-
9 PLE’S REPUBLIC OF CHINA.

10 (a) IN GENERAL.—The Director of National Intel-
I1 ligence, in consultation with such heads of elements of the
12 intelligence community as the Director considers appro-

13 priate, shall establish a cross-intelligence community ana-
14 lytical working eroup (in this section referred to as the
15 “working group’) on the economic and technological capa-

16 bilities of the People’s Republic of China.

17 (b) MONITORING AND ANALYSIS.—The working

18 group shall monitor and analyze—

19 (1) the economic and technological capabilities
20 of the People’s Republic of China;

21 (2) the extent to which those capabilities rely
22 on exports, investments in companies, or services
23 from the United States and other foreign countries;
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(3) the links of those capabilities to the mili-
tary-industrial complex of the People’s Republic of
China; and

(4) the threats those capabilities pose to the na-
tional and economic security and values of the
United States.

(¢) AN