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Mr. PETERS, from the Committee on Homeland Security and
Governmental Affairs, submitted the following

REPORT

[To accompany S. 1917]

[Including cost estimate of the Congressional Budget Office]

The Committee on Homeland Security and Governmental Affairs,
to which was referred the bill (S. 1917) to establish a K-12 edu-
cation cybersecurity initiative, and for other purposes, having con-
sidered the same, reports favorably thereon without amendment
and recommends that the bill do pass.
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I. PURPOSE AND SUMMARY

S. 1917, the K-12 Cybersecurity Act of 2021, provides cybersecu-
rity guidance to K-12 educational institutions across the United
States. It directs the Director of the Cybersecurity and Infrastruc-
ture Security Agency (CISA) to conduct a study of cybersecurity
risks and challenges facing schools. Following completion of the
study, the bill directs CISA to use the findings to create a set of
cybersecurity recommendations and an online toolkit for edu-
cational institutions. The bill also instructs CISA to consult with
teachers, school administrators, Federal agencies, non-Federal cy-
bersecurity entities, and private sector organizations when con-
ducting the study and developing the recommendations and online
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toolkit and exempts such consultation from the Federal Advisory
Committee Act.

Additionally, S. 1917 requires CISA to make the findings of the
study, its cybersecurity recommendations, and the online toolkit
publicly available on the Department of Homeland Security (DHS)
website. Finally, S. 1917 specifies that these K-12 cybersecurity
recommendations are voluntary.

II. BACKGROUND AND NEED FOR THE LEGISLATION

Like other sectors, cyber attacks on K-12 educational institu-
tions are increasing.! There were more than 408 publicly disclosed
cyber attacks on schools in 2020, an 18 percent increase from 2019,
which is a rate of more than two incidents per school day.2 Reports
of cyber attacks in the beginning of the 2020 school year led the
Federal Bureau of Investigations, CISA, and the Multi-State Infor-
mation Sharing and Analysis Center to issue a Joint Cybersecurity
Advisory.3 The impacts on schools that face attacks can be severe*
and pervasive;® for example, a series of ransomware attacks in
Louisiana in 2019 led the Governor to declare a state-wide emer-
gency.® The COVID-19 pandemic and the shift to remote learning
exacerbated this trend, making schools more vulnerable and cre-
ating new challenges.”

School systems contain significant quantities of personal infor-
mation on students and staff, including academic records, medical
information, financial information, as well as personally identifi-
able information like social security numbers.®8 Cyber attacks risk
unauthorized access to these records and ransomware attacks can
force school closures and class cancellations for days and disrupt
school system operation.? Despite these significant challenges,
many districts may not have the dedicated staff or resources nec-
essary to identify and implement solutions.l® Organizations rep-
resenting teachers, school administrators, and school technology
advocates across the country have expressed support for S. 1917 to
better understand the challenges schools face and use that informa-

1See Douglas A. Levin, K-12 Cybersecurity Research Center and the K-12 Security Informa-

tioZnSExcgange, The State of K-12 Cybersecurity: 2020 Year in Review, at 3 (Mar. 10, 2021).
ee id.

3See Federal Bureau of Investigation, Cybersecurity and Infrastructure Security Agency, and
Multi-State Information Sharing and Analysis Center, Cyber Actors Target K-12 Distance Learn-
ing Education to Cause Disruptions and Steal Data (Dec. 10, 2020) (us-cert.cisa.gov/sites/default/
files/publications/AA20-345A_dJoint_Cybersecurity_Advisory_Distance_Learning_S508C.pdf)
(hereinafter “Cybersecurity Advisory”).

4See, e.g., FBI, Michigan State Police Investigating Cyber Attack on Saginaw Township
Schools, ABC 12 News (Feb. 25, 2021) (https://www.abc12.com/2021/02/25/fbi-state-police-prob-
ing-cyber-hack-on-saginaw-township-schools/).

5Senate Subcommittee on Federal Spending Oversight and Emergency Management, Testi-
mony Submitted for the Record of Dr. Leslie Torres-Rodriguez, Superintendent, Hartford Public
Schools, State and Local Cybersecurity: Defending Our Communities from Cyber Threats Amid
COVID-19, 116th Cong., at 1 (Dec. 2, 2020) (S. Hrg. 116-461) (describing a ransomware attack
on Hartford, Connecticut public schools as “extremely disruptive” and resulting in postponement
of the first day of school) (hereinafter “Torres-Rodriguez Testimony”).

6See Louisiana Declares State Emergency After Cyberattacks on School Districts, The Hill
(July 26, 2019) (https:/thehill.com/homenews/state-watch/454928-louisiana-declares-state-emer-
gency-after-cyber-attacks-on-school).

7See Levin, supra note 1, at 4; see also Cybersecurity Advisory, supra note 3, at 1.

8See Government Accountability Office, Data Security: Recent K-12 Data Breaches Show That
Students are Vulnerable to Harm, at 12 (GAO 20-644) (Sept. 15, 2020).

9See State and Local Cybersecurity, supra note 5, at 19 (describing a ransomware attack on
Hartford, Connecticut public schools as “extremely disruptive” and resulting in postponement
of the first day of school).

10See Hackers Latest Target: School Districts, New York Times (July 28, 2019) (https:/
www.nytimes.com/2019/07/28/us/hacker-school-cybersecurity.html).
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tion to develop and make available tailored tools to help schools im-
prove their cyber posture.1!

S. 1917 addresses the rising risk of cyber attacks by requiring
CISA to study specific cybersecurity challenges K-12 educational
institutions face and to create tailored resources that schools can
use to improve cyber hygiene. First, the bill directs CISA to con-
duct a study, in consultation with teachers, school administrators,
other Federal agencies, and the private sector on the specific cyber-
security risks facing K-12 educational institutions. S. 1917 also re-
quires the results of that study to be shared with Congress and
posted publicly. Finally, the bill directs CISA to develop voluntary
cybersecurity recommendations in response to the findings of the
study and develop an online, publicly available cybersecurity train-
ing toolkit to educate school officials on implementing those rec-
ommendations.

III. LEGISLATIVE HISTORY

Senator Gary Peters (D-MI) introduced S. 1917, the K-12 Cyber-
security Act of 2021, on May 27, 2021, with Senator Scott (R—FL).
The bill was referred to the Senate Committee on Homeland Secu-
rity and Governmental Affairs. Senators Rosen (D-NV) and Cas-
sidy (R-LA) later joined as cosponsors on June 21, 2021. The Com-
mittee considered S. 1917 at a business meeting on July 14, 2021.
The Committee ordered the bill reported favorably without amend-
ment en bloc by voice vote. Senators present for the vote were:
Peters, Hassan, Rosen, Padilla, Ossoff, Portman, Johnson,
Lankford, Romney, Scott, and Hawley.

IV. SECTION-BY-SECTION ANALYSIS OF THE BILL, AS REPORTED

Section 1. Short title

This section designates the name of the bill as the “K-12 Cyber-
security Act of 2021.”

Section 2. Findings

This section identifies congressional findings that K-12 edu-
cational institutions are facing cyber attacks and that cyber attacks
place the information systems of those institutions at risk of pos-
sibly disclosing sensitive student and employee information. This
section also finds that providing resources to K-12 educational in-
stitlliltions will help schools prevent, detect, and respond to cyber at-
tacks.

Section 3. Education cybersecurity initiative

Subsection (a) defines the terms “cybersecurity risk,” “director,”
“information system,” and “K-12 educational institution.”

Subsection (b) provides that, within 120 days of enactment, the
Director of CISA will conduct a study analyzing how cybersecurity
risks specifically impact schools. This study will evaluate the chal-
lenges that schools face in securing their information systems and
sensitive student and employee records, as well as the challenges

11See Senators Gary Peters, Rick Scott: Peters, Scott Reintroduce Bipartisan Legislation to
Help Protect K-12 School Systems from Cyberattacks (May 27, 2021) (https:/
www.hsgac.senate.gov/media/majority-media/peters-scott-reintroduce-bipartisan-legislation-to-
help-protect-k-12-school-systems-from-cyber-attacks).
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they face in implementing cybersecurity protocols. The study will
also identify cybersecurity challenges to remote learning, and
evaluate the most accessible ways to communicate cybersecurity
recommendations and tools. Within 120 of enactment, CISA must
provide a briefing to Congress on this study.

Subsection (c) requires CISA to develop, within 60 days after
completion of the study in subsection (b), recommendations for ad-
dressing cybersecurity risks in schools using the findings of the
study.

Subsection (d) requires CISA to create, within 120 days after the
development of the recommendations in subsection (c), an online
training toolkit to educate school officials on the recommendations
and provide implementation strategies for those recommendations.

Subsection (e) requires CISA to publicly post the findings of the
study, the recommendations developed by CISA, and the online
training toolkit on DHS’ website, co-located with other school safety
information.

Subsection (f) establishes that the recommendations in sub-
section (c) are voluntary.

Subsection (g) directs CISA to consult with teachers, school ad-
ministrators, Federal agencies, non-Federal cybersecurity entities,
and private sector organizations to assist with the study and the
development of the recommendations required by subsection (c) and
exempts those consultations from the Federal Advisory Committee
Act.

V. EVALUATION OF REGULATORY IMPACT

Pursuant to the requirements of paragraph 11(b) of rule XXVI of
the Standing Rules of the Senate, the Committee has considered
the regulatory impact of this bill and determined that the bill will
have no regulatory impact within the meaning of the rules. The
Committee agrees with the Congressional Budget Office’s state-
ment that the bill contains no intergovernmental or private-sector
mandates as defined in the Unfunded Mandates Reform Act
(UMRA) and would impose no costs on state, local, or tribal govern-
ments.

VI. CONGRESSIONAL BUDGET OFFICE COST ESTIMATE

U.S. CONGRESS,
CONGRESSIONAL BUDGET OFFICE,
Washington, DC, July 21, 2021.
Hon. GARY C. PETERS,

Chairman, Committee on Homeland Security and Governmental Af-
fairs, U.S. Senate, Washington, DC.

DEAR MR. CHAIRMAN: The Congressional Budget Office has pre-
pared the enclosed cost estimate for S. 1917, the K-12 Cyber-
security Act of 2021.

If you wish further details on this estimate, we will be pleased
to provide them. The CBO staff contact is Aldo Prosperi.

Sincerely,
PHILLIP L. SWAGEL,
Director.

Enclosure.
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As ordered reported by the Senate Committee on Homeland Secunty and Governmental Affalrs on :
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By Flscal Year, Mr!llons of Donar\s 2021 2021-2026 2024-2031

Direct Spending (Outlays) 0 0 0
Revenues 0 0 0
Increase or Decrease {~}

in the Deficit 0 0 0

not estimated

Spendmg Subject to * *
)

S. 1917 would require the Cybersecurity and Infrastructure Secu-
rity Agency (CISA) to study cybersecurity challenges that are
unique to primary and secondary schools, such as safeguarding stu-
dent records and securing remote-learning technology. The bill also
would require CISA to make available on a public website its rec-
ommendations on how schools can mitigate cybersecurity threats
and vulnerabilities.

On the basis of information from CISA about the costs of similar
activities, CBO estimates that staff salaries and other expenses to
produce the required study and recommendations would be less
than $500,000 over the 2021-2026 period. Such spending would be
subject to the availability of appropriations.

For this estimate, CBO assumes that the bill will be enacted in
fiscal year 2021. Under that assumption, CISA could incur some
costs in 2021, but CBO expects that most of the costs would be in-
curred in 2022 and later.

The CBO staff contact for this estimate is Aldo Prosperi. The es-
timate was reviewed by Leo Lex, Deputy Director of Budget Anal-
ysis.

VII. CHANGES IN EXISTING LAW MADE BY THE BILL, AS REPORTED

This legislation would make no change in existing law, within
the meaning of clauses (a) and (b) of subparagraph 12 of rule XXVI
of the Standing Rules of the Senate, because this legislation would
not repeal or amend any provision of current law.
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