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To prohibit the Secretary of Homeland Security from operating or procuring
certain foreign-made unmanned aircraft systems, and for other purposes.

IN THE HOUSE OF REPRESENTATIVES

MarcH 9, 2023
Mr. GuestT (for himself, Mr. GREEN of Tennessee, Mr. EzeELL, Mr.
D’Esposrro, Mr. LurTrRELL, Mr. GIMENEZ, and Mr. PFLUGER) intro-
duced the following bill; which was referred to the Committee on Home-
land Security

A BILL

To prohibit the Secretary of Homeland Security from oper-
ating or procuring certain foreign-made unmanned air-
craft systems, and for other purposes.

1 Be it enacted by the Senate and House of Representa-
twes of the United States of America in Congress assembled,

SECTION 1. SHORT TITLE.

This Act may be cited as the “Unmanned Aerial Se-
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curity Act” or the “UAS Aect”.
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SEC. 2. PROHIBITION ON OPERATION OR PROCUREMENT

OF CERTAIN FOREIGN-MADE UNMANNED AIR-
CRAFT SYSTEMS.

(a) PROHIBITION ON AGENCY OPERATION OR PRro-
CUREMENT.—Except as provided in subsection (b) and
subsection (¢)(3), the Secretary of Homeland Security
may not operate, provide financial assistance for, or enter
into or renew a contract for the procurement of—

(1) an unmanned aircraft system (UAS) that—

(A) is manufactured in a covered foreign
country or by a corporation domiciled in a cov-
ered foreign country;

(B) uses flight controllers, radios, data
transmission devices, cameras, or gimbals man-
ufactured in a covered foreign country or by a
corporation domiciled in a covered foreign coun-
try;

(C) uses a ground control system or oper-
ating software developed in a covered foreign
country or by a corporation domiciled in a cov-
ered foreign country; or

(D) uses network connectivity or data stor-
age located in a covered foreign country or ad-
ministered by a corporation domiciled in a cov-

ered foreign country;
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(2) a software operating system associated with
a UAS that uses network connectivity or data stor-
age located in a covered foreign country or adminis-
tered by a corporation domiciled in a covered foreign
country; or

(3) a system for the detection or identification
of a UAS, which system is manufactured in a cov-
ered foreign country or by a corporation domiciled in
a covered foreign country.

(b) WAIYER.—

(1) IN GENERAL.—The Secretary of Homeland
Security is authorized to waive the prohibition under
subsection (a) if the Secretary certifies in writing to
the Committee on Homeland Security of the House
of Representatives and the Committee on Homeland
Security and Governmental Affairs of the Senate
that a UAS, a software operating system associated
with a UAS, or a system for the detection or identi-
fication of a UAS described in any of paragraphs (1)
through (3) of such subsection that is the subject of
such a waiver 1s required—

(A) in the national interest of the United

States;

(B) for counter-DAS surrogate research,

testing, development, evaluation, or training; or
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(C) for intelligence, electronic warfare, or
information warfare operations, testing, anal-
ysis, and or training.

(2) NoOTICE.—The certification described in
paragraph (1) shall be submitted to the Committees
specified in such paragraph by not later than the
date that is 14 days after the date on which a waiv-
er is issued under such paragraph.

(¢) EFFECTIVE DATES.—

(1) IN GENERAL.—This Act shall take effect on
the date that is 120 days after the date of the enact-
ment of this Act.

(2) WAIYER PROCESS.—Not later than 60 days
after the date of the enactment of this Act, the Sec-
retary of Homeland Security shall establish a proc-
ess by which the head of an office or component of
the Department of Homeland Security may request
a waiver under subsection (b).

(3) ExceEPTION.—Notwithstanding the prohibi-
tion under subsection (a), the head of an office or
component of the Department of Homeland Security
may continue to operate a UAS, a software oper-
ating system associated with a UAS, or a system for
the detection or identification of a UAS described in

any of paragraphs (1) through (3) of such sub-
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5}
section that was in the inventory of such office or
component on the day before the effective date of
this Act until—
(A) such time as the Secretary of Home-
land Security has—
(i) eranted a waiver relating thereto
under subsection (b); or
(i1) declined to grant such a waiver; or
(B) one year after the date of the enact-
ment of this Act, whichever is later.

(d) DRONE ORIGIN SECURITY REPORT TO CON-

sRESS.—Not later than 180 days after the date of the
enactment of this Act, the Secretary of Homeland Security
shall submit to the Committee on Homeland Security of
the House of Representatives and the Committee on
Homeland Security and Governmental Affairs of the Sen-
ate a terrorism threat assessment and report that contains
information relating to the following:

(1) The extent to which the Department of
Homeland Security has previously analyzed the
threat that a UAS, a software operating system as-
sociated with a UAS, or a system for the detection

or identification of a UAS described in any of para-

oraphs (1) through (3) of subsection (a) operating
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in the United States poses, and the results of such
analysis.

(2) The number of UAS, software operating
systems associated with a UAS, or systems for the
detection or identification of a UAS described in any
of paragraphs (1) through (3) of subsection (a) in
operation by the Department, including an identi-
fication of the component or office of the Depart-
ment at issue, as of such date.

(3) The extent to which information gathered
by a UAS, a software operating system associated
with a UAS, or a system for the detection or identi-
fication of a UAS described in any of paragraphs (1)
through (3) of subsection (a) could be employed to
harm the national or economic security of the
United States.

(e) DEFINITIONS.—In this section:

(1) COVERED FOREIGN COUNTRY.—The term
“covered foreign country” means a country that—
(A) the intelligence community has identi-
fied as a foreign adversary in its most recent
Annual Threat Assessment; or
(B) the Secretary of Homeland Security,
in coordination with the Director of National

Intelligence, has identified as a foreign adver-
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sary that is not included in such Annual Threat

Assessment.

(2) INTELLIGENCE COMMUNITY.—The term
“intelligence community” has the meaning given
such term in section 3(4) of the National Security

Act of 1947 (50 U.S.C. 3003(4)).

(3) UNMANNED AIRCRAFT SYSTEM; UAS.—The
terms “‘unmanned aircraft system’” and “UAS” have
the meaning given the term ‘“‘unmanned aircraft sys-

tem” in section 44801 of title 49, United States

Jode.

*HR 1501 IH




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue true
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck true
  /PDFX3Check false
  /PDFXCompliantPDFOnly true
  /PDFXNoTrimBoxError false
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (U.S. Web Coated \050SWOP\051 v2)
  /PDFXOutputConditionIdentifier (CGATS TR 001)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <>
    /CHT <>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF che devono essere conformi o verificati in base a PDF/X-1a:2001, uno standard ISO per lo scambio di contenuto grafico. Per ulteriori informazioni sulla creazione di documenti PDF compatibili con PDF/X-1a, consultare la Guida dell'utente di Acrobat. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 4.0 e versioni successive.)
    /JPN <>
    /KOR <>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die moeten worden gecontroleerd of moeten voldoen aan PDF/X-1a:2001, een ISO-standaard voor het uitwisselen van grafische gegevens. Raadpleeg de gebruikershandleiding van Acrobat voor meer informatie over het maken van PDF-documenten die compatibel zijn met PDF/X-1a. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 4.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents that are to be checked or must conform to PDF/X-1a:2001, an ISO standard for graphic content exchange.  For more information on creating PDF/X-1a compliant PDF documents, please refer to the Acrobat User Guide.  Created PDF documents can be opened with Acrobat and Adobe Reader 4.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /HighResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


		Superintendent of Documents
	2023-03-23T23:46:56-0400
	Government Publishing Office, Washington, DC 20401
	Government Publishing Office
	Government Publishing Office attests that this document has not been altered since it was disseminated by Government Publishing Office




