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A BILL

To prohibit data brokers from transferring sensitive data
of United States individuals to foreign adversaries, and

for other purposes.
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1 Be it enacted by the Senate and House of Representa-
tives of the United States of America in Congress assembled,
SECTION 1. SHORT TITLE.

This Act may be cited as the “‘Protecting Americans’

Data from Foreign Adversaries Act of 20247,

2

3

4

5

6 SEC. 2. PROHIBITION ON TRANSFER OF SENSITIVE DATA
7 OF UNITED STATES INDIVIDUALS TO FOR-
8 EIGN ADVERSARIES.

9 (a) PROHIBITION.—It shall be unlawful for a data
10 broker to sell, license, rent, trade, transfer, release, dis-

11 close, provide access to, or otherwise make available sen-

12 sitive data of a United States individual to—

13 (1) any foreign adversary country; or

14 (2) any entity that is controlled by a foreign ad-
15 versary.

16 (b) ENFORCEMENT BY KFEDERAL TRADE COMMIS-

17 SION.—

18 (1) UNFAIR OR DECEPTIVE ACTS OR PRAC-
19 TICES.—A violation of this section shall be treated
20 as a violation of a rule defining an unfair or a de-
21 ceptive act or practice under section 18(a)(1)(B) of
22 the Federal Trade Commission Act (15 U.S.C.
23 d7a(a)(1)(B)).

24 (2) POWERS OF COMMISSION.—
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(A) IN GENERAL.—The Commission shall
enforce this section in the same manner, by the
same means, and with the same jurisdiction,
powers, and duties as though all applicable
terms and provisions of the KFederal Trade
Commission Act (15 U.S.C. 41 et seq.) were in-
corporated into and made a part of this section.

Any

%

(B) PRIVILEGES AND IMMUNITIES.

person who violates this section shall be subject
to the penalties and entitled to the privileges
and immunities provided in the Federal Trade
Commission Act.

(3) AUTHORITY PRESERVED.—Nothing in this

section may be construed to limit the authority of
the Commission under any other provision of law.

(¢) DEFINITIONS.—In this section:

(1) COMMISSION.—The term “Commission”

means the Federal Trade Commission.

(2) CONTROLLED BY A FOREIGN ADVERSARY.—

The term “‘controlled by a foreien adversary’” means,

with respect to an entity, that such entity is—

(A) a foreign person that is domiciled in,
is headquartered in, has its principal place of
business in, or is organized under the laws of

a foreign adversary country;
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(B) an entity with respect to which a for-
eign person or combination of foreign persons
desceribed in subparagraph (A) directly or indi-
rectly own at least a 20 percent stake; or

(C) a person subject to the direction or
control of a foreign person or entity described
in subparagraph (A) or (B).

(3) DATA BROKER.—

(A) IN  GENERAL.—The term ‘“‘data
broker”” means an entity that, for valuable con-
sideration, sells, licenses, rents, trades, trans-
fers, releases, discloses, provides access to, or
otherwise makes available data of United States
individuals, that the entity did not collect di-
rectly from such individuals, to another entity
that 1s not acting as a service provider.

(B) EXCLUSION.—The term ‘“‘data broker”
does not include an entity to the extent such

entity

(i) 1is transmitting data, including
communications of a United States indi-
vidual at the request or direction of such
individual,

(i1) 1s reporting, publishing, or other-

wise making available news or information
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that is available to the general public, in-
cluding information from a telephone book
or online directory, a television, internet,
or radio program, the news media, or an
internet site that is available to the general
public on an unrestricted basis, but not in-
cluding an obscene visual depiction (as
such term is used in section 1460 of title
18, United States Code); or
(111) 18 acting as a service provider.

(4) FOREIGN ADVERSARY COUNTRY.—The term
“foreign adversary country’” means a country speci-
fied in section 4872(d)(2) of title 10, United States
Jode.

(5) PRECISE GEOLOCATION INFORMATION.—
The term ‘“precise geolocation information” means
information that—

(A) 1s derived from a device or technology;
and

(B) reveals the past or present physical lo-
cation of an individual or device that identifies
or is linked or reasonably linkable to 1 or more
individuals, with sufficient precision to identify

street level location information of an individual
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or device or the location of an individual or de-
vice within a range of 1,850 feet or less.

(6) SENSITIVE DATA.—The term ‘‘sensitive

data’ includes the following:

(A) A government-issued identifier, such as
a Social Security number, passport number, or
driver’s license number.

(B) Any information that describes or re-
veals the past, present, or future physical
health, mental health, disability, diagnosis, or
healthcare condition or treatment of an indi-
vidual.

(C) A financial account number, debit card
number, credit card number, or information
that describes or reveals the income level or
bank account balances of an individual.

(D) Biometric information.

(E) Genetic information.

(F') Precise geolocation information.

(G) An individual’s private communica-
tions such as voicemails, emails, texts, direct
messages, mail, voice communications, and
video communications, or information identi-
fying the parties to such communications or

pertaining to the transmission of such commu-
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nications, including telephone numbers called,
telephone mnumbers from which calls were
placed, the time calls were made, call duration,
and location information of the parties to the
call.

(H) Account or device log-in credentials, or
security or access codes for an account or de-
vice.

(I) Information identifying the sexual be-
havior of an individual.

(J) Calendar information, address book in-
formation, phone or text logs, photos, audio re-
cordings, or videos, maintained for private use
by an individual, regardless of whether such in-
formation is stored on the individual’s device or
1s accessible from that device and is backed up
in a separate location.

(K) A photograph, film, video recording, or
other similar medium that shows the naked or
undergarment-clad private area of an indi-
vidual.

(L) Information revealing the video con-
tent requested or selected by an individual.

(M) Information about an individual under

the age of 17.
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(N) An individual’s race, color, ethnicity,
or religion.

(O) Information identifying an individual’s
online activities over time and across websites
or online services.

(P) Information that reveals the status of
an individual as a member of the Armed
Forees.

(Q) Any other data that a data broker
sells, licenses, rents, trades, transfers, releases,
discloses, provides access to, or otherwise makes
available to a foreign adversary country, or en-
tity that is controlled by a foreign adversary,
for the purpose of identifying the types of data
listed in subparagraphs (A) through (P).

(7) SERVICE PROVIDER.—The term ‘‘service

provider’” means an entity that—

(A) collects, processes, or transfers data on
behalf of, and at the direction of—

(1) an entity that is not a data broker
and 1s not controlled by a foreign adver-
sary; or

(i1) a Federal, State, Tribal, terri-

torial, or local government entity; and

*HR 7520 RH
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(B) receives data from or on behalf of an
entity described in subparagraph (A)(i) or a
Federal, State, Tribal, territorial, or local gov-
ernment entity.
(8) UNITED STATES INDIVIDUAL.—The term
“United States individual” means a natural person
residing in the United States.
(d) EFFECTIVE DATE.—This section shall take effect
on the date that is 60 days after the date of the enactment
of this Act.

*HR 7520 RH






Union Calendar No. 345

118t CONGRESS
2D SESSION :. zo qm Nc

[Report No. 118-418]

A BILL

To prohibit data brokers from transferring sensitive
data of United States individuals to foreign ad-
versaries, and for other purposes.

MARCH 11, 2024

Committed to the Committee of the Whole House on the
State of the Union and ordered to be printed




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue true
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck true
  /PDFX3Check false
  /PDFXCompliantPDFOnly true
  /PDFXNoTrimBoxError false
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (U.S. Web Coated \050SWOP\051 v2)
  /PDFXOutputConditionIdentifier (CGATS TR 001)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <>
    /CHT <>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF che devono essere conformi o verificati in base a PDF/X-1a:2001, uno standard ISO per lo scambio di contenuto grafico. Per ulteriori informazioni sulla creazione di documenti PDF compatibili con PDF/X-1a, consultare la Guida dell'utente di Acrobat. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 4.0 e versioni successive.)
    /JPN <>
    /KOR <>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die moeten worden gecontroleerd of moeten voldoen aan PDF/X-1a:2001, een ISO-standaard voor het uitwisselen van grafische gegevens. Raadpleeg de gebruikershandleiding van Acrobat voor meer informatie over het maken van PDF-documenten die compatibel zijn met PDF/X-1a. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 4.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents that are to be checked or must conform to PDF/X-1a:2001, an ISO standard for graphic content exchange.  For more information on creating PDF/X-1a compliant PDF documents, please refer to the Acrobat User Guide.  Created PDF documents can be opened with Acrobat and Adobe Reader 4.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /HighResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


		Superintendent of Documents
	2024-03-12T01:55:55-0400
	Government Publishing Office, Washington, DC 20401
	Government Publishing Office
	Government Publishing Office attests that this document has not been altered since it was disseminated by Government Publishing Office




