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AN ACT 
To require a plan to improve the cybersecurity and tele-

communications of the U.S. Academic Research Fleet, 

and for other purposes. 

Be it enacted by the Senate and House of Representa-1

tives of the United States of America in Congress assembled, 2

SECTION 1. SHORT TITLE. 3

This Act may be cited as the ‘‘Accelerating Net-4

working, Cyberinfrastructure, and Hardware for Oceanic 5

Research Act’’ or the ‘‘ANCHOR Act’’. 6

SEC. 2. DEFINITIONS. 7

In this Act: 8

(1) DIRECTOR.—The term ‘‘Director’’ means 9

the Director of the National Science Foundation. 10
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(2) OCEANOGRAPHIC RESEARCH VESSEL.—The 1

term ‘‘oceanographic research vessel’’ has the mean-2

ing given the term in section 2101 of title 46, 3

United States Code. 4

(3) U.S. ACADEMIC RESEARCH FLEET.—The 5

term ‘‘U.S Academic Research Fleet’’ means the 6

United States-flagged vessels that— 7

(A) have been accepted into, and are ac-8

tively participants administered within, the Uni-9

versity-National Oceanographic Laboratory Sys-10

tem; 11

(B) are operated as oceanographic research 12

vessels by research universities and laboratories; 13

(C) receive funding from the National 14

Science Foundation; and 15

(D) have achieved designation as a mem-16

ber vessel of the U.S. Academic Research Fleet 17

through the standard U.S. Academic Research 18

Fleet evaluation process. 19

SEC. 3. PLAN TO IMPROVE CYBERSECURITY AND TELE-20

COMMUNICATIONS OF U.S. ACADEMIC RE-21

SEARCH FLEET. 22

(a) IN GENERAL.—Not later than one year after the 23

date of the enactment of this Act, the Director , in con-24

sultation with other Federal agency owners heads of other 25
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Federal agencies and the head of any university or labora-1

tory that owns or operates a vessel of the U.S. Academic 2

Research Fleet, shall submit to the Committee on Com-3

merce, Science, and Transportation of the U.S. Senate 4

and the Committee on Space, Science, and Technology of 5

the U.S. House of Representatives a plan to improve the 6

cybersecurity and telecommunications of the Academic Re-7

search Fleet. 8

(b) ELEMENTS.—The plan required by subsection (a) 9

shall include— 10

(1) an assessment of the telecommunications 11

and networking needs of the U.S. Academic Re-12

search Fleet, consistent with the typical scientific 13

mission of each vessel; 14

(2) in accordance with guidance issued by the 15

Cybersecurity and Infrastructure Security Agency 16

and the National Institute for Standards and Tech-17

nology, an assessment of cybersecurity needs appro-18

priate for— 19

(A) the ownership of vessels within the 20

U.S. Academic Research Fleet; and 21

(B) the typical research functions and top-22

ics of such vessels; 23
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(3) an assessment of the costs necessary to 1

meet the needs described in paragraphs (1) and (2), 2

including— 3

(A) any necessary equipment, such as sat-4

ellite communications equipment, software, 5

high-performance computing clusters shipboard 6

and shoreside, or enterprise hardware; and 7

(B) estimated personnel costs in excess of 8

current expenditures, including any necessary 9

training, support, or logistics; 10

(4) an assessment of the time required to im-11

plement any upgrades required to meet the needs 12

described in paragraphs (1) and (2) under varying 13

budgets and funding scenarios; 14

(5) a proposal for the adoption of common solu-15

tions or consortial licensing agreements, or by cen-16

tralizing elements of fleet cybersecurity, tele-17

communications, or data management at a single fa-18

cility; and 19

(6) in consultation with any non-Federal owners 20

of a vessel of the U.S. Academic Research Fleet, a 21

spending plan for the National Science Foundation, 22

the Office of Naval Research, non-Federal owners of 23

vessels of the U.S. Academic Research Fleet, users 24

of the U.S. Academic Research Fleet, or any com-25
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bination thereof, to provide funding to cover the 1

costs described in paragraph (3). 2

(c) CONSIDERATIONS.—The Director in preparing 3

the plan required by subsection (a), shall consider the fol-4

lowing— 5

(1) the network capabilities, including speed 6

and bandwidth targets, necessary to meet the sci-7

entific mission needs of each class of vessel within 8

the U.S. Academic Research Fleet for such purposes 9

as— 10

(A) executing the critical functions and 11

communications of each vessel; 12

(B) providing network access for the 13

health and well-being of deployed personnel, in-14

cluding communications to conduct telemedicine 15

(including mental health care), counseling, 16

interviews with crisis response providers, and 17

other remote individual care and services; 18

(C) as necessary to meet operations, 19

uploading any scientific data to a shoreside 20

server, including the copying of data off ship 21

for disaster recovery or risk mitigation pur-22

poses; 23

(D) as appropriate, conducting real-time 24

streaming to enable shore-based observers to 25
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participate in ship-based maintenance or re-1

search activities; 2

(E) real-time coordinated viewing of— 3

(i) scientific instrumentation so that it 4

is possible to conduct scientific surveys and 5

seafloor mapping with fully remote subject 6

matter experts; and 7

(ii) critical operational technology by 8

manufacturers and vendors so that it is 9

possible to carry out maintenance and re-10

pairs to systems with limited expertise on 11

each vessel, with fully remote subject-mat-12

ter experts advising; and 13

(F) as appropriate, enabling video commu-14

nications to allow improved outreach to, and 15

other educational services for, K–12 students, 16

including occasional remote classroom teaching 17

for instructors at sea to improve oceanographic 18

access for students; and 19

(2) In consultation with the Director of the Cy-20

bersecurity and Infrastructure Security Agency, the 21

Director of the National Institute for Standards and 22

Technology, and the heads of other Federal agen-23

cies, as appropriate— 24
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(A) the cybersecurity recommendations in 1

the report of the private scientific advisory 2

group known as JASON entitled ‘‘Cybersecurity 3

at NSF Major Facilities’’ (JSR–21–10E) and 4

dated October 2021 as applied to the U.S. Aca-5

demic Research Fleet; 6

(B) aligning with international standards 7

and guidance for information security, including 8

the use of encryption for sensitive information, 9

the detection and handling of security incidents, 10

and other areas determined relevant by the Di-11

rector; 12

(C) facilitating access to cybersecurity per-13

sonnel and training of research and support 14

personnel; and 15

(D) the requirements for controlled unclas-16

sified or classified information. 17

SEC. 4. IMPLEMENTATION OF AND REPORT ON PLAN. 18

(a) IN GENERAL.—The Director, in coordination with 19

the Office of Naval Research, non-Federal owners of ves-20

sels of the Academic Research Fleet, users of the U.S. 21

Academic Research Fleet, or any combination thereof, 22

may support upgrades to the cyberinfrastructure and cy-23

bersecurity of the U.S. Academic Research Fleet con-24

sistent with the plan required by section 3. 25
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(b) REPORT REQUIRED.—Not later than 2 years 1

after the submission of the plan required by section 3, the 2

Director shall submit to the Committee on Commerce, 3

Science, and Transportation of the Senate and the Com-4

mittee on Space, Science, and Technology of the House 5

of Representatives a report describing the progress made 6

in implementing the plan. 7

Passed the House of Representatives September 23, 

2024. 

Attest: KEVIN F. MCCUMBER, 

Clerk. 

VerDate Sep 11 2014 02:05 Sep 25, 2024 Jkt 049200 PO 00000 Frm 00008 Fmt 6652 Sfmt 6201 E:\BILLS\H7630.PCS H7630kj
oh

ns
on

 o
n 

D
S

K
7Z

C
Z

B
W

3P
R

O
D

 w
ith

 $
$_

JO
B



VerDate Sep 11 2014 02:05 Sep 25, 2024 Jkt 049200 PO 00000 Frm 00009 Fmt 6652 Sfmt 6201 E:\BILLS\H7630.PCS H7630kj
oh

ns
on

 o
n 

D
S

K
7Z

C
Z

B
W

3P
R

O
D

 w
ith

 $
$_

JO
B



C
alendar N

o. 526 

1
1

8
T

H
C

O
N

G
R

E
S

S
 

2
D

S
E

S
S

IO
N

 
H

. R
. 7630 

A
N

 A
C

T
 

T
o
 req

u
ire a

 p
la

n
 to

 im
p
ro

ve th
e cy

b
ersecu

rity
 a

n
d
 

teleco
m

m
u

n
ica

tio
n

s 
o
f 

th
e 

U
.S

. 
A

ca
d
em

ic 
R

e-
sea

rch
 F

leet, a
n

d
 fo

r o
th

er p
u

rp
o
ses. 

S
E

P
T

E
M

B
E

R
2

4
, 2

0
2

4
 

R
eceived

; rea
d
 tw

ice a
n

d
 p

la
ced

 o
n

 th
e ca

len
d
a
r 

VerDate Sep 11 2014 02:05 Sep 25, 2024 Jkt 049200 PO 00000 Frm 00010 Fmt 6651 Sfmt 6651 E:\BILLS\H7630.PCS H7630kj
oh

ns
on

 o
n 

D
S

K
7Z

C
Z

B
W

3P
R

O
D

 w
ith

 $
$_

JO
B



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue true
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck true
  /PDFX3Check false
  /PDFXCompliantPDFOnly true
  /PDFXNoTrimBoxError false
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (U.S. Web Coated \050SWOP\051 v2)
  /PDFXOutputConditionIdentifier (CGATS TR 001)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <>
    /CHT <>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF che devono essere conformi o verificati in base a PDF/X-1a:2001, uno standard ISO per lo scambio di contenuto grafico. Per ulteriori informazioni sulla creazione di documenti PDF compatibili con PDF/X-1a, consultare la Guida dell'utente di Acrobat. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 4.0 e versioni successive.)
    /JPN <>
    /KOR <>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die moeten worden gecontroleerd of moeten voldoen aan PDF/X-1a:2001, een ISO-standaard voor het uitwisselen van grafische gegevens. Raadpleeg de gebruikershandleiding van Acrobat voor meer informatie over het maken van PDF-documenten die compatibel zijn met PDF/X-1a. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 4.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents that are to be checked or must conform to PDF/X-1a:2001, an ISO standard for graphic content exchange.  For more information on creating PDF/X-1a compliant PDF documents, please refer to the Acrobat User Guide.  Created PDF documents can be opened with Acrobat and Adobe Reader 4.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /HighResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


		Superintendent of Documents
	2024-09-25T19:49:34-0400
	Government Publishing Office, Washington, DC 20401
	Government Publishing Office
	Government Publishing Office attests that this document has not been altered since it was disseminated by Government Publishing Office




