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To provide a framework for artificial intelligence innovation and
accountability, and for other purposes.

IN THE SENATE OF THE UNITED STATES

NOVEMBER 15, 2023
Mr. THUNE (for himself, Ms. KLOBUCHAR, Mr. WICKER, Mr. HICKENLOOPER,
Mr. LuJAN, Mrs. Carrro, Ms. BALDWIN, and Ms. LUMMIS) introduced
the following bill; which was read twice and referred to the Committee
on Commerce, Science, and Transportation

DECEMBER 18 (legislative day, DECEMBER 16), 2024
Reported by Ms. CANTWELL, with an amendment

[Strike out all after the enacting clause and insert the part printed in italic]

A BILL

To provide a framework for artificial intelligence innovation
and accountability, and for other purposes.

1 Be it enacted by the Senate and House of Representa-

twes of the United States of America in Congress assembled,

SECTION 1. SHORT TITLE:
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t2) i1 paragraph (23); by striking the pertod at
the end and nserting a semieolon; and
24 the term ‘data model means a mathe-
matieal; economie; or statistieal representation of a
predhetions; recomendations; or deetstons for o

NANCE STANDARDS RESEARCH AND DEVEL-
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dentials;  watermarkine; or other data or

the end user:
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hray—

59 constder whether o proposed statrchrrd
carry ot a pHot proeram to assess the feastbthts

seleet for purpeses of the pHet program required by
retary shall—

*S 3312 RS



O o0 N N W B W =

[\O T \© R (O R R i e e e e e e e T
o= OO0 0 9N AW = O

23

7
eraph (1 and
content embedded with provenanee or other an-
=+ Brirbevye hEgttrEb—Not hater than +

24 atfrer the ditbe of the enebent of His Ael the bader
25 Seeretaty shal stbit to the Comrittee o Cotrerees
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3 of Representatives a report outhnine the proeress of
8 SEC. 103. STANDARDS FOR DETECTION OF EMERGENT AND
9 ANOMALOUS BEHAVIOR AND AI-GENERATED
10 MEDIA.
12 ards and Fechnoloeyr et 5 Hoss 2R3h—HHH &
13 amended—
14 1 by redestenating sabparagraph (B as sab-
15 paragraph o
16 t2) i1 subparagraph Hy; by stetane &5 and”
17 and msertine & semieolon; and
18 37 by mserting after subparagraph H) the fol-
19 fovetes
20 St hest practices for detecting ottprits

22 chicdhine eontent steh as text; andio; Hnaees; and
23 videos;
24 “LH methods to deteet and understand
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and

SEG: 104: COMPTROLELER GENERAL STUDY ON BARRIERS
AND BEST PRACTICES TO USAGE OF Al IN
GOVERNMENT.

Fedetnd Govertments awhd
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3 ment:

10 5 starres the restts of Hhe rfeview ot
11 dreted under subseetion {aHd) and the best prae-
13 recommendations; as the Comptroller General of the
14 Hnited States eonstders appropriate;

16 doetments; or other polictes that may prevent the

18 Federal Governtnent to Hnprove eertatn fanettons of
19 the Federal Government; meladine—

20 ) date analysts and proeessihe;

21 B) papersvork reduetion;

22 {C) eontracting and proeurement practices;
23 and

24 ) other Federal Government serviees:
25 atrel
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et

TITLE H—ARTIFICIAL INTEL-

EIGENCE ACCOUNTABILITY
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than ;000,000 mdividuals; or
of & erttieal-tmpaect artifietal mtellieenee system-
heenee system that—
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1 to muake decistons that have a leeal

or simil ]U ;.V‘ e e,

5 1 a manher that poses a stenii-

b an end nser of a systens

*S 3312 RS



O o0 9 AN U B~ W

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

15
8 PEVEROPER—The term “developer™ means
£ destens; codes; produees; or owhs an
for wse by o thivd party asoa baseline model
ated
5 does tot aet as o deplover of the it
temr that eenerates novel dadn or content H a witt-
term—
) deployed for a prrpose other than sole-

*S 3312 RS



O o0 N N B W

|\ I O TR NG T NS R NS R L e T e T e T e e T
A LW PO = O VWV 0 N O R WD = O

16
& leeal or similarly stenifieant effeet on the ae-
Shttes of safets
“NEST  recommendation” means & seetor-speeifie
recotrmendution developed under seetion 22BbHDH
high-probability; and lone-duration risk of harm to
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PARENCY-:
H by efverab—subjeet to paragraph (2
shal be wrdawful for a persen to operate a eovered
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18
mternet platform that uses a generative artifterad -
a eovered mternet platform that uses a genera-
form uses o eenerattve artfterd mtetheenee svys-
the notice desertbed 1 subparaeraph &9 to =
Heer—
the notice 1 a elear and eonsptenons man-
by a cenerative artifietad mtelhigenee sys-
tenr; and
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| b ExrorepvENt Aerton—TUpon learnine that &
4 1 shall mmediately—

6 the findine; and

10 temrr operated by the covered tternet platfornn
11 atet

12 25 iy a8 determined approprinte of hee-
13 essary by the Seeretary; take enforeement aetion
14 wnder seetton 208 i the eovered mternet platform
15 does not take suffictent action to remedy the non-

16 complinnee within 15 days of the notifiention nnder
17 paragraph (Hzo-

19 on the date that is 130 davs after the date of ennctment
20 of this Aet:

21 SEC. 203. TRANSPARENCY REPORTS FOR HIGH-IMPACT AR-

22 TIFICIAL INTELLIGENCE SYSTEMS.

23 o FRANSPARIENCY REPORPENG—

24 1IN sENERAL—Each deplover of o hioh-im-
25 paet artifiend intelioenee svstenr shall—
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3} submit to the Seeretary an tpdated re-
system Hf the deployer makes & matertal ehanee
to—
or

% ( ;E)?}EEE}TEP E aeh tiaaﬂspaleeﬂey Pef)'ei&t Sﬂ'b‘

speet to the high-tmpact artifietal ntelhgenee sys-
term—
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H5 a deseription of data that the hteh-m-

pret avtificial intellisence system perform-
a hieh-tmpaet artificial ntellieenee system

fheetive:

ate the hioh-imy iieint inteltio —
tentr and
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22
by DEVEEOPER OBHaaTIONS—The developer of &
to the same obheations as a developer of a ertttea tmpaet
ey ek () # deployer or developer of n high-impret artifi-
Epon fearning that & deployer of o high-impact artificial
wents thder this seetton with respeet to a eh—tmpaet ar-
) notify the deployer of the finding; and
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23
the ennctment of this Aet; and annaaly thereafter;
the stbtisstorr of a teatsprretes report for o hieh-

24 ot shad be cotstrted to reqrite o deplover of o Beh-
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24
3 rebatitte to o trade seeret or other protected
SEC. 204. RECOMMENDATIONS TO FEDERAL AGENCIES FOR
RISK MANAGEMENT OF HIGH-IMPACT ARTIFI-
CIAL INTELLIGENCE SYSTEMS.
Aet (5 B0 2781 s amended by insertine after see-
FOR SECTOR-SPECIFIC OVERSIGHT OF ARTI-
FICIAL INTELLIGENCE.
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tended purpose of makine decisions that have a leont
or similarly sionifiennt effeet on the neeess of ant -
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health eare; or instrance 1 a manner that poses &
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1 22ALe) to identify and provide recommendations to a Fed-

2 eral ageney—
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SEC. 205. OFFICE OF MANAGEMENT AND BUDGET OVER-

SIGHT OF RECOMMENDATIONS TO AGENCIES:

far
which the Under Seeretary submits a NIST ree-
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otendation to the head of a covered aeeney wnder
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part of the NEST recommenduntion: or
B mehdes—
) with respeet to a formal swritten re-
paragraph () & eopy of & propesed tie-
41 with respeet to a formal written
that subparaeraph: and
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HH with respeet to a formad wedten
a eopy of enech NS reeommmenditton and eaeh wrtten
formal response of a covered ageney required under sub-
eovered ageney shall submit to the Direetor &
pespeet 0 o N Pecotttretdettots atd
{4t determines and states i & report
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speet to a NIST recommendation:
Apri + of each vear; the Dieector shal—
5 FaerE 10 REporRr—H, on Mareh + of
each year; the Direetor has not recerved a report re-
eired thder paragraph (DY) from the head of o
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1 SEC. 206. RISK MANAGEMENT ASSESSMENT FOR CRITICAL-

2
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IMPACT ARTIFICIAL INTELLIGENCE SYS-
TEMS:
on which a ertttealimpaet artifieral ntellicence
mmpact M oreanization; perform a risk manage-
which the anplicnble eritieni ifiial i
telhigence system is no fonger being made pub-
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32
i the assessment performed under sub-
after the date of completion of & risk munage-
ment assesstient by a ertbead-tmpaet A orent-
oreamization shall submit to the Seeretary a re-
port—

eine tformmtion with respect tooa risk man-
tHons
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hibit & erttieal-impact Al oreanization frem makine
able to the publie based on the review by the See-
wnder paragraph (SHB)

ment performed by a erttiealimpaet Al oreanization under
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PSR TP IOF ek nehd

ahderstood;

tools; techniques; and methodelogies to analyze; as-

atd tretrtes:
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Hehts
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{« DEVEROPER OBHGATIONS—The developer of a
throteh o contract or heense to provide technoloey o sery-
{&) model size; and
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Hg—
artiftetal ntellicence systenm; neluding a hst of
wsers: and
{3 & statement of the potential for dewt-

4 B oiera—The obheation of o ertttent-
the date of isstanee of a relevant standard apphea-
ble to the same eategory of a erttical-tmpact artifi-
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new standard:
e Rer oF €€
ttonr shall be constraed to require a erttiealimpaet Al or-
1 relatine to a trade seeret or other protected
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1 SEC. 207. CERTIFICATION OF CRITICAL-IMPACT ARTIFICIAL

INTELLIGENCE SYSTEMS.
on matters relatine to the testine and certifieation
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40
artfterd telteenee systems 1 oa teans-
4 whether & THVVY standard should
) H sueh o standard shewdd be
&)

not more than 15 members with a balaneed eomposi-
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41

G} institutions of hiel | o
ificint intelie , :

ane

PraN—

shall establish & 3-vear mplementation plan for the
difiention of eritienl ¢ artificinl intell
graph (-
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A& a methodoloey for eatherine and uste
lating to FAAS
B a proeess for econsidering whether pre-

(A} The Netional Avtificinl Intelie

*S 3312 RS



O o0 N N B W =

O TN NG T N T NG I NG R NS R N e T e e T e T e e T
b A W D= OO NN NN R, WD = O

43

oF ©0N-

*S 3312 RS



O o0 N N W B W =

[\O I \© R \O I O R N e e e e e e D e e
(US T O R =N <N e ) U B O N S =

44

) b prcticable:
pret setificint intel .

) wwth respeet to a relevant stand-
ard issted by a non-eovernmental stand-

) provide for a mechatmism to; not
less frequently than onee every 2 years; so-

Lards for  eritienlimoa pifieint intelbie

*S 3312 RS



O o0 N N B W

|\ I N© R NG T NS R NS R L e T e T e T e e T
A LW PO = O VOV 0 N o R WD = O

9 pursuant to paragraph HB)Hih; eon-
sider whether adoption of a relevant standard
issued by & nongovernmental standards oreant-
zationt as & TV standard s the most appro-
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to acconnt—
statdards

*S 3312 RS



O o0 N N B W =

|\ JE O R O R O IR O R T S S S T e e e
A W D= O O 0NN N N R WD = O

47

speetfy the effeetive date of & THVY standard

a different effectve dute s 1 Hhe prbhe
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A B8 oF € He H this
208 relating to a ertteal-impact Al organization be-

artiftetal mtelieence system frem a TV

4 may be renewed only on reapphen-
Hot; and

of this parseraph:
beett a proecedine to erant an exemphon
to o erttenttpret ottt Hrtelioetee
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tems apphes for an exemption or a renewal

Seevetary =shall publish notiee of the apph-

exemption or for a repewal of an exemp-

fHres

e that—
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TEAY standard level:

appheatiot; wiless the mformation eoneerns or 18 re-
lated to & trade seeret or other eonfidential mforma-
pubhish 1 the Federal Register a notice of each deet-

o

zattoh may not issue a certifieate under paraeraph
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RETARY—Upon learnine that a ertiealimpaet artt-
) mays as  determined  appreprrte or
determines that actions taken by a ertbeal-im-
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rroN— & erteal-impact Al oreanization finds
that a ertbeal-tmpaet artifterd ttetheence system
noneomphanee; and
, Sant aspeet of the eriticald /
tificint inteHisence systoms
noneomphianee: and
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53
with o proviston of this et by a deplover of & heh-tmpaet
artiftetad ttetieenee system o a erthest-tnpaet M oreat-
B by eERAE—The Seeretary may impose &
peneatty desertbed t paragraph (2) on deplover of &
&) an ameunt not to exeeed $300;000; or
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that a deplover of a hich-impaet artifieral intel-
Leenee system or a erttieal-impact M organization
plovire a ertieal-impact artifietal ntellicenee sys-
tems

retary; the Attorney General may brine a vl action
& Hitted States distriet eotrt to—
£ enjott & voktton of seetion 204 or
B eoleet a ervtl penalty apon a finding of
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5 Proerss—Process i a ervil actioh whder

trer sherth be cotstrred fo veqrire o developer of o ertend-
Hapaet artificial intellicence system to diselose any infor-
HH rehitine 0 o feade seeret or other profected

CGATION:

the date of enactment of this Aet; the Seeretary shall es-
tabhsh a working eroup relating to responsible edueation
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pelating to con:  ed o inchudine
teehnology edueation;
and
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1 e+ PHrHas—

5 programs that may be voluntarty emploved by
9 fers oy those sestetss—

10 H become avathable; or

11 D are seon to be made widely
12 avatable for pubhle use or conswmp-
13 ton; and

16 es and reeommendations ander subparagraph
17 A

21 £ the mtent; eapabthities; and hmttations
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2 mundane work tasks;

- theonghs;

8 tetn;

9 5 haman-machine interfaces;

10 Y emereeney fallback seenartos;

12 )  potentiael mechanisms that  eounld
13 echanee funetion behavior in serviee; and

14 5 consistent nomenelatare and taxonomy
15 for safety features and systems:

17 sult with the Chair of the Federal Trade GCommis-
18 stonr with respeet to the recommendations of the
19 workte eroup estabhshed under this seetion; as ap-
20 propriate:

21 & FerrearroN—The seorkie orotp estabhished
23 wears after the date of enactment of this Aets
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59
SECTION 1. SHORT TITLE.
This Act may be cited as the “Artificial Intelligence
Research, Innovation, and Accountability Act of 2024

SEC. 2. TABLE OF CONTENTS.

The table of contents for this Act is as follows:

Sec. 1. Short title.
Sec. 2. Table of contents.

TITLE I—ARTIFICIAL INTELLIGENCE RESEARCH AND INNOVATION

Sec. 101. Open data policy amendments.

Sec. 102. Online content authenticity and provenance standards research and de-
velopment.

Sec. 103. Standards for detection of anomalous behavior and artificial intel-
ligence-generated media.

Sec. 104. Comptroller general study on barriers and best practices to usage of Al
in government.

TITLE I—ARTIFICIAL INTELLIGENCE ACCOUNTABILITY

Sec. 201. Definitions.

Sec. 202. Generative artificial intelligence transparency.

Sec. 203. Transparency reports for high-impact artificial intelligence systems.

Sec. 204. Guidelines for Federal agencies and plans for oversight of high-impact
artificial intelligence systems.

Sec. 205. Office of Management and Budget Oversight guidelines and agency
oversight plans.

Sec. 206. Risk management assessment for critical-impact artificial intelligence
systems.

Sec. 207. Certification of critical-impact artificial intelligence systems.

Sec. 208. Enforcement.

Sec. 209. Developer and deployer overlap.

Sec. 210. Artificial intelligence consumer education.

Sec. 211. Severability.

TITLE I—ARTIFICIAL INTEL-
LIGENCE RESEARCH AND IN-
NOVATION

SEC. 101. OPEN DATA POLICY AMENDMENTS.

Section 3502 of title 44, United States Code, is amend-
ed—

(1) wn paragraph (22)—
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SEC.

60

(A4) by inserting “or data model” after “a
data asset”; and
(B) by striking “and” at the end;

(2) in paragraph (23), by striking the period at
the end and inserting a semicolon; and

(3) by adding at the end the following:

“(24) the term ‘data model’ means a mathe-
matical, economic, or statistical representation of a
system or process used to assist in making calcula-
tions and predictions, including through the use of al-
gorithms, computer programs, or artificial intel-
ligence systems; and

“(25) the term ‘artificial intelligence system’
means a machine-based system that, for explicit or
mmplicit objectives, infers from the input the system
receives how to generate outputs, such as predictions,
content, recommendations, or decisions that can influ-
ence physical or virtual environments.”.

102. ONLINE CONTENT AUTHENTICITY AND PROVE-
NANCE STANDARDS RESEARCH AND DEVEL-
OPMENT.

(a) RESEARCH.—

(1) IN GENERAL.—Not later than 180 days after
the date of the enactment of this Act, the Under Sec-

retary of Commerce for Standards and Technology
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shall carry out research to facilitate the development
and promote the standardization of means to provide
authenticity and provenance information for digital
content generated by human authors and artificial
intelligence systems.

(2) ELEMENTS.—The research carried oul pursu-
ant to paragraph (1) shall cover the following:

(A) Secure and wmandatory wmethods for
human content to append statements of prove-
nance iformation through the use of unique cre-
dentials, watermarking, or other data or
metadata-based approaches.

(B) Methods for the verification of state-
ments of digital content provenance to ensure au-
thenticity such as watermarking or classifiers,
which are trained models that distinguish artifi-
cial intelligence-generated content.

(C) Methods for displaying clear and con-
spreuous labels of digital content provenance to
users.

(D) Technologies, applications, or infra-
structure needed to facilitate the creation and
verification of digital content provenance infor-

mation.
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(E) Mechanisms to ensure that any tech-
nologies and methods developed under this sub-
section are manimally burdensome on content
producers to implement.

(F) Use of digital content transparency
technologies to enable attribution for human-cre-
ated content.

(G) Such other related processes, tech-
nologies, or applications as the Under Secretary
considers appropriate.

(3) IMPLEMENTATION.—The Under Secretary
shall carry out the research required by paragraph
(1) as part of the research directives pursuant to sec-
tion 22A(D)(1) of the National Institute of Standards
and Technology Act (15 U.S.C. 278h—1(b)(1)).

(b) TECHNICAL ASSISTANCE ON THE DEVELOPMENT

OF STANDARDS.—

(1) IN GENERAL.—For methodologies and appli-
cations related to content provenance and authen-
ticity deemed by the Under Secretary to be at a read-
wmess level sufficient for standardization, the Under
Secretary shall provide technical review and assist-
ance to such other Federal agencies and nongovern-
mental standards organizations as the Under Sec-

retary considers appropriate.
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(2) CONSIDERATIONS.—In providing any tech-
nical review and assistance related to the development
of dagital content provenance and authenticity stand-
ards under this subsection, the Under Secretary
may—

(A) consider whether a proposed standard s
reasonable, practicable, and appropriate for the
particular type of media and media environment
Jor which the standard s proposed;

(B) consult with relevant stakeholders; and

(C) review industry standards issued by
nongovernmental standards organizations.

(¢) PILOT PROGRAM.—

(1) IN GENERAL—The Under Secretary shall
carry out a pilot program to assess the feasibility and
advisability of using available technologies and cre-
ating guidelines to facilitate the creation and
verification of digital content provenance informa-
tion.

(2) LOCATIONS.—The pilot program required by
paragraph (1) shall be carried out at not more than
2 Federal agencies the Under Secretary shall select for
purposes of the pilot program required by paragraph
(1).
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(3) REQUIREMENTS.—In carrying out the pilot
program requived by paragraph (1), the Under Sec-
retary shall—

(A) apply and evaluate methods for authen-
ticating the origin of and modifications to gov-
ernment-produced digital content, either by Fed-
eral Government employees or a private entity
under the terms of a government contract, using
technology and guidelines described in para-
graph (1); and

(B) make available to the public digital
content embedded with provenance data or other
authentication provided by the heads of the Fed-
eral agencies selected pursuant to paragraph (2)
Jor the purposes of the pilot program.

(4) BRIEFING REQUIRED.—Not later than 1 year
after the date of the enactment of this Act, and annu-
ally thereafter until the date described in paragraph
(5), the Under Secretary shall brief the Commaittee on
Commerce, Science, and Transportation of the Senate
and the Committee on Science, Space, and Technology
of the House of Representatives on the findings of the
Under Secretary with respect to the pilot program

carried out under this subsection.
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(5) TERMINATION.—The pilot program shall ter-
minate on the date that is 10 years after the date of
the enactment of this Act.

(d) REPORT TO CONGRESS.—Not later than 1 year
after the date of the enactment of this Act, the Under Sec-
retary shall submat to the Commaittee on Commerce, Science,
and Transportation of the Senate and the Committee on
Science, Space, and Technology of the House of Representa-
tives a report outlining the progress of standardization ini-
twatives relating to requirements under this section, as well
as recommendations for legislative or administrative action
to encourage or require the widespread adoption of such ini-
tiatives in the Unated States.

SEC. 103. STANDARDS FOR DETECTION OF ANOMALOUS BE-

HAVIOR AND ARTIFICIAL INTELLIGENCE-GEN-
ERATED MEDIA.

Section 22A(b)(1) of the National Institute of Stand-
ards and Technology Act (15 U.S.C. 278h—1(b)(1)) 1s
amended—

(1) by redesignating subparagraph (I) as sub-

paragraph (K);

(2) in subparagraph (H), by striking ; and”
and nserting a semicolon; and
(3) by inserting after subparagraph (H) the fol-

lowing:
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“(I) best practices for detecting outputs gen-
erated by artificial intelligence systems, includ-
g content such as text, audio, images, and vid-
€o0s;

“(J) methods to detect and mitigate anoma-
lous behavior of artificial intelligence systems
and safequards to mitigate potentially adver-
sarial or compromising anomalous behavior;
and’’.

SEC. 104. COMPTROLLER GENERAL STUDY ON BARRIERS
AND BEST PRACTICES TO USAGE OF AI IN
GOVERNMENT.

(a) IN GENERAL.—Not later than 1 year after the date
of enactment of this Act, the Comptroller General of the
United States shall—

(1) conduct a review of statutory, requlatory,
and other policy barriers to the use of artificial intel-
ligence systems to improve the functionality of the
Federal Government; and

(2) identify best practices for the adoption and
responsible use of artificial intelligence systems by the
Federal Government, including—

(A) ensuring that an artificial intelligence
system 1s proportional to the need of the Federal

Government;
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(B) restrictions on access to and use of an
artificial intelligence system based on the capa-

Dilities and risks of the artificial intelligence sys-

tem; and

(C) safety measures that ensure that an ar-

tificial intelligence system s appropriately lim-

ited to mecessary data and compartmentalized

Sfrom other assets of the Federal Government.

(b) REPORT.—Not later than 2 years after the date
of enactment of this Act, the Comptroller General of the
United States shall submait to the Committee on Commerce,
Science, and Transportation of the Senate and the Com-
mittee on Science, Space, and Technology of the House of
Representatives a report that—

(1) summarizes the results of the review con-
ducted under subsection (a)(1) and the best practices
identified under subsection (a)(2), including rec-
ommendations, as the Comptroller General of the
Unated States considers appropriate;

(2) describes any laws, regulations, guidance
documents, or other policies that may prevent the
adoption of artificial intelligence systems by the Fed-
eral Government to improve certain functions of the
Federal Government, including—

(A) data analysis and processing;
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(B) paperwork reduction;
(C) contracting and procurement practices;
and
(D) other Federal Government services; and
(3) ancludes, as the Comptroller General of the
United States considers appropriate, recommenda-
tions to modify or eliminate barriers to the use of ar-
tificial intelligence systems by the Federal Govern-

ment.

TITLE II—ARTIFICIAL INTEL-

LIGENCE ACCOUNTABILITY

SEC. 201. DEFINITIONS.

In this title:

(1) APPROPRIATE CONGRESSIONAL COMMIT-
TEES.—The term “appropriate congressional commit-
tees” means—

(A) the Committee on Energy and Natural
Resources and the Commattee on Commerce,
Science, and Transportation of the Senate;

(B) the Committee on Energy and Com-
merce of the House of Representatives; and

(C) each congressional commattee with juris-
diction over an applicable covered agency.

(2) ARTIFICIAL INTELLIGENCE SYSTEM.—The

term “artificial intelligence system” means a ma-
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chine-based system that, for explicit and implicit ob-
jectwves, infers from the input the system receives how
to generate outputs such as predictions, content, rec-
ommendations, or decisions that can influence phys-
weal or virtual environments.

(3) COVERED AGENCY.—The term “covered agen-
cy” means an agency for which a guideline is devel-
oped under section 22B(b)(1) of the National Institute
of Standards and Technology Act, as added by section
204 of this Act, including—

(A) the Department of Commerce;

(B) the Department of State;

(C) the Department of Homeland Security;

(D) the Department of Health and Human
Services;

(E) the Department of Agriculture;

(F) the Department of Housing and Urban

Development;

(G) the Department of the Interior;
(H) the Department of Education;

(1) the Department of Enerqgy;

(J) the Department of Labor;

(K) the Department of Transportation;
(L) the Department of Justice;

(M) the Department of the Treasury;
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(N) the Department of Veterans Affairs; and

(O) any other agency the Secretary deter-
maines appropriate.

(4) CRITICAL-IMPACT AI ORGANIZATION.—The
term “eritical-impact Al organization” means a non-
governmental organization that serves as the deployer
of a critical-impact artificial intelligence system.

(5) CRITICAL-IMPACT ARTIFICIAL INTELLIGENCE
SYSTEM.—The term “critical-impact artificial intel-
ligence system” means an artificial intelligence sys-
tem that—

(A) s deployed for a purpose other than
solely for use by the Department of Defense or an
intelligence agency (as defined in section 504(e)
of the National Security Act of 1947 (50 U.S.C.
3094(3))); and

(B) s used or intended to be used—

(1) to make a decision or substantially
replace or  facilitate the  discretionary
human decisionmaking process regarding—

(I) the real-time or ex post facto
collection or analysis of biometric data
of a natural person by biometric iden-
tification systems without the consent

of the natural person;
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(I1) an operational component in-
volved in the direct management of in-
SJrastructure determined by the Sec-
retary of Homeland Security to be crit-
teal infrastructure (as defined in sec-
tion 1016(e) of the USA PATRIOT Act
(42 U.S.C. 5195¢(e))) that 1s—

(aa) transportation infra-
structure;

(bb) energy infrastructure;

(cc) electrical infrastructure;

(dd) communications infra-
structure;

(ee) manufacturing infra-
structure; or

(ff) infrastructure used in the
supply and production of water
and hazardous materials; or

(I11) a government or government
contractor’s —actions — pertaining  to
crimanal justice (as defined in section
901 of title I of the Ommnibus Crime
Control and Safe Streets Act of 1968
(34 U.S.C. 10251)); and
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(11) in a manner that poses a signifi-
cant risk to safety or violates rghts afforded

under the Constitution of the United States.

(6) DEPLOYER.—The term “deployer”—

(A) means an entity that—

(1) uses or operates an artificial intel-
ligence system for internal use or for use by
a third party;

(11) substantially modifies an artificial
wmtelligence system, or trains an artificial
ntelligence system using new data, for in-
ternal use or for use by a third party; or

(111) performs the functions described
m clauses (1) and (11); and

(B) does not include an entity that is solely

an end user of a system.

(7) DEVELOPER—The term “developer” means

an entity that—

(A4) natially designs, codes, produces, or

owns an artificial intelligence system for inter-

nal use or for use by a third party as a baseline

model; and

(B) 1s not a deployer of the artificial intel-

ligence system described in subparagraph (A).
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(8) END USER—The term “end user” means an
entity that, with respect to an artificial intelligence
system procured from a deployer for which the
deployer submits a transparency report under section
203 or a risk management assessment under section
206—

(A) uses or operates the artificial intel-
ligence system; and

(B) does not substantially edit or modify
the artificial intelligence system.

(9) GENERATIVE ARTIFICIAL INTELLIGENCE SYS-
TEM.—The term “generative artificial intelligence
system”™ means an artificial intelligence system that
generates output, such as data or content in a writ-
ten, audio, or visual format.

( 10) HIGH-IMPACT ARTIFICIAL INTELLIGENCE
SYSTEM.—The term  “high-impact — artificial intel-
ligence system” means an artificial intelligence sys-
tem—

(A) deployed for a purpose other than solely

Jor use by the Department of Defense or an intel-

ligence agency (as defined in section 3094(e) of

the National Security Act of 1947 (50 U.S.C.

3094(3))); and
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(B) that is specifically deployed to make a

decision or substantially replace the discre-
tionary human decisionmaking process regard-
mg the access of an individual to housing, em-
ployment, credit, education, healthcare, govern-
ment services, or imsurance in a manner that
poses a  significant risk to safety or violates
rights afforded under the Constitution of the

United States or Federal law.

(11) ONLINE PLATFORM.—The term “online
platform”™ means any public-facing website, online
service, online application, or mobile application that
predominantly provides a community forum for user-
generated content, such as sharing wvideos, 1mages,
games, audio files, or other content, including a social
media service, social network, or virtual reality envi-
ronment.

(12) SECRETARY.—The term “Secretary” means
the Secretary of Commerce.

(13) SIGNIFICANT RISK.—The term “significant
risk” means the risk of—

(A) high-impact, severe, high-intensity, or
long-duration harm to individuals; or
(B) a high probability of substantial harm

to indivrduals.
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(14) TEVV.—The term “TEVV” means the test-

mg, evaluation, validation, and verification of any
artificial intelligence system that includes—

(A) open, transparent, testable, and
verifiable specifications that characterize real-
istic operational performance, such as validity
and relvability for relevant tasks;

(B) testing methodologies and metrics that
enable the evaluation of system trustworthiness,
mceluding robustness and resilience;

(C) data quality standards for training and
testing datasets;

(D) requirements for system validation and
wmtegration into production environments, auto-
mated testing, and compliance with existing
legal and regulatory specifications;

(E) methods and tools for—

(1) the monitoring of system behavior;

(11) the tracking of incidents or errors
reported and their management; and

(111) the detection of emergent prop-
erties and related vmpacts; and

(F) processes for redress and response.
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(15) UNDER SECRETARY.—The term “Under
Secretary” means the Director of the National Insti-
tute of Standards and Technology.

SEC. 202. GENERATIVE ARTIFICIAL INTELLIGENCE TRANS-
PARENCY.

(a) PROHIBITION.

(1) DISCLOSURE OF USE OF GENERATIVE ARTIFI-
CIAL INTELLIGENCE SYSTEMS.—

(A) IN GENERAL.—A person operating an
online platform that uses a generative artificial
wntelligence system shall provide notice to each
user of the online platform that the online plat-
Jorm uses a generative artificial intelligence sys-
tem to generate content the user sees.

(B) REQUIREMENTS.—A person providing
the notice described in subparagraph (A) to a
user—

(1) subject to clause (11), shall provide
the notice i a clear and conspicuous man-
ner on the online platform before the wuser
iteracts with content produced by a gen-
erative artificial intelligence system used by
the online platform; and

(11) may provide an option for the user

to choose to see the notice described
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1 clause (1) only upon the first interaction of
2 the user with content produced by a genera-
3 twe artificial intelligence system.

4 (b) ENFORCEMENT ACTION—Upon learning that a
S person operating an online platform wviolates this section
6 after receiving a report of nmoncompliance or pursuant to
7 an investigation conducted under section 208(f), the Sec-
8 retary—

9 (1) shall immediately—

10 (A) notify the person operating the online
11 platform of the finding; and

12 (B) order the person operating the online
13 platform to take remedial action to address the
14 noncompliance of the generative artificial intel-
15 ligence system operated by the online platform;
16 and

17 (2) may, as determined appropriate or necessary
18 by the Secretary, take enforcement action under sec-
19 tion 208 af the person operating the online platform
20 does not take sufficient action to remedy the non-
21 compliance by the date that is 15 days after the noti-
22 fication issued under paragraph (1)(A).
23 (¢c) EFFECTIVE DATE.—This section shall take effect

24 on the date that s 180 days after the date of enactment
25 of this Act.
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1 SEC. 203. TRANSPARENCY REPORTS FOR HIGH-IMPACT AR-

2 TIFICIAL INTELLIGENCE SYSTEMS.

3 (a) TRANSPARENCY REPORTING.—

4 (1) IN GENERAL.—Fach deployer of a high-im-
5 pact artificial intelligence system shall—

6 (A) before deploying the high-impact artifi-
7 cial intelligence system, and annually thereafter,
8 submit to the Secretary a transparency report
9 Jor the high-impact artificial intelligence system;
10 and

11 (B) submit to the Secretary an updated
12 transparency report on the high-vmpact artificial
13 wntelligence system if the deployer makes a mate-
14 rial change to—

15 (i) the purpose for which the high-im-
16 pact artificial intelligence system 1s used; or
17 (11) the type of data or content the
18 high-impact — artificial intelligence system
19 processes or uses for traiming purposes.
20 (2) CONTENTS.—Each transparency report sub-
21 mitted under paragraph (1) by a deployer of a high-
22 mmpact artificial intelligence system shall include—
23 (A) with respect to the organization of the
24 deployer:
25 (i) policies, processes, procedures, and
26 practices across the organization relating to
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transparent and effective mapping, meas-
uring, and managing of artificial intel-

ligence risks, including—

(I) how the organization under-
stands, manages, and documents legal
and requlatory requirements involving
artificial intelligence;

(II) how the organization inte-
grates characteristics of trustworthy
artificial antelligence, which include
valid, reliable, safe, secure, resilient,
accountable, transparent, globally and
locally explainable, interpretable, pri-
vacy-enhanced, and protecting of rights
under the Constitution of the Unaited
States, and compliant with all relevant
Federal laws, into organizational poli-
cies, processes, procedures, and prac-
tices;

(I11) a methodology to determine
the needed level of risk management ac-
twities based on the risk tolerance of
the organization; and

(IV) how the organization estab-

lishes risk management processes and
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outcomes through transparent policies,
procedures, and other controls based on
organizational risk priorities;

(B) the structure, context, and capabilities

of the high-impact artificial intelligence system,

mcluding—

(1) how the context was established and
understood;

(11) capabilities, targeted wuses, goals,
and expected costs and benefits; and

(111)  how risks and benefits are
mapped for each system component;

(C) a description of how the organization of

the deployer employs quantitative, qualitative, or

maxed-method tools, techniques, and methodolo-

gies to analyze, assess, benchmark, and monitor

artificial intelligence risk, including—

*S 3312 RS

(1) identification of appropriate meth-
ods and metrics;

(11) how artificial intelligence systems
are evaluated for characteristics of trust-
worthy artificial intelligence;

(111) mechanisms for tracking artificial

telligence system risks over time; and
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(iv) processes for gathering and assess-
wng feedback relating to the efficacy of meas-
urement; and

(D) a description of allocation of risk re-

sources to map and measure risks on a reqular

basis, including—

(i) how artificial intelligence risks
based on assessments and other analytical
outputs are prioritized, responded to, and
managed;

(11) how strategies to maximize artifi-
cial ntelligence benefits and minimize neg-
atwe impacts were planned, prepared, im-
plemented, documented, and informed by
mput  from relevant artificial intelligence
deployers;

(111) management of artificial intel-
ligence system risks and benefits; and

(iv) regular monitoring of risk treat-
ments, including response and recovery, and
communication plans for the identified and
measured artificial intelligence risks, as ap-

plicable.

(3) DEVELOPER OBLIGATIONS.—The developer of

a  high-impact — artificial intelligence  system  that
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agrees to provide technologies or services to a deployer

of the high-impact artificial intelligence system shall

provide to the deployer of the high-impact artificial

wntelligence system the information reasonably nec-

essary for compliance with paragraph (1), includ-

mg—

(A4) an overview of the data used in train-

g the baseline artificial intelligence system

provided by the developer, including—

(1) size of datasets used;

(11) content and data sources and types
of data used;

(111) content and data that may be sub-
ject to copyright protection and any steps
taken to remove such content and data
prior to traiming or other uses; and

(iv) whether and to what extent per-
sonal identifiable information makes up a
portion of the trawnming dataset, and what
risk mitigation measures have been taken to
prevent the disclosure of that personal iden-
tifiable information;

(B) documentation outlining the structure

and context of the baseline artificial intelligence

system of the developer, icluding—
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(1) imput modality;
(11) system output and modality;
(111) model size; and
(1v) model architecture;

(C) known or reasonably foreseeable capa-
Dilities, limitations, and risks of the baseline ar-
tificial antelligence system at the time of the de-
velopment of the artificial intelligence system;
and

(D) documentation for downstream use, in-
cluding—

(1) a statement of intended purpose;
(11) guidelines for the intended use of
the artificial intelligence system, including

a list of permitted, restricted, and prohib-

wted uses and users; and

(111) a description of the potential for
and risk of deviation from the intended
purpose of the baseline artificial intelligence
system, including recommended safequards
to mitigate and prevent risks to safety or to
rights afforded under the Constitution of the

United States or Federal law.

(4) CONSIDERATIONS.—In carrying out this sub-

section, a deployer or developer of a high-impact arti-
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ficial intelligence system shall consider the best prac-

tices outlined n the most recent version of the risk

management framework developed pursuant to section
22A(c) of the National Institute of Standards and

Technology Act (15 U.S.C. 278h—1(c)).

(b) NONCOMPLIANCE AND ENFORCEMENT ACTION.—
Upon learning that a deployer of a high-impact artificial
wtelligence system violates this section with respect to a
high-impact artificial intelligence system after recewving a
report of noncompliance or pursuant to an investigation
conducted under section 208(f), the Secretary—

(1) shall immediately—
(A) notify the deployer of the finding; and
(B) order the deployer to vmmediately sub-
mit to the Secretary the report required under
subsection (a)(1); and
(2) if the deployer fails to submit the report by
the date that 1s 15 days after the date of the notifica-
tion under paragraph (1)(A), may take enforcement

action under section 208.

(¢c) AVOIDANCE OF DUPLICATION.—With respect to a
developer or deployer of a high-impact artificial intelligence
system that maintains policies and procedures for risk
management in accordance with any applicable rules, regu-

lations, or supervisory guidance promulgated by a relevant
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Federal agency, the Secretary shall deem the developer or
deployer to be in compliance with this section.

(d) RULE OF CONSTRUCTION.—Nothing in this section
shall be construed to require a deployer of a high-impact
artificial intelligence system to disclose any information,
mcluding data, content, or algorithms—

(1) constituting a trade secret or other intellec-
tual property right; or
(2) that is confidential business information.

(¢) CONSOLIDATION.—With respect to an instance in
which multiple deployers participate in the deployment of
a high-impact artificial intelligence system, the Secretary
may establish through requlation a process under which the
deployers may submit a single transparency report under
subsection (a).

SEC. 204. GUIDELINES FOR FEDERAL AGENCIES AND PLANS
FOR OVERSIGHT OF HIGH-IMPACT ARTIFI-
CIAL INTELLIGENCE SYSTEMS.

(a) GUIDELINES FOR FEDERAL AGENCIES FOR OVER-
SIGHT OF ARTIFICIAL INTELLIGENCE.—The National Insti-
tute of Standards and Technology Act (15 U.S.C. 271 et
seq.) 1s amended by inserting after section 22A (15 U.S.C.
278h—1) the following:
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“SEC. 22B. GUIDELINES FOR FEDERAL AGENCIES FOR

OVERSIGHT OF ARTIFICIAL INTELLIGENCE.

“(a) DEFINITION OF HIGH-IMPACT ARTIFICIAL INTEL-

LIGENCE SYSTEM.—In this section, the term ‘high-impact
artificial intelligence system’ means an artificial intel-

ligence system—

“(1) deployed for purposes other than those solely
Jor use by the Department of Defense or an element
of the intelligence community (as defined 1n section 3
of the National Security Act of 1947 (50 U.S.C.
3003)); and

“(2) that s specifically deployed to make a deci-
sion or substantially replace the discretionary hwman
decisionmaking process regarding the access of an in-
dwidual to housing, employment, credit, education,
health care, government services, or insurance in
manner that poses a significant risk to safety or vio-
lates rights afforded under the Constitution of the
United States.

“(b) GUIDELINES FOR OVERSIGHT OF HIGH-IMPACT

ARTIFICIAL INTELLIGENCE SYSTEMS.—Not later than 1

22 year after the date of the enactment of the Artificial Intel-

23

ligence Research, Innovation, and Accountability Act of

24 2024, the Director shall—

25
26

“(1) develop guidelines for Federal agencies to

conduct oversight of the non-Federal and, as may be
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appropriate, Federal use of high-impact artificial in-

telligence systems to improve the safe and responsible

use of such systems; and

“(2) not less frequently than biennially, update
the guidelines to account for changes in technological
capabilities or artificial intelligence use cases.

“(c) USE OF VOLUNTARY RISK MANAGEMENT FRAME-
WORK.—In developing guidelines under subsection (b), the
Durector shall use the voluntary risk management frame-
work required by section 22A(c) to identify and provide
guidelines for Federal agencies on establishing regulations,
standards, guidelines, best practices, methodologies, proce-
dures, or processes—

“(1) to facilitate oversight of non-Federal use of
high-impact artificial intelligence systems; and

“(2) to mitigate risks from such high-impact ar-
tificial intelligence systems.

“(d) AUTHORIZED KLEMENTS.—In developing guide-
lines under subsection (b), the Director may include the fol-
lowing:

“(1) Key design choices made during high-im-
pact artificial intelligence model development, includ-

g rationale and assumptions made.

“(2) Intended use and users, other possible use

cases, including any anticipated undesirable or poten-
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tially harmful use cases, and what good faith efforts

model developers can take to mitigate the harms

caused by the use of the system.

“(3) Methods for evaluating the safety of high-
mmpact artificial intelligence systems and approaches
Jor responsible use.

“(e) CONSULTATION.—In developing guidelines under
subsection (b), the Director may consult with such stake-
holders representing perspectives from civil society, aca-
demia, technologists, engineers, and creators as the Director
considers applicable, practicable, and relevant.”.

(b) AGENCY-SPECIFIC PLANS FOR OVERSIGHT OF
Hi1GH-IMPACT ARTIFICIAL INTELLIGENCE SYSTEMS.—

(1) PLANS REQUIRED.—Not later than 2 years
after the date of the enactment of this Act, the head
of each covered agency shall—

(A) develop sector-specific plans for the cov-
ered agency to conduct oversight of the non-Fed-
eral and, as may be appropriate, Federal use of
high-impact artificial intelligence systems to 1m-
prove the safe and responsible use of such sys-
tems; and

(B) not less frequently than biennially, wp-

date the sector-specific recommendations to ac-
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count for changes in technological capabilities or

artificial intelligence use cases.

(2) REQUIREMENTS.—In developing plans under
paragraph (1), the head of each covered agency shall
Jollow the guidelines established under section 22B(b)
of the National Institute of Standards and Technology
Act, as added by subsection (a), to develop plans to
matigate risks from such high-impact artificial intel-
ligence systems.

(3) AUTHORIZED ELEMENTS.—In developing
plans under paragraph (1), the head of a covered
agency may nclude the following:

(A) Intended use and users, other possible
use cases, including any anticipated undesirable
or potentially harmful use cases, and what good
Jaith efforts model developers can take to maiti-
gate the use of the system in harmful ways.

(B) Methods for evaluating the safety of
high-impact artificial intelligence systems and
approaches for responsible use.

(C) Sector-specific differences in what con-
stitutes acceptable high-impact artificial intel-
ligence model functionality and trustworthiness,
metrics used to determine high-impact artificial

mtelligence model performance, and any test re-
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sults reflecting application of these metrics to

evaluate high-impact artificial intelligence model

performance across different sectors.
(D) Recommendations to support iterative
development of  subsequent  recommendations

under paragraph (1).

(4) CONSULTATION.—In developing plans under
paragraph (1), the head of each covered agency shall
consult with—

(A) the Under Secretary; and
(B) such stakeholders representing perspec-
twves from civil society, academia, technologists,
engineers, and creators as the head of the agency
considers applicable, practicable, and relevant.
SEC. 205. OFFICE OF MANAGEMENT AND BUDGET OVER-
SIGHT GUIDELINES AND AGENCY OVERSIGHT
PLANS.

(a) AGENCY OVERSIGHT PLAN.—In this section, the
term “agency oversight plan” means a guideline developed
under section 22B(D)(1) of the National Institute of Stand-
ards and Technology Act, as added by section 204 of this
Act.

(b) RECOMMENDATIONS.—Not later than 2 years after
the date of enactment of this Act, the Under Secretary and

the head of each covered agency shall submat to the Director
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1 of the Office of Management and Budget and the appro-

2 priate congressional commaittees each agency oversight plan.

3 (¢) REPORTING REQUIREMENTS.—

4 (1) ANNUAL AGENCY OVERSIGHT STATUS RE-
5 PORTS.—

6 (A) IN GENERAL.—On the first February 1
7 occurring after the date that is 2 years after the
8 date of enactment of this Act, and annually
9 thereafter until the date described in subpara-
10 graph (B), the head of each covered agency shall
11 submit to the Divector of the Office of Manage-
12 ment and Budget a report containing the imple-
13 mentation status of each agency oversight plan.
14 (B) CONTINUED REPORTING.—The date de-
15 scribed an this subparagraph s the date on
16 which the head of a covered agency—

17 (1) takes final 1mplementation action
18 with respect to an agency oversight plan;
19 and

20 (11) determines and states in a report
21 required under subparagraph (A) that no
22 Jurther implementation action should be
23 taken with respect to an agency oversight
24 plan.
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(2) COMPLIANCE REPORT TO CONGRESS.—On
April 1 of each year occurring after the date that s
2 years after the date of enactment of this Act, the Di-
rector of the Office of Management and Budget shall
transmit comments on the reports required wunder
paragraph (1) to the heads of covered agencies and
the appropriate congressional committees.

(3) FAILURE TO REPORT.—If, on March 1 of
each year occurring after the date that is 2 years
after the date of enactment of this Act, the Director
of the Office of Management and Budget has not re-
cewed a report required from the head of a covered
agency under paragraph (1), the Director shall notify
the appropriate congressional commattees of the fail-
ure.

(d) TECHNICAL ASSISTANCE IN CARRYING OUT AGEN-
Y OVERSIGHT PLANS.—The Under Secretary shall provide
assistance to the heads of covered agencies relating to the
vmplementation of the agency oversight plan the heads of
covered agencies intend to carry out.

(¢) REGULATION REVIEW AND IMPROVEMENT.—The
Administrator of the Office of Information and Regulatory
Affairs of the Office of Management and Budget, in con-

sultation with the Under Secretary, shall develop and peri-
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1 odically revise performance indicators and measures for sec-
2 tor-specific requlation of artificial intelligence.

3 SEC. 206. RISK MANAGEMENT ASSESSMENT FOR CRITICAL-

4 IMPACT ARTIFICIAL INTELLIGENCE SYSTEMS.
5 (a) REQUIREMENT.—

6 (1) IN GENERAL.—Fach critical-impact Al orga-
7 nization shall perform a risk management assessment
8 m accordance with this section.

9 (2) ASSESSMENT.—FKach critical-impact Al or-
10 ganization shall—

11 (A) not later than 30 days before the date
12 on which a critical-impact artificial intelligence
13 system 1s deployed or made publicly available by
14 the critical-impact Al organization, perform a
15 risk management assessment; and

16 (B) not less frequently than biennially dur-
17 g the period beginning on the date of enact-
18 ment of this Act and ending on the date on
19 which the applicable critical-impact artificial
20 wntelligence system is no longer being deployed or
21 made publicly available by the critical-impact
22 Al organization, as applicable, conduct an up-
23 dated risk management assessment that—
24 (1) 1f no significant changes were made
25 to the critical-impact artificial intelligence
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system, may find that no significant

changes were made to the critical-impact

artificial intelligence system; and

(11) provides, to the extent practicable,
aggregate results of any significant devi-
ation from expected performance detailed in
the assessment performed wunder subpara-
graph (A) or the most recent assessment
performed under this subparagraph.

(3) REVIEW.—

(A) IN GENERAL.—Not later than 90 days
after the date of completion of a risk manage-
ment assessment by a critical-impact Al organi-
zation under this section, the critical-impact Al
organization shall submit to the Secretary a re-
POrt—

(1) outlining the assessment performed
under this section; and

(11) that is in a consistent format, as
determined by the Secretary.

(B) ADDITIONAL INFORMATION.—Subject to
subsection (d), the Secretary may request that a
eritical-impact AL organization submait to the

Secretary any related additional or clarifying
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mformation with respect to a risk management

assessment performed under this section.

(4) LIMITATION.—The Secretary may not pro-
hibit a critical-impact Al organization from making
a critical-impact artificial intelligence system avail-
able to the public based on the review by the Sec-
retary of a report submitted under paragraph (3)(4)
or additional or clarifying information submaitted
under paragraph (3)(B).

(b) ASSESSMENT SUBJECT AREAS.—FEach assessment
performed by a critical-impact AI organization under sub-
section (a) shall describe the means by which the critical-
mmpact Al organization is addressing, through a docu-
mented TEVV process, the following categories:

(1) Policies, processes, procedures, and practices
across the organization relating to transparent and
effective mapping, measuring, and managing of arti-
ficial intelligence risks, including—

(A4) how the organization understands,
manages, and docwments legal and reqgulatory re-
quirements involving critical-impact artificial
mtelligence systems;

(B) how the organization integrates the
characteristics of trustworthy artificial intel-

ligence, which include valid, reliable, safe, secure,
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resilient, accountable, transparent, globally and
locally explainable, interpretable, privacy-en-
hanced, protecting of rights under the Constitu-
tion of the United States, and compliant with all
relevant Federal laws, into organizational poli-
cies, processes, procedures, and practices for de-
ploying eritical-impact artificial intelligence sys-
tems;

(C) a methodology to determine the needed
level of risk management activities for critical-
vmpact artificial intelligence systems based on
the organization’s risk tolerance; and

(D) how the organization establishes risk
management processes and outcomes through
transparent policies, procedures, and other con-
trols based on organizational risk priorities.

(2) The structure, context, and capabilities of the

critical-impact artificial intelligence system, includ-

mg—

(A) how the context was established and un-
derstood;

(B) capabilities, targeted wuses, goals, and
expected costs and benefits; and

(C) how risks and benefits are mapped for

each system component.
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(3) A description of how the organization em-
ploys quantitative, qualitative, or mixed-method tools,
techniques, and methodologies to analyze, assess,
benchmark, and monitor artificial intelligence 1risk,
mcluding—

(A) identification of appropriate methods
and metrics;

(B) how artificial intelligence systems are
evaluated for characteristics of trustworthy arti-
Jicial intelligence;

(C) mechanisms for tracking artificial intel-
ligence system risks over time; and

(D) processes for gathering and assessing
Jfeedback relating to the efficacy of measurement.
(4) A description of allocation of risk resources

to map and measure risks on a reqular basis as de-
seribed in paragraph (1), including—

(A) how artificial intelligence risks based on
assessments and other analytical outputs de-
seribed —an  paragraphs (2) and (3) are
prioritized, responded to, and managed,;

(B) how strategies to maximize artificial
telligence benefits and minimize negative 1m-

pacts were planned, prepared, implemented, doc-
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umented, and informed by imput from relevant

artificial intelligence deployers;

(C) management of artificial intelligence
system risks and benefits; and

(D) reqular monitoring of risk treatments,
mcluding response and recovery, and commu-
nication plans for the identified and measured
artificial intelligence risks, as applicable.

(¢) DEVELOPER OBLIGATIONS.—The developer of a
eritical-vmpact artificial intelligence system that agrees to
provide technologies or services to a deployer of the critical-
vmpact artificial intelligence system shall provide to the
deployer of the eritical-vmpact artificial intelligence system
the information reasonably necessary for the deployer to
comply with the requirements under subsection (a), includ-
mg—

(1) an overview of the data used in training the
baseline artificial intelligence system provided by the
developer, including—

(A) content and size of datasets used;

(B) content and types of data used;

(C) content and data that may be subject to
copyright protection, and any steps taken to re-
move such content and data prior to training;

and
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(D) whether and to what extent personal
wdentifiable information makes wup a portion of
the traiming dataset, and what risk mitigation
measures have been taken to prevent the disclo-
sure of that personal identifiable information;

(2) documentation outlining the structure and
context of the baseline artificial intelligence system of
the developer, including—

(A) imput modality;

(B) system output and modality;

(C) model size; and

(D) model architecture;

(3) known or reasonably foreseeable capabilities,
Limatations, and risks of the baseline artificial intel-
ligence system at the time of the development of the
artificial intelligence system; and

(4) documentation for downstream use, includ-
mg—

(A) a statement of intended purpose;

(B) guidelines for the intended wuse of the
artificial intelligence system, including a list of
permatted, restricted, and prohibited wuses and
users; and

(C) a description of the potential for and

risk of deviation from the intended purpose of
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the baseline artificial intelligence system, includ-

g recommended safequards to mitigate and

prevent risks to safety or to rights afforded under

the Constitution of the Unated States or Federal
law.

(d) TERMINATION OF OBLIGATION TO DISCLOSE IN-
FORMATION.—

(1) IN GENERAL.—The obligation of a critical-
mmpact AL organization to provide information, upon
a request of the Secretary, relating to a specific as-
sessment category under subsection (b) shall end on
the date of issuance of a relevant standard applicable
to the same category of a critical -impact artificial
mtelligence system by—

(A) the Secretary under section 207(c) with
respect to a critical-impact artificial intelligence
system;

(B) another department or agency of the
Federal Government, as determined applicable
by the Secretary; or

(C) a nongovernmental standards organiza-
tion, as determined appropriate by the Sec-
retary.

(2) EFFECT OF NEW STANDARD.—In adopting

any standard applicable to critical-impact artificial
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wntelligence systems under section 207(c), the Sec-

retary shall—

(A) identify the category under subsection
(b) to which the standard relates, if any; and

(B) specify the information that is no
longer required to be included in a report re-
quired under subsection (a) as a result of the
new standard.

(¢) RULE OF CONSTRUCTION.—Nothing in this section
shall be construed to require a critical-impact Al organiza-
tion or permit the Secretary to disclose any information,
mcluding data or algorithms—

(1) constituting a trade secret or other intellec-
tual property right; or
(2) that is confidential business information.

(f) CONSOLIDATION.

Wath respect to an instance in
which multiple critical-impact AL organizations partici-
pate in the deployment of a high-impact artificial intel-
ligence system, the Secretary may establish through regula-
tion a process under which the critical-impact Al organiza-
tions may submit a single risk management assessment

under subsection (a).
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1 SEC. 207. CERTIFICATION OF CRITICAL-IMPACT ARTIFICIAL

2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26

INTELLIGENCE SYSTEMS.
(a) ESTABLISHMENT OF ARTIFICIAL INTELLIGENCE
CERTIFICATION ADVISORY COMMITTEE.—

(1) IN GENERAL.—Not later than 180 days after
the date of enactment of this Act, the Secretary shall
establish an advisory commattee to provide advice and
recommendations on TEVV standards and the certifi-
cation of critical-impact artificial intelligence  sys-
tems.

(2) Duries.—The advisory committee estab-
lished under this section shall advise the Secretary on
matters relating to the testing and certification of
critical-impact artificial intelligence systems, includ-
mg by—

(A) providing recommendations to the Sec-
retary on proposed TEVV standards to ensure
such standards—

(1) maximize alignment and interoper-
ability with standards issued by nongovern-
mental standards organizations and inter-
national standards bodies; and

(11) are performance-based, impact-
based, and risk-based;

(B) reviewing prospective TEVV standards

submitted by the Secretary to ensure such stand-
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ards align with recommendations under sub-
paragraph (A);

(C) upon completion of the review under
subparagraph (B), providing consensus rec-
ommendations to the Secretary on—

(1) whether a TEVV standard should be
wssued, modified, revoked, or added; and

(11) if such a standard should be
wssued, how best to align the standard with
the considerations described in  subsection

(c)(2) and recommendations described in

subparagraph (A); and

(D) reviewing and providing advice and
recommendations on the plan and subsequent
updates to the plan submitted under subsection

(D).

(3) CoMPOSITION.—The advisory committee es-

tablished under this subsection shall be appointed by
the Secretary and composed of not more than 15
members with a balanced composition of representa-
tives of the private sector, institutions of higher edu-

cation, and nonprofit organizations, including—

(A) representatives of—

(1) institutions of higher education;
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(11) companies developing or operating
artificial intelligence systems;

(111) consumers or consumer advocacy
groups;

(i) enabling technology companies;
and

(v) labor organizations representing
the technology sector; and
(B) any other members the Secretary con-

siders to be appropriate.
(b)  ARTIFICIAL  INTELLIGENCE — CERTIFICATION
PraN.—

(1) IN GENERAL.—Not later than 1 year after
the date of enactment of this Act, the Secretary shall
establish a 3-year implementation plan for the certifi-
cation of critical-impact artificial intelligence  sys-
tems.

(2) PERIODIC UPDATE.—As the Secretary deter-
mines appropriate, the Secretary shall update the
plan established under paragraph (1).

(3) CONTENTS.—The plan established under
paragraph (1) shall include—

(A) a methodology for gathering and using
relevant, objective, and available information re-

lating to TEVV;
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(B) a process for considering whether pre-
seribing certaan TEVV  standards under sub-
section (c) for critical-impact artificial intel-
ligence systems is appropriate, necessary, or du-
plicative of existing international standards;

(C) 1f TEVV standards are considered ap-
propriate, a process for prescribing such stand-
ards for critical-impact artificial intelligence
systems;

(D) a mechanism for determining compli-
ance with TEVV standards; and

(E) an outline of standards proposed to be
wssued, including an estvmation of the timeline
and sequencing of such standards.

(4) CONSULTATION.—In developing the plan re-

quired under paragraph (1), the Secretary shall con-

sult the following:

(A) The National Artificial Intelligence Ini-
tiative Office.

(B) The interagency committee established
under section 5103 of the National Artificial In-
telligence Initrative Act of 2020 (15 U.S.C.
9413).

(C) The National Artificial Intelligence Ad-

visory Committee.

*S 3312 RS



O© o0 3 O WD b W N

| \O JEE \© R O R \O N O B e e e e e T e e e e
A W O = O O 0NN N N R WD = O

106

(D) Consensus standards issued by non-
governmental standards organizations.

(E) The Cybersecurity and Infrastructure
Security Agency.

(F) Other departments, agencies, and in-
strumentalities of the Federal Government, as
considered appropriate by the Secretary.

(5) SUBMISSION TO CERTIFICATION ADVISORY
COMMITTEE.—Upon completing the initial plan re-
quired under this subsection and wupon completing
periodic updates to the plan under paragraph (2), the
Secretary shall submit the plan to the advisory com-
mittee established under subsection (a) for review.

(6) SUBMISSION TO COMMITTEES OF CON-
GRESS.—Upon completing the plan required wunder
this subsection, the Secretary shall submit to the ap-
propriate congressional committees a report con-
taining the plan.

(7) LIMITATION.—The Secretary may not issue
TEVV standards under subsection (¢) until the date
of the submission of the plan under paragraphs (5)
and (6).

(¢c) STANDARDS.—

(1) STANDARDS.—
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(A) IN GENERAL—The Secretary shall issue
TEVV standards for critical-impact artificial in-
telligence systems.
(B) REQUIREMENTS.—FEach  standard
wssued under this subsection shall—

(1) be practicable;

(11) meet the need for safe, secure, and
transparent operations of critical-impact
artificial intelligence systems;

(111) with respect to a relevant stand-
ard issued by a nongovernmental standards
organization that is already wn place, not
wnmintentionally contradict that standard,;

(i) provide for a mechanism to, not
less frequently than once every 2 years, so-
licit public comment and update the stand-
ard to reflect evidence about the utility of
risk mitigation approaches and advance-
ments wn technology and system architec-
ture; and

(v) be stated in objective terms.

(2) CONSIDERATIONS.—In issuing TEVV stand-
ards for critical-impact artificial intelligence systems

under this subsection, the Secretary shall—
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(A) consider relevant available information
concerning critical-impact artificial intelligence
systems, including—

(i) transparency reports submaitted

under section 203(a);

(11) risk management assessments con-
ducted under section 206(a); and

(111) any additional information pro-
vided to the Secretary pursuant to section
203(a)(1)(B);

(B) consider whether a proposed standard s
reasonable, practicable, and appropriate for the
particular type of critical-impact artificial intel-
ligence system for which the standard is pro-
posed;

(C) consult with stakeholders with expertise
m addressing risks and design of artificial intel-
ligence systems and review standards issued by
nongovernmental standards organizations;

(D) pursuant to paragraph (1)(B)(i11), con-
sider whether adoption of a relevant standard
1ssued by a nongovernmental standards organi-
zation as a TEVV standard 1s the most appro-

priate action; and
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(E) consider whether the standard takes

mto account—

(1) transparent, replicable, and objec-
twe assessments of eritical-impact artificial
wtelligence system risk, structure, capabili-
ties, and design;

(i1) the risk posed to the public by an
applicable eritical-impact  artificial intel-
ligence system; and

(111) the diversity of methodologies and
mnovative  technologies and  approaches
available to meet the objectives of the stand-
ard.

(3) CONSULTATION.—Before finalizing a TEVV
standard issued under this subsection, the Secretary
shall submit the TEVV standard to the advisory com-
mittee established under subsection (a) for review.

(4) PUBLIC COMMENT.—Before issuing any
TEVV standard under this subsection, the Secretary
shall—

(A) publish a notice describing the TEVV
standard; and

(B) provide an opportunity for public com-
ment pursuant to section 553 of title 5, United

States Code.
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(5) COOPERATION.—In developing a TEVV
standard under this subsection, the Secretary may, as
determaned appropriate, advise, assist, and cooperate
with departments, agencies, and instrumentalities of
the Federal Government, States, and other public and
private agencies.

(6) EFFECTIVE DATE OF STANDARDS.—

(A) IN GENERAL—The Secretary shall
specify the effective date of a TEVV standard
1ssued under this subsection in the order issuing
the standard.

(B) LIMITATION.—Subject to subparagraph

(C), a TEVV standard issued under this sub-
section may not become effective—
(1) during the 180-day period following
the date on which the TEVV standard s
1ssued; and
(11) more than 1 year after the date on

which the TEVV standard s 1ssued.

(C) EXCEPTION.—Subparagraph (B) shall
not apply to the effective date of a TEVV stand-
ard issued under this section if the Secretary—

(1) finds, for good cause shown, that a

different effective date is in the public inter-

est; and
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(11) publishes the reasons for the find-
g under clause (1).

(7) RULE OF CONSTRUCTION.—Nothing in this
subsection shall be construed to authorize the Sec-
retary to impose any requirements on or take any en-
Jorcement actions under this section or section 208 re-
lating to a critical-impact Al organization before a
TEVV standard relating to those requirements 1s pre-
seribed.

(d) EXEMPTIONS.—
(1) AUTHORITY TO EXEMPT AND PROCEDURES.—
(A) IN GENERAL.—The Secretary may ex-
empt, on a temporary basis, a critical-impact
artificial antelligence system  from a TEVV
standard issued under subsection (¢) on terms
the Secretary considers appropriate.
(B) RENEWAL.—An exemption under sub-

paragraph (A)—

(i) may be renewed only on reapplica-
tion; and

(11) shall conform to the requirements
of this paragraph.
(C) PROCEEDINGS.—

(1) IN GENERAL.—The Secretary may

begin a proceeding to grant an exemption to
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a critical-impact artificial intelligence sys-
tem under this paragraph if the critical-im-
pact Al organization that deployed the crit-
weal-impact — artificial antelligence  system
applies for an exemption or a renewal of an
exemption.

(11) NOTICE AND COMMENT.—The Sec-
retary shall publish notice of the applica-
tion under clause (1) and provide an oppor-
tunity for public comment under section
553 of title 5, Unated States Code.

(111) FILING.—An application for an
exemption or for a renewal of an exemption
under this paragraph shall be filed at such
time and in such manner and contain such
mformation as the Secretary may require.

(D) AcTIiONS.—The Secretary may grant

an exemption under this paragraph upon find-

mg that—
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security level that is not less than the TEVV

standard level.

(2) DISCLOSURE.—Not later than 30 days after
the date on which an application s filed under this
subsection, the Secretary may make public informa-
tion contained in the application or relevant to the
application, unless the information concerns or con-
stitutes a trade secret or other confidential informa-
tion not relevant to the application.

(3) NoriceE or DECISION—The Secretary shall
publish in the Federal Register a notice of each deci-
ston granting or denying an exemption under this
subsection and the reasons for granting or denying
that exemption, including a justification with sup-
porting information for the selected approach.

(¢) CERTIFICATION OF COMPLIANCE.—

(1) IN GENERAL—Subject to paragraph (2),
with respect to each critical-impact artificial intel-
ligence system of a critical-impact Al organization,
the critical-impact AL organization shall certify to the
Secretary that the critical-impact artificial intel-
ligence system complies with applicable TEVV stand-
ards issued under this section.

(2) EXCEPTION.—A critical-impact Al organiza-

tion may not issue a certification under paragraph
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(1) if, in exercising reasonable care, the critical-im-
pact Al organization has constructive knowledge that
the certification 1s false or misleading in a material
respect.

(3) DEVELOPER OBLIGATIONS.—The developer of
a critical-impact artificial intelligence system that
enters into a contractual or licensing agreement with
a critical 1mpact Al organization shall be subject to
the same disclosure obligations as a developer of a
critical vmpact artificial intelligence system under
section 206(c).

(f) NONCOMPLIANCE FINDINGS AND ENFORCEMENT

(1) FINDING OF NONCOMPLIANCE BY SEC-
RETARY.—Upon learning that a critical-impact arti-
ficial antelligence system deployed by a ecritical-vm-
pact Al organization violates this section upon receiv-
mg a report of noncompliance pursuant to an inves-
tigation conducted under section 208(f) or through
other means established through TEVV standards pur-
suant to this section, the Secretary shall—

(A) vmmediately—
(1) notify the critical-impact Al orga-

nization of the finding; and
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(11) order the critical-impact Al orga-
nization to take remedial action to address
the noncompliance of the artificial intel-

ligence system; and
(B) may, as determined appropriate or nec-
essary by the Secretary, and if the Secretary de-
termines that actions taken by a critical-impact

Al organization are insufficient to remedy the

noncompliance of the critical-impact Al organi-

zation with this section, take enforcement action

under section 208.

(2) ACTIONS BY CRITICAL-IMPACT AI ORGANIZA-
TION.—If a critical-impact Al organization finds that
a critical-impact artificial intelligence system de-
ployed by the critical-impact Al organization is non-
compliant with an applicable TEVV standard issued
under this section or the critical-impact Al organiza-
tion 1s notified of noncompliance by the Secretary
under paragraph (1)(4)(1), the critical-itmpact Al or-
ganization shall—

(A) without undue delay, notify the Sec-
retary by certified mail or electronic mail of the
noncompliance or receipt of the notification of

noncompliance;
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(B) take remedial action to address the non-
compliance; and

(C) not later than 10 days after the date of
the notification or receipt under subparagraph

(A), submit to the Secretary a report containing

mformation on—

(i) the nature and discovery of the
noncompliant aspect of the critical-impact
artificial intelligence system;

(i11) measures taken to remedy such
noncompliance; and

(111) actions taken by the critical-im-
pact Al organization to address stakeholders
affected by such noncompliance.

SEC. 208. ENFORCEMENT.
(a) IN GENERAL—The Secretary shall take an action
described in this section—

(1) upon discovering noncompliance with a pro-
vision of this Act by a deployer of a high-impact arti-
ficial intelligence system, a critical-impact Al organi-
zation, or a developer of a critical-impact artificial
wntelligence system; and

(2) if the Secretary determines that actions taken
by the deployer of a high-impact artificial intelligence

system, a critical-impact Al organization, or the de-
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veloper of a critical-impact artificial intelligence sys-
tem are msufficient to remedy the noncompliance.
(b) C1viL. PENALTIES.—

(1) IN GENERAL—The Secretary may impose a
penalty described in paragraph (2) on a deployer of
a high-impact artificial intelligence system or a crit-
weal-impact AI organization for each violation by that
entity of this Act or any regulation or order issued
under this Act.

(2) PENALTY DESCRIBED.—The penalty de-
seribed in this paragraph is the greater of—

(A) an amount not to exceed $300,000; or
(B) an amount that is twice the value of the
artificial ntelligence system product deployed
that is the basis of the violation with respect to
which the penalty 1s 1mposed.
(¢c) VIOLATION WITIH INTENT.—

(1) IN GENERAL.—If the Secretary determines
that a deployer of a high-impact artificial intelligence
system or a critical-impact Al organization inten-
tionally violates this Act or any regulation or order
wssued under this Act, the Secretary may prohibit the
critical-impact Al organization or deployer, as appli-

cable, from deploying a critical-impact artificial in-
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telligence system or a high-impact avtificial intel-

ligence system.

(2) IN ADDITION .—A prohibition imposed under
paragraph (1) shall be in addition to any other civil
penalties provided under this Act.

(d) FAcTORS.—The Secretary may by requlation pro-
vide standards for establishing levels of civil penalty under
this section based wpon factors, such as the seriousness of
the violation, the culpability of the violator, and such maiti-
gating factors as the violator’s record of cooperation with
the Secretary in disclosing the violation.

(e) CrviL, ACTION.—

(1) IN GENERAL—Upon referral by the Sec-
retary, the Attorney General may bring a civil action
m a United States district court to—

(A) enjoin a violation of section 207; or
(B) collect a civil penalty upon a finding of
noncompliance with this Act.

(2) VENUE—A ciwvil action may be brought
under paragraph (1) in the judicial district in which
the violation occurred or the defendant 1s found, re-
sides, or does business.

(3) PROCESS.—Process in a civil action under
paragraph (1) may be served in any judicial district

wn which the defendant resides or is found.
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(f) AuTHORITY TO INVESTIGATE.—The Secretary may
conduct an investigation—

(1) that may be necessary to enforce this Act or

a TEVV standard or regulation prescribed pursuant

to this Act; or

(2) related to a report of noncompliance with
this Act from a third party, a deployer or developer
of an artificial intelligence system subject to the re-
quirements of this Act, or discovered by the Secretary.

(9) RULE OF CONSTRUCTION.—Nothing in this section
shall be construed to require a deployer of a critical-impact
artificial intelligence system to disclose any information,
wmeluding data or algorithms—

(1) constituting a trade secret or other protected
intellectual property right; or
(2) that is confidential business information.
SEC. 209. DEVELOPER AND DEPLOYER OVERLAP.

With respect to an entity that s a deployer and a de-
veloper, the entity shall be subject to the requirements of
deployers and developers under this Act.

SEC. 210. ARTIFICIAL INTELLIGENCE CONSUMER EDU-
CATION.
(a) ESTABLISHMENT.—Not later than 180 days after

the date of enactment of this Act, the Secretary shall estab-
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1 lish a working group relating to responsible education ef-

2 forts for artificial intelligence systems.

3
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(b) MEMBERSHIP.—

(1) IN GENERAL—The Secretary shall appoint
to serve as members of the working group established
under this section not more than 15 indiwviduals with
expertise relating to artificial intelligence systems, in-
cluding—

(A) representatives of—

(1) institutions of higher education;

(11) companies developing or operating
artificial intelligence systems;

(111) consumers or consumer advocacy
groups;

(1v) public health organizations;

(v) marketing professionals;

(vi) entities with national experience
relating to consumer education, including
technology education;

(vi1) public safety organizations;

(viir) rural workforce development ad-
vocates;

(ix) enabling technology companies;

and
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(x) nonprofit technology industry trade
associations; and
(B) any other members the Secretary con-

siders to be appropriate.

(2) COMPENSATION.—A member of the working
group established under this section shall serve with-
out compensation.

(¢c) DUTIES.—

(1) IN GENERAL.—The working group established
under this section shall—

(A) adentify recommended education and
programs that may be voluntarily employed by
mdustry to inform—

(1) consumers and other stakeholders
with respect to artificial intelligence sys-
tems as those systems—

(1) become avarlable; or

(Il) are soon to be made widely
avarlable for public use or conswmp-
tion; and

(B) submat to Congress, and make available
to the public, a report contarning the findings

and recommendations under subparagraph (A).
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(2) FACTORS FOR CONSIDERATION.—The work-
g group established under this section shall take
mto consideration topics relating to—

(A) the intent, capabilities, and limitations
of artificial intelligence systems;

(B) use cases of artificial intelligence appli-
cations that vmprove lives of the people of the
United States, such as improving government ef-
ficiency, filling critical roles, and reducing mun-
dane work tasks;

(C) artificial intelligence research break-
throughs;

(D) engagement and interaction methods,
mcluding how to adequately inform consumers of
interaction with an artificial intelligence system;

(E) human-machine interfaces;

(F) emergency fallback scenarios;

(G) operational boundary responsibilities;

(H) potential mechanisms that could change
Junction behavior in service;

(I) consistent nomenclature and taxonomy
Jor safety features and systems; and

(J) digital lLiteracy.

(3) CONSULTATION.—The Secretary shall consult

with the Chair of the Federal Trade Commaission with
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respect to the recommendations of the working group

established under this section, as appropriate.

(d) TERMINATION.—The working group established
under this section shall terminate on the date that 1s 2 years
after the date of enactment of this Act.

SEC. 211. SEVERABILITY.

If any provision of this title, or an amendment made
by this title, or the application of such provision to any
person or circumstance is held to be unconstitutional, the
remainder of this title, or an amendment made by this title,
and the application of the provisions of such to all other

persons or circumstances shall not be affected thereby.
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