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child sexual exploitation or preventing the

online sexual exploitation of children.

‘(6) METHOD OF PRESERVATION.—Not later
than 1 year after the date of enactment of
this paragraph, a provider of a report to the
CyberTipline under subsection (a)(1) shall
preserve materials under this subsection in a
manner that is consistent with the most re-
cent version of the Cybersecurity Frame-
work developed by the National Institute of
Standards and Technology, or any successor
thereto.”.

SEC. 1094. STRENGTHENING OF DUTY TO REPORT
APPARENT VIOLATIONS TO
CYBERTIPLINE RELATED TO ONLINE
EXPLOITATION OF CHILDREN.

(a) AMENDMENTS.—Section 2258A of title 18,
United States Code, is amended—

(1) in subsection (a)(2)(A), by inserting *, of
section 1591 (if the violation involves a
minor), or of 2422(b)” after ‘‘child pornog-
raphy’’; and

(2) in subsection (e)—

(A) in paragraph (1), by striking ‘‘$150,000"’
and inserting ‘‘$850,000 in the case of a pro-
vider with not less than 100,000,000 monthly
active users or $600,000 in the case of a pro-
vider with less than 100,000,000 monthly ac-
tive users’’; and

(B) in paragraph (2), by striking ‘‘$300,000"’
and inserting ‘‘$1,000,000 in the case of a pro-
vider with not less than 100,000,000 monthly
active users or $850,000 in the case of a pro-
vider with less than 100,000,000 monthly ac-
tive users”.

(b) GUIDELINES.—Not later than 180 days
after the date of enactment of this Act, the
National Center for Missing & Exploited
Children may issue guidelines, as appro-
priate, to providers required or permitted to
take actions described in section
2258A(a)(1)(B) of title 18, United States Code,
on the relevant identifiers for content that
may indicate sex trafficking of children, as
described in section 1591 of that title, or en-
ticement, as described in section 2422(b) of
that title.

SA 796. Mr. SCHUMER submitted an
amendment intended to be proposed by
him to the bill S. 2226, to authorize ap-
propriations for fiscal year 2024 for
military activities of the Department
of Defense, for military construction,
and for defense activities of the De-
partment of Energy, to prescribe mili-
tary personnel strengths for such fiscal
year, and for other purposes; which was
ordered to lie on the table; as follows:

At the end, the following:

DIVISION F—COMMITTEE ON HOMELAND
SECURITY AND GOVERNMENTAL AFFAIRS
TITLE LX—FEDERAL INFORMATION SECU-

RITY AND MODERNIZATION ACT OF 2023
SECTION 6001. SHORT TITLE.

(a) SHORT TITLE.—This title may be cited
as the ‘‘Federal Information Security Mod-
ernization Act of 2023"".

SEC. 6002. DEFINITIONS.

In this title, unless otherwise specified:

(1) AGENCY.—The term ‘‘agency’ has the
meaning given the term in section 3502 of
title 44, United States Code.

(2) APPROPRIATE CONGRESSIONAL COMMIT-
TEES.—The term ‘‘appropriate congressional
committees” means—

(A) the Committee on Homeland Security
and Governmental Affairs of the Senate;

(B) the Committee on Oversight and Ac-
countability of the House of Representatives;
and

(C) the Committee on Homeland Security
of the House of Representatives.

(3) AWARDEE.—The term ‘‘awardee’ has the
meaning given the term in section 3591 of
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title 44, United States Code, as added by this
title.

(4) CONTRACTOR.—The term ‘‘contractor’
has the meaning given the term in section
3591 of title 44, United States Code, as added
by this title.

(5) DIRECTOR.—The term ‘‘Director’” means
the Director of the Office of Management
and Budget.

(6) FEDERAL INFORMATION SYSTEM.—The
term ‘‘Federal information system’ has the
meaning give the term in section 3591 of title
44, United States Code, as added by this title.

(7) INCIDENT.—The term ‘‘incident” has the
meaning given the term in section 3552(b) of
title 44, United States Code.

(8) NATIONAL SECURITY SYSTEM.—The term
‘“‘national security system’ has the meaning
given the term in section 3552(b) of title 44,
United States Code.

(9) PENETRATION TEST.—The term ‘‘penetra-
tion test’’ has the meaning given the term in
section 3552(b) of title 44, United States
Code, as amended by this title.

(10) THREAT HUNTING.—The term ‘‘threat
hunting” means proactively and iteratively
searching systems for threats and
vulnerabilities, including threats or
vulnerabilities that may evade detection by
automated threat detection systems.

(11) ZERO TRUST ARCHITECTURE.—The term
‘‘zero trust architecture’ has the meaning
given the term in Special Publication 800-207
of the National Institute of Standards and
Technology, or any successor document.

SEC. 6003. AMENDMENTS TO TITLE 44.

(a) SUBCHAPTER I AMENDMENTS.—Sub-
chapter I of chapter 35 of title 44, United
States Code, is amended—

(1) in section 3504—

(A) in subsection (a)(1)(B)—

(i) by striking clause (v) and inserting the
following:

‘“(v) privacy, confidentiality,
and sharing of information;”’;

(ii) by redesignating clause (vi) as clause
(vii); and

(iii) by inserting after clause (v) the fol-
lowing:

‘“(vi) in consultation with the National
Cyber Director, security of information;
and’’; and

(B) in subsection (g)—

(i) by redesignating paragraph (2) as para-
graph (3); and

(ii) by striking paragraph (1) and inserting
the following:

‘(1) develop and oversee the implementa-
tion of policies, principles, standards, and
guidelines on privacy, confidentiality, dis-
closure, and sharing of information collected
or maintained by or for agencies;

‘“(2) in consultation with the National
Cyber Director, oversee the implementation
of policies, principles, standards, and guide-
lines on security, of information collected or
maintained by or for agencies; and’’;

(2) in section 3505—

(A) by striking the first subsection des-
ignated as subsection (c);

(B) in paragraph (2) of the second sub-
section designated as subsection (c¢), by in-
serting ‘“‘an identification of internet acces-
sible information systems and’ after ‘‘an in-
ventory under this subsection shall include’’;

(C) in paragraph (3) of the second sub-
section designated as subsection (¢)—

(i) in subparagraph (B)—

(I) by inserting ‘‘the Director of the Cyber-
security and Infrastructure Security Agency,
the National Cyber Director, and’” before
‘‘the Comptroller General’’; and

(IT) by striking ‘“‘and’’ at the end;

(ii) in subparagraph (C)(v), by striking the
period at the end and inserting ‘‘; and’’; and

(iii) by adding at the end the following:

‘(D) maintained on a continual basis
through the use of automation, machine-
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readable data, and scanning, wherever prac-
ticable.”’;

(3) in section 3506—

(A) in subsection (a)(3), by inserting ‘“‘In
carrying out these duties, the Chief Informa-
tion Officer shall consult, as appropriate,
with the Chief Data Officer in accordance
with the designated functions under section
3520(c).” after ‘‘reduction of information col-
lection burdens on the public.”’;

(B) in subsection (b)(1)(C), by inserting
“‘availability,”” after ‘‘integrity,”’;

(C) in subsection (h)(3), by inserting ‘‘secu-
rity,” after ‘‘efficiency,”; and

(D) by adding at the end the following:

“(j))(1) Nothwithstanding paragraphs (2)
and (3) of subsection (a), the head of each
agency shall designate a Chief Privacy Offi-
cer with the necessary skills, knowledge, and
expertise, who shall have the authority and
responsibility to—

‘“(A) lead the privacy program of the agen-
cy; and

‘“(B) carry out the privacy responsibilities
of the agency under this chapter, section
552a of title 5, and guidance issued by the Di-
rector.

‘“(2) The Chief Privacy Officer of each
agency shall—

‘“(A) serve in a central leadership position
within the agency;

‘“(B) have visibility into relevant agency
operations; and

‘“(C) be positioned highly enough within
the agency to regularly engage with other
agency leaders and officials, including the
head of the agency.

““(3) A privacy officer of an agency estab-
lished under a statute enacted before the
date of enactment of the Federal Informa-
tion Security Modernization Act of 2023 may
carry out the responsibilities under this sub-
section for the agency.”’; and

(4) in section 3513—

(A) by redesignating subsection (¢) as sub-
section (d); and

(B) by inserting after subsection (b) the
following:

‘‘(c) Each agency providing a written plan
under subsection (b) shall provide any por-
tion of the written plan addressing informa-
tion security to the Secretary of Homeland
Security and the National Cyber Director.”.

(b) SUBCHAPTER II DEFINITIONS.—

(1) IN GENERAL.—Section 3552(b) of title 44,
United States Code, is amended—

(A) by redesignating paragraphs (2), (3), (4),
(5), (6), and (7) as paragraphs (3), (4), (), (6),
(8), and (10), respectively;

(B) by inserting after paragraph (1) the fol-
lowing:

‘(2) The term ‘high value asset’ means in-
formation or an information system that the
head of an agency, using policies, principles,
standards, or guidelines issued by the Direc-
tor under section 3553(a), determines to be so
critical to the agency that the loss or deg-
radation of the confidentiality, integrity, or
availability of such information or informa-
tion system would have a serious impact on
the ability of the agency to perform the mis-
sion of the agency or conduct business.”’;

(C) by inserting after paragraph (6), as so
redesignated, the following:

“(7T)y The term ‘major incident’ has the
meaning given the term in guidance issued
by the Director under section 3598(a).”’;

(D) in paragraph (8)(A), as so redesignated,
by striking ‘‘used’” and inserting ‘‘owned,
managed,’’;

(E) by inserting after paragraph (8), as so
redesignated, the following:

‘(9) The term ‘penetration test’—

““(A) means an authorized assessment that
emulates attempts to gain unauthorized ac-
cess to, or disrupt the operations of, an in-
formation system or component of an infor-
mation system; and
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‘(B) includes any additional meaning
given the term in policies, principles, stand-
ards, or guidelines issued by the Director
under section 3553(a).”’; and

(F') by inserting after paragraph (10), as so
redesignated, the following:

‘(11) The term ‘shared service’ means a
centralized mission capability or consoli-
dated business function that is provided to
multiple organizations within an agency or
to multiple agencies.

‘“(12) The term ‘zero trust architecture’ has
the meaning given the term in Special Publi-
cation 800-207 of the National Institute of
Standards and Technology, or any successor
document.”.

(2) CONFORMING AMENDMENTS.—

(A) HOMELAND SECURITY ACT OF 2002.—Sec-
tion 1001(c)(1)(A) of the Homeland Security
Act of 2002 (6 U.S.C. 511(c)(1)(A)) is amended
by striking ‘‘section 3552(b)(5)”’ and inserting
“section 35562(b)”.

(B) TITLE 10.—

(i) SECTION 2222.—Section 2222(i)(8) of title
10, United States Code, is amended by strik-
ing ‘‘section 3552(b)(6)(A)” and inserting
“‘section 3552(b)(8)(A)”.

(ii) SECTION 2223.—Section 2223(c)(3) of title
10, United States Code, is amended by strik-
ing ‘‘section 3552(b)(6)’ and inserting ‘‘sec-
tion 3552(b)’.

(iii) SECTION 2315.—Section 2315 of title 10,
United States Code, is amended by striking
‘“‘section 35562(b)(6)° and inserting ‘‘section
35562(b)”.

(iv) SECTION 2339A.—Section 2339a(e)(5) of
title 10, United States Code, is amended by
striking ‘‘section 3552(b)(6)’ and inserting
‘“‘section 3552(b)”’.

(C) HIGH-PERFORMANCE COMPUTING ACT OF
1991.—Section 207(a) of the High-Performance
Computing Act of 1991 (15 U.S.C. 5527(a)) is

amended by striking ‘“‘section
3662(b)(6)(A)(i)” and inserting ‘‘section
35562(0)(8)(A)({@)”.

(D) INTERNET OF THINGS CYBERSECURITY IM-
PROVEMENT ACT OF 2020.—Section 3(5) of the
Internet of Things Cybersecurity Improve-
ment Act of 2020 (15 U.S.C. 278g-3a(b)) is
amended by striking ‘‘section 3552(b)(6)’’ and
inserting ‘‘section 3552(b)’’.

(E) NATIONAL DEFENSE AUTHORIZATION ACT
FOR FISCAL YEAR 2013.—Section 933(e)(1)(B) of
the National Defense Authorization Act for
Fiscal Year 2013 (10 U.S.C. 2224 note) is
amended by striking ‘‘section 3542(b)(2)”’ and
inserting ‘‘section 3552(b)”’.

(F) IKE SKELTON NATIONAL DEFENSE AUTHOR-
IZATION ACT FOR FISCAL YEAR 2011.—The Ike
Skelton National Defense Authorization Act
for Fiscal Year 2011 (Public Law 111-383) is
amended—

(i) in section 806(e)(5) (10 U.S.C. 2304 note),
by striking ‘‘section 3542(b)”’ and inserting
“‘section 3552(b)’’;

(ii) in section 931(b)(3) (10 U.S.C. 2223 note),
by striking ‘‘section 3542(b)(2)”’ and inserting
‘“‘section 3552(b)’’; and

(iii) in section 932(b)(2) (10 U.S.C. 2224
note), by striking ‘‘section 3542(b)(2)’ and in-
serting ‘‘section 3552(b)”’.

(G) E-GOVERNMENT ACT OF 2002.—Section
301(c)(1)(A) of the E-Government Act of 2002
(44 U.S.C. 3501 note) is amended by striking
“‘section 3542(b)(2)” and inserting ‘‘section
35562(b)”’.

(H) NATIONAL INSTITUTE OF STANDARDS AND
TECHNOLOGY ACT.—Section 20 of the National
Institute of Standards and Technology Act
(15 U.S.C. 278g-3) is amended—

(i) in subsection (a)(2), by striking ‘‘section
356562(b)(5)”’ and inserting ‘‘section 3552(b)’’;
and

(ii) in subsection (f)—

(I) in paragraph (3), by striking ‘‘section
35632(1)”’ and inserting ‘‘section 3552(b)’’; and

(IT) in paragraph (5), by striking ‘‘section
35632(b)(2)”’ and inserting ‘‘section 3552(b)”’.
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(c) SUBCHAPTER II AMENDMENTS.—Sub-
chapter II of chapter 35 of title 44, United
States Code, is amended—

(1) in section 3551—

(A) in paragraph (4), by striking ‘‘diagnose
and improve’ and inserting ‘‘integrate, de-
liver, diagnose, and improve’’;

(B) in paragraph (5), by striking ‘“‘and” at
the end;

(C) in paragraph (6), by striking the period
at the end and inserting a semicolon; and

(D) by adding at the end the following:

‘“(7T) recognize that each agency has spe-
cific mission requirements and, at times,
unique cybersecurity requirements to meet
the mission of the agency;

‘(8) recognize that each agency does not
have the same resources to secure agency
systems, and an agency should not be ex-
pected to have the capability to secure the
systems of the agency from advanced adver-
saries alone; and

‘“(9) recognize that a holistic Federal cy-
bersecurity model is necessary to account
for differences between the missions and ca-
pabilities of agencies.”’;

(2) in section 3553—

(A) in subsection (a)—

(i) in paragraph (5), by striking ‘‘and’” at
the end;

(ii) in paragraph (6), by striking the period
at the end and inserting ‘‘; and’’; and

(iii) by adding at the end the following:

‘“(7) promoting, in consultation with the
Director of the Cybersecurity and Infrastruc-
ture Security Agency, the National Cyber
Director, and the Director of the National
Institute of Standards and Technology—

‘“(A) the use of automation to improve
Federal cybersecurity and visibility with re-
spect to the implementation of Federal cy-
bersecurity; and

‘(B) the use of presumption of compromise
and least privilege principles, such as zero
trust architecture, to improve resiliency and
timely response actions to incidents on Fed-
eral systems.”’;

(B) in subsection (b)—

(i) in the matter preceding paragraph (1),
by inserting ‘‘and the National Cyber Direc-
tor” after ‘‘Director’’;

(ii) in paragraph (2)(A), by inserting ‘‘and
reporting requirements under subchapter IV
of this chapter’ after ‘‘section 3556°’;

(iii) by redesignating paragraphs (8) and (9)
as paragraphs (10) and (11), respectively; and

(iv) by inserting after paragraph (7) the fol-
lowing:

‘(8) expeditiously seeking opportunities to
reduce costs, administrative burdens, and
other barriers to information technology se-
curity and modernization for agencies, in-
cluding through shared services for cyberse-
curity capabilities identified as appropriate
by the Director, in coordination with the Di-
rector of the Cybersecurity and Infrastruc-
ture Security Agency and other agencies as
appropriate;’’;

(C) in subsection (c)—

(i) in the matter preceding paragraph (1)—

(I) by striking ‘‘each year’” and inserting
‘“‘each year during which agencies are re-
quired to submit reports under section
3554(c)”’;

(IT) by inserting ‘‘, which shall be unclassi-
fied but may include 1 or more annexes that
contain classified or other sensitive informa-
tion, as appropriate’ after ‘‘a report’’; and

(ITT) by striking ‘“‘preceding year’’ and in-
serting ‘“‘preceding 2 years’’;

(ii) by striking paragraph (1);

(iii) by redesignating paragraphs (2), (3),
and (4) as paragraphs (1), (2), and (3), respec-
tively;

(iv) in paragraph (3), as so redesignated, by
striking ‘‘and’ at the end; and

(v) by inserting after paragraph (3), as so
redesignated, the following:
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‘‘(4) a summary of the risks and trends
identified in the Federal risk assessment re-
quired under subsection (i); and’’;

(D) in subsection (h)—

(i) in paragraph (2)—

(I) in subparagraph (A), by inserting ‘‘and
the National Cyber Director’ after ‘‘in co-
ordination with the Director’’; and

(IT) in subparagraph (D), by inserting *‘, the
National Cyber Director,” after ‘‘notify the
Director’’; and

(ii) in paragraph (3)(A)(iv), by inserting °°,
the National Cyber Director,” after ‘‘the
Secretary provides prior notice to the Direc-
tor’’;

(E) by amending subsection (i) to read as
follows:

‘(1) FEDERAL RISK ASSESSMENT.—On an on-
going and continuous basis, the Director of
the Cybersecurity and Infrastructure Secu-
rity Agency shall assess the Federal risk
posture using any available information on
the cybersecurity posture of agencies, and
brief the Director and National Cyber Direc-
tor on the findings of such assessment, in-
cluding—

‘(1) the status of agency cybersecurity re-
medial actions for high value assets de-
scribed in section 3554(b)(7);

‘(2) any vulnerability information relating
to the systems of an agency that is known by
the agency;

‘(3) analysis of incident information under
section 3597;

‘‘(4) evaluation of penetration testing per-
formed under section 3559A;

¢“(5) evaluation of vulnerability disclosure
program information under section 3559B;

‘(6) evaluation of agency threat hunting
results;

(7)) evaluation of Federal and non-Federal
cyber threat intelligence;

‘(8) data on agency compliance with stand-
ards issued under section 11331 of title 40;

‘“(9) agency system risk assessments re-
quired under section 3554(a)(1)(A);

‘“(10) relevant reports from inspectors gen-
eral of agencies and the Government Ac-
countability Office; and

‘(11) any other information the Director of
the Cybersecurity and Infrastructure Secu-
rity Agency determines relevant.’”’; and

(F) by adding at the end the following:

“(m) DIRECTIVES.—

‘(1) EMERGENCY DIRECTIVE UPDATES.—If the
Secretary issues an emergency directive
under this section, the Director of the Cyber-
security and Infrastructure Security Agency
shall submit to the Director, the National
Cyber Director, the Committee on Homeland
Security and Governmental Affairs of the
Senate, and the Committees on Oversight
and Accountability and Homeland Security
of the House of Representatives an update on
the status of the implementation of the
emergency directive at agencies not later
than 7 days after the date on which the
emergency directive requires an agency to
complete a requirement specified by the
emergency directive, and every 30 days
thereafter until—

‘“(A) the date on which every agency has
fully implemented the emergency directive;

‘“(B) the Secretary determines that an
emergency directive no longer requires ac-
tive reporting from agencies or additional
implementation; or

‘“(C) the date that is 1 year after the
issuance of the directive.

‘(2) BINDING OPERATIONAL DIRECTIVE UP-
DATES.—If the Secretary issues a binding
operational directive under this section, the
Director of the Cybersecurity and Infrastruc-
ture Security Agency shall submit to the Di-
rector, the National Cyber Director, the
Committee on Homeland Security and Gov-
ernmental Affairs of the Senate, and the
Committees on Oversight and Accountability
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and Homeland Security of the House of Rep-
resentatives an update on the status of the
implementation of the binding operational
directive at agencies not later than 30 days
after the issuance of the binding operational
directive, and every 90 days thereafter
until—

‘“(A) the date on which every agency has
fully implemented the binding operational
directive;

‘(B) the Secretary determines that a bind-
ing operational directive no longer requires
active reporting from agencies or additional
implementation; or

‘“(C) the date that is 1 year after the
issuance or substantive update of the direc-
tive.

‘“(3) REPORT.—If the Director of the Cyber-
security and Infrastructure Security Agency
ceases submitting updates required under
paragraphs (1) or (2) on the date described in
paragraph (1)(C) or (2)(C), the Director of the
Cybersecurity and Infrastructure Security
Agency shall submit to the Director, the Na-
tional Cyber Director, the Committee on
Homeland Security and Governmental Af-
fairs of the Senate, and the Committees on
Oversight and Accountability and Homeland
Security of the House of Representatives a
list of every agency that, at the time of the
report—

‘““(A) has not completed a requirement
specified by an emergency directive; or

‘‘(B) has not implemented a binding oper-
ational directive.

“(n) REVIEW OF OFFICE OF MANAGEMENT
AND BUDGET GUIDANCE AND POLICY.—

‘(1) CONDUCT OF REVIEW.—Not less fre-
quently than once every 3 years, the Direc-
tor of the Office of Management and Budget
shall review the efficacy of the guidance and
policy promulgated by the Director in reduc-
ing cybersecurity risks, including a consider-
ation of reporting and compliance burden on
agencies.

‘“(2) CONGRESSIONAL NOTIFICATION.—The Di-
rector of the Office of Management and
Budget shall notify the Committee on Home-
land Security and Governmental Affairs of
the Senate and the Committee on Oversight
and Accountability of the House of Rep-
resentatives of changes to guidance or policy
resulting from the review under paragraph
@.

“(8) GAO REVIEW.—The Government Ac-
countability Office shall review guidance and
policy promulgated by the Director to assess
its efficacy in risk reduction and burden on
agencies.

“(0) AUTOMATED STANDARD IMPLEMENTA-
TION VERIFICATION.—When the Director of
the National Institute of Standards and
Technology issues a proposed standard or
guideline pursuant to paragraphs (2) or (3) of
section 20(a) of the National Institute of
Standards and Technology Act (156 U.S.C.
278g-3(a)), the Director of the National Insti-
tute of Standards and Technology shall con-
sider developing and, if appropriate and prac-
tical, develop specifications to enable the
automated verification of the implementa-
tion of the controls.

“(p) INSPECTORS GENERAL ACCESS TO FED-
ERAL RISK ASSESSMENTS.—The Director of
the Cybersecurity and Infrastructure Secu-
rity Agency shall, upon request, make avail-
able Federal risk assessment information
under subsection (i) to the Inspector General
of the Department of Homeland Security and
the inspector general of any agency that was
included in the Federal risk assessment.”’;

(3) in section 3554—

(A) in subsection (a)—

(i) in paragraph (1)—

(I) by redesignating subparagraphs (A), (B),
and (C) as subparagraphs (B), (C), and (D), re-
spectively;
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(IT) by inserting before subparagraph (B),
as so redesignated, the following:

“(A) on an ongoing and continuous basis,
assessing agency system risk, as applicable,
by—

‘(i) identifying and documenting the high
value assets of the agency using guidance
from the Director;

‘“(ii) evaluating the data assets inventoried
under section 3511 for sensitivity to com-
promises in confidentiality, integrity, and
availability;

‘‘(iii) identifying whether the agency is
participating in federally offered cybersecu-
rity shared services programs;

“(iv) identifying agency systems that have
access to or hold the data assets inventoried
under section 3511;

‘“(v) evaluating the threats facing agency
systems and data, including high value as-
sets, based on Federal and non-Federal cyber
threat intelligence products, where avail-
able;

‘“(vi) evaluating the vulnerability of agen-
cy systems and data, including high value
assets, including by analyzing—

‘() the results of penetration testing per-
formed by the Department of Homeland Se-
curity under section 3553(b)(9);

‘“(IT) the results of penetration testing per-
formed under section 3559A;

‘“(ITII) information provided to the agency
through the vulnerability disclosure pro-
gram of the agency under section 3559B;

‘“(IV) incidents; and

(V) any other vulnerability information
relating to agency systems that is known to
the agency;

‘“(vii) assessing the impacts of potential
agency incidents to agency systems, data,
and operations based on the evaluations de-
scribed in clauses (ii) and (v) and the agency
systems identified under clause (iv); and

‘“(viii) assessing the consequences of poten-
tial incidents occurring on agency systems
that would impact systems at other agen-
cies, including due to interconnectivity be-
tween different agency systems or oper-
ational reliance on the operations of the sys-
tem or data in the system;”’;

(ITI) in subparagraph (B), as so redesig-
nated, in the matter preceding clause (i), by
striking ‘‘providing information” and insert-
ing ‘‘using information from the assessment
required under subparagraph (A), providing
information’’;

(IV) in subparagraph (C),
nated—

(aa) in clause (ii) by inserting ‘‘binding”’
before ‘‘operational’; and

(bb) in clause (vi), by striking ‘‘and’ at the
end; and

(V) by adding at the end the following:

‘‘(E) providing an update on the ongoing
and continuous assessment required under
subparagraph (A)—

‘(i) upon request, to the inspector general
of the agency or the Comptroller General of
the United States; and

‘“(ii) at intervals determined by guidance
issued by the Director, and to the extent ap-
propriate and practicable using automation,
to—

‘“(I) the Director;

‘(II) the Director of the Cybersecurity and
Infrastructure Security Agency; and

‘“(III) the National Cyber Director;’’;

(ii) in paragraph (2)—

(I) in subparagraph (A), by inserting ‘‘in
accordance with the agency system risk as-
sessment required under paragraph (1)(A)”
after ‘‘information systems’’;

(IT) in subparagraph (D), by inserting °,
through the use of penetration testing, the
vulnerability disclosure program established
under section 3559B, and other means,’ after
“periodically’’;

(iii) in paragraph (3)(A)—

as so redesig-
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(I) in the matter preceding clause (i), by
striking ‘‘senior agency information security
officer’” and inserting ‘‘Chief Information Se-
curity Officer’’;

(IT) in clause (i), by striking ‘‘this section’’
and inserting ‘‘subsections (a) through (c)”’;

(IIT) in clause (ii), by striking ‘‘training
and” and inserting ‘‘skills, training, and’’;

(IV) by redesignating clauses (iii) and (iv)
as (iv) and (v), respectively;

(V) by inserting after clause (ii) the fol-
lowing:

‘‘(iii) manage information security, cyber-
security budgets, and risk and compliance
activities and explain those concepts to the
head of the agency and the executive team of
the agency;’’; and

(VI) in clause (iv), as so redesignated, by
striking ‘‘information security duties as that
official’s primary duty’’ and inserting ‘‘infor-
mation, computer network, and technology
security duties as the Chief Information Se-
curity Officers’ primary duty’’;

(iv) in paragraph (5), by striking ‘‘annu-
ally” and inserting ‘‘not less frequently than
quarterly”’; and

(v) in paragraph (6), by striking ‘‘official
delegated” and inserting ‘‘Chief Information
Security Officer delegated’; and

(B) in subsection (b)—

(i) by striking paragraph (1) and inserting
the following:

‘(1) the ongoing and continuous assess-
ment of agency system risk required under
subsection (a)(1)(A), which may include
using guidance and automated tools con-
sistent with standards and guidelines pro-
mulgated under section 11331 of title 40, as
applicable;’’;

(ii) in paragraph (2)—

(I) by striking subparagraph (B);

(IT) by redesignating subparagraphs (C) and
(D) as subparagraphs (B) and (C), respec-
tively:

(IIT) in subparagraph (B), as so redesig-
nated, by striking ‘“‘and’’ at the end; and

(IV) in subparagraph (C), as so redesig-
nated—

(aa) by redesignating clauses (iii) and (iv)
as clauses (iv) and (v), respectively;

(bb) by inserting after clause (ii) the fol-
lowing:

‘‘(iii) binding operational directives and
emergency directives issued by the Sec-
retary under section 3553;”’; and

(cc) in clause (iv), as so redesignated, by
striking ‘‘as determined by the agency; and”’
and inserting ‘‘as determined by the agency,
considering the agency risk assessment re-
quired under subsection (a)(1)(A);

(iii) in paragraph (5)(A), by inserting ‘‘, in-
cluding penetration testing, as appropriate,”
after ‘‘shall include testing’’;

(iv) by redesignating paragraphs (7) and (8)
as paragraphs (8) and (9), respectively;

(v) by inserting after paragraph (6) the fol-
lowing:

“(T) a secure process for providing the sta-
tus of every remedial action and
unremediated identified system vulner-
ability of a high value asset to the Director
and the Director of the Cybersecurity and In-
frastructure Security Agency, using automa-
tion and machine-readable data to the great-
est extent practicable;”’; and

(vi) in paragraph (8)(C),
nated—

(I) by striking clause (ii) and inserting the
following:

‘(ii) notifying and consulting with the
Federal information security incident center
established under section 3556 pursuant to
the requirements of section 3594;”’;

(IT) by redesignating clause (iii) as clause
iv);

(ITIT) by inserting after clause (ii) the fol-
lowing:

as so redesig-
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‘‘(iii) performing the notifications and
other activities required under subchapter
IV of this chapter; and”’; and

(IV) in clause (iv), as so redesignated—

(aa) in subclause (II), by adding ‘‘and” at
the end;

(bb) by striking subclause (III); and

(cc) by redesignating subclause (IV) as sub-
clause (III); and

(C) in subsection (¢c)—

(i) by redesignating paragraph (2) as para-
graph (5);

(ii) by striking paragraph (1) and inserting
the following:

‘(1 BIENNIAL REPORT.—Not later than 2
years after the date of enactment of the Fed-
eral Information Security Modernization Act
of 2023 and not less frequently than once
every 2 years thereafter, using the contin-
uous and ongoing agency system risk assess-
ment required under subsection (a)(1)(A), the
head of each agency shall submit to the Di-
rector, the National Cyber Director, the Di-
rector of the Cybersecurity and Infrastruc-
ture Security Agency, the Comptroller Gen-
eral of the United States, the majority and
minority leaders of the Senate, the Speaker
and minority leader of the House of Rep-
resentatives, the Committee on Homeland
Security and Governmental Affairs of the
Senate, the Committee on Oversight and Ac-
countability of the House of Representatives,
the Committee on Homeland Security of the
House of Representatives, the Committee on
Commerce, Science, and Transportation of
the Senate, the Committee on Science,
Space, and Technology of the House of Rep-
resentatives, and the appropriate authoriza-
tion and appropriations committees of Con-
gress a report that—

““(A) summarizes the agency system risk
assessment required under subsection
(a))(A);

‘(B) evaluates the adequacy and effective-
ness of information security policies, proce-
dures, and practices of the agency to address
the risks identified in the agency system
risk assessment required under subsection
(a)(1)(A), including an analysis of the agen-
cy’s cybersecurity and incident response ca-
pabilities using the metrics established
under section 224(c) of the Cybersecurity Act
of 2015 (6 U.S.C. 1522(c)); and

“(C) summarizes the status of remedial ac-
tions identified by inspector general of the
agency, the Comptroller General of the
United States, and any other source deter-
mined appropriate by the head of the agency.

‘“(2) UNCLASSIFIED REPORTS.—Each report
submitted under paragraph (1)—

‘‘(A) shall be, to the greatest extent prac-
ticable, in an unclassified and otherwise un-
controlled form; and

‘“(B) may include 1 or more annexes that
contain classified or other sensitive informa-
tion, as appropriate.

‘(3) BRIEFINGS.—During each year during
which a report is not required to be sub-
mitted under paragraph (1), the Director
shall provide to the congressional commit-
tees described in paragraph (1) a briefing
summarizing current agency and Federal
risk postures.”’; and

(iii) in paragraph (5), as so redesignated, by
striking the period at the end and inserting
¢, including the reporting procedures estab-
lished under section 11315(d) of title 40 and
subsection (a)(3)(A)(v) of this section’’;

(4) in section 3555—

(A) in the section heading, by striking ‘‘AN-
NUAL INDEPENDENT and inserting ‘‘INDE-
PENDENT’;

(B) in subsection (a)—

(i) in paragraph (1), by inserting ‘‘during
which a report is required to be submitted
under section 3553(c),”” after ‘‘Each year’’;

(ii) in paragraph (2)(A), by inserting ‘‘, in-
cluding by performing, or reviewing the re-
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sults of, agency penetration testing and ana-
lyzing the vulnerability disclosure program
of the agency’’ after ‘‘information systems’’;
and

(iii) by adding at the end the following:

““(3) An evaluation under this section may
include recommendations for improving the
cybersecurity posture of the agency.”’;

(C) in subsection (b)(1), by striking ‘‘an-
nual’’;

(D) in subsection (e)(1), by inserting ‘‘dur-
ing which a report is required to be sub-
mitted under section 3553(c)’”’ after ‘‘Each
year’’;

(E) in subsection (2)(2)—

(i) by striking ‘‘this subsection shall’’ and
inserting ‘‘this subsection—

‘“(A) shall’’;

(ii) in subparagraph (A), as so designated,
by striking the period at the end and insert-
ing ‘‘; and”’; and

(iii) by adding at the end the following:

‘“(B) identify any entity that performs an
independent evaluation under subsection
(b).””; and

(F) by striking subsection (j) and inserting
the following:

‘“(j) GUIDANCE.—

‘(1) IN GENERAL.—The Director, in con-
sultation with the Director of the Cybersecu-
rity and Infrastructure Security Agency, the
Chief Information Officers Council, the
Council of the Inspectors General on Integ-
rity and Efficiency, and other interested par-
ties as appropriate, shall ensure the develop-
ment of risk-based guidance for evaluating
the effectiveness of an information security
program and practices.

‘“(2) PRIORITIES.—The risk-based guidance
developed under paragraph (1) shall include—

‘“(A) the identification of the most com-
mon successful threat patterns;

‘“(B) the identification of security controls
that address the threat patterns described in
subparagraph (A);

‘(C) any other security risks unique to
Federal systems; and

‘(D) any other element the Director deter-
mines appropriate.”’; and

(5) in section 3556(a)—

(A) in the matter preceding paragraph (1),
by inserting ‘“‘within the Cybersecurity and
Infrastructure Security Agency’ after ‘‘inci-
dent center’’; and

(B) in paragraph (4), by striking ‘3554(b)”’
and inserting ‘‘3554(a)(1)(A)”.

(d) CONFORMING AMENDMENTS.—

(1) TABLE OF SECTIONS.—The table of sec-
tions for chapter 35 of title 44, United States
Code, is amended by striking the item relat-
ing to section 35565 and inserting the fol-
lowing:
¢‘3555. Independent evaluation.’’.

(2) OMB REPORTS.—Section 226(c) of the Cy-
bersecurity Act of 2015 (6 U.S.C. 1524(c)) is
amended—

(A) in paragraph (1)(B), in the matter pre-
ceding clause (i), by striking ‘‘annually
thereafter” and inserting ‘‘thereafter during
the years during which a report is required
to be submitted under section 3553(c) of title
44, United States Code’’; and

(B) in paragraph (2)(B), in the matter pre-
ceding clause (i)—

(i) by striking ‘“‘annually thereafter’” and
inserting ‘‘thereafter during the years during
which a report is required to be submitted
under section 3553(c) of title 44, United
States Code’’; and

(ii) by striking ‘‘the report required under
section 3553(c) of title 44, United States
Code” and inserting ‘‘that report’’.

3) NIST RESPONSIBILITIES.—Section
20(d)(3)(B) of the National Institute of Stand-
ards and Technology Act (15 U.S.C. 278g-
3(d)(3)(B)) is amended by striking ‘‘annual’’.

(e) FEDERAL SYSTEM INCIDENT RESPONSE.—

July 13, 2023

(1) IN GENERAL.—Chapter 35 of title 44,
United States Code, is amended by adding at
the end the following:

“SUBCHAPTER IV—FEDERAL SYSTEM

INCIDENT RESPONSE
“§ 3591. Definitions

‘‘(a) IN GENERAL.—Except as provided in
subsection (b), the definitions under sections
3502 and 3552 shall apply to this subchapter.

‘“(b) ADDITIONAL DEFINITIONS.—As used in
this subchapter:

‘(1) APPROPRIATE REPORTING ENTITIES.—
The term ‘appropriate reporting entities’
means—

““(A) the majority and minority leaders of
the Senate;

‘“(B) the Speaker and minority leader of
the House of Representatives;

‘(C) the Committee on Homeland Security
and Governmental Affairs of the Senate;

“(D) the Committee on Commerce,
Science, and Transportation of the Senate;

‘“(E) the Committee on Oversight and Ac-
countability of the House of Representatives;

‘“(F') the Committee on Homeland Security
of the House of Representatives;

“(G) the Committee on Science, Space, and
Technology of the House of Representatives;

‘“‘(H) the appropriate authorization and ap-
propriations committees of Congress;

‘(I) the Director;

“(J) the Director of the Cybersecurity and
Infrastructure Security Agency;

‘(K) the National Cyber Director;

‘(L) the Comptroller General of the United
States; and

‘(M) the inspector general of any impacted
agency.

‘“(2) AWARDEE.—The term ‘awardee’, with
respect to an agency—

““(A) means—

‘‘(i) the recipient of a grant from an agen-
Cy;

‘‘(ii) a party to a cooperative agreement
with an agency; and

‘(iii) a party to an other transaction
agreement with an agency; and

“(B) includes a subawardee of an entity de-
scribed in subparagraph (A).

‘“(3) BREACH.—The term ‘breach’—

““(A) means the compromise, unauthorized
disclosure, unauthorized acquisition, or loss
of control of personally identifiable informa-
tion or any similar occurrence; and

‘(B) includes any additional meaning
given the term in policies, principles, stand-
ards, or guidelines issued by the Director.

‘“(4) CONTRACTOR.—The term ‘contractor’
means a prime contractor of an agency or a
subcontractor of a prime contractor of an
agency that creates, collects, stores, proc-
esses, maintains, or transmits Federal infor-
mation on behalf of an agency.

‘() FEDERAL INFORMATION.—The term
‘Federal information’ means information
created, collected, processed, maintained,
disseminated, disclosed, or disposed of by or
for the Federal Government in any medium
or form.

‘(6) FEDERAL INFORMATION SYSTEM.—The
term ‘Federal information system’ means an
information system owned, managed, or op-
erated by an agency, or on behalf of an agen-
cy by a contractor, an awardee, or another
organization.

“(7) INTELLIGENCE COMMUNITY.—The term
‘intelligence community’ has the meaning
given the term in section 3 of the National
Security Act of 1947 (50 U.S.C. 3003).

‘(8) NATIONWIDE CONSUMER REPORTING
AGENCY.—The term ‘nationwide consumer re-
porting agency’ means a consumer reporting
agency described in section 603(p) of the Fair
Credit Reporting Act (15 U.S.C. 1681a(p)).

¢“(9) VULNERABILITY DISCLOSURE.—The term
‘vulnerability disclosure’ means a vulner-
ability identified under section 3559B.
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“§ 83592. Notification of breach

‘‘(a) DEFINITION.—In this section, the term
‘covered breach’ means a breach—

‘(1) involving not less than 50,000 poten-
tially affected individuals; or

“(2) the result of which the head of an
agency determines that notifying poten-
tially affected individuals is necessary pur-
suant to subsection (b)(1), regardless of
whether—

‘‘(A) the number of potentially affected in-
dividuals is less than 50,000; or

‘(B) the notification is delayed under sub-
section (d).

‘““(b) NOTIFICATION.—As expeditiously as
practicable and without unreasonable delay,
and in any case not later than 45 days after
an agency has a reasonable basis to conclude
that a breach has occurred, the head of the
agency, in consultation with the Chief Infor-
mation Officer and Chief Privacy Officer of
the agency, shall—

‘(1) determine whether notice to any indi-
vidual potentially affected by the breach is
appropriate, including by conducting an as-
sessment of the risk of harm to the indi-
vidual that considers—

‘“(A) the nature and sensitivity of the per-
sonally identifiable information affected by
the breach;

‘(B) the likelihood of access to and use of
the personally identifiable information af-
fected by the breach;

‘(C) the type of breach; and

‘(D) any other factors determined by the
Director; and

‘(2) if the head of the agency determines
notification is necessary pursuant to para-
graph (1), provide written notification in ac-
cordance with subsection (¢c) to each indi-
vidual potentially affected by the breach—

““(A) to the last known mailing address of
the individual; or

‘““(B) through an appropriate alternative
method of notification.

‘“(c) CONTENTS OF NOTIFICATION.—Each no-
tification of a breach provided to an indi-
vidual under subsection (b)(2) shall include,
to the maximum extent practicable—

‘(1) a brief description of the breach;

‘‘(2) if possible, a description of the types
of personally identifiable information af-
fected by the breach;

““(3) contact information of the agency
that may be used to ask questions of the
agency, which—

‘‘(A) shall include an e-mail address or an-
other digital contact mechanism; and

‘“(B) may include a telephone number,
mailing address, or a website;

‘“(4) information on any remedy being of-
fered by the agency;

““(5) any applicable educational materials
relating to what individuals can do in re-
sponse to a breach that potentially affects
their personally identifiable information, in-
cluding relevant contact information for the
appropriate Federal law enforcement agen-
cies and each nationwide consumer reporting
agency; and

‘‘(6) any other appropriate information, as
determined by the head of the agency or es-
tablished in guidance by the Director.

*“(d) DELAY OF NOTIFICATION.—

‘(1) IN GENERAL.—The head of an agency,
in coordination with the Director and the
National Cyber Director, and as appropriate,
the Attorney General, the Director of Na-
tional Intelligence, or the Secretary of
Homeland Security, may delay a notification
required under subsection (b) or (e) if the no-
tification would—

‘““(A) impede a criminal investigation or a
national security activity;

‘(B) cause an adverse result (as described
in section 2705(a)(2) of title 18);

“(C) reveal sensitive sources and methods;

CONGRESSIONAL RECORD — SENATE

‘(D) cause damage to national security; or

“(E) hamper security remediation actions.

“(2) RENEWAL.—A delay under paragraph
(1) shall be for a period of 60 days and may be
renewed.

“(3) NATIONAL SECURITY SYSTEMS.—The
head of an agency delaying notification
under this subsection with respect to a
breach exclusively of a national security sys-
tem shall coordinate such delay with the
Secretary of Defense.

‘““(e) UPDATE NOTIFICATION.—If an agency
determines there is a significant change in
the reasonable basis to conclude that a
breach occurred, a significant change to the
determination made under subsection (b)(1),
or that it is necessary to update the details
of the information provided to potentially
affected individuals as described in sub-
section (c¢), the agency shall as expeditiously
as practicable and without unreasonable
delay, and in any case not later than 30 days
after such a determination, notify each indi-
vidual who received a notification pursuant
to subsection (b) of those changes.

¢“(f) DELAY OF NOTIFICATION REPORT.—

‘(1) IN GENERAL.—Not later than 1 year
after the date of enactment of the Federal
Information Security Modernization Act of
2023, and annually thereafter, the head of an
agency, in coordination with any official
who delays a notification under subsection
(d), shall submit to the appropriate reporting
entities a report on each delay that occurred
during the previous 2 years.

‘(2) COMPONENT OF OTHER REPORT.—The
head of an agency may submit the report re-
quired under paragraph (1) as a component of
the report submitted under section 3554(c).

‘‘(g) CONGRESSIONAL REPORTING REQUIRE-
MENTS.—

‘(1) REVIEW AND UPDATE.—On a periodic
basis, the Director of the Office of Manage-
ment and Budget shall review, and update as
appropriate, breach notification policies and
guidelines for agencies.

‘(2) REQUIRED NOTICE FROM AGENCIES.—
Subject to paragraph (4), the Director of the
Office of Management and Budget shall re-
quire the head of an agency affected by a
covered breach to expeditiously and not later
than 30 days after the date on which the
agency discovers the covered breach give no-
tice of the breach, which may be provided
electronically, to—

‘“(A) each congressional committee de-
scribed in section 3554(c)(1); and

“(B) the Committee on the Judiciary of the
Senate and the Committee on the Judiciary
of the House of Representatives.

‘“(3) CONTENTS OF NOTICE.—Notice of a cov-
ered breach provided by the head of an agen-
cy pursuant to paragraph (2) shall include, to
the extent practicable—

‘“(A) information about the covered breach,
including a summary of any information
about how the covered breach occurred
known by the agency as of the date of the
notice;

‘(B) an estimate of the number of individ-
uals affected by covered the breach based on
information known by the agency as of the
date of the notice, including an assessment
of the risk of harm to affected individuals;

‘“(C) a description of any circumstances ne-
cessitating a delay in providing notice to in-
dividuals affected by the covered breach in
accordance with subsection (d); and

‘(D) an estimate of when the agency will
provide notice to individuals affected by the
covered breach, if applicable.

‘“(4) EXCEPTION.—Any agency that is re-
quired to provide notice to Congress pursu-
ant to paragraph (2) due to a covered breach
exclusively on a national security system
shall only provide such notice to—

““(A) the majority and minority leaders of
the Senate;
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“(B) the Speaker and minority leader of
the House of Representatives;

‘“(C) the appropriations committees of Con-
gress;

‘(D) the Committee on Homeland Security
and Governmental Affairs of the Senate;

‘““(E) the Select Committee on Intelligence
of the Senate;

‘“(F) the Committee on Oversight and Ac-
countability of the House of Representatives;
and

“(G) the Permanent Select Committee on
Intelligence of the House of Representatives.

“(6) RULE OF CONSTRUCTION.—Nothing in
paragraphs (1) through (3) shall be construed
to alter any authority of an agency.

“(h) RULE OF CONSTRUCTION.—Nothing in
this section shall be construed to—

(1) limit—

‘“(A) the authority of the Director to issue
guidance relating to notifications of, or the
head of an agency to notify individuals po-
tentially affected by, breaches that are not
determined to be covered breaches or major
incidents;

‘(B) the authority of the Director to issue
guidance relating to notifications and re-
porting of breaches, covered breaches, or
major incidents;

‘(C) the authority of the head of an agency
to provide more information than required
under subsection (b) when notifying individ-
uals potentially affected by a breach;

(D) the timing of incident reporting or
the types of information included in incident
reports provided, pursuant to this sub-
chapter, to—

‘“(i) the Director;

‘“(ii) the National Cyber Director;

¢‘(iii) the Director of the Cybersecurity and
Infrastructure Security Agency; or

‘(iv) any other agency;

‘“‘(E) the authority of the head of an agency
to provide information to Congress about
agency breaches, including—

‘(i) breaches that are
breaches; and

‘“(ii) additional information beyond the in-
formation described in subsection (g)(3); or

‘“(F) any Congressional reporting require-
ments of agencies under any other law; or

‘4(2) limit or supersede any existing privacy
protections in existing law.

“§8593. Congressional and Executive Branch
reports on major incidents

‘(a) APPROPRIATE CONGRESSIONAL ENTI-
TIES.—In this section, the term ‘appropriate
congressional entities’ means—

‘(1) the majority and minority leaders of
the Senate;

‘“(2) the Speaker and minority leader of the
House of Representatives;

‘‘(3) the Committee on Homeland Security
and Governmental Affairs of the Senate;

‘“(4) the Committee on Commerce, Science,
and Transportation of the Senate;

‘(6) the Committee on Oversight and Ac-
countability of the House of Representatives;

‘‘(6) the Committee on Homeland Security
of the House of Representatives;

“(7T) the Committee on Science, Space, and
Technology of the House of Representatives;
and

‘‘(8) the appropriate authorization and ap-
propriations committees of Congress

““(b) INITIAL NOTIFICATION.—

‘(1) IN GENERAL.—Not later than 72 hours
after an agency has a reasonable basis to
conclude that a major incident occurred, the
head of the agency impacted by the major in-
cident shall submit to the appropriate re-
porting entities a written notification, which
may be submitted electronically and include
1 or more annexes that contain classified or
other sensitive information, as appropriate.

‘“(2) CONTENTS.—A notification required
under paragraph (1) with respect to a major

not covered
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incident shall include the following, based on
information available to agency officials as
of the date on which the agency submits the
notification:

“(A) A summary of the information avail-
able about the major incident, including how
the major incident occurred and the threat
causing the major incident.

‘(B) If applicable, information relating to
any breach associated with the major inci-
dent, regardless of whether—

‘‘(i) the breach was the reason the incident
was determined to be a major incident; and

‘‘(ii) head of the agency determined it was
appropriate to provide notification to poten-
tially impacted individuals pursuant to sec-
tion 3592(b)(1).

“(C) A preliminary assessment of the im-
pacts to—

‘(i) the agency;

¢(ii) the Federal Government;

‘“(iii) the national security, foreign rela-
tions, homeland security, and economic se-
curity of the United States; and

‘(iv) the civil liberties, public confidence,
privacy, and public health and safety of the
people of the United States.

‘(D) If applicable, whether any ransom has
been demanded or paid, or is expected to be
paid, by any entity operating a Federal in-
formation system or with access to Federal
information or a Federal information sys-
tem, including, as available, the name of the
entity demanding ransom, the date of the de-
mand, and the amount and type of currency
demanded, unless disclosure of such informa-
tion will disrupt an active Federal law en-
forcement or national security operation.

“(c) SUPPLEMENTAL UPDATE.—Within a rea-
sonable amount of time, but not later than
30 days after the date on which the head of
an agency submits a written notification
under subsection (a), the head of the agency
shall provide to the appropriate congres-
sional entities an unclassified and written
update, which may include 1 or more annexes
that contain classified or other sensitive in-
formation, as appropriate, on the major inci-
dent, based on information available to
agency officials as of the date on which the
agency provides the update, on—

‘(1) system vulnerabilities relating to the
major incident, where applicable, means by
which the major incident occurred, the
threat causing the major incident, where ap-
plicable, and impacts of the major incident
to—

“(A) the agency;

‘“(B) other Federal agencies, Congress, or
the judicial branch;

‘“(C) the national security, foreign rela-
tions, homeland security, or economic secu-
rity of the United States; or

‘(D) the civil liberties, public confidence,
privacy, or public health and safety of the
people of the United States;

‘“(2) the status of compliance of the af-
fected Federal information system with ap-
plicable security requirements at the time of
the major incident;

‘“(3) if the major incident involved a
breach, a description of the affected informa-
tion, an estimate of the number of individ-
uals potentially impacted, and any assess-
ment to the risk of harm to such individuals;

‘“(4) an update to the assessment of the
risk to agency operations, or to impacts on
other agency or non-Federal entity oper-
ations, affected by the major incident; and

‘(6) the detection, response, and remedi-
ation actions of the agency, including any
support provided by the Cybersecurity and
Infrastructure Security Agency under sec-
tion 3594(d), if applicable.

‘“(d) ADDITIONAL UPDATE.—If the head of an
agency, the Director, or the National Cyber
Director determines that there is any signifi-
cant change in the understanding of the
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scope, scale, or consequence of a major inci-
dent for which the head of the agency sub-
mitted a written notification and update
under subsections (b) and (c), the head of the
agency shall submit to the appropriate con-
gressional entities a written update that in-
cludes information relating to the change in
understanding.

‘“(e) BIENNIAL REPORT.—Each agency shall
submit as part of the biennial report re-
quired under section 3554(c)(1) a description
of each major incident that occurred during
the 2-year period preceding the date on
which the biennial report is submitted.

“(f) REPORT DELIVERY.—

‘(1) IN GENERAL.—Any written notification
or update required to be submitted under
this section—

‘“(A) shall be submitted in an electronic
format; and

‘(B) may be submitted in a paper format.

““(2) CLASSIFICATION STATUS.—Any written
notification or update required to be sub-
mitted under this section—

““(A) shall be—

‘(i) unclassified; and

‘“(ii) submitted through unclassified elec-
tronic means pursuant to paragraph (1)(A);
and

“(B) may include classified annexes, as ap-
propriate.

‘“(g) REPORT CONSISTENCY.—To achieve
consistent and coherent agency reporting to
Congress, the National Cyber Director, in co-
ordination with the Director, shall—

“(1) provide recommendations to agencies
on formatting and the contents of informa-
tion to be included in the reports required
under this section, including recommenda-
tions for consistent formats for presenting
any associated metrics; and

“(2) maintain a comprehensive record of
each major incident notification, update,
and briefing provided under this section,
which shall—

“(A) include, at a minimum—

‘(i) the full contents of the written notifi-
cation or update;

‘‘(i1) the identity of the reporting agency;
and

‘“(iii) the date of submission; and

‘“(iv) a list of the recipient congressional
entities; and

‘“(B) be made available upon request to the
majority and minority leaders of the Senate,
the Speaker and minority leader of the
House of Representatives, the Committee on
Homeland Security and Governmental Af-
fairs of the Senate, and the Committee on
Oversight and Accountability of the House of
Representatives.

““(h) NATIONAL SECURITY SYSTEMS CONGRES-
SIONAL REPORTING EXEMPTION.—With respect
to a major incident that occurs exclusively
on a national security system, the head of
the affected agency shall submit the notifi-
cations and reports required to be submitted
to Congress under this section only to—

‘(1) the majority and minority leaders of
the Senate;

‘“(2) the Speaker and minority leader of the
House of Representatives;

‘“(3) the appropriations committees of Con-
gress;

‘“(4) the appropriate authorization commit-
tees of Congress;

‘“(5) the Committee on Homeland Security
and Governmental Affairs of the Senate;

‘“(6) the Select Committee on Intelligence
of the Senate;

“(7) the Committee on Oversight and Ac-
countability of the House of Representatives;
and

‘“(8) the Permanent Select Committee on
Intelligence of the House of Representatives.

“1) MAJOR INCIDENTS INCLUDING
BREACHES.—If a major incident constitutes a
covered breach, as defined in section 3592(a),
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information on the covered breach required
to be submitted to Congress pursuant to sec-
tion 3592(g) may—

‘(1) be included in the notifications re-
quired under subsection (b) or (¢); or

‘“(2) be reported to Congress under the
process established under section 3592(g).

“(j) RULE OF CONSTRUCTION.—Nothing in
this section shall be construed to—

(1) limit—

‘“(A) the ability of an agency to provide ad-
ditional reports or briefings to Congress;

“(B) Congress from requesting additional
information from agencies through reports,
briefings, or other means;

‘“(C) any congressional reporting require-
ments of agencies under any other law; or

*“(2) limit or supersede any privacy protec-
tions under any other law.

“§3594. Government information sharing and
incident response

‘“‘(a) IN GENERAL.—

‘(1) INCIDENT SHARING.—Subject to para-
graph (4) and subsection (b), and in accord-
ance with the applicable requirements pursu-
ant to section 3553(b)(2)(A) for reporting to
the Federal information security incident
center established under section 3556, the
head of each agency shall provide to the Cy-
bersecurity and Infrastructure Security
Agency information relating to any incident
affecting the agency, whether the informa-
tion is obtained by the Federal Government
directly or indirectly.

‘“(2) CONTENTS.—A provision of information
relating to an incident made by the head of
an agency under paragraph (1) shall include,
at a minimum—

‘“(A) a full description of the incident, in-
cluding—

‘(i) all indicators of compromise and tac-
tics, techniques, and procedures;

‘(ii) an indicator of how the intruder
gained initial access, accessed agency data
or systems, and undertook additional actions
on the network of the agency; and

‘‘(iii) information that would support ena-
bling defensive measures; and

‘(iv) other information that may assist in
identifying other victims;

‘(B) information to help prevent similar
incidents, such as information about rel-
evant safeguards in place when the incident
occurred and the effectiveness of those safe-
guards; and

“(C) information to aid in incident re-
sponse, such as—

‘(i) a description of the affected systems or
networks;

‘‘(ii) the estimated dates of when the inci-
dent occurred; and

‘“(iii) information that could reasonably
help identify any malicious actor that may
have conducted or caused the incident, sub-
ject to appropriate privacy protections.

‘(3) INFORMATION SHARING.—The Director
of the Cybersecurity and Infrastructure Se-
curity Agency shall—

““(A) make incident information provided
under paragraph (1) available to the Director
and the National Cyber Director;

‘“(B) to the greatest extent practicable,
share information relating to an incident
with—

‘(i) the head of any agency that may be—

“(I) impacted by the incident;

““(IT) particularly susceptible to the inci-
dent; or

“(III) similarly targeted by the incident;
and

‘‘(ii) appropriate Federal law enforcement
agencies to facilitate any necessary threat
response activities, as requested;

“(C) coordinate any necessary information
sharing efforts relating to a major incident
with the private sector; and

‘(D) notify the National Cyber Director of
any efforts described in subparagraph (C).
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‘“(4) NATIONAL SECURITY SYSTEMS EXEMP-
TION.—

‘““(A) IN GENERAL.—Notwithstanding para-
graphs (1) and (3), each agency operating or
exercising control of a national security sys-
tem shall share information about an inci-
dent that occurs exclusively on a national
security system with the Secretary of De-
fense, the Director, the National Cyber Di-
rector, and the Director of the Cybersecurity
and Infrastructure Security Agency to the
extent consistent with standards and guide-
lines for national security systems issued in
accordance with law and as directed by the
President.

‘‘(B) PROTECTIONS.—Any information shar-
ing and handling of information under this
paragraph shall be appropriately protected
consistent with procedures authorized for
the protection of sensitive sources and meth-
ods or by procedures established for informa-
tion that have been specifically authorized
under criteria established by an Executive
order or an Act of Congress to be kept classi-
fied in the interest of national defense or for-
eign policy.

“(b) AUTOMATION.—In providing informa-
tion and selecting a method to provide infor-
mation under subsection (a), the head of
each agency shall implement subsection
(a)(1) in a manner that provides such infor-
mation to the Cybersecurity and Infrastruc-
ture Security Agency in an automated and
machine-readable format, to the greatest ex-
tent practicable.

‘“(c) INCIDENT RESPONSE.—Each agency
that has a reasonable basis to suspect or con-
clude that a major incident occurred involv-
ing Federal information in electronic me-
dium or form that does not exclusively in-
volve a national security system shall co-
ordinate with—

‘(1) the Cybersecurity and Infrastructure
Security Agency to facilitate asset response
activities and provide recommendations for
mitigating future incidents; and

‘(2) consistent with relevant policies, ap-
propriate Federal law enforcement agencies
to facilitate threat response activities.
“§3595. Responsibilities of contractors and

awardees

‘‘(a) REPORTING.—

‘(1) IN GENERAL.—ANy contractor or
awardee of an agency shall report to the
agency if the contractor or awardee has a
reasonable basis to conclude that—

““(A) an incident or breach has occurred
with respect to Federal information the con-
tractor or awardee collected, used, or main-
tained on behalf of an agency;

‘(B) an incident or breach has occurred
with respect to a Federal information sys-
tem used, operated, managed, or maintained
on behalf of an agency by the contractor or
awardee;

“(C) a component of any Federal informa-
tion system operated, managed, or main-
tained by a contractor or awardee contains a
security wvulnerability, including a supply
chain compromise or an identified software
or hardware vulnerability, for which there is
reliable evidence of attempted or successful
exploitation of the vulnerability by an actor
without authorization of the Federal infor-
mation system owner; or

‘(D) the contractor or awardee has re-
ceived personally identifiable information,
personal health information, or other clearly
sensitive information that is beyond the
scope of the contract or agreement with the
agency from the agency that the contractor
or awardee is not authorized to receive.

“2) THIRD-PARTY REPORTS OF
VULNERABILITIES.—Subject to the guidance
issued by the Director pursuant to paragraph
(4), any contractor or awardee of an agency
shall report to the agency and the Cyberse-
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curity and Infrastructure Security Agency if
the contractor or awardee has a reasonable
basis to suspect or conclude that a compo-
nent of any Federal information system op-
erated, managed, or maintained on behalf of
an agency by the contractor or awardee on
behalf of the agency contains a security vul-
nerability, including a supply chain com-
promise or an identified software or hard-
ware vulnerability, that has been reported to
the contractor or awardee by a third party,
including through a vulnerability disclosure
program.

‘“(3) PROCEDURES.—

‘“(A) SHARING WITH CISA.—AS soon as prac-
ticable following a report of an incident to
an agency by a contractor or awardee under
paragraph (1), the head of the agency shall
provide, pursuant to section 3594, informa-
tion about the incident to the Director of the
Cybersecurity and Infrastructure Security
Agency.

‘(B) TIME FOR REPORTING.—Unless a dif-
ferent time for reporting is specified in a
contract, grant, cooperative agreement, or
other transaction agreement, a contractor or
awardee shall—

“(1) make a report required under para-
graph (1) not later than 1 day after the date
on which the contractor or awardee has rea-
sonable basis to suspect or conclude that the
criteria under paragraph (1) have been met;
and

‘“(ii) make a report required under para-
graph (2) within a reasonable time, but not
later than 90 days after the date on which
the contractor or awardee has reasonable
basis to suspect or conclude that the criteria
under paragraph (2) have been met.

‘(C) PROCEDURES.—Following a report of a
breach or incident to an agency by a con-
tractor or awardee under paragraph (1), the
head of the agency, in consultation with the
contractor or awardee, shall carry out the
applicable requirements under sections 3592,
3593, and 3594 with respect to the breach or
incident.

‘(D) RULE OF CONSTRUCTION.—Nothing in
subparagraph (B) shall be construed to allow
the negation of the requirements to report
vulnerabilities under paragraph (1) or (2)
through a contract, grant, cooperative agree-
ment, or other transaction agreement.

‘“(4) GUIDANCE.—The Director shall issue
guidance to agencies relating to the scope of
vulnerabilities to be reported under para-
graph (2), such as the minimum severity of a
vulnerability required to be reported or
whether vulnerabilities that are already pub-
licly disclosed must be reported.

‘“(b) REGULATIONS; MODIFICATIONS.—

‘(1) IN GENERAL.—Not later than 1 year
after the date of enactment of the Federal
Information Security Modernization Act of
2023—

‘““(A) the Federal Acquisition Regulatory
Council shall promulgate regulations, as ap-
propriate, relating to the responsibilities of
contractors and recipients of other trans-
action agreements and cooperative agree-
ments to comply with this section; and

‘“(B) the Office of Federal Financial Man-
agement shall promulgate regulations under
title 2, Code Federal Regulations, as appro-
priate, relating to the responsibilities of
grantees to comply with this section.

‘(2) IMPLEMENTATION.—Not later than 1
year after the date on which the Federal Ac-
quisition Regulatory Council and the Office
of Federal Financial Management promul-
gates regulations under paragraph (1), the
head of each agency shall implement policies
and procedures, as appropriate, necessary to
implement those regulations.

‘(3) CONGRESSIONAL NOTIFICATION.—

‘“(A) IN GENERAL.—The head of each agency
head shall notify the Director upon imple-
mentation of policies and procedures nec-
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essary to implement the regulations promul-
gated under paragraph (1).

‘‘(B) OMB NOTIFICATION.— Not later than 30
days after the date described in paragraph
(2), the Director shall notify the Committee
on Homeland Security and Governmental Af-
fairs of the Senate and the Committees on
Oversight and Accountability and Homeland
Security of the House of Representatives on
the status of the implementation by each
agency of the regulations promulgated under
paragraph (1).

‘‘(c) NATIONAL SECURITY SYSTEMS EXEMP-
TION.—Notwithstanding any other provision
of this section, a contractor or awardee of an
agency that would be required to report an
incident or vulnerability pursuant to this
section that occurs exclusively on a national
security system shall—

‘(1) report the incident or vulnerability to
the head of the agency and the Secretary of
Defense; and

‘(2) comply with applicable laws and poli-
cies relating to national security systems.
“§3596. Training

‘‘(a) COVERED INDIVIDUAL DEFINED.—In this
section, the term ‘covered individual’ means
an individual who obtains access to a Fed-
eral information system because of the sta-
tus of the individual as—

‘(1) an employee, contractor, awardee, vol-
unteer, or intern of an agency; or

‘(2) an employee of a contractor or award-
ee of an agency.

‘“(b) BEST PRACTICES AND CONSISTENCY.—
The Director of the Cybersecurity and Infra-
structure Security Agency, in consultation
with the Director, the National Cyber Direc-
tor, and the Director of the National Insti-
tute of Standards and Technology, shall de-
velop best practices to support consistency
across agencies in cybersecurity incident re-
sponse training, including—

‘(1) information to be collected and shared
with the Cybersecurity and Infrastructure
Security Agency pursuant to section 3594(a)
and processes for sharing such information;
and

‘“(2) appropriate training and qualifica-
tions for cyber incident responders.

‘‘(c) AGENCY TRAINING.—The head of each
agency shall develop training for covered in-
dividuals on how to identify and respond to
an incident, including—

‘(1) the internal process of the agency for
reporting an incident; and

‘‘(2) the obligation of a covered individual
to report to the agency any suspected or con-
firmed incident involving Federal informa-
tion in any medium or form, including paper,
oral, and electronic.

“(d) INCLUSION IN ANNUAL TRAINING.—The
training developed under subsection (c) may
be included as part of an annual privacy, se-
curity awareness, or other appropriate train-
ing of an agency.

“§8597. Analysis and report on Federal inci-
dents

‘‘(a) ANALYSIS OF FEDERAL INCIDENTS.—

‘(1) QUANTITATIVE AND QUALITATIVE ANAL-
YSES.—The Director of the Cybersecurity and
Infrastructure Security Agency shall per-
form and, in coordination with the Director
and the National Cyber Director, develop,
continuous monitoring and quantitative and
qualitative analyses of incidents at agencies,
including major incidents, including—

“‘(A) the causes of incidents, including—

‘(i) attacker tactics, techniques, and pro-
cedures; and

‘“(ii) system vulnerabilities, including zero
days, unpatched systems, and information
system misconfigurations;

‘“‘(B) the scope and scale of incidents at
agencies;

“(C) common root causes of incidents
across multiple agencies;
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‘(D) agency incident response, recovery,
and remediation actions and the effective-
ness of those actions, as applicable;

“(BE) lessons learned and recommendations
in responding to, recovering from, remedi-
ating, and mitigating future incidents; and

“(F') trends across multiple agencies to ad-
dress intrusion detection and incident re-
sponse capabilities using the metrics estab-
lished under section 224(c) of the Cybersecu-
rity Act of 2015 (6 U.S.C. 15622(¢c)).

‘(2) AUTOMATED ANALYSIS.—The analyses
developed under paragraph (1) shall, to the
greatest extent practicable, use machine
readable data, automation, and machine
learning processes.

¢‘(3) SHARING OF DATA AND ANALYSIS.—

‘“(A) IN GENERAL.—The Director of the Cy-
bersecurity and Infrastructure Security
Agency shall share on an ongoing basis the
analyses and underlying data required under
this subsection with agencies, the Director,
and the National Cyber Director to—

‘(i) improve the understanding of cyberse-
curity risk of agencies; and

‘(i) support the cybersecurity improve-
ment efforts of agencies.

‘“(B) FORMAT.—In carrying out subpara-
graph (A), the Director of the Cybersecurity
and Infrastructure Security Agency shall
share the analyses—

‘(i) in human-readable written products;
and

‘‘(ii) to the greatest extent practicable, in
machine-readable formats in order to enable
automated intake and use by agencies.

‘‘(C) EXEMPTION.—This subsection shall not
apply to incidents that occur exclusively on
national security systems.

‘“(b) ANNUAL REPORT ON FEDERAL INCI-
DENTS.—Not later than 2 years after the date
of enactment of this section, and not less fre-
quently than annually thereafter, the Direc-
tor of the Cybersecurity and Infrastructure
Security Agency, in consultation with the
Director, the National Cyber Director and
the heads of other agencies, as appropriate,
shall submit to the appropriate reporting en-
tities a report that includes—

‘(1) a summary of causes of incidents from
across the Federal Government that cat-
egorizes those incidents as incidents or
major incidents;

‘“(2) the quantitative and qualitative anal-
yses of incidents developed under subsection
(a)(1) on an agency-by-agency basis and com-
prehensively across the Federal Government,
including—

‘“(A) a specific analysis of breaches; and

‘“(B) an analysis of the Federal Govern-
ment’s performance against the metrics es-
tablished under section 224(c) of the Cyberse-
curity Act of 2015 (6 U.S.C. 1522(c)); and

‘“(3) an annex for each agency that in-
cludes—

““(A) a description of each major incident;

‘“(B) the total number of incidents of the
agency; and

“(C) an analysis of the agency’s perform-
ance against the metrics established under
section 224(c) of the Cybersecurity Act of
2015 (6 U.S.C. 1522(¢c)).

“‘(c) PUBLICATION.—

‘(1) IN GENERAL.—The Director of the Cy-
bersecurity and Infrastructure Security
Agency shall make a version of each report
submitted under subsection (b) publicly
available on the website of the Cybersecurity
and Infrastructure Security Agency during
the year during which the report is sub-
mitted.

‘(2) EXEMPTION.—The publication require-
ment under paragraph (1) shall not apply to
a portion of a report that contains content
that should be protected in the interest of
national security, as determined by the Di-
rector, the Director of the Cybersecurity and
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Infrastructure Security Agency, or the Na-
tional Cyber Director.

“(3) LIMITATION ON EXEMPTION.—The ex-
emption under paragraph (2) shall not apply
to any version of a report submitted to the
appropriate reporting entities under sub-
section (b).

‘‘(4) REQUIREMENT FOR COMPILING INFORMA-
TION.—

‘“(A) COMPILATION.—Subject to subpara-
graph (B), in making a report publicly avail-
able under paragraph (1), the Director of the
Cybersecurity and Infrastructure Security
Agency shall sufficiently compile informa-
tion so that no specific incident of an agency
can be identified.

‘(B) EXCEPTION.—The Director of the Cy-
bersecurity and Infrastructure Security
Agency may include information that en-
ables a specific incident of an agency to be
identified in a publicly available report—

‘(i) with the concurrence of the Director
and the National Cyber Director;

‘“(ii) in consultation with the impacted
agency; and

‘(iii) in consultation with the inspector
general of the impacted agency.

¢(d) INFORMATION PROVIDED BY AGENCIES.—

‘(1) IN GENERAL.—The analysis required
under subsection (a) and each report sub-
mitted under subsection (b) shall use infor-
mation provided by agencies under section
359%4(a).

¢“(2) NONCOMPLIANCE REPORTS.—During any
yvear during which the head of an agency
does not provide data for an incident to the
Cybersecurity and Infrastructure Security
Agency in accordance with section 359%4(a),
the head of the agency, in coordination with
the Director of the Cybersecurity and Infra-
structure Security Agency and the Director,
shall submit to the appropriate reporting en-
tities a report that includes the information
described in subsection (b) with respect to
the agency.

““(e) NATIONAL SECURITY SYSTEM RE-
PORTS.—

‘(1) IN GENERAL.—Notwithstanding any
other provision of this section, the Secretary
of Defense, in consultation with the Direc-
tor, the National Cyber Director, the Direc-
tor of National Intelligence, and the Director
of Cybersecurity and Infrastructure Security
shall annually submit a report that includes
the information described in subsection (b)
with respect to national security systems, to
the extent that the submission is consistent
with standards and guidelines for national
security systems issued in accordance with
law and as directed by the President, to—

“(A) the majority and minority leaders of
the Senate,

‘(B) the Speaker and minority leader of
the House of Representatives;

‘“(C) the Committee on Homeland Security
and Governmental Affairs of the Senate;

‘(D) the Select Committee on Intelligence
of the Senate;

‘“(E) the Committee on Armed Services of
the Senate;

‘(F) the Committee on Appropriations of
the Senate;

“(G) the Committee on Oversight and Ac-
countability of the House of Representatives;

‘“(H) the Committee on Homeland Security
of the House of Representatives;

‘(I) the Permanent Select Committee on
Intelligence of the House of Representatives;

“(J) the Committee on Armed Services of
the House of Representatives; and

‘(K) the Committee on Appropriations of
the House of Representatives.

‘“(2) CLASSIFIED FORM.—A report required
under paragraph (1) may be submitted in a
classified form.

“§3598. Major incident definition

‘“(a) IN GENERAL.—Not later than 1 year

after the later of the date of enactment of

July 13, 2023

the Federal Information Security Moderniza-
tion Act of 2023 and the most recent publica-
tion by the Director of guidance to agencies
regarding major incidents as of the date of
enactment of the Federal Information Secu-
rity Modernization Act of 2023, the Director
shall develop, in coordination with the Na-
tional Cyber Director, and promulgate guid-
ance on the definition of the term ‘major in-
cident’ for the purposes of subchapter II and
this subchapter.

‘“(b) REQUIREMENTS.—With respect to the
guidance issued under subsection (a), the def-
inition of the term ‘major incident’ shall—

‘(1) include, with respect to any informa-
tion collected or maintained by or on behalf
of an agency or a Federal information sys-
tem—

‘““(A) any incident the head of the agency
determines is likely to result in demon-
strable harm to—

‘(i) the national security interests, foreign
relations, homeland security, or economic
security of the United States; or

‘“(ii) the civil liberties, public confidence,
privacy, or public health and safety of the
people of the United States;

‘“(B) any incident the head of the agency
determines likely to result in an inability or
substantial disruption for the agency, a com-
ponent of the agency, or the Federal Govern-
ment, to provide 1 or more critical services;

‘(C) any incident the head of the agency
determines substantially disrupts or sub-
stantially degrades the operations of a high
value asset owned or operated by the agency;

‘(D) any incident involving the exposure
to a foreign entity of sensitive agency infor-
mation, such as the communications of the
head of the agency, the head of a component
of the agency, or the direct reports of the
head of the agency or the head of a compo-
nent of the agency; and

‘“(E) any other type of incident determined
appropriate by the Director;

‘“(2) stipulate that the National Cyber Di-
rector, in consultation with the Director and
the Director of the Cybersecurity and Infra-
structure Security Agency, may declare a
major incident at any agency, and such a
declaration shall be considered if it is deter-
mined that an incident—

‘‘(A) occurs at not less than 2 agencies; and

“(B) is enabled by—

‘(i) a common technical root cause, such
as a supply chain compromise, or a common
software or hardware vulnerability; or

‘(i) the related activities of a common
threat actor;

‘“(3) stipulate that, in determining whether
an incident constitutes a major incident
under the standards described in paragraph
(1), the head of the agency shall consult with
the National Cyber Director; and

‘‘(4) stipulate that the mere report of a vul-
nerability discovered or disclosed without a
loss of confidentiality, integrity, or avail-
ability shall not on its own constitute a
major incident.

“(c) EVALUATION AND UPDATES.—Not later
than 60 days after the date on which the Di-
rector first promulgates the guidance re-
quired under subsection (a), and not less fre-
quently than once during the first 90 days of
each evenly numbered Congress thereafter,
the Director shall provide to the Committee
on Homeland Security and Governmental Af-
fairs of the Senate and the Committees on
Oversight and Accountability and Homeland
Security of the House of Representatives a
briefing that includes—

‘(1) an evaluation of any necessary up-
dates to the guidance;

‘(2) an evaluation of any necessary up-
dates to the definition of the term ‘major in-
cident’ included in the guidance; and
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““(3) an explanation of, and the analysis
that led to, the definition described in para-
graph (2).”.

(2) CLERICAL AMENDMENT.—The table of
sections for chapter 35 of title 44, United
States Code, is amended by adding at the end
the following:

‘‘SUBCHAPTER IV—FEDERAL SYSTEM INCIDENT
RESPONSE
‘3591. Definitions.
“3592. Notification of breach.
¢“35693. Congressional and Executive Branch
reports.
¢3594. Government information sharing and
incident response.
Responsibilities of contractors and
awardees.
¢“3596. Training.
¢3597. Analysis and report on Federal inci-
dents.
¢“3598. Major incident definition.”.
SEC. 6004. AMENDMENTS TO SUBTITLE III OF
TITLE 40.

(a) MODERNIZING GOVERNMENT TECH-
NOLOGY.—Subtitle G of title X of division A
of the National Defense Authorization Act
for Fiscal Year 2018 (40 U.S.C. 11301 note) is
amended in section 1078—

(1) by striking subsection (a) and inserting
the following:

‘‘(a) DEFINITIONS.—In this section:

‘(1) AGENCY.—The term ‘agency’ has the
meaning given the term in section 551 of
title 5, United States Code.

‘(2) HIGH VALUE ASSET.—The term ‘high
value asset’ has the meaning given the term
in section 3552 of title 44, United States
Code.”’;

(2) in subsection (b), by adding at the end
the following:

¢“(8) PROPOSAL EVALUATION.—The Director
shall—

‘““(A) give consideration for the use of
amounts in the Fund to improve the security
of high value assets; and

‘“(B) require that any proposal for the use
of amounts in the Fund includes, as appro-
priate—

‘(i) a cybersecurity risk management plan;
and

‘‘(ii) a supply chain risk assessment in ac-
cordance with section 1326 of title 41.”"; and

(3) in subsection (¢)—

(A) in paragraph (2)(A)(i), by inserting *,
including a consideration of the impact on
high value assets’ after ‘‘operational risks’’;

(B) in paragraph (5)—

(i) in subparagraph (A), by striking ‘‘and”
at the end;

(ii) in subparagraph (B), by striking the pe-
riod at the end and inserting ‘“‘and’’; and

(iii) by adding at the end the following:

‘“(C) a senior official from the Cybersecu-
rity and Infrastructure Security Agency of
the Department of Homeland Security, ap-
pointed by the Director.”’; and

(C) in paragraph (6)(A), by striking ‘‘shall
be—"" and all that follows through ‘4 em-
ployees” and inserting ‘‘shall be 4 employ-
ees”’.

(b) SUBCHAPTER I.—Subchapter I of chapter
113 of subtitle IIT of title 40, United States
Code, is amended—

(1) in section 11302—

(A) in subsection (b), by striking ‘‘use, se-
curity, and disposal of”’ and inserting ‘‘use,
and disposal of, and, in consultation with the
Director of the Cybersecurity and Infrastruc-
ture Security Agency and the National
Cyber Director, promote and improve the se-
curity of,”’; and

(B) in subsection (h), by inserting ‘¢, in-
cluding cybersecurity performances,”’” after
‘‘the performances’’; and

(2) in section 11303(b)(2)(B)—

(A) in clause (i), by striking ‘‘or” at the
end;
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(B) in clause (ii), by adding ‘‘or’’ at the
end; and

(C) by adding at the end the following:

‘‘(iii) whether the function should be per-
formed by a shared service offered by an-
other executive agency;”’.

(c) SUBCHAPTER II.—Subchapter II of chap-
ter 113 of subtitle IIT of title 40, United
States Code, is amended—

(1) in section 11312(a), by inserting *‘‘, in-
cluding security risks” after ‘managing the
risks’’;

(2) in section 11313(1), by striking ‘‘effi-
ciency and effectiveness’ and inserting ‘‘effi-
ciency, security, and effectiveness’’;

(3) in section 11317, by inserting
rity,”” before ‘‘or schedule’’; and

(4) in section 11319(b)(1), in the paragraph
heading, by striking ‘“‘CIOS’ and inserting
“‘CHIEF INFORMATION OFFICERS”’.

SEC. 6005. ACTIONS TO ENHANCE FEDERAL INCI-
DENT TRANSPARENCY.

(a) RESPONSIBILITIES OF THE CYBERSECU-
RITY AND INFRASTRUCTURE SECURITY AGEN-
cY.—

(1) IN GENERAL.—Not later than 180 days
after the date of enactment of this Act, the
Director of the Cybersecurity and Infrastruc-
ture Security Agency shall—

(A) develop a plan for the development of
the analysis required under section 3597(a) of
title 44, United States Code, as added by this
title, and the report required under sub-
section (b) of that section that includes—

(i) a description of any challenges the Di-
rector of the Cybersecurity and Infrastruc-
ture Security Agency anticipates encoun-
tering; and

(ii) the use of automation and machine-
readable formats for collecting, compiling,
monitoring, and analyzing data; and

(B) provide to the appropriate congres-
sional committees a briefing on the plan de-
veloped under subparagraph (A).

(2) BRIEFING.—Not later than 1 year after
the date of enactment of this Act, the Direc-
tor of the Cybersecurity and Infrastructure
Security Agency shall provide to the appro-
priate congressional committees a briefing
on—

(A) the execution of the plan required
under paragraph (1)(A); and

(B) the development of the report required
under section 3597(b) of title 44, United
States Code, as added by this title.

(b) RESPONSIBILITIES OF THE DIRECTOR OF
THE OFFICE OF MANAGEMENT AND BUDGET.—

(1) UPDATING FISMA 2014.—Section 2 of the
Federal Information Security Modernization
Act of 2014 (Public Law 113-283; 128 Stat. 3073)
is amended—

(A) by striking subsections (b) and (d); and

(B) by redesignating subsections (c), (e),
and (f) as subsections (b), (¢), and (d), respec-
tively.

(2) INCIDENT DATA SHARING.—

(A) IN GENERAL.—The Director, in coordi-
nation with the Director of the Cybersecu-
rity and Infrastructure Security Agency,
shall develop, and as appropriate update,
guidance, on the content, timeliness, and
format of the information provided by agen-
cies under section 3594(a) of title 44, United
States Code, as added by this title.

(B) REQUIREMENTS.—The guidance devel-
oped under subparagraph (A) shall—

(i) enable the efficient development of—

(I) lessons learned and recommendations in
responding to, recovering from, remediating,
and mitigating future incidents; and

(IT) the report on Federal incidents re-
quired under section 3597(b) of title 44,
United States Code, as added by this title;
and

(ii) include requirements for the timeliness
of data production.

(C) AUTOMATION.—The Director, in coordi-
nation with the Director of the Cybersecu-

“‘secu-
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rity and Infrastructure Security Agency,
shall promote, as feasible, the use of automa-
tion and machine-readable data for data
sharing under section 3594(a) of title 44,
United States Code, as added by this title.

(3) CONTRACTOR AND AWARDEE GUIDANCE.—

(A) IN GENERAL.—Not later than 1 year
after the date of enactment of this Act, the
Director shall issue guidance to agencies on
how to deconflict, to the greatest extent
practicable, existing regulations, policies,
and procedures relating to the responsibil-
ities of contractors and awardees established
under section 3595 of title 44, United States
Code, as added by this title.

(B) EXISTING PROCESSES.—To the greatest
extent practicable, the guidance issued under
subparagraph (A) shall allow contractors and
awardees to use existing processes for noti-
fying agencies of incidents involving infor-
mation of the Federal Government.

(c) UPDATE TO THE PRIVACY ACT OF 1974.—
Section 552a(b) of title 5, United States Code
(commonly known as the ‘“‘Privacy Act of
1974”’) is amended—

(1) in paragraph (11), by striking ‘‘or” at
the end;

(2) in paragraph (12), by striking the period
at the end and inserting ‘; or’’; and

(3) by adding at the end the following:

‘(13) to another agency, to the extent nec-
essary, to assist the recipient agency in re-
sponding to an incident (as defined in section
35652 of title 44) or breach (as defined in sec-
tion 3591 of title 44) or to fulfill the informa-
tion sharing requirements under section 3594
of title 44.”.

SEC. 6006. ADDITIONAL GUIDANCE TO AGENCIES
ON FISMA UPDATES.

(a) IN GENERAL.—Not later than 1 year
after the date of enactment of this Act, the
Director shall issue guidance for agencies
on—

(1) performing the ongoing and continuous
agency system risk assessment required
under section 3554(a)(1)(A) of title 44, United
States Code, as amended by this title; and

(2) establishing a process for securely pro-
viding the status of each remedial action for
high value assets under section 3554(b)(7) of
title 44, United States Code, as amended by
this Act, to the Director and the Director of
the Cybersecurity and Infrastructure Secu-
rity Agency using automation and machine-
readable data, as practicable, which shall in-
clude—

(A) specific guidance for the use of auto-
mation and machine-readable data; and

(B) templates for providing the status of
the remedial action.

(b) COORDINATION.—The head of each agen-
cy shall coordinate with the inspector gen-
eral of the agency, as applicable, to ensure
consistent understanding of agency policies
for the purpose of evaluations conducted by
the inspector general.

SEC. 6007. AGENCY REQUIREMENTS TO NOTIFY
PRIVATE SECTOR ENTITIES IM-
PACTED BY INCIDENTS.

(a) DEFINITIONS.—In this section:

(1) REPORTING ENTITY.—The term ‘‘report-
ing entity’” means private organization or
governmental unit that is required by stat-
ute or regulation to submit sensitive infor-
mation to an agency.

(2) SENSITIVE INFORMATION.—The term
“sensitive information’ has the meaning
given the term by the Director in guidance
issued under subsection (b).

(b) GUIDANCE ON NOTIFICATION OF REPORT-
ING ENTITIES.—Not later than 1 year after
the date of enactment of this Act, the Direc-
tor shall develop, in consultation with the
National Cyber Director, and issue guidance
requiring the head of each agency to notify
a reporting entity, and take into consider-
ation the need to coordinate with Sector
Risk Management Agencies (as defined in
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section 2200 of the Homeland Security Act of
2002 (6 U.S.C. 650)), as appropriate, of an inci-
dent at the agency that is likely to substan-
tially affect—

(1) the confidentiality or integrity of sen-
sitive information submitted by the report-
ing entity to the agency pursuant to a statu-
tory or regulatory requirement; or

(2) any information system (as defined in
section 3502 of title 44, United States Code)
used in the transmission or storage of the
sensitive information described in paragraph
.

SEC. 6008. MOBILE SECURITY BRIEFINGS.

(a) IN GENERAL.—Not later than 180 days
after the date of enactment of this Act, the
Director shall provide to the appropriate
congressional committees—

(1) a briefing on the compliance of agencies
with the No TikTok on Government Devices
Act (44 U.S.C. 3553 note; Public Law 117-328);
and

(2) as a component of the briefing required
under paragraph (1), a list of each exception
of an agency from the No TikTok on Govern-
ment Devices Act (44 U.S.C. 3553 note; Public
Law 117-328), which may include a classified
annex.

(b) ADDITIONAL BRIEFING.—Not later than 1
year after the date of the briefing required
under subsection (a)(1), the Director shall
provide to the appropriate congressional
committees—

(1) a briefing on the compliance of any
agency that was not compliant with the No
TikTok on Government Devices Act (44
U.S.C. 3553 note; Public Law 117-328) at the
time of the briefing required under sub-
section (a)(1); and

(2) as a component of the briefing required
under paragraph (1), an update to the list re-
quired under subsection (a)(2).

SEC. 6009. DATA AND LOGGING RETENTION FOR
INCIDENT RESPONSE.

(a) GUIDANCE.—Not later than 2 years after
the date of enactment of this Act, the Direc-
tor, in consultation with the National Cyber
Director and the Director of the Cybersecu-
rity and Infrastructure Security Agency,
shall update guidance to agencies regarding
requirements for logging, log retention, log
management, sharing of log data with other
appropriate agencies, or any other logging
activity determined to be appropriate by the
Director.

(b) NATIONAL SECURITY SYSTEMS.—The Sec-
retary of Defense shall issue guidance that
meets or exceeds the standards required in
guidance issued under subsection (a) for Na-
tional Security Systems.

SEC. 6010. CISA AGENCY LIAISONS.

(a) IN GENERAL.—Not later than 120 days
after the date of enactment of this Act, the
Director of the Cybersecurity and Infrastruc-
ture Security Agency shall assign not less
than 1 cybersecurity professional employed
by the Cybersecurity and Infrastructure Se-
curity Agency to be the Cybersecurity and
Infrastructure Security Agency liaison to
the Chief Information Security Officer of
each agency.

(b) QUALIFICATIONS.—Each liaison assigned
under subsection (a) shall have knowledge
of—

(1) cybersecurity threats facing agencies,
including any specific threats to the as-
signed agency;

(2) risk assessments of agency systems; and

(3) other Federal cybersecurity initiatives.

(¢c) DuTiEs.—The duties of each liaison as-
signed under subsection (a) shall include—

(1) providing, as requested, assistance and
advice to the agency Chief Information Secu-
rity Officer;

(2) supporting, as requested, incident re-
sponse coordination between the assigned
agency and the Cybersecurity and Infra-
structure Security Agency;
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(3) becoming familiar with assigned agency
systems, processes, and procedures to better
facilitate support to the agency; and

(4) other liaison duties to the assigned
agency solely in furtherance of Federal cy-
bersecurity or support to the assigned agen-
cy as a Sector Risk Management Agency, as
assigned by the Director of the Cybersecu-
rity and Infrastructure Security Agency in
consultation with the head of the assigned
agency.

(d) LIMITATION.—A liaison assigned under
subsection (a) shall not be a contractor.

(¢) MULTIPLE ASSIGNMENTS.—One indi-
vidual liaison may be assigned to multiple
agency Chief Information Security Officers
under subsection (a).

(f) COORDINATION OF ACTIVITIES.—The Di-
rector of the Cybersecurity and Infrastruc-
ture Security Agency shall consult with the
Director on the execution of the duties of the
Cybersecurity and Infrastructure Security
Agency liaisons to ensure that there is no in-
appropriate duplication of activities
among—

(1) Federal cybersecurity support to agen-
cies of the Office of Management and Budget;
and

(2) the Cybersecurity and Infrastructure
Security Agency liaison.

(g) RULE OF CONSTRUCTION.—Nothing in
this section shall be construed impact the
ability of the Director to support agency im-
plementation of Federal cybersecurity re-
quirements pursuant to subchapter II of
chapter 35 of title 44, United States Code, as
amended by this Act.

SEC. 6011. FEDERAL PENETRATION TESTING POL-
ICY.

(a) IN GENERAL.—Subchapter II of chapter
35 of title 44, United States Code, is amended
by adding at the end the following:

“§3559A. Federal penetration testing

‘“(a) GUIDANCE.—The Director, in consulta-
tion with the Director of the Cybersecurity
and Infrastructure Security Agency, shall
issue guidance to agencies that—

‘(1) requires agencies to perform penetra-
tion testing on information systems, as ap-
propriate, including on high value assets;

‘(2) provides policies governing the devel-
opment of—

‘“(A) rules of engagement for using pene-
tration testing; and

“(B) procedures to use the results of pene-
tration testing to improve the cybersecurity
and risk management of the agency;

‘“(3) ensures that operational support or a
shared service is available; and

‘“(4) in no manner restricts the authority
of the Secretary of Homeland Security or the
Director of the Cybersecurity and Infrastruc-
ture Agency to conduct threat hunting pur-
suant to section 3553 of title 44, United
States Code, or penetration testing under
this chapter.

“(b) EXCEPTION FOR NATIONAL SECURITY
SYSTEMS.—The guidance issued under sub-
section (a) shall not apply to national secu-
rity systems.

‘“(c) DELEGATION OF AUTHORITY FOR CER-
TAIN SYSTEMS.—The authorities of the Direc-
tor described in subsection (a) shall be dele-
gated to—

‘(1) the Secretary of Defense in the case of
a system described in section 3553(e)(2); and

‘“(2) the Director of National Intelligence
in the case of a system described in section
3553(e)(3).”.

(b) EXISTING GUIDANCE.—

(1) IN GENERAL.—Compliance with guidance
issued by the Director relating to penetra-
tion testing before the date of enactment of
this Act shall be deemed to be compliance
with section 3559A of title 44, United States
Code, as added by this title.

(2) IMMEDIATE NEW GUIDANCE NOT RE-
QUIRED.—Nothing in section 3559A of title 44,
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United States Code, as added by this title,
shall be construed to require the Director to
issue new guidance to agencies relating to
penetration testing before the date described
in paragraph (3).

(3) GUIDANCE UPDATES.—Notwithstanding
paragraphs (1) and (2), not later than 2 years
after the date of enactment of this Act, the
Director shall review and, as appropriate, up-
date existing guidance requiring penetration
testing by agencies.

(c) CLERICAL AMENDMENT.—The table of
sections for chapter 35 of title 44, United
States Code, is amended by adding after the
item relating to section 3559 the following:

‘‘3569A. Federal penetration testing.”.

(d) PENETRATION TESTING BY THE SEC-
RETARY OF HOMELAND SECURITY.—Section
3663(b) of title 44, United States Code, as
amended by this title, is further amended by
inserting after paragraph (8) the following:

‘(9) performing penetration testing that
may leverage manual expert analysis to
identify threats and vulnerabilities within
information systems—

‘““(A) without consent or authorization
from agencies; and

‘(B) with prior notification to the head of
the agency;”.

SEC. 6012. VULNERABILITY DISCLOSURE POLI-
CIES.

(a) IN GENERAL.—Chapter 35 of title 44,
United States Code, is amended by inserting
after section 3559A, as added by this title,
the following:

“§3559B. Federal vulnerability disclosure
policies

‘‘(a) PURPOSE; SENSE OF CONGRESS.—

‘(1) PURPOSE.—The purpose of Federal vul-
nerability disclosure policies is to create a
mechanism to enable the public to inform
agencies of vulnerabilities in Federal infor-
mation systems.

‘(2) SENSE OF CONGRESS.—It is the sense of
Congress that, in implementing the require-
ments of this section, the Federal Govern-
ment should take appropriate steps to reduce
real and perceived burdens in communica-
tions between agencies and security re-
searchers.

‘‘(b) DEFINITIONS.—In this section:

‘(1) CONTRACTOR.—The term ‘contractor’
has the meaning given the term in section
3591.

‘(2) INTERNET OF THINGS.—The term ‘inter-
net of things’ has the meaning given the
term in Special Publication 800-213 of the
National Institute of Standards and Tech-
nology, entitled ‘IoT Device Cybersecurity
Guidance for the Federal Government: Es-
tablishing IoT Device Cybersecurity Re-
quirements’, or any successor document.

‘“(3) SECURITY VULNERABILITY.—The term
‘security vulnerability’ has the meaning
given the term in section 102 of the Cyberse-
curity Information Sharing Act of 2015 (6
U.S.C. 1501).

‘“(4) SUBMITTER.—The term ‘submitter’
means an individual that submits a vulner-
ability disclosure report pursuant to the vul-
nerability disclosure process of an agency.

““(5) VULNERABILITY DISCLOSURE REPORT.—
The term ‘vulnerability disclosure report’
means a disclosure of a security wvulner-
ability made to an agency by a submitter.

‘‘(c) GUIDANCE.—The Director shall issue
guidance to agencies that includes—

‘(1) use of the information system security
vulnerabilities disclosure process guidelines
established under section 4(a)(1) of the IoT
Cybersecurity Improvement Act of 2020 (156
U.S.C. 278g-3b(a)(1));

‘(2) direction to not recommend or pursue
legal action against a submitter or an indi-
vidual that conducts a security research ac-
tivity that—
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“‘(A) represents a good faith effort to iden-
tify and report security vulnerabilities in in-
formation systems; or

‘‘(B) otherwise represents a good faith ef-
fort to follow the vulnerability disclosure
policy of the agency developed under sub-
section (£)(2);

‘“(3) direction on sharing relevant informa-
tion in a consistent, automated, and ma-
chine readable manner with the Director of
the Cybersecurity and Infrastructure Secu-
rity Agency;

‘“(4) the minimum scope of agency systems
required to be covered by the vulnerability
disclosure policy of an agency required under
subsection (f)(2), including exemptions under
subsection (g);

‘(6) requirements for providing informa-
tion to the submitter of a vulnerability dis-
closure report on the resolution of the vul-
nerability disclosure report;

‘(6) a stipulation that the mere identifica-
tion by a submitter of a security wvulner-
ability, without a significant compromise of
confidentiality, integrity, or availability,
does not constitute a major incident; and

“(T) the applicability of the guidance to
Internet of things devices owned or con-
trolled by an agency.

‘“(d) CONSULTATION.—In developing the
guidance required under subsection (c)(3),
the Director shall consult with the Director
of the Cybersecurity and Infrastructure Se-
curity Agency.

‘‘(e) RESPONSIBILITIES OF CISA.—The Direc-
tor of the Cybersecurity and Infrastructure
Security Agency shall—

‘(1) provide support to agencies with re-
spect to the implementation of the require-
ments of this section;

‘“(2) develop tools, processes, and other
mechanisms determined appropriate to offer
agencies capabilities to implement the re-
quirements of this section;

‘(3) upon a request by an agency, assist the
agency in the disclosure to vendors of newly
identified security vulnerabilities in vendor
products and services; and

‘“(4) as appropriate, implement the require-
ments of this section, in accordance with the
authority under section 3553(b)(8), as a
shared service available to agencies.

¢‘(f) RESPONSIBILITIES OF AGENCIES.—

‘(1) PUBLIC INFORMATION.—The head of
each agency shall make publicly available,
with respect to each internet domain under
the control of the agency that is not a na-
tional security system and to the extent con-
sistent with the security of information sys-
tems but with the presumption of disclo-
sure—

‘“(A) an appropriate security contact; and

‘(B) the component of the agency that is
responsible for the internet accessible serv-
ices offered at the domain.

‘(2) VULNERABILITY DISCLOSURE POLICY.—
The head of each agency shall develop and
make publicly available a vulnerability dis-
closure policy for the agency, which shall—

““(A) describe—

‘(i) the scope of the systems of the agency
included in the vulnerability disclosure pol-
icy, including for Internet of things devices
owned or controlled by the agency;

‘‘(ii) the type of information system test-
ing that is authorized by the agency;

‘“(iii) the type of information system test-
ing that is not authorized by the agency;

‘“(iv) the disclosure policy for a contractor;
and

‘“(v) the disclosure policy of the agency for
sensitive information;

‘(B) with respect to a vulnerability disclo-
sure report to an agency, describe—

‘(1) how the submitter should submit the
vulnerability disclosure report; and

‘‘(ii) if the report is not anonymous, when
the reporter should anticipate an acknowl-
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edgment of receipt of the report by the agen-
cy;

‘(C) include any other relevant informa-
tion; and

‘(D) be mature in scope and cover every
internet accessible information system used
or operated by that agency or on behalf of
that agency.

“(3) IDENTIFIED SECURITY
VULNERABILITIES.—The head of each agency
shall—

‘“(A) consider security vulnerabilities re-
ported in accordance with paragraph (2);

‘(B) commensurate with the risk posed by
the security vulnerability, address such se-
curity vulnerability using the security wvul-
nerability management process of the agen-
cy; and

‘“(C) in accordance with subsection (c)(b),
provide information to the submitter of a
vulnerability disclosure report.

“(g) EXEMPTIONS.—

‘(1) IN GENERAL.—The Director and the
head of each agency shall carry out this sec-
tion in a manner consistent with the protec-
tion of national security information.

‘(2) LIMITATION.—The Director and the
head of each agency may not publish under
subsection (f)(1) or include in a vulnerability
disclosure policy under subsection (f)(2) host
names, services, information systems, or
other information that the Director or the
head of an agency, in coordination with the
Director and other appropriate heads of
agencies, determines would—

““(A) disrupt a law enforcement investiga-
tion;

‘(B) endanger national security or intel-
ligence activities; or

‘“(C) impede national defense activities or
military operations.

“(3) NATIONAL SECURITY SYSTEMS.—This
section shall not apply to national security
systems.

‘“(h) DELEGATION OF AUTHORITY FOR CER-
TAIN SYSTEMS.—The authorities of the Direc-
tor and the Director of the Cybersecurity
and Infrastructure Security Agency de-
scribed in this section shall be delegated—

‘(1) to the Secretary of Defense in the case
of systems described in section 3553(e)(2); and

‘“(2) to the Director of National Intel-
ligence in the case of systems described in
section 3553(e)(3).

‘(i) REVISION OF FEDERAL ACQUISITION REG-
ULATION.—The Federal Acquisition Regula-
tion shall be revised as necessary to imple-
ment the provisions under this section.”.

(b) CLERICAL AMENDMENT.—The table of
sections for chapter 35 of title 44, United
States Code, is amended by adding after the
item relating to section 3559A, as added by
this title, the following:

¢“3569B. Federal vulnerability disclosure poli-
cies.”.

(¢) CONFORMING UPDATE AND REPEAL.—

(1) GUIDELINES ON THE DISCLOSURE PROCESS
FOR SECURITY VULNERABILITIES RELATING TO
INFORMATION SYSTEMS, INCLUDING INTERNET
OF THINGS DEVICES.—Section 5 of the IoT Cy-
bersecurity Improvement Act of 2020 (156
U.S.C. 278g-3c) is amended by striking sub-
sections (d) and (e).

(2) IMPLEMENTATION AND CONTRACTOR COM-
PLIANCE.—The IoT Cybersecurity Improve-
ment Act of 2020 (15 U.S.C. 278g-3a et seq.) is
amended—

(A) by striking section 6 (15 U.S.C. 278g-3d);
and

(B) by striking section 7 (156 U.S.C. 278g-3e).
SEC. 6013. IMPLEMENTING ZERO TRUST ARCHI-

TECTURE.

(a) BRIEFINGS.—Not later than 1 year after
the date of enactment of this Act, the Direc-
tor shall provide to the Committee on Home-
land Security and Governmental Affairs of
the Senate and the Committees on Oversight
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and Accountability and Homeland Security
of the House of Representatives a briefing on
progress in increasing the internal defenses
of agency systems, including—

(1) shifting away from trusted networks to
implement security controls based on a pre-
sumption of compromise, including through
the transition to zero trust architecture;

(2) implementing principles of least privi-
lege in administering information security
programs;

(3) limiting the ability of entities that
cause incidents to move laterally through or
between agency systems;

(4) identifying incidents quickly;

(5) isolating and removing unauthorized
entities from agency systems as quickly as
practicable, accounting for intelligence or
law enforcement purposes; and

(6) otherwise increasing the resource costs
for entities that cause incidents to be suc-
cessful.

(b) PROGRESS REPORT.—As a part of each
report required to be submitted under sec-
tion 35563(c) of title 44, United States Code,
during the period beginning on the date that
is 4 years after the date of enactment of this
Act and ending on the date that is 10 years
after the date of enactment of this Act, the
Director shall include an update on agency
implementation of zero trust architecture,
which shall include—

(1) a description of steps agencies have
completed, including progress toward achiev-
ing any requirements issued by the Director,
including the adoption of any models or ref-
erence architecture;

(2) an identification of activities that have
not yet been completed and that would have
the most immediate security impact; and

(3) a schedule to implement any planned
activities.

(c) CLASSIFIED ANNEX.—Each update re-
quired under subsection (b) may include 1 or
more annexes that contain -classified or
other sensitive information, as appropriate.

(d) NATIONAL SECURITY SYSTEMS.—

(1) BRIEFING.—Not later than 1 year after
the date of enactment of this Act, the Sec-
retary of Defense shall provide to the Com-
mittee on Homeland Security and Govern-
mental Affairs of the Senate, the Committee
on Oversight and Accountability of the
House of Representatives, the Committee on
Armed Services of the Senate, the Com-
mittee on Armed Services of the House of
Representatives, the Select Committee on
Intelligence of the Senate, and the Perma-
nent Select Committee on Intelligence of the
House of Representatives a briefing on the
implementation of zero trust architecture
with respect to national security systems.

(2) PROGRESS REPORT.—Not later than the
date on which each update is required to be
submitted under subsection (b), the Sec-
retary of Defense shall submit to the con-
gressional committees described in para-
graph (1) a progress report on the implemen-
tation of zero trust architecture with respect
to national security systems.

SEC. 6014. AUTOMATION AND ARTIFICIAL INTEL-
LIGENCE.

(a) DEFINITION.—In this section, the term
“information system’ has the meaning given
the term in section 3502 of title 44, United
States Code.

(b) USE OF ARTIFICIAL INTELLIGENCE.—

(1) IN GENERAL.—ASs appropriate, the Direc-
tor shall issue guidance on the use of artifi-
cial intelligence by agencies to improve the
cybersecurity of information systems.

(2) CONSIDERATIONS.—The Director and
head of each agency shall consider the use
and capabilities of artificial intelligence sys-
tems wherever automation is used in fur-
therance of the cybersecurity of information
systems.
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(3) REPORT.—Not later than 1 year after
the date of enactment of this Act, and annu-
ally thereafter until the date that is 5 years
after the date of enactment of this Act, the
Director shall submit to the appropriate con-
gressional committees a report on the use of
artificial intelligence to further the cyberse-
curity of information systems.

(c) COMPTROLLER GENERAL REPORTS.—

(1) IN GENERAL.—Not later than 2 years
after the date of enactment of this Act, the
Comptroller General of the United States
shall submit to the appropriate congres-
sional committees a report on the risks to
the privacy of individuals and the cybersecu-
rity of information systems associated with
the use by Federal agencies of artificial in-
telligence systems or capabilities.

(2) STUDY.—Not later than 2 years after the
date of enactment of this Act, the Comp-
troller General of the United States shall
perform a study, and submit to the Commit-
tees on Homeland Security and Govern-
mental Affairs and Commerce, Science, and
Transportation of the Senate and the Com-
mittees on Oversight and Accountability,
Homeland Security, and Science, Space, and
Technology of the House of Representatives
a report, on the use of automation, including
artificial intelligence, and machine-readable
data across the Federal Government for cy-
bersecurity purposes, including the auto-
mated updating of cybersecurity tools, sen-
sors, or processes employed by agencies
under paragraphs (1), (5)(C), and (8)(B) of sec-
tion 3554(b) of title 44, United States Code, as
amended by this title.

SEC. 6015. EXTENSION OF CHIEF DATA OFFICER
COUNCIL.

Section 3520A(e)(2) of title 44, United
States Code, is amended by striking ‘‘upon
the expiration of the 2-year period that be-
gins on the date the Comptroller General
submits the report under paragraph (1) to
Congress’ and inserting ‘‘December 31, 2031"".
SEC. 6016. COUNCIL OF THE INSPECTORS GEN-

ERAL ON INTEGRITY AND EFFI-
CIENCY DASHBOARD.

(a) DASHBOARD REQUIRED.—Section 424(e)
of title 5, United States Code, is amended—

(1) in paragraph (2)—

(A) in subparagraph (A), by striking ‘“‘and”
at the end;

(B) by redesignating subparagraph (B) as
subparagraph (C);

(C) by inserting after subparagraph (A) the
following:

‘(B) that shall include a dashboard of open
information security recommendations iden-
tified in the independent evaluations re-
quired by section 3555(a) of title 44; and’’; and

(2) by adding at the end the following:

‘(6) RULE OF CONSTRUCTION.—Nothing in
this subsection shall be construed to require
the publication of information that is ex-
empted from disclosure under section 552 of
this title.”.
SEC. 6017. SECURITY OPERATIONS CENTER
SHARED SERVICE.

(a) BRIEFING.—Not later than 180 days after
the date of enactment of this Act, the Direc-
tor of the Cybersecurity and Infrastructure
Security Agency shall provide to the Com-
mittee on Homeland Security and Govern-
mental Affairs of the Senate and the Com-
mittee on Homeland Security and the Com-
mittee on Oversight and Accountability of
the House of Representatives a briefing on—

(1) existing security operations center
shared services;

(2) the capability for such shared service to
offer centralized and simultaneous support
to multiple agencies;

(3) the capability for such shared service to
integrate with or support agency threat
hunting activities authorized under section
3563 of title 44, United States Code, as
amended by this title;

CONGRESSIONAL RECORD — SENATE

(4) the capability for such shared service to
integrate with or support Federal vulner-
ability management activities; and

(5) future plans for expansion and matura-
tion of such shared service.

(b) GAO REPORT.—Not less than 540 days
after the date of enactment of this Act, the
Comptroller General of the United States
shall submit to the appropriate congres-
sional committees a report on Federal cyber-
security security operations centers that—

(1) identifies Federal agency best practices
for efficiency and effectiveness;

(2) identifies non-Federal best practices
used by large entity operations centers and
entities providing operation centers as a
service; and

(3) includes recommendations for the Cy-
bersecurity and Infrastructure Security
Agency and any other relevant agency to im-
prove the efficiency and effectiveness of se-
curity operations centers shared service of-
ferings.

SEC. 6018. FEDERAL CYBERSECURITY REQUIRE-
MENTS.

(a) CODIFYING FEDERAL CYBERSECURITY RE-
QUIREMENTS IN TITLE 44.—

(1) AMENDMENT TO FEDERAL CYBERSECURITY
ENHANCEMENT ACT OF 2015.—Section 225 of the
Federal Cybersecurity Enhancement Act of
2015 (6 U.S.C. 1523) is amended by striking
subsections (b) and (c).

(2) TITLE 44.—Section 3554 of title 44,
United States Code, as amended by this title,
is further amended by adding at the end the
following:

“(f) SPECIFIC CYBERSECURITY REQUIRE-
MENTS AT AGENCIES.—

‘(1) IN GENERAL.—Consistent with policies,
standards, guidelines, and directives on in-
formation security under this subchapter,
and except as provided under paragraph (3),
the head of each agency shall—

‘“(A) identify sensitive and mission critical
data stored by the agency consistent with
the inventory required under section 3505(c);

‘“(B) assess access controls to the data de-
scribed in subparagraph (A), the need for
readily accessible storage of the data, and
the need of individuals to access the data;

‘(C) encrypt or otherwise render indeci-
pherable to unauthorized users the data de-
scribed in subparagraph (A) that is stored on
or transiting agency information systems;

‘(D) implement a single sign-on trusted
identity platform for individuals accessing
each public website of the agency that re-
quires user authentication, as developed by
the Administrator of General Services in col-
laboration with the Secretary; and

‘(E) implement identity management con-
sistent with section 504 of the Cybersecurity
Enhancement Act of 2014 (15 U.S.C. 7464), in-
cluding multi-factor authentication, for—

‘“(i) remote access to a information sys-
tem; and

‘“(ii) each user account with elevated privi-
leges on a information system.

““(2) PROHIBITION.—

‘“(A) DEFINITION.—In this paragraph, the
term ‘Internet of things’ has the meaning
given the term in section 3559B.

‘(B) PROHIBITION.—Consistent with poli-
cies, standards, guidelines, and directives on
information security under this subchapter,
and except as provided under paragraph (3),
the head of an agency may not procure, ob-
tain, renew a contract to procure or obtain
in any amount, notwithstanding section 1905
of title 41, United States Code, or use an
Internet of things device if the Chief Infor-
mation Officer of the agency determines dur-
ing a review required under section
11319(b)(1)(C) of title 40 of a contract for an
Internet of things device that the use of the
device prevents compliance with the stand-
ards and guidelines developed under section 4
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of the IoT Cybersecurity Improvement Act
(15 U.S.C. 278g-3b) with respect to the device.

‘(3) EXCEPTION.—The requirements under
paragraph (1) shall not apply to a informa-
tion system for which—

‘“(A) the head of the agency, without dele-
gation, has certified to the Director with
particularity that—

‘(i) operational requirements articulated
in the certification and related to the infor-
mation system would make it excessively
burdensome to implement the cybersecurity
requirement;

‘‘(ii) the cybersecurity requirement is not
necessary to secure the information system
or agency information stored on or
transiting it; and

‘“(iii) the agency has taken all necessary
steps to secure the information system and
agency information stored on or transiting
it; and

‘“(B) the head of the agency has submitted
the certification described in subparagraph
(A) to the appropriate congressional commit-
tees and the authorizing committees of the
agency.

‘‘(4) DURATION OF CERTIFICATION.—

““(A) IN GENERAL.—A certification and cor-
responding exemption of an agency under
paragraph (3) shall expire on the date that is
4 years after the date on which the head of
the agency submits the certification under
paragraph (3)(A).

‘“(B) RENEWAL.—Upon the expiration of a
certification of an agency under paragraph
(3), the head of the agency may submit an
additional certification in accordance with
that paragraph.

‘“(5) RULES OF CONSTRUCTION.—Nothing in
this subsection shall be construed—

““(A) to alter the authority of the Sec-
retary, the Director, or the Director of the
National Institute of Standards and Tech-
nology in implementing subchapter II of this
title;

‘“(B) to affect the standards or process of
the National Institute of Standards and
Technology;

““(C) to affect the requirement under sec-
tion 3553(a)(4); or

‘(D) to discourage continued improve-
ments and advancements in the technology,
standards, policies, and guidelines used to
promote Federal information security.

“(g) EXCEPTION.—

‘(1) REQUIREMENTS.—The requirements
under subsection (f)(1) shall not apply to—

“‘(A) the Department of Defense;

‘(B) a national security system; or

‘(C) an element of the intelligence commu-
nity.

‘“(2) PROHIBITION.—The prohibition under
subsection (f)(2) shall not apply to—

“‘(A) Internet of things devices that are or
comprise a national security system;

‘(B) national security systems; or

“(C) a procured Internet of things device
described in subsection (f)(2)(B) that the
Chief Information Officer of an agency deter-
mines is—

‘“(i) necessary for research purposes; or

‘“(ii) secured using alternative and effec-
tive methods appropriate to the function of
the Internet of things device.”.

(b) REPORT ON EXEMPTIONS.—Section
3554(c)(1) of title 44, United States Code, as
amended by this title, is further amended—

(1) in subparagraph (C), by striking ‘‘and”
at the end;

(2) in subparagraph (D), by striking the pe-
riod at the end and inserting ‘‘; and’’; and

(3) by adding at the end the following:

‘““(E) with respect to any exemption from
the requirements of subsection (f)(3) that is
effective on the date of submission of the re-
port, the number of information systems
that have received an exemption from those
requirements.”’.
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(c) DURATION OF CERTIFICATION EFFECTIVE
DATE.—Paragraph (3) of section 3554(f) of
title 44, United States Code, as added by this
title, shall take effect on the date that is 1
year after the date of enactment of this Act.

(d) FEDERAL CYBERSECURITY ENHANCEMENT
ACT OF 2015 UPDATE.—Section 222(3)(B) of the
Federal Cybersecurity Enhancement Act of
2015 (6 U.S.C. 1521(3)(B)) is amended by in-
serting ‘‘and the Committee on Oversight
and Accountability’ before ‘‘of the House of
Representatives.”’

SEC. 6019. FEDERAL CHIEF INFORMATION SECU-
RITY OFFICER.

(a) AMENDMENT.—Chapter 36 of title 44,
United States Code, is amended by adding at
the end the following:

“§3617. Federal chief information security of-
ficer

‘‘(a) ESTABLISHMENT.—There is established
a Federal Chief Information Security Officer,
who shall serve in—

‘(1) the Office of the Federal Chief Infor-
mation Officer of the Office of Management
and Budget; and

¢“(2) the Office of the National Cyber Direc-
tor.

““(b) APPOINTMENT.—The Federal Chief In-
formation Security Officer shall be ap-
pointed by the President.

“(c) OMB DuTIES.—The Federal Chief In-
formation Security Officer shall report to
the Federal Chief Information Officer and as-
sist the Federal Chief Information Officer in
carrying out—

‘(1) every function under this chapter;

‘(2) every function assigned to the Direc-
tor under title II of the E-Government Act of
2002 (44 U.S.C. 3501 note; Public Law 107-347);

‘“(3) other electronic government initia-
tives consistent with other statutes; and

‘“(4) other Federal cybersecurity initiatives
determined by the Federal Chief Information
Officer.

“(d) ADDITIONAL DUTIES.—The Federal
Chief Information Security Officer shall—

‘(1) support the Federal Chief Information
Officer in overseeing and implementing Fed-
eral cybersecurity under the E-Government
Act of 2002 (Public Law 107-347; 116 Stat. 2899)
and other relevant statutes in a manner con-
sistent with law; and

“(2) perform every function assigned to the
Director under sections 1321 through 1328 of
title 41, United States Code.

‘‘(e) COORDINATION WITH ONCD.—The Fed-
eral Chief Information Security Officer shall
support initiatives determined by the Fed-
eral Chief Information Officer necessary to
coordinate with the Office of the National
Cyber Director.”.

(b) NATIONAL CYBER DIRECTOR DUTIES.—
Section 1752 of the William M. (Mac) Thorn-
berry National Defense Authorization Act
for Fiscal Year 2021 (6 U.S.C. 1500) is amend-
ed—

(1) by redesignating subsection (g) as sub-
section (h); and

(2) by inserting after subsection (f) the fol-
lowing:

‘‘(g) SENIOR FEDERAL CYBERSECURITY OFFI-
CER.—The Federal Chief Information Secu-
rity Officer appointed by the President under
section 3617 of title 44, United States Code,
shall be a senior official within the Office
and carry out duties applicable to the pro-
tection of information technology (as de-
fined in section 11101 of title 40, United
States Code), including initiatives deter-
mined by the Director necessary to coordi-
nate with the Office of the Federal Chief In-
formation Officer.”.

(¢c) TREATMENT OF INCUMBENT.—The indi-
vidual serving as the Federal Chief Informa-
tion Security Officer appointed by the Presi-
dent as of the date of the enactment of this
Act may serve as the Federal Chief Informa-
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tion Security Officer under section 3617 of
title 44, United States Code, as added by this
title, beginning on the date of enactment of
this Act, without need for a further or addi-
tional appointment under such section.

(d) CLERICAL AMENDMENT.—The table of
sections for chapter 36 of title 44, United
States Code, is amended by adding at the end
the following:

‘“Sec. 3617. Federal chief information secu-
rity officer”.
SEC. 6020. RENAMING OFFICE OF THE FEDERAL
CHIEF INFORMATION OFFICER.

(a) DEFINITIONS.—

(1) IN GENERAL.—Section 3601 of title 44,
United States Code, is amended—

(A) by striking paragraph (1); and

(B) by redesignating paragraphs (2)
through (8) as paragraphs (1) through (7), re-
spectively.

(2) CONFORMING AMENDMENTS.—

(A) TITLE 10.—Section 2222(i)(6) of title 10,
United States Code, is amended by striking
“‘section 3601(4)” and inserting ‘‘section
3601°.

(B) NATIONAL SECURITY ACT OF 1947.—Sec-
tion 506D(k)(1) of the National Security Act
of 1947 (50 U.S.C. 3100(k)(1)) is amended by
striking ‘‘section 3601(4)”’ and inserting ‘‘sec-
tion 3601.

(b) OFFICE OF ELECTRONIC GOVERNMENT.—
Section 3602 of title 44, United States Code,
is amended—

(1) in the heading, by striking ‘‘OFFICE OF
ELECTRONIC GOVERNMENT’’ and inserting ‘‘OF-
FICE OF THE FEDERAL CHIEF INFORMATION OFFI-
CER’’;

(2) in subsection (a), by striking ‘‘Office of
Electronic Government’’ and inserting ‘‘Of-
fice of the Federal Chief Information Offi-
cer’’;

(3) in subsection (b), by striking ‘“‘an Ad-
ministrator” and inserting ‘‘a Federal Chief
Information Officer’’;

(4) in subsection (c), in the matter pre-
ceding paragraph (1), by striking ‘“The Ad-
ministrator” and inserting ‘The Federal
Chief Information Officer’’;

(5) in subsection (d), in the matter pre-
ceding paragraph (1), by striking ‘“The Ad-
ministrator” and inserting ‘The Federal
Chief Information Officer”’;

(6) in subsection (e), in the matter pre-
ceding paragraph (1), by striking ‘The Ad-
ministrator” and inserting ‘“The Federal
Chief Information Officer’’;

(7) in subsection (f)—

(A) in the matter preceding paragraph (1),
by striking ‘‘the Administrator’” and insert-
ing ‘“‘the Federal Chief Information Officer’’;
and

(B) in paragraph (16), by striking ‘‘the Of-
fice of Electronic Government’’ and insert-
ing ‘‘the Office of the Federal Chief Informa-
tion Officer’’; and

(8) in subsection (g), by striking ‘‘the Of-
fice of Electronic Government’’ and insert-
ing ‘“‘the Office of the Federal Chief Informa-
tion Officer”.

(¢c) CHIEF INFORMATION OFFICERS COUNCIL.—
Section 3603 of title 44, United States Code,
is amended—

(1) in subsection (b)(2), by
Administrator of the Office
Government” and inserting
Chief Information Officer’’;

(2) in subsection (c)(1), by
Administrator of the Office of Electronic
Government” and inserting ‘‘The Federal
Chief Information Officer’’; and

(3) in subsection (f)—

(A) in paragraph (3), by striking ‘‘the Ad-
ministrator” and inserting ‘‘the Federal
Chief Information Officer”’; and

(B) in paragraph (5), by striking ‘‘the Ad-
ministrator” and inserting ‘‘the Federal
Chief Information Officer”.

striking ‘‘The
of Electronic
“The Federal

striking ‘‘The

S2925

(d) E-GOVERNMENT FUND.—Section 3604 of
title 44, United States Code, is amended—

(1) in subsection (a)(2), by striking ‘‘the
Administrator of the Office of Electronic
Government’”’ and inserting ‘‘the Federal
Chief Information Officer’’;

(2) in subsection (b), by striking ‘“‘Adminis-
trator” each place it appears and inserting
“Federal Chief Information Officer’’; and

(3) in subsection (c), in the matter pre-
ceding paragraph (1), by striking ‘‘the Ad-
ministrator’” and inserting ‘‘the Federal
Chief Information Officer”.

(e) PROGRAM TO ENCOURAGE INNOVATIVE SO-
LUTIONS TO ENHANCE ELECTRONIC GOVERN-
MENT SERVICES AND PROCESSES.—Section 3605
of title 44, United States Code, is amended—

(1) in subsection (a), by striking ‘“The Ad-
ministrator” and inserting ‘‘The Federal
Chief Information Officer’’;

(2) in subsection (b), by striking ‘¢, the Ad-
ministrator,” and inserting ‘¢, the Federal
Chief Information Officer,”’; and

(3) in subsection (¢c)—

(A) in paragraph (1)—

(i) by striking ‘““The Administrator” and
inserting ‘‘The Federal Chief Information Of-
ficer”’; and

(ii) by striking ‘‘proposals submitted to the
Administrator’” and inserting ‘‘proposals
submitted to the Federal Chief Information
Officer’’;

(B) in paragraph (2)(B), by striking ‘‘the
Administrator” and inserting ‘‘the Federal
Chief Information Officer’’; and

(C) in paragraph (4), by striking ‘‘the Ad-
ministrator’” and inserting ‘‘the Federal
Chief Information Officer’.

(f) E-GOVERNMENT REPORT.—Section 3606 of
title 44, United States Code, is amended in
the section heading by striking ‘‘E-Govern-
ment’’ and inserting ‘‘Annual’.

(g) TREATMENT OF INCUMBENT.—The indi-
vidual serving as the Administrator of the
Office of Electronic Government under sec-
tion 3602 of title 44, United States Code, as of
the date of the enactment of this Act, may
continue to serve as the Federal Chief Infor-
mation Officer commencing as of that date,
without need for a further or additional ap-
pointment under such section.

(h) TECHNICAL AND CONFORMING AMEND-
MENTS.—The table of sections for chapter 36
of title 44, United States Code, is amended—

(1) by striking the item relating to section
3602 and inserting the following:
¢3602. Office of the Federal Chief Informa-

tion Officer.”’; and

(2) in the item relating to section 3606, by
striking “E-Government’” and inserting
‘“Annual’.

(i) REFERENCES.—

(1) ADMINISTRATOR.—Any reference to the
Administrator of the Office of Electronic
Government in any law, regulation, map,
document, record, or other paper of the
United States shall be deemed to be a ref-
erence to the Federal Chief Information Offi-
cer.

(2) OFFICE OF ELECTRONIC GOVERNMENT.—
Any reference to the Office of Electronic
Government in any law, regulation, map,
document, record, or other paper of the
United States shall be deemed to be a ref-
erence to the Office of the Federal Chief In-
formation Officer.

SEC. 6021. RULES OF CONSTRUCTION.

(a) AGENCY ACTIONS.—Nothing in this title,
or an amendment made by this title, shall be
construed to authorize the head of an agency
to take an action that is not authorized by
this title, an amendment made by this title,
or existing law.

(b) PROTECTION OF RIGHTS.—Nothing in this
title, or an amendment made by this title,
shall be construed to permit the violation of
the rights of any individual protected by the



S2926

Constitution of the United States, including
through censorship of speech protected by
the Constitution of the United States or un-
authorized surveillance.

TITLE LXI—CYBERSECURITY AND
INFRASTRUCTURE SECURITY AGENCY
Subtitle A—National Risk Management Cycle

SEC. 6101. SHORT TITLE.

This subtitle may be cited as the
tional Risk Management Act of 2023”.
SEC. 6102. NATIONAL RISK MANAGEMENT CYCLE.

(a) IN GENERAL.—Subtitle A of title XXII of
the Homeland Security Act of 2002 (6 U.S.C.
651 et seq.) is amended by adding at the end
the following:

“SEC. 2220F. NATIONAL RISK
CYCLE.

‘“(a) NATIONAL CRITICAL FUNCTIONS DE-
FINED.—In this section, the term ‘national
critical functions’ means the functions of
government and the private sector so vital
to the United States that their disruption,
corruption, or dysfunction would have a de-
bilitating effect on security, national eco-
nomic security, national public health or
safety, or any combination thereof.

“(b) NATIONAL RISK MANAGEMENT CYCLE.—

‘(1) RISK IDENTIFICATION AND ASSESS-
MENT.—

‘“(A) IN GENERAL.—The Secretary, acting
through the Director, shall establish a recur-
ring process by which to identify and assess
risks to critical infrastructure, considering
both cyber and physical threats and the asso-
ciated likelihoods, vulnerabilities, and con-
sequences.

‘“(B) CONSULTATION.—In establishing the
process required under subparagraph (A), the
Secretary shall consult—

‘(i) Sector Risk Management Agencies;

‘‘(ii) critical infrastructure owners and op-
erators;

‘“(iii) the Assistant to the President for Na-
tional Security Affairs;

“‘(iv) the Assistant to the President for
Homeland Security; and

‘“(v) the National Cyber Director.

‘‘(C) PROCESS ELEMENTS.—The process es-
tablished under subparagraph (A) shall in-
clude elements to—

‘(i) collect relevant information, collected
pursuant to section 2218, from Sector Risk
Management Agencies relating to the
threats, vulnerabilities, and consequences
related to the particular sectors of those
Sector Risk Management Agencies;

‘‘(ii) allow critical infrastructure owners
and operators to submit relevant informa-
tion to the Secretary for consideration; and

‘‘(iii) outline how the Secretary will solicit
input from other Federal departments and
agencies.

‘(D) PUBLICATION.—Not later than 180 days
after the date of enactment of this section,
the Secretary shall publish in the Federal
Register procedures for the process estab-
lished under subparagraph (A), subject to
any redactions the Secretary determines are
necessary to protect classified or other sen-
sitive information.

‘“(E) REPORT.—The Secretary shall submit
to the President, the Committee on Home-
land Security and Governmental Affairs of
the Senate, and the Committee on Homeland
Security of the House of Representatives a
report on the risks identified by the process
established under subparagraph (A)—

‘(i) not later than 1 year after the date of
enactment of this section; and

‘“(ii) not later than 1 year after the date on
which the Secretary submits a periodic eval-
uation described in section 9002(b)(2) of title
XC of division H of the William M. (Mac)
Thornberry National Defense Authorization
Act for Fiscal Year 2021 (6 U.S.C. 652a(b)(2)).

¢(2) NATIONAL CRITICAL INFRASTRUCTURE
RESILIENCE STRATEGY.—

“Na-
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‘“(A) IN GENERAL.—Not later than 1 year
after the date on which the Secretary deliv-
ers each report required under paragraph (1),
the President shall deliver to majority and
minority leaders of the Senate, the Speaker
and minority leader of the House of Rep-
resentatives, the Committee on Homeland
Security and Governmental Affairs of the
Senate, and the Committee on Homeland Se-
curity of the House of Representatives a na-
tional critical infrastructure resilience
strategy designed to address the risks identi-
fied by the Secretary.

‘(B) ELEMENTS.—Each strategy delivered
under subparagraph (A) shall—

‘(i) prioritize areas of risk to critical in-
frastructure that would compromise or dis-
rupt national critical functions impacting
national security, economic security, or pub-
lic health and safety;

‘‘(i1) assess the implementation of the pre-
vious national critical infrastructure resil-
ience strategy, as applicable;

‘‘(iii) identify and outline current and pro-
posed national-level actions, programs, and
efforts, including resource requirements, to
be taken to address the risks identified;

‘“(iv) identify the Federal departments or
agencies responsible for leading each na-
tional-level action, program, or effort and
the relevant critical infrastructure sectors
for each; and

“(v) request any additional authorities
necessary to successfully execute the strat-
egy.

‘(C) ForM.—Each strategy delivered under
subparagraph (A) shall be unclassified, but
may contain a classified annex.

““(3) CONGRESSIONAL BRIEFING.—Not later
than 1 year after the date on which the
President delivers the first strategy required
under paragraph (2)(A), and each year there-
after, the Secretary, in coordination with
Sector Risk Management Agencies, shall
brief the Committee on Homeland Security
and Governmental Affairs of the Senate and
the Committee on Homeland Security of the
House of Representatives on—

‘“(A) the national risk management cycle
activities undertaken pursuant to the strat-
egy delivered under paragraph (2)(A); and

‘“(B) the amounts and timeline for funding
that the Secretary has determined would be
necessary to address risks and successfully
execute the full range of activities proposed
by the strategy delivered under paragraph
(2)(A).”.

(b) TECHNICAL AND CONFORMING AMEND-
MENT.—The table of contents in section 1(b)
of the Homeland Security Act of 2002 (Public
Law 107-296; 116 Stat. 2135) is amended by in-
serting after the item relating to section
2220E the following:

‘“‘Sec. 2220F. National risk management
cycle.”.
Subtitle B—Securing Open Source Software
Act of 2023

SEC. 6111. SHORT TITLE.

This subtitle may be cited as the ‘‘Secur-
ing Open Source Software Act of 2023"".

SEC. 6112. FINDINGS.

Congress finds that—

(1) open source software fosters technology
development and is an integral part of over-
all cybersecurity;

(2) a secure, healthy, vibrant, and resilient
open source software ecosystem is crucial for
ensuring the national security and economic
vitality of the United States;

(3) open source software is part of the foun-
dation of digital infrastructure that pro-
motes a free and open internet;

(4) due to both the unique strengths of
open source software and inconsistent his-
torical investment in open source software
security, there exist unique challenges in se-
curing open source software; and
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(5) the Federal Government should play a
supporting role in ensuring the long-term se-
curity of open source software.

SEC. 6113. OPEN SOURCE SOFTWARE SECURITY
DUTIES.

(a) IN GENERAL.—Title XXII of the Home-
land Security Act of 2002 (6 U.S.C. 650 et
seq.), as amended by section 6102(a), is
amended—

(1) in section 2200 (6 U.S.C. 650)—

(A) by redesignating paragraphs (22)
through (28) as paragraphs (25) through (31),
respectively; and

(B) by inserting after paragraph (21) the
following:

‘“(22) OPEN SOURCE SOFTWARE.—The term
‘open source software’ means software for
which the human-readable source code is
made available to the public for use, study,
re-use, modification, enhancement, and re-
distribution.

¢“(23) OPEN SOURCE SOFTWARE COMMUNITY.—
The term ‘open source software community’
means the community of individuals, foun-
dations, nonprofit organizations, corpora-
tions, and other entities that—

“‘(A) develop, contribute to, maintain, and
publish open source software; or

‘(B) otherwise work to ensure the security
of the open source software ecosystem.

‘“(24) OPEN SOURCE SOFTWARE COMPONENT.—
The term ‘open source software component’
means an individual repository of open
source software that is made available to the
public.”’;

(2) in section 2202(c) (6 U.S.C. 652(c))—

(A) in paragraph (13), by striking ‘‘and” at
the end;

(B) by redesignating paragraph (14) as
paragraph (17); and

(C) by inserting after paragraph (13) the
following:

‘“(14) support, including by offering serv-
ices, the secure usage and deployment of
software, including open source software, in
the software development lifecycle at Fed-
eral agencies in accordance with section
2220G;”’; and

(3) by adding at the end the following:

“SEC. 2220G. OPEN SOURCE SOFTWARE SECURITY
DUTIES.

‘‘(a) DEFINITION.—In this section, the term
‘software bill of materials’ has the meaning
given the term in the Minimum Elements for
a Software Bill of Materials published by the
Department of Commerce, or any super-
seding definition published by the Agency.

‘“(b) EMPLOYMENT.—The Director shall, to
the greatest extent practicable, employ indi-
viduals in the Agency who—

‘(1) have expertise and experience partici-
pating in the open source software commu-
nity; and

‘(2) perform the duties described in sub-
section (c).

‘‘(c) DUTIES OF THE DIRECTOR.—

‘(1) IN GENERAL.—The Director shall—

““(A) perform outreach and engagement to
bolster the security of open source software;

‘(B) support Federal efforts to strengthen
the security of open source software;

‘(C) coordinate, as appropriate, with non-
Federal entities on efforts to ensure the
long-term security of open source software;

‘(D) serve as a public point of contact re-
garding the security of open source software
for non-Federal entities, including State,
local, Tribal, and territorial partners, the
private sector, international partners, and
the open source software community; and

“‘(BE) support Federal and non-Federal sup-
ply chain security efforts by encouraging ef-
forts to bolster open source software secu-
rity, such as—

‘(i) assisting in coordinated vulnerability
disclosures in open source software compo-
nents pursuant to section 2209(n); and



July 13, 2023

‘‘(ii) supporting the activities of the Fed-
eral Acquisition Security Council.

¢“(2) ASSESSMENT OF CRITICAL OPEN SOURCE
SOFTWARE COMPONENTS.—

‘““(A) FRAMEWORK.—Not later than 1 year
after the date of enactment of this section,
the Director shall publicly publish a frame-
work, incorporating government, industry,
and open source software community frame-
works and best practices, including those
published by the National Institute of Stand-
ards and Technology, for assessing the risk
of open source software components, includ-
ing direct and indirect open source software
dependencies, which shall incorporate, at a
minimum—

‘(i) the security properties of code in a
given open source software component, such
as whether the code is written in a memory-
safe programming language;

‘“(ii) the security practices of development,
build, and release processes of a given open
source software component, such as the use
of multi-factor authentication by maintain-
ers and cryptographic signing of releases;

‘‘(iii) the number and severity of publicly
known, unpatched vulnerabilities in a given
open source software component;

‘‘(iv) the breadth of deployment of a given
open source software component;

‘“(v) the level of risk associated with where
a given open source software component is
integrated or deployed, such as whether the
component operates on a network boundary
or in a privileged location; and

‘(vi) the health of the open source soft-
ware community for a given open source
software component, including, where appli-
cable, the level of current and historical in-
vestment and maintenance in the open
source software component, such as the
number and activity of individual maintain-
ers.

‘(B) UPDATING FRAMEWORK.—Not less fre-
quently than annually after the date on
which the framework is published under sub-
paragraph (A), the Director shall—

‘(i) determine whether updates are needed
to the framework described in subparagraph
(A), including the augmentation, addition, or
removal of the elements described in clauses
(i) through (vi) of such subparagraph; and

¢“(ii) if the Director determines that addi-
tional updates are needed under clause (i),
make those updates to the framework.

‘(C) DEVELOPING FRAMEWORK.—In devel-
oping the framework described in subpara-
graph (A), the Director shall consult with—

‘(i) appropriate Federal agencies, includ-
ing the National Institute of Standards and
Technology;

‘(i) individuals and nonprofit organiza-
tions from the open source software commu-
nity; and

‘“(iii) private companies from the open
source software community.

‘(D) UsABILITY.—The Director shall en-
sure, to the greatest extent practicable, that
the framework described in subparagraph (A)
is usable by the open source software com-
munity, including through the consultation
described in subparagraph (C).

‘“(E) FEDERAL OPEN SOURCE SOFTWARE AS-
SESSMENT.—Not later than 1 year after the
publication of the framework described in
subparagraph (A), and not less frequently
than every 2 years thereafter, the Director
shall, to the greatest extent practicable and
using the framework described in subpara-
graph (A)—

‘(i) perform an assessment of open source
software components used directly or indi-
rectly by Federal agencies based on readily
available, and, to the greatest extent prac-
ticable, machine readable, information, such
as—

“(I) software bills of materials that are, at
the time of the assessment, made available
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to the Agency or are otherwise accessible via
the internet;

‘“(IT) software inventories, available to the
Director at the time of the assessment, from
the Continuous Diagnostics and Mitigation
program of the Agency; and

‘“(III) other publicly available information
regarding open source software components;
and

‘‘(i1) develop 1 or more ranked lists of com-
ponents described in clause (i) based on the
assessment, such as ranked by the criti-
cality, level of risk, or usage of the compo-
nents, or a combination thereof.

‘(F) AUTOMATION.—The Director shall, to
the greatest extent practicable, automate
the assessment conducted under subpara-
graph (E).

‘“(G) PUBLICATION.—The Director shall pub-
licly publish and maintain any tools devel-
oped to conduct the assessment described in
subparagraph (E) as open source software.

“‘(H) SHARING.—

‘(i) RESULTS.—The Director shall facili-
tate the sharing of the results of each assess-
ment described in subparagraph (E)(i) with
appropriate Federal and non-Federal entities
working to support the security of open
source software, including by offering means
for appropriate Federal and non-Federal en-
tities to download the assessment in an
automated manner.

‘“(ii) DATASETS.—The Director may pub-
licly publish, as appropriate, any datasets or
versions of the datasets developed or consoli-
dated as a result of an assessment described
in subparagraph (E)().

“(I) CRITICAL INFRASTRUCTURE ASSESSMENT
STUDY AND PILOT.—

‘“(i) STUuDY.—Not later than 2 years after
the publication of the framework described
in subparagraph (A), the Director shall con-
duct a study regarding the feasibility of the
Director conducting the assessment de-
scribed in subparagraph (E) for critical infra-
structure entities.

“(iil) PLoT.—

‘) IN GENERAL.—If the Director deter-
mines that the assessment described in
clause (i) is feasible, the Director may con-
duct a pilot assessment on a voluntary basis
with 1 or more critical infrastructure sec-
tors, in coordination with the Sector Risk
Management Agency and the sector coordi-
nating council of each participating sector.

‘(II) TERMINATION.—If the Director pro-
ceeds with the pilot described in subclause
(I), the pilot shall terminate on the date that
is 2 years after the date on which the Direc-
tor begins the pilot.

¢“(iii) REPORTS.—

‘“(I) STUuDY.—Not later than 180 days after
the date on which the Director completes the
study conducted under clause (i), the Direc-
tor shall submit to the appropriate congres-
sional committees a report that—

‘‘(aa) summarizes the study; and

‘“(bb) states whether the Director plans to
proceed with the pilot described in clause
AiHD).

“(II) PiLoT.—If the Director proceeds with
the pilot described in clause (ii), not later
than 1 year after the date on which the Di-
rector begins the pilot, the Director shall
submit to the appropriate congressional
committees a report that includes—

‘‘(aa) a summary of the results of the pilot;
and

‘“(bb) a recommendation as to whether the
activities carried out under the pilot should
be continued after the termination of the
pilot described in clause (ii)(II).

““(3) COORDINATION WITH NATIONAL CYBER DI-
RECTOR.—The Director shall—

‘“(A) brief the National Cyber Director on
the activities described in this subsection;
and
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‘“(B) coordinate activities with the Na-
tional Cyber Director, as appropriate.

‘“(4) REPORTS.—

‘““(A) IN GENERAL.—Not later than 1 year
after the date of enactment of this section,
and every 2 years thereafter, the Director
shall submit to the appropriate congres-
sional committees a report that includes—

‘(i) a summary of the work on open source
software security performed by the Director
during the period covered by the report, in-
cluding a list of the Federal and non-Federal
entities with which the Director interfaced;

‘“(ii) the framework developed under para-
graph (2)(A);

‘(iii) a summary of any updates made to
the framework developed under paragraph
(2)(A) pursuant to paragraph (2)(B) since the
last report submitted under this subpara-
graph;

‘(iv) a summary of each assessment con-
ducted pursuant to paragraph (2)(E) since the
last report was submitted under this sub-
paragraph;

“(v) a summary of changes made to the as-
sessment conducted pursuant to paragraph
(2)(E) since the last report submitted under
this subparagraph, including overall security
trends; and

‘“(vi) a summary of the types of entities
with which an assessment conducted pursu-
ant to paragraph (2)(E) since the last re-
ported submitted under this subparagraph
was shared pursuant to paragraph (2)(H), in-
cluding a list of the Federal and non-Federal
entities with which the assessment was
shared.

‘(B) PuBLIC REPORT.—Not later than 30
days after the date on which the Director
submits a report required under subpara-
graph (A), the Director shall make a version
of the report publicly available on the
website of the Agency.”.

(b) TECHNICAL AND CONFORMING AMEND-
MENT.—The table of contents in section 1(b)
of the Homeland Security Act of 2002 (Public
Law 107-296; 116 Stat. 2135), as amended by
section 6102(b), is amended by inserting after
the item relating to section 2220F the fol-
lowing:

“Sec. 2220G. Open source software security
duties.”.
SEC. 6114. SOFTWARE SECURITY ADVISORY SUB-
COMMITTEE.

Section 2219(d)(1) of the Homeland Secu-
rity Act of 2002 (6 U.S.C. 665e(d)(1)) is amend-
ed by adding at the end the following:

‘“(B) Software security, including open
source software security.”’.

SEC. 6115. OPEN SOURCE SOFTWARE GUIDANCE.

(a) DEFINITIONS.—In this section:

(1) APPROPRIATE CONGRESSIONAL COM-
MITTEE.—The term ‘‘appropriate congres-
sional committee” has the meaning given
the term in section 2 of the Homeland Secu-
rity Act of 2002 (6 U.S.C. 101).

(2) COVERED AGENCY.—The term ‘‘covered
agency’” means an agency described in sec-
tion 901(b) of title 31, United States Code.

(3) DIRECTOR.—The term ‘‘Director’ means
the Director of the Office of Management
and Budget.

(4) NATIONAL SECURITY SYSTEM.—The term
“national security system’ has the meaning
given the term in section 3552 of title 44,
United States Code.

() OPEN SOURCE SOFTWARE; OPEN SOURCE
SOFTWARE COMMUNITY.—The terms ‘‘open
source software’ and ‘‘open source software
community’’ have the meanings given those
terms in section 2200 of the Homeland Secu-
rity Act of 2002 (6 U.S.C. 650), as amended by
section 6113.

(b) GUIDANCE.—

(1) IN GENERAL.—Not later than 1 year after
the date of enactment of this Act, the Direc-
tor, in coordination with the National Cyber
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Director, the Director of the Cybersecurity
and Infrastructure Security Agency, and the
Administrator of General Services, shall
issue guidance on the responsibilities of the
chief information officer at each covered
agency regarding open source software,
which shall include—

(A) how chief information officers at each
covered agency should, considering industry
and open source software community best
practices—

(i) manage and reduce risks of using open
source software; and

(ii) guide contributing to and releasing
open source software;

(B) how chief information officers should
enable, rather than inhibit, the secure usage
of open source software at each covered
agency;

(C) any relevant updates to the Memo-
randum M-16-21 issued by the Office of Man-
agement and Budget on August 8, 2016, enti-
tled, ‘‘Federal Source Code Policy: Achieving
Efficiency, Transparency, and Innovation
through Reusable and Open Source Soft-
ware’’; and

(D) how covered agencies may contribute
publicly to open source software that the
covered agency uses, including how chief in-
formation officers should encourage those
contributions.

(2) EXEMPTION OF NATIONAL SECURITY SYS-
TEMS.—The guidance issued under paragraph
(1) shall not apply to national security sys-
tems.

(c) PILOT.—

(1) IN GENERAL.—Not later than 1 year after
the date of enactment of this Act, the chief
information officer of each covered agency
selected under paragraph (2), in coordination
with the Director, the National Cyber Direc-
tor, the Director of the Cybersecurity and
Infrastructure Security Agency, and the Ad-
ministrator of General Services, shall estab-
lish a pilot open source function at the cov-
ered agency that—

(A) is modeled after open source program
offices, such as those in the private sector,
the nonprofit sector, academia, and other
non-Federal entities; and

(B) shall—

(i) support the secure usage of open source
software at the covered agency;

(ii) develop policies and processes for con-
tributions to and releases of open source
software at the covered agency, in consulta-
tion, as appropriate, with the offices of gen-
eral counsel and procurement of the covered
agency;

(iii) interface with the open source soft-
ware community; and

(iv) manage and reduce risks of using open
source software at the covered agency.

(2) SELECTION OF PILOT AGENCIES.—The Di-
rector, in coordination with the National
Cyber Director, the Director of the Cyberse-
curity and Infrastructure Security Agency,
and the Administrator of General Services,
shall select not less than 1 and not more
than 5 covered agencies to conduct the pilot
described in paragraph (1).

(3) ASSESSMENT.—Not later than 1 year
after the establishment of the pilot open
source functions described in paragraph (1),
the Director, in coordination with the Na-
tional Cyber Director, the Director of the
Cybersecurity and Infrastructure Security
Agency, and the Administrator of General
Services, shall assess whether open source
functions should be established at some or
all covered agencies, including—

(A) how to organize those functions within
covered agencies, such as the creation of
open source program offices; and

(B) appropriate roles and responsibilities
for those functions.

(4) GUIDANCE.—Notwithstanding the termi-
nation of the pilot open source functions
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under paragraph (5), if the Director deter-
mines, based on the assessment described in
paragraph (3), that some or all of the open
source functions should be established at
some or all covered agencies, the Director, in
coordination with the National Cyber Direc-
tor, the Director of the Cybersecurity and
Infrastructure Security Agency, and the Ad-
ministrator of General Services, shall issue
guidance on the implementation of those
functions.

(5) TERMINATION.—The pilot open source
functions described in paragraph (1) shall
terminate not later than 4 years after the es-
tablishment of the pilot open source func-
tions.

(d) BRIEFING AND REPORT.—The Director
shall—

(1) not later than 1 year after the date of
enactment of this Act, brief the appropriate
congressional committees on the guidance
issued under subsection (b); and

(2) not later than 540 days after the estab-
lishment of the pilot open source functions
under subsection (¢)(1), submit to the appro-
priate congressional committees a report
on—

(A) the pilot open source functions; and

(B) the results of the assessment conducted
under subsection (c)(3).

(e) DUTIES.—Section 3554(b) of title 44,
United States Code, as amended by section
5103, is amended by inserting after paragraph
(7) the following:

‘“(8) plans and procedures to ensure the se-
cure usage and development of software, in-
cluding open source software (as defined in
section 2200 of the Homeland Security Act of
2002 (6 U.S.C. 650));”.

SEC. 6116. RULE OF CONSTRUCTION.

Nothing in this subtitle or the amend-
ments made by this subtitle shall be con-
strued to provide any additional regulatory
authority to any Federal agency described
therein.

Subtitle C—Offices of Countering Weapons of
Mass Destruction and Health Security Act
of 2023

SEC. 6121. SHORT TITLE.

This subtitle may be cited as the ‘‘Offices
of Countering Weapons of Mass Destruction
and Health Security Act of 2023°.

CHAPTER 1—COUNTERING WEAPONS OF
MASS DESTRUCTION OFFICE
SEC. 6122. COUNTERING WEAPONS OF MASS DE-
STRUCTION OFFICE.

(a) HOMELAND SECURITY ACT OF 2002.—Title
XIX of the Homeland Security Act of 2002 (6
U.S.C. 590 et seq.) is amended—

(1) in section 1901 (6 U.S.C. 591)—

(A) in subsection (c¢), by striking para-
graphs (1) and (2) and inserting the following:

‘(1) matters and strategies pertaining to—

“‘(A) weapons of mass destruction; and

‘“(B) non-medical aspects of chemical, bio-
logical, radiological, nuclear, and other re-
lated emerging threats;

‘“(2) coordinating the efforts of the Depart-
ment to counter—

““(A) weapons of mass destruction; and

‘“(B) non-medical aspects of chemical, bio-
logical, radiological, nuclear, and other re-
lated emerging threats; and

‘“(3) enhancing the ability of Federal,
State, local, and Tribal partners to prevent,
detect, protect against, and mitigate the im-
pacts of terrorist attacks in the United
States to counter—

“(A) weapons of mass destruction; and

‘(B) non-medical aspects of use of unau-
thorized chemical, biological, radiological,
and nuclear materials, devices, or agents and
other related emerging threats.”’; and

(B) by striking subsection (e);

(2) by amending section 1921 (6 U.S.C. 591g)
to read as follows:
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“SEC. 1921. MISSION OF THE OFFICE.

“The Office shall be responsible for—

‘(1) coordinating the efforts of the Depart-
ment and with other Federal departments
and agencies to counter—

““(A) weapons of mass destruction; and

‘(B) chemical, biological, radiological, nu-
clear, and other related emerging threats;
and

‘“(2) enhancing the ability of Federal,
State, local, and Tribal partners to prevent,
detect, protect against, and mitigate the im-
pacts of attacks using—

““(A) weapons of mass destruction against
the United States; or

‘(B) unauthorized chemical, biological, ra-
diological, nuclear materials, devices, or
agents or other related emerging threats
against the United States.”’;

(3) in section 1922 (6 U.S.C. 591h)—

(A) by striking subsection (b); and

(B) by redesignating subsection (c) as sub-
section (b);

(4) in section 1923 (6 U.S.C. 592)—

(A) by redesignating subsections (a) and (b)
as subsections (b) and (d), respectively;

(B) by inserting before subsection (b), as so
redesignated, the following:

‘‘(a) OFFICE RESPONSIBILITIES.—

‘(1) IN GENERAL.—For the purposes of co-
ordinating the efforts of the Department to
counter weapons of mass destruction and
chemical, biological, radiological, nuclear,
and other related emerging threats, the Of-
fice shall—

““(A) provide expertise and guidance to De-
partment leadership and components on non-
medical aspects of chemical, biological, radi-
ological, nuclear, and other related emerging
threats, subject to the research, develop-
ment, testing, and evaluation coordination
requirement described in subparagraph (G);

‘(B) in coordination with the Office for
Strategy, Policy, and Plans, lead develop-
ment of policies and strategies to counter
weapons of mass destruction and chemical,
biological, radiological, nuclear, and other
related emerging threats on behalf of the De-
partment;

‘(C) identify, assess, and prioritize capa-
bility gaps relating to the strategic and mis-
sion objectives of the Department for weap-
ons of mass destruction and chemical, bio-
logical, radiological, nuclear, and other re-
lated emerging threats;

‘(D) in coordination with the Office of In-
telligence and Analysis, support components
of the Department, and Federal, State, local,
and Tribal partners by providing intelligence
and information analysis and reports on
weapons of mass destruction and chemical,
biological, radiological, nuclear, and other
related emerging threats;

‘“(B) in consultation with the Science and
Technology Directorate, assess risk to the
United States from weapons of mass destruc-
tion and chemical, biological, radiological,
nuclear, and other related emerging threats;

‘“(F) lead development and prioritization of
Department requirements to counter weap-
ons of mass destruction and chemical, bio-
logical, radiological, nuclear, and other re-
lated emerging threats, subject to the re-
search, development, testing, and evaluation
coordination requirement described in sub-
paragraph (G), which requirements shall be—

‘(i) developed in coordination with end
users; and

‘‘(ii) reviewed by the Joint Requirements
Council, as directed by the Secretary;

‘(&) in coordination with the Science and
Technology Directorate, direct, fund, and co-
ordinate capability development activities
to counter weapons of mass destruction and
chemical, biological, radiological, nuclear,
and other related emerging threats research,
development, test, and evaluation matters,
including research, development, testing,
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and evaluation expertise, threat character-
ization, technology maturation, prototyping,
and technology transition;

“(H) acquire, procure, and deploy capabili-
ties to counter weapons of mass destruction
and chemical, biological, radiological, nu-
clear, and other related emerging threats,
and serve as the lead advisor of the Depart-
ment on component acquisition, procure-
ment, and deployment of counter-weapons of
mass destruction capabilities;

“(I) in coordination with the Office of
Health Security, support components of the
Department, and Federal, State, local, and
Tribal partners on chemical, biological, radi-
ological, nuclear, and other related emerging
threats health matters;

“(J) provide expertise on weapons of mass
destruction and non-medical aspects of
chemical, biological, radiological, nuclear,
and other related emerging threats to De-
partmental and Federal partners to support
engagements and efforts with international
partners subject to the research, develop-
ment, testing, and evaluation coordination
requirement under subparagraph (G); and

“(K) carry out any other duties assigned to
the Office by the Secretary.

‘“(2) DETECTION AND REPORTING.—For pur-
poses of the detection and reporting respon-
sibilities of the Office for weapons of mass
destruction and chemical, biological, radio-
logical, nuclear, and other related emerging
threats, the Office shall—

‘““(A) in coordination with end users, in-
cluding State, local, and Tribal partners, as
appropriate—

‘(i) carry out a program to test and evalu-
ate technology, in consultation with the
Science and Technology Directorate, to de-
tect and report on weapons of mass destruc-
tion and chemical, biological, radiological,
nuclear, and other related emerging threats,
in coordination with other Federal agencies,
as appropriate, and establish performance
metrics to evaluate the effectiveness of indi-
vidual detectors and detection systems in de-
tecting those weapons of mass destruction or
chemical, biological, radiological, nuclear,
or other related emerging threats—

‘(D) under realistic operational and envi-
ronmental conditions; and

“(IT) against realistic adversary tactics
and countermeasures;

‘(B) in coordination with end users, con-
duct, support, coordinate, and encourage a
transformational program of research and
development to generate and improve tech-
nologies to detect, protect against, and re-
port on the illicit entry, transport, assem-
bly, or potential use within the United
States of weapons of mass destruction and
chemical, biological, radiological, nuclear,
and other related emerging threats, and co-
ordinate with the Under Secretary for
Science and Technology on research and de-
velopment efforts relevant to the mission of
the Office and the Under Secretary for
Science and Technology;

“(C) before carrying out operational test-
ing under subparagraph (A), develop a test-
ing and evaluation plan that articulates the
requirements for the user and describes how
these capability needs will be tested in de-
velopmental test and evaluation and oper-
ational test and evaluation;

‘(D) as appropriate, develop, acquire, and
deploy equipment to detect and report on
weapons of mass destruction and chemical,
biological, radiological, nuclear, and other
related emerging threats in support of Fed-
eral, State, local, and Tribal governments;

‘“(E) support and enhance the effective
sharing and use of appropriate information
on weapons of mass destruction and chem-
ical, biological, radiological, nuclear, and
other related emerging threats generated by
elements of the intelligence community, law
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enforcement agencies, other Federal agen-
cies, State, local, and Tribal governments,
and foreign governments, as well as provide
appropriate information to those entities;

‘“(F) consult, as appropriate, with relevant
Departmental components and offices, the
Department of Health and Human Services,
and other Federal partners, on weapons of
mass destruction and non-medical aspects of
chemical, biological, radiological, nuclear,
and other related emerging threats and ef-
forts to mitigate, prepare, and respond to all
threats in support of the State, local, and
Tribal communities; and

“(G) perform other duties as assigned by
the Secretary.”’;

(C) in subsection (b), as so redesignated—

(i) in the subsection heading, by striking
““MISSION”’ and inserting ‘‘RADIOLOGICAL AND
NUCLEAR RESPONSIBILITIES’’;

(ii) in paragraph (1)—

(D by inserting ‘‘deploy,” after ‘‘acquire,’’;
and

(IT) by striking ‘‘deployment’” and insert-
ing ‘“‘operation’’;

(iii) by striking paragraphs (6) through
(10);

(iv) redesignating paragraphs (11) and (12)
as paragraphs (6) and (7), respectively;

(v) in paragraph (6), as so redesignated—

(D) by striking subparagraph (B);

(IT) by striking ‘‘activities—>’ and all that
follows through ‘‘to ensure’” and inserting
“‘activities to ensure’’; and

(III) by striking ‘‘attacks; and’ and insert-
ing ‘“‘attacks;’’;

(vi) in paragraph (7)(C)(v), as so redesig-
nated—

(I) in the matter preceding subclause (I),
by inserting ‘‘except as otherwise provided,”
before ‘‘require’’; and

(IT) in subclause (II)—

(aa) in the matter preceding item (aa), by
striking ‘‘death or disability’’ and inserting
‘“‘death, disability, or a finding of good cause
as determined by the Assistant Secretary
(including extreme hardship, extreme need,
or the needs of the Office) and for which the
Assistant Secretary may grant a waiver of
the repayment obligation’; and

(bb) in item (bb), by adding ‘‘and’ at the
end;

(vii) by striking paragraph (13); and

(viii) by redesignating paragraph (14) as
paragraph (8); and

(D) by inserting after subsection (b), as so
redesignated, the following:

‘“(c) CHEMICAL AND BIOLOGICAL RESPON-
SIBILITIES.—The Office—

‘(1) shall be responsible for coordinating
with other Federal efforts to enhance the
ability of Federal, State, local, and Tribal
governments to prevent, detect, mitigate,
and protect against the importation, posses-
sion, storage, transportation, development,
or use of unauthorized chemical and biologi-
cal materials, devices, or agents against the
United States; and

“(2) shall—

‘“(A) serve as a primary entity responsible
for the efforts of the Department to develop,
acquire, deploy, and support the operations
of a national biological detection system and
improve that system over time;

‘“(B) enhance the chemical and biological
detection efforts of Federal, State, local, and
Tribal governments and provide guidance,
tools, and training to help ensure a managed,
coordinated response; and

‘“(C) collaborate with the Department of
Health and Human Services, the Office of
Health Security of the Department, the De-
fense Advanced Research Projects Agency,
the National Aeronautics and Space Admin-
istration, and other relevant Federal stake-
holders, and receive input from industry,
academia, and the national laboratories on
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chemical surveillance ef-
forts.”’;

(5) in section 1924 (6 U.S.C. 593), by striking
‘“‘section 11011 of the Strom Thurmond Na-
tional Defense Authorization Act for Fiscal
Year 1999 (5 U.S.C. 3104 note).” and inserting
“‘section 4092 of title 10, United States Code,
except that the authority shall be limited to
facilitate the recruitment of experts in the
chemical, biological, radiological, or nuclear

and biological

specialties.”’;
(6) in section 1927(a)(1)(C) (6 U.S.C.
596a(a)(1)(C)—
(A) in clause (i), by striking ‘‘required

under section 1036 of the National Defense
Authorization Act for Fiscal Year 2010"’;

(B) in clause (ii), by striking ‘‘and’ at the
end;

(C) in clause (iii), by striking the period at
the end and inserting ‘‘; and”’; and

(D) by adding at the end the following:

‘(iv) includes any other information re-
garding national technical nuclear forensics
activities carried out under section 1923.”’;

(7) in section 1928 (6 U.S.C. 596b)—

(A) in subsection (a), by striking ‘high-
risk urban areas’” and inserting ‘‘jurisdic-
tions designated under subsection (c)’’;

(B) in subsection (c)(1), by striking ‘‘from
among high-risk urban areas under section
2003’ and inserting ‘‘based on the capability
and capacity of the jurisdiction, as well as
the relative threat, vulnerability, and con-
sequences from terrorist attacks and other
high-consequence events utilizing nuclear or
other radiological materials’’; and

(C) by striking subsection (d) and inserting
the following:

‘(d) REPORT.—Not later than 2 years after
the date of enactment of the Offices of Coun-
tering Weapons of Mass Destruction and
Health Security Act of 2023, the Secretary
shall submit to the appropriate congres-
sional committees an update on the STC pro-
gram.’”’; and

(8) by inserting after section 1928 (6 U.S.C.
596b) the following:

“SEC. 1929. ACCOUNTABILITY.

‘‘(a) DEPARTMENTWIDE STRATEGY.—

‘(1) IN GENERAL.—Not later than 180 days
after the date of enactment of Offices of
Countering Weapons of Mass Destruction and
Health Security Act of 2023, and every 4
years thereafter, the Secretary shall create a
Departmentwide strategy and implementa-
tion plan to counter weapons of mass de-
struction and chemical, biological, radio-
logical, nuclear, and other related emerging
threats, which should—

““(A) have clearly identified authorities,
specified roles, objectives, benchmarks, ac-
countability, and timelines;

‘“(B) incorporate the perspectives of non-
Federal and private sector partners; and

“(C) articulate how the Department will
contribute to relevant national-level strate-
gies and work with other Federal agencies.

‘“(2) CONSIDERATION.—The Secretary shall
appropriately consider weapons of mass de-
struction and chemical, biological, radio-
logical, nuclear, and other related emerging
threats when creating the strategy and im-
plementation plan required under paragraph
Q).

“(3) REPORT.—The Office shall submit to
the appropriate congressional committees a
report on the updated Departmentwide strat-
egy and implementation plan required under
paragraph (1).

“(b) DEPARTMENTWIDE BIODEFENSE REVIEW
AND STRATEGY.—

‘(1) IN GENERAL.—Not later than 180 days
after the date of enactment of the Offices of
Countering Weapons of Mass Destruction and
Health Security Act of 2023, the Secretary,
in consultation with appropriate stake-
holders representing Federal, State, local,
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Tribal, academic, private sector, and non-
governmental entities, shall conduct a De-
partmentwide review of biodefense activities
and strategies.

‘(2) REVIEW.—The review required under
paragraph (1) shall—

“(A) identify with specificity the bio-
defense lines of effort of the Department, in-
cluding biodefense lines of effort relating to
biodefense roles, responsibilities, and capa-
bilities of components and offices of the De-
partment;

‘“(B) assess how such components and of-
fices coordinate internally and with public
and private partners in the biodefense enter-
prise;

‘“(C) identify any policy, resource, capa-
bility, or other gaps in the Department’s
ability to assess, prevent, protect against,
and respond to biological threats;

‘(D) identify any organizational changes
or reforms necessary for the Department to
effectively execute its biodefense mission
and role, including with respect to public
and private partners in the biodefense enter-
prise; and

‘“(E) assess the risk of high-risk gain-of-
function research to the homeland security
of the United States and identify the gaps in
the response of the Department to that risk.

‘(3) STRATEGY.—Not later than 1 year after
completion of the review required under
paragraph (1), the Secretary shall issue a
biodefense strategy for the Department
that—

““(A) is informed by such review and is
aligned with section 1086 of the National De-
fense Authorization Act for Fiscal Year 2017
(6 U.S.C. 104; relating to the development of
a national biodefense strategy and associ-
ated implementation plan, including a re-
view and assessment of biodefense policies,
practices, programs, and initiatives) or any
successor strategy; and

“(B) shall—

‘(i) describe the biodefense mission and
role of the Department, as well as how such
mission and role relates to the biodefense
lines of effort of the Department;

‘‘(ii) clarify, as necessary, biodefense roles,
responsibilities, and capabilities of the com-
ponents and offices of the Department in-
volved in the biodefense lines of effort of the
Department;

‘“(iii) establish how biodefense lines of ef-
fort of the Department are to be coordinated
within the Department;

‘“(iv) establish how the Department en-
gages with public and private partners in the
biodefense enterprise, including other Fed-
eral agencies, national laboratories and
sites, and State, local, and Tribal entities,
with specificity regarding the frequency and
nature of such engagement by Department
components and offices with State, local,
and Tribal entities; and

‘(v) include information relating to—

““(I) milestones and performance metrics
that are specific to the biodefense mission
and role of the Department described in
clause (i); and

“(II) implementation of any operational
changes necessary to carry out clauses (iii)
and (iv).

‘‘(4) PERIODIC UPDATE.—Beginning not later
than 5 years after the issuance of the bio-
defense strategy and implementation plans
required under paragraph (3), and not less
often than once every 5 years thereafter, the
Secretary shall review and update, as nec-
essary, such strategy and plans.

‘“(5) CONGRESSIONAL OVERSIGHT.—Not later
than 30 days after the issuance of the bio-
defense strategy and implementation plans
required under paragraph (3), the Secretary
shall brief the Committee on Homeland Se-
curity and Governmental Affairs of the Sen-
ate and the Committee on Homeland Secu-
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rity of the House of Representatives regard-
ing such strategy and plans.

‘‘(c) EMPLOYEE MORALE.—Not later than
180 days after the date of enactment of the
Offices of Countering Weapons of Mass De-
struction and Health Security Act of 2023,
the Office shall submit to and brief the ap-
propriate congressional committees on a
strategy and plan to continuously improve
morale within the Office.

“(d) COMPTROLLER GENERAL.—Not later
than 1 year after the date of enactment of
the Offices of Countering Weapons of Mass
Destruction and Health Security Act of 2023,
the Comptroller General of the United States
shall conduct a review of and brief the appro-
priate congressional committees on—

“(1) the efforts of the Office to prioritize
the programs and activities that carry out
the mission of the Office, including research
and development;

‘“(2) the consistency and effectiveness of
stakeholder coordination across the mission
of the Office, including operational and sup-
port components of the Department and
State and local entities; and

““(3) the efforts of the Office to manage and
coordinate the lifecycle of research and de-
velopment within the Office and with other
components of the Department, including
the Science and Technology Directorate.

‘‘(e) NATIONAL ACADEMIES OF SCIENCES, EN-
GINEERING, AND MEDICINE.—

‘(1) STUuDY.—The Secretary shall enter
into an agreement with the National Acad-
emies of Sciences, Engineering, and Medicine
to conduct a consensus study and report to
the Secretary and the appropriate congres-
sional committees on—

‘“(A) the role of the Department in pre-
paring, detecting, and responding to biologi-
cal and health security threats to the home-
land;

‘(B) recommendations to improve depart-
mental biosurveillance efforts against bio-
logical threats, including any relevant bio-
logical detection methods and technologies;
and

‘“(C) the feasibility of different techno-
logical advances for biodetection compared
to the cost, risk reduction, and timeliness of
those advances.

‘“(2) BRIEFING.—Not later than 1 year after
the date on which the Secretary receives the
report required under paragraph (1), the Sec-
retary shall brief the appropriate congres-
sional committees on—

‘“(A) the implementation of the rec-
ommendations included in the report; and

‘(B) the status of biological detection at
the Department, and, if applicable, timelines
for the transition to updated technology.

‘(f) ADVISORY COUNCIL.—

‘(1) ESTABLISHMENT.—Not later than 180
days after the date of enactment of the Of-
fices of Countering Weapons of Mass De-
struction and Health Security Act of 2023,
the Secretary shall establish an advisory
body to advise on the ongoing coordination
of the efforts of the Department to counter
weapons of mass destruction and chemical,
biological, radiological, nuclear, and other
related emerging threats, to be known as the
Advisory Council for Countering Weapons of
Mass Destruction (in this subsection referred
to as the ‘Advisory Council’).

‘“(2) MEMBERSHIP.—The members of the Ad-
visory Council shall—

‘“(A) be appointed by the Assistant Sec-
retary; and

‘“(B) to the extent practicable, represent a
geographic (including urban and rural) and
substantive cross section of officials from
State, local, and Tribal governments, aca-
demia, the private sector, national labora-
tories, and nongovernmental organizations,
including, as appropriate—
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‘(i) members selected from the emergency
management field and emergency response
providers;

‘“(ii) State, local, and Tribal government
officials;

‘‘(iii) experts in the public and private sec-
tors with expertise in chemical, biological,
radiological, or nuclear materials, devices,
or agents;

‘“(iv) representatives from the national
laboratories; and

‘(v) such other individuals as the Assist-
ant Secretary determines to be appropriate.

‘“(3) RESPONSIBILITIES.— The Advisory
Council shall—

‘“(A) advise the Assistant Secretary on all
aspects of countering weapons of mass de-
struction and chemical, biological, radio-
logical, nuclear, and other related emerging
threats;

‘“(B) incorporate State, local, and Tribal
government, national laboratories, and pri-
vate sector input in the development of the
strategy and implementation plan of the De-
partment for countering weapons of mass de-
struction and chemical, biological, radio-
logical, nuclear, and other related emerging
threats; and

‘(C) provide advice on performance cri-
teria for a national biological detection sys-
tem and review the testing protocol for bio-
logical detection prototypes.

‘“(4) CONSULTATION.—To ensure input from
and coordination with State, local, and Trib-
al governments, the Assistant Secretary
shall regularly consult and work with the
Advisory Council on the administration of
Federal assistance provided by the Depart-
ment, including with respect to the develop-
ment of requirements of Office programs, as
appropriate.

‘“(6) VOLUNTARY SERVICE.—The members of
the Advisory Council shall serve on the Advi-
sory Council on a voluntary basis.

‘(6) FACA.—Chapter 10 of title 5, United
States Code, shall not apply to the Advisory
Council.

‘() QUALIFICATIONS.—Each member of the
Advisory Council shall—

““(A) be impartial in any advice provided to
the Advisory Council; and

‘‘(B) not seek to advance any political posi-
tion or predetermined conclusion as a mem-
ber of the Advisory Council.”.

(b) COUNTERING WEAPONS OF MASS DE-
STRUCTION ACT OF 2018.—Section 2 of the
Countering Weapons of Mass Destruction Act
of 2018 (Public Law 115-387; 132 Stat. 5162) is
amended—

(1) in subsection (b)(2) (6 U.S.C. 591 note),
by striking ‘1927 and inserting ‘‘1926’’; and
(2) in subsection (g) (6 U.S.C. 591 note)—

(A) in the matter preceding paragraph (1),
by striking ‘‘one year after the date of the
enactment of this Act, and annually there-
after,” and inserting ‘‘June 30 of each year,”;
and

(B) in paragraph (2), by striking ‘‘Security,
including research and development activi-
ties” and inserting ‘‘Security”’.

(c) SECURITY AND ACCOUNTABILITY FOR
EVERY PORT ACT OF 2006.—The Security and
Accountability for Every Port Act of 2006
(Public Law 109-347; 120 Stat 1884) is amend-
ed—

(1) in section 1(b), by striking the item re-
lating to section 502; and

(2) by striking section 502 (6 U.S.C. 592a).

SEC. 6123. RULE OF CONSTRUCTION.

Nothing in this chapter or the amendments
made by this chapter may be construed as
modifying any existing authority under any
provision of law not expressly amended by
this chapter.
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CHAPTER 2—OFFICE OF HEALTH
SECURITY

SEC. 6124. OFFICE OF HEALTH SECURITY.

(a) ESTABLISHMENT.—The Homeland Secu-
rity Act of 2002 (6 U.S.C. 101 et seq.) is
amended—

(1) in section 103 (6 U.S.C. 113)—

(A) in subsection (a)(2)—

(i) by striking ‘‘the Assistant Secretary for
Health Affairs,”’; and

(ii) by striking ‘‘Affairs, or’’ and inserting
“Affairs or’’; and

(B) in subsection (d), by adding at the end
the following:

‘(6) A Chief Medical Officer.”’;

(2) by adding at the end the following:

“TITLE XXIII—OFFICE OF HEALTH
SECURITY”;

(3) by redesignating section 1931 (6 U.S.C.
597) as section 2301 and transferring such sec-
tion to appear after the heading for title
XXIII, as added by paragraph (2);

(4) in section 2301, as so redesignated—

(A) in the section heading, by striking
‘‘CHIEF MEDICAL OFFICER’’ and inserting ‘‘OF-
FICE OF HEALTH SECURITY’;

(B) by striking subsections (a) and (b) and
inserting the following:

‘“(a) IN GENERAL.—There is established in
the Department an Office of Health Security.

“(b) HEAD OF OFFICE OF HEALTH SECU-
RITY.—The Office of Health Security shall be
headed by a chief medical officer, who
shall—

‘(1) be the Assistant Secretary for Health
Security and the Chief Medical Officer of the
Department;

‘“(2) be a licensed physician possessing a
demonstrated ability in and knowledge of
medicine and public health;

““(3) be appointed by the President; and

‘“(4) report directly to the Secretary.”’;

(C) in subsection (¢)—

(i) in the matter preceding paragraph (1),
by striking ‘‘medical issues related to nat-
ural disasters, acts of terrorism, and other
man-made disasters’ and inserting ‘‘medical
activities of the Department and all work-
force-focused health and safety activities of
the Department’’;

(ii) in paragraph (1), by striking ‘¢, the Ad-
ministrator of the Federal Emergency Man-
agement Agency, the Assistant Secretary,
and other Department officials’” and insert-
ing ‘“‘and all other Department officials’’;

(iii) in paragraph (4), by striking ‘“‘and” at
the end;

(iv) by redesignating paragraph (5) as para-
graph (13); and

(v) by inserting after paragraph (4) the fol-
lowing:

‘() overseeing all medical activities of the
Department, including the delivery, advise-
ment, and support of direct patient care and
the organization, management, and staffing
of component operations that deliver direct
patient care;

‘(6) advising the head of each component
of the Department that delivers direct pa-
tient care regarding the recruitment and ap-
pointment of a component chief medical offi-
cer and deputy chief medical officer or the
employees who function in the capacity of
chief medical officer and deputy chief med-
ical officer;

“(7) advising the Secretary and the head of
each component of the Department that de-
livers direct patient care regarding knowl-
edge and skill standards for medical per-
sonnel and the assessment of that knowledge
and skill;

‘“(8) in coordination with the Chief Privacy
Officer of the Department and the Chief In-
formation Officer of the Department, advis-
ing the Secretary and the head of each com-
ponent of the Department that delivers pa-
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tient care regarding the collection, storage,
and oversight of medical records;

‘“(9) with respect to any psychological
health counseling or assistance program of
the Department, including such a program of
a law enforcement, operational, or support
component of the Department, advising the
head of each such component with such a
program regarding—

‘“(A) ensuring such program includes safe-
guards against adverse actions by such com-
ponent with respect to any employee solely
because the employee identifies a need for
psychological health counseling or assist-
ance or receives such assistance;

‘(B) ensuring such program includes safe-
guards regarding automatic referrals for em-
ployment-related examinations or inquires
that are based solely on an employee who
self identifies a need for psychological health
counseling or assistance or receives such
counseling or assistance, except that such
safeguards shall not prevent a component re-
ferral to evaluate the ability of an employee
to meet established medical or psychological
standards by such component or to evaluate
the national security eligibility of the em-
ployee;

“(C) increasing the availability and num-
ber of local psychological health profes-
sionals with experience providing psycho-
logical support services to personnel;

‘(D) establishing a behavioral health cur-
riculum for employees at the beginning of
their careers to provide resources early re-
garding the importance of psychological
health;

‘‘(E) establishing periodic management
training on crisis intervention and such com-
ponent’s psychological health counseling or
assistance program;

‘“(F) improving any associated existing em-
ployee peer support programs, including by
making additional training and resources
available for peer support personnel in the
workplace across such component;

‘(G) developing and implementing a vol-
untary alcohol treatment program that in-
cludes a safe harbor for employees who seek
treatment;

“‘(H) prioritizing, as appropriate, expertise
in the provision of psychological health
counseling and assistance for certain popu-
lations of the workforce, such as employees
serving in positions within law enforcement,
to help improve outcomes for those employ-
ees receiving that counseling or assistance;
and

‘() including, when appropriate, collabo-
rating and partnering with key employee
stakeholders and, for those components with
employees with an exclusive representative,
the exclusive representative with respect to
such a program;

‘“(10) in consultation with the Chief Infor-
mation Officer of the Department—

‘“(A) identifying methods and technologies
for managing, updating, and overseeing pa-
tient records; and

‘“(B) setting standards for technology used
by the components of the Department re-
garding the collection, storage, and over-
sight of medical records;

‘“(11) advising the Secretary and the head
of each component of the Department that
delivers direct patient care regarding con-
tracts for the delivery of direct patient care,
other medical services, and medical supplies;

‘“(12) coordinating with—

‘“(A) the Countering Weapons of Mass De-
struction Office;

‘“(B) other components of the Department
as directed by the Secretary;

‘“(C) Federal agencies, including the De-
partment of Agriculture, the Department of
Health and Human Services, the Department
of State, and the Department of Transpor-
tation;
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‘(D) State, local, and Tribal governments;
and

‘“(E) the medical community; and’’; and

(D) by adding at the end the following:

‘“(d) ASSISTANCE AND AGREEMENTS.—The
Secretary, acting through the Chief Medical
Officer, in support of the medical activities
of the Department, may—

‘(1) provide technical assistance, training,
and information to State, local, and Tribal
governments and nongovernmental organiza-
tions;

‘(2) enter into agreements with other Fed-
eral agencies; and

‘“(3) accept services from personnel of com-
ponents of the Department and other Federal
agencies on a reimbursable or nonreimburs-
able basis.

‘“(e) OFFICE OF HEALTH SECURITY PRIVACY
OFFICER.—There shall be a Privacy Officer in
the Office of Health Security with primary
responsibility for privacy policy and compli-
ance within the Office, who shall—

‘(1) report directly to the Chief Medical
Officer; and

‘“(2) ensure privacy protections are inte-
grated into all Office of Health Security ac-
tivities, subject to the review and approval
of the Chief Privacy Officer of the Depart-
ment to the extent consistent with the au-
thority of the Chief Privacy Officer of the
Department under section 222.

““(f) ACCOUNTABILITY.—

‘(1) STRATEGY AND IMPLEMENTATION
PLAN.—Not later than 180 days after the date
of enactment of this subsection, and every 4
years thereafter, the Secretary shall create a
Departmentwide strategy and implementa-
tion plan to address medical activities of,
and the workforce health and safety matters
under the purview of, the Department.

‘(2) BRIEFING.—Not later than 90 days after
the date of enactment of this subsection, the
Secretary shall brief the appropriate con-
gressional committees on the organizational
transformations of the Office of Health Secu-
rity, including how best practices were used
in the creation of the Office of Health Secu-
rity.”’;

(5) by redesignating section 710 (6 U.S.C.
350) as section 2302 and transferring such sec-
tion to appear after section 2301, as so redes-
ignated;

(6) in section 2302, as so redesignated—

(A) in the section heading, by striking
‘“‘MEDICAL SUPPORT’’ and inserting ‘‘SAFETY’’;

(B) in subsection (a), by striking ‘‘Under
Secretary for Management’’ each place that
term appears and inserting ‘‘Chief Medical
Officer’’; and

(C) in subsection (b)—

(i) in the matter preceding paragraph (1),
by striking ‘‘Under Secretary for Manage-
ment, in coordination with the Chief Medical
Officer,” and inserting ‘‘Chief Medical Offi-
cer’”’; and

(ii) in paragraph (3), by striking
deemed appropriate by the TUnder
retary,”’;

(7) by redesignating section 528 (6 U.S.C.
321q) as section 2303 and transferring such
section to appear after section 2302, as so re-
designated;

(8) in section 2303, as so redesignated—

(A) in subsection (a), by striking ‘‘Assist-
ant Secretary for the Countering Weapons of
Mass Destruction Office’” and inserting
““‘Chief Medical Officer’’; and

(B) in subsection (b)—

(i) in paragraph (1), by striking ‘“‘Homeland
Security Presidential Directive 9-Defense of
the United States Agriculture and Food’’ and
inserting ‘‘National Security Memorandum
16—Strengthening the Security and Resil-
ience of the United States Food and Agri-
culture’’; and

e

as
Sec-



S2932

(ii) in paragraph (6), by inserting ‘‘the De-
partment of Agriculture and other’ before
‘“‘appropriate’’;

(9) by redesignating section 1932 (6 U.S.C.
597a) as section 2304 and transferring such
section to appear after section 2303, as so re-
designated;

(10) in section 2304(f)(2)(B), as so redesig-
nated, by striking ¢Office of the Assistant
Secretary for Preparedness and Response’’
and inserting ‘‘Administration for Strategic
Preparedness and Response’’; and

(11) by inserting after section 2304, as so re-
designated, the following:

“SEC. 2305. RULES OF CONSTRUCTION.

“Nothing in this title shall be construed
to—

‘(1) override or otherwise affect the re-
quirements described in section 888;

‘(2) require the advice of the Chief Medical
Officer on the appointment of Coast Guard
officers or the officer from the Public Health
Service of the Department of Health and
Human Services assigned to the Coast
Guard;

‘“(3) provide the Chief Medical Officer with
authority to take any action that would di-
minish the interoperability of the Coast
Guard medical system with the medical sys-
tems of the other branches of the Armed
Forces of the United States; or

‘“(4) affect or diminish the authority of the
Secretary of Health and Human Services or
to grant to the Chief Medical Officer any au-
thority that is vested in, or delegated to, the
Secretary of Health and Human Services.” .

(b) TRANSITION AND TRANSFERS.—

(1) TRANSITION.—The individual appointed
pursuant to section 1931 of the Homeland Se-
curity Act of 2002 (6 U.S.C. 597) of the Depart-
ment of Homeland Security, as in effect on
the day before the date of enactment of this
Act, and serving as the Chief Medical Officer
of the Department of Homeland Security on
the day before the date of enactment of this
Act, shall continue to serve as the Chief
Medical Officer of the Department on and
after the date of enactment of this Act with-
out the need for reappointment.

(2) TRANSFER.—The Secretary of Homeland
Security shall transfer to the Chief Medical
Officer of the Department of Homeland Secu-
rity—

(A) all functions, personnel, budget author-
ity, and assets of the Under Secretary for
Management relating to workforce health
and safety, as in existence on the day before
the date of enactment of this Act;

(B) all functions, personnel, budget author-
ity, and assets of the Assistant Secretary for
the Countering Weapons of Mass Destruction
Office relating to the Chief Medical Officer,
including the Medical Operations Direc-
torate of the Countering Weapons of Mass
Destruction Office, as in existence on the
day before the date of enactment of this Act;
and

(C) all functions, personnel, budget author-
ity, and assets of the Assistant Secretary for
the Countering Weapons of Mass Destruction
Office associated with the efforts pertaining
to the program coordination activities relat-
ing to defending the food, agriculture, and
veterinary defenses of the Office, as in exist-
ence on the day before the date of enactment
of this Act.

SEC. 6125. CONFIDENTIALITY OF MEDICAL QUAL-
ITY ASSURANCE RECORDS.

Title XXIII of the Homeland Security Act
of 2002, as added by this chapter, is amended
by adding at the end the following:

“SEC. 2306. CONFIDENTIALITY OF MEDICAL
QUALITY ASSURANCE RECORDS.

‘‘(a) DEFINITIONS.—In this section:

‘(1) HEALTH CARE PROVIDER.—The term
‘health care provider’ means an individual
who—
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“(A) is—

‘(1) an employee of the Department;

‘‘(ii) a detailee to the Department from an-
other Federal agency;

‘‘(iii) a personal services contractor of the
Department; or

‘“(iv) hired under a contract for services
with the Department;

‘“(B) performs health care services as part
of duties of the individual in that capacity;
and

“(C) has a current, valid, and unrestricted
license or certification—

‘(1) that is issued by a State; and

‘“(i1) that is for the practice of medicine,
osteopathic medicine, dentistry, nursing,
emergency medical services, or another
health profession.

“(2) MEDICAL QUALITY ASSURANCE PRO-
GRAM.—The term ‘medical quality assurance
program’ means any activity carried out on
or after the date of enactment of this section
by the Department to assess the quality of
medical care, including activities conducted
by individuals, committees, or other review
bodies responsible for quality assurance, cre-
dentials, infection control, incident report-
ing, the delivery, advisement, and support of
direct patient care and assessment (includ-
ing treatment procedures, blood, drugs, and
therapeutics), medical records, health re-
sources management review, or identifica-
tion and prevention of medical, mental
health, or dental incidents and risks.

“(3) MEDICAL QUALITY ASSURANCE RECORD
OF THE DEPARTMENT.—The term ‘medical
quality assurance record of the Department’
means the proceedings, records (including
patient records that the Department creates
and maintains as part of a system of
records), minutes, and reports that—

‘““(A) emanate from quality assurance pro-
gram activities described in paragraph (2);
and

‘“(B) are produced or compiled by the De-
partment as part of a medical quality assur-
ance program.

““(b) CONFIDENTIALITY OF RECORDS.—A med-
ical quality assurance record of the Depart-
ment that is created as part of a medical
quality assurance program—

‘(1) is confidential and privileged; and

““(2) except as provided in subsection (d),
may not be disclosed to any person or entity.

“‘(c) PROHIBITION ON DISCLOSURE AND TESTI-
MONY.—Except as otherwise provided in this
section—

‘(1) no part of any medical quality assur-
ance record of the Department may be sub-
ject to discovery or admitted into evidence
in any judicial or administrative proceeding;
and

‘(2) an individual who reviews or creates a
medical quality assurance record of the De-
partment or who participates in any pro-
ceeding that reviews or creates a medical
quality assurance record of the Department
may not be permitted or required to testify
in any judicial or administrative proceeding
with respect to such record or with respect
to any finding, recommendation, evaluation,
opinion, or action taken by such individual
in connection with such record.

“(d) AUTHORIZED DISCLOSURE AND TESTI-
MONY.—

‘(1) IN GENERAL.—Subject to paragraph (2),
a medical quality assurance record of the De-
partment may be disclosed, and a person de-
scribed in subsection (¢)(2) may give testi-
mony in connection with the record, only as
follows:

‘“(A) To a Federal agency or private orga-
nization, if such medical quality assurance
record of the Department or testimony is
needed by the Federal agency or private or-
ganization to—

‘(i) perform licensing or accreditation
functions related to Department health care
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facilities, a facility affiliated with the De-
partment, or any other location authorized
by the Secretary for the performance of
health care services; or

‘‘(ii) perform monitoring, required by law,
of Department health care facilities, a facil-
ity affiliated with the Department, or any
other location authorized by the Secretary
for the performance of health care services.

‘“(B) To an administrative or judicial pro-
ceeding concerning an adverse action related
to the credentialing of or health care pro-
vided by a present or former health care pro-
vider by the Department.

‘(C) To a governmental board or agency or
to a professional health care society or orga-
nization, if such medical quality assurance
record of the Department or testimony is
needed by the board, agency, society, or or-
ganization to perform licensing,
credentialing, or the monitoring of profes-
sional standards with respect to any health
care provider who is or was a health care
provider for the Department.

‘(D) To a hospital, medical center, or
other institution that provides health care
services, if such medical quality assurance
record of the Department or testimony is
needed by such institution to assess the pro-
fessional qualifications of any health care
provider who is or was a health care provider
for the Department and who has applied for
or been granted authority or employment to
provide health care services in or on behalf
of the institution.

‘“(E) To an employee, a detailee, or a con-
tractor of the Department who has a need for
such medical quality assurance record of the
Department or testimony to perform official
duties or duties within the scope of their em-
ployment or contract.

‘“(F) To a criminal or civil law enforce-
ment agency or instrumentality charged
under applicable law with the protection of
the public health or safety, if a qualified rep-
resentative of the agency or instrumentality
makes a written request that such medical
quality assurance record of the Department
or testimony be provided for a purpose au-
thorized by law.

‘“(G) In an administrative or judicial pro-
ceeding commenced by a criminal or civil
law enforcement agency or instrumentality
described in subparagraph (F), but only with
respect to the subject of the proceeding.

‘(2) PERSONALLY IDENTIFIABLE INFORMA-
TION.—

‘““(A) IN GENERAL.—With the exception of
the subject of a quality assurance action,
personally identifiable information of any
person receiving health care services from
the Department or of any other person asso-
ciated with the Department for purposes of a
medical quality assurance program that is
disclosed in a medical quality assurance
record of the Department shall be deleted
from that record before any disclosure of the
record is made outside the Department.

‘(B) APPLICATION.—The requirement under
subparagraph (A) shall not apply to the re-
lease of information that is permissible
under section 552a of title 5, United States
Code (commonly known as the ‘Privacy Act
of 1974’).

‘‘(e) DISCLOSURE FOR CERTAIN PURPOSES.—
Nothing in this section shall be construed—

‘(1) to authorize or require the with-
holding from any person or entity de-identi-
fied aggregate statistical information re-
garding the results of medical quality assur-
ance programs, under de-identification
standards developed by the Secretary in con-
sultation with the Secretary of Health and
Human Services, as appropriate, that is re-
leased in a manner in accordance with all
other applicable legal requirements; or
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‘“(2) to authorize the withholding of any
medical quality assurance record of the De-
partment from a committee of either House
of Congress, any joint committee of Con-
gress, or the Comptroller General of the
United States if the record pertains to any
matter within their respective jurisdictions.

‘(f) PROHIBITION ON DISCLOSURE OF INFOR-
MATION, RECORDS, OR TESTIMONY.—A person
or entity having possession of or access to a
medical quality assurance record of the De-
partment or testimony described in this sec-
tion may not disclose the contents of the
record or testimony in any manner or for
any purpose except as provided in this sec-
tion.

‘(g) EXEMPTION FROM FREEDOM OF INFOR-
MATION ACT.—A medical quality assurance
record of the Department shall be exempt
from disclosure under section 552(b)(3) of
title 5, United States Code.

““(h) LIMITATION ON CIVIL LIABILITY.—A per-
son who participates in the review or cre-
ation of, or provides information to a person
or body that reviews or creates, a medical
quality assurance record of the Department
shall not be civilly liable under this section
for that participation or for providing that
information if the participation or provision
of information was—

‘(1) provided in good faith based on pre-
vailing professional standards at the time
the medical quality assurance program ac-
tivity took place; and

‘“(2) made in accordance with any other ap-
plicable legal requirement, including Federal
privacy laws and regulations.

‘(1) APPLICATION TO INFORMATION IN CER-
TAIN OTHER RECORDS.—Nothing in this sec-
tion shall be construed as limiting access to
the information in a record created and
maintained outside a medical quality assur-
ance program, including the medical record
of a patient, on the grounds that the infor-
mation was presented during meetings of a
review body that are part of a medical qual-
ity assurance program.

‘“(j) PENALTY.—Any person who willfully
discloses a medical quality assurance record
of the Department other than as provided in
this section, knowing that the record is a
medical quality assurance record of the De-
partment shall be fined not more than $3,000
in the case of a first offense and not more
than $20,000 in the case of a subsequent of-
fense.

(k) RELATIONSHIP TO COAST GUARD.—The
requirements of this section shall not apply
to any medical quality assurance record of
the Department that is created by or for the
Coast Guard as part of a medical quality as-
surance program.

‘(1) CONTINUED PROTECTION.—Disclosure
under subsection (d) does not permit re-
disclosure except to the extent the further
disclosure is authorized under subsection (d)
or is otherwise authorized to be disclosed
under this section.

‘“(m) RELATIONSHIP TO OTHER LAW.—This
section shall continue in force and effect, ex-
cept as otherwise specifically provided in
any Federal law enacted after the date of en-
actment of this Act.

‘“(n) RULE OF CONSTRUCTION.—Nothing in
this section shall be construed to supersede
the requirements of—

‘(1) the Health Insurance Portability and
Accountability Act of 1996 (Public Law 104-
191; 110 Stat. 1936) and its implementing reg-
ulations;

‘(2) part 1 of subtitle D of title XIII of the
Health Information Technology for Eco-
nomic and Clinical Health Act (42 U.S.C.
17931 et seq.) and its implementing regula-
tions; or

“(3) sections 921 through 926 of the Public
Health Service Act (42 U.S.C. 299b-21 through
299b-26) and their implementing regula-
tions.”.
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SEC. 6126. TECHNICAL AND CONFORMING
AMENDMENTS.

The Homeland Security Act of 2002 (6
U.S.C. 101 et seq.) is amended—

(1) in the table of contents in section 1(b)
(Public Law 107-296; 116 Stat. 2135)—

(A) by striking the items relating to sec-
tions 528 and 529 and inserting the following:
‘““Sec. 528. Transfer of equipment during a

public health emergency.”’;

(B) by striking the items relating to sec-
tions 710, 711, 712, and 713 and inserting the
following:

‘“Sec. 710. Employee engagement.

‘“Sec. 711. Annual employee award program.

‘“‘Sec. T12. Acquisition professional career
program.’’;

(C) by inserting after the item relating to
section 1928 the following:

‘“Sec. 1929. Accountability.”’;

(D) by striking the items relating to sub-
title C of title XIX and sections 1931 and 1932;
and

(E) by adding at the end the following:

“TITLE XXIII—OFFICE OF HEALTH
SECURITY

‘“‘Sec. 2301. Office of Health Security.

““‘Sec. 2302. Workforce health and safety.

“Sec. 2303. Coordination of Department of
Homeland Security efforts re-
lated to food, agriculture, and
veterinary defense against ter-
rorism.

“Sec. 2304. Medical countermeasures.

““Sec. 2305. Rules of construction.

‘“Sec. 2306. Confidentiality of medical qual-

ity assurance records.”’;

(2) by redesignating section 529 (6 U.S.C.
321r) as section 528;

(3) in section 704(e)(4) (6 U.S.C. 344(e)(4)), by
striking ‘‘section 711(a)’’ and inserting ‘‘sec-
tion 710(a))”’;

(4) by redesignating sections 711, 712, and
713 as sections 710, 711, and 712, respectively;

(5) in section subsection (d)(3) of section
1923(d)(3) (6 U.S.C. 592), as so redesignated—

(A) in the paragraph heading, by striking
“HAWAIIAN NATIVE-SERVING’’ and inserting
“NATIVE HAWAIIAN-SERVING’; and

(B) by striking ‘‘Hawaiian native-serving”’
and inserting ‘¢ ‘Native Hawaiian-serving’’;
and

(6) by striking the subtitle heading for sub-
title C of title XIX.

Subtitle D—National Cybersecurity
Awareness Act
SEC. 6131. SHORT TITLE.

This subtitle may be cited as the ‘“Na-
tional Cybersecurity Awareness Act’.
SEC. 6132. FINDINGS.

Congress finds the following:

(1) The presence of ubiquitous internet-
connected devices in the everyday lives of
citizens of the United States has created op-
portunities for constant connection and
modernization.

(2) A connected society is subject to cyber-
security threats that can compromise even
the most personal and sensitive of informa-
tion.

(3) Connected critical infrastructure is sub-
ject to cybersecurity threats that can com-
promise fundamental economic, health, and
safety functions.

(4) The Government of the United States
plays an important role in safeguarding the
nation from malicious cyber activity.

(5) A citizenry that is knowledgeable re-
garding cybersecurity is critical to building
a robust cybersecurity posture and reducing
the threat of cyber attackers stealing sen-
sitive information and causing public harm.

(6) While Cybersecurity Awareness Month
is critical to supporting national cybersecu-
rity awareness, it cannot be a once-a-year
activity, and there must be a sustained, con-
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stant effort to raise awareness about cyber
hygiene, encourage individuals in the United
States to learn cyber skills, and commu-
nicate the ways that cyber skills and careers
in cyber advance individual and societal se-
curity, privacy, safety, and well-being.

SEC. 6133. CYBERSECURITY AWARENESS.

(a) IN GENERAL.—Subtitle A of title XXII of
the Homeland Security Act of 2002 (6 U.S.C.
651 et seq.), as amended by section 6113(a), is
amended by adding at the end the following:
“SEC. 2220H. CYBERSECURITY AWARENESS CAM-

PAIGNS.

‘‘(a) DEFINITION.—In this section, the term
‘Campaign Program’ means the campaign
program established under subsection (b)(1).

“(b) AWARENESS CAMPAIGN PROGRAM.—

‘(1) IN GENERAL.—Not later than 90 days
after the date of enactment of the National
Cybersecurity Awareness Act, the Director,
in coordination with appropriate Federal
agencies, shall establish a program for plan-
ning and coordinating Federal cybersecurity
awareness campaigns.

‘(2) ACTIVITIES.—In carrying out the Cam-
paign Program, the Director shall—

““(A) inform non-Federal entities of vol-
untary cyber hygiene best practices, includ-
ing information on how to—

‘(i) prevent cyberattacks; and

‘“(ii) mitigate cybersecurity risks; and

‘“(B) consult with private sector entities,
State, local, Tribal, and territorial govern-
ments, academia, nonprofit organizations,
and civil society—

‘(i) to promote cyber hygiene best prac-
tices and the importance of cyber skills, in-
cluding by focusing on tactics that are cost
effective and result in significant cybersecu-
rity improvement, such as—

‘(I maintaining strong passwords and the
use of password managers;

‘“(IT) enabling multi-factor authentication,
including phishing-resistant multi-factor au-
thentication;

“(ITII) regularly
dates;

“(IV) using caution with email attach-
ments and website links; and

‘“(V) other cyber hygienic considerations,
as appropriate;

‘(ii) to promote awareness of cybersecu-
rity risks and mitigation with respect to ma-
licious applications on internet-connected
devices, including applications to control
those devices or use devices for unauthorized
surveillance of users;

‘“(iii) to help consumers identify products
that are designed to support user and prod-
uct security, such as products designed using
the Secure-by-Design and Secure-by-Default
principles of the Agency or the Rec-
ommended Criteria for Cybersecurity Label-
ing for Consumer Internet of Things (IoT)
Products of the National Institute of Stand-
ards and Technology, published February 4,
2022 (or any subsequent version);

‘“(iv) to coordinate with other Federal
agencies, as determined appropriate by the
Director, to—

““(I) develop and promote relevant cyberse-
curity-related and cyber skills-related
awareness activities and resources; and

‘‘(IT) ensure the Federal Government is co-
ordinated in communicating accurate and
timely cybersecurity information;

“(v) to expand nontraditional outreach
mechanisms to ensure that entities, includ-
ing low-income and rural communities,
small and medium sized businesses and insti-
tutions, and State, local, Tribal, and terri-
torial partners, receive cybersecurity aware-
ness outreach in an equitable manner; and

‘“(vi) to encourage participation in cyber
workforce development ecosystems and to
expand adoption of best practices to grow
the national cyber workforce.

installing software up-
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‘(3) REPORTING.—

““(A) IN GENERAL.—Not later than 180 days
after the date of enactment of the National
Cybersecurity Awareness Act, and annually
thereafter, the Director, in consultation
with the heads of appropriate Federal agen-
cies, shall submit to the appropriate congres-
sional committees a report regarding the
Campaign Program.

‘“(B) CONTENTS.—Each report submitted
pursuant to subparagraph (A) shall include—

‘(i) a summary of the activities of the
Agency that support promoting cybersecu-
rity awareness under the Campaign Pro-
gram, including consultations made under
paragraph (2)(B);

‘(i) an assessment of the effectiveness of
techniques and methods used to promote na-
tional cybersecurity awareness under the
Campaign Program; and

‘‘(iii) recommendations on how to best pro-
mote cybersecurity awareness nationally.

‘() CYBERSECURITY CAMPAIGN
SOURCES.—

‘(1) IN GENERAL.—Not later than 180 days
after the date of enactment of the National
Cybersecurity Awareness Act, the Director
shall develop and maintain a repository for
the resources, tools, and public communica-
tions of the Agency that promote cybersecu-
rity awareness.

‘(2) REQUIREMENTS.—The resources
scribed in paragraph (1) shall be—

‘‘(A) made publicly available online; and

“(B) regularly updated to ensure the public
has access to relevant and timely cybersecu-
rity awareness information.”’.

(b) RESPONSIBILITIES OF THE CYBERSECU-
RITY AND INFRASTRUCTURE SECURITY AGEN-
cYy.—Section 2202(c) of the Homeland Secu-
rity Act of 2002 (6 U.S.C. 652(c)) is amended—

(1) in paragraph (13), by striking *‘; and”
and inserting a semicolon;

(2) by redesignating paragraph (14) as para-
graph (16); and

(3) by inserting after paragraph (13) the fol-
lowing:

‘“(14) lead and coordinate Federal efforts to
promote national cybersecurity awareness;”.

(c) CLERICAL AMENDMENT.—The table of
contents in section 1(b) of the Homeland Se-
curity Act of 2002 (Public Law 107-296; 116
Stat. 2135), as amended by section 6113(b), is
amended by inserting after the item relating
to section 2220G the following:

““Sec. 2220H. Cybersecurity awareness cam-
paigns.”’.
Subtitle E—DHS International Cyber Partner
Act of 2023
SEC. 6141. SHORT TITLE.

This subtitle may be cited as the ‘“DHS
International Cyber Partner Act of 2023"".
SEC. 6142. PURPOSE.

The purposes of this subtitle are to—

(1) authorize the Secretary of Homeland
Security to assign personnel to foreign loca-
tions to support the missions of the Depart-
ment of Homeland Security; and

(2) provide assistance and expertise to for-
eign governments, international organiza-
tions, and international entities on cyberse-
curity and infrastructure security.

SEC. 6143. INTERNATIONAL ASSIGNMENT AND AS-
SISTANCE.

(a) IN GENERAL.—Title I of the Homeland
Security Act of 2002 (6 U.S.C. 111 et seq.) is
amended by adding at the end the following:
“SEC. 104. INTERNATIONAL ASSIGNMENT AND AS-

SISTANCE.

‘‘(a) INTERNATIONAL ASSIGNMENT.—

‘(1) IN GENERAL.—The Secretary, with the
concurrence of the Secretary of State, may
assign personnel of the Department to a duty
station that is located outside the United
States at which the Secretary determines
representation of the Department is nec-
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essary to accomplish the cybersecurity and
infrastructure security missions of the De-
partment and to carry out duties and activi-
ties as assigned by the Secretary.

¢“(2) CONCURRENCE ON ACTIVITIES.—The ac-
tivities of personnel of the Department who
are assigned under this subsection shall be—

‘“(A) performed with the concurrence of the
chief of mission to the foreign country to
which such personnel are assigned; and

‘“(B) consistent with the duties and powers
of the Secretary of State and the chief of
mission for a foreign country under section
103 of the Omnibus Diplomatic Security and
Antiterrorism Act of 1986 (22 U.S.C. 4802) and
section 207 of the Foreign Service Act of 1980
(22 U.S.C. 3927), respectively.

““(b) INTERNATIONAL SUPPORT.—

‘(1) IN GENERAL.—If the Secretary makes a
determination described in paragraph (2), the
Secretary, with the concurrence of the Sec-
retary of State, may provide equipment,
services, technical assistance, or expertise
on cybersecurity, infrastructure security,
and resilience to a foreign government, an
international organization, or an inter-
national entity, with or without reimburse-
ment, including, as appropriate—

““(A) cybersecurity and infrastructure secu-
rity advice, training, capacity development,
education, best practices, incident response,
threat hunting, and other similar capabili-
ties;

‘“(B) sharing and exchanging cybersecurity
and infrastructure security information, in-
cluding research and development, threat in-
dicators, risk assessments, strategies, and
security recommendations;

“(C) cybersecurity and infrastructure secu-
rity test and evaluation support and serv-
ices;

‘(D) cybersecurity and infrastructure secu-
rity research and development support and
services; and

‘(E) any other assistance that the Sec-
retary prescribes.

‘“(2) DETERMINATION.—A determination de-
scribed in this paragraph is a determination
by the Secretary that providing equipment,
services, technical assistance, or expertise
under paragraph (1) would—

““(A) further the homeland security inter-
ests of the United States; and

‘(B) enhance the ability of a foreign gov-
ernment, an international organization, or
an international entity to work coopera-
tively with the United States to advance the
homeland security interests of the United
States.

“(3) LIMITATIONS.—Any
vided under paragraph (1)—

‘“(A) may not include offensive security ca-
pabilities; and

‘“(B) shall be limited to enabling defensive
cybersecurity and infrastructure security ac-
tivities by the receiving entity, such as cy-
bersecurity tools or explosive detection and
mitigation equipment.

‘(4) REIMBURSEMENT OF EXPENSES.—If the
Secretary determines that collection of pay-
ment is appropriate, the Secretary is author-
ized to collect payment from the receiving
entity for the cost of equipment, services,
technical assistance, and expertise provided
under paragraph (1) and any accompanying
shipping costs.

¢“(5) RECEIPTS CREDITED AS OFFSETTING COL-
LECTIONS.—Notwithstanding section 3302 of
title 31, United States Code, any amount col-
lected under paragraph (4)—

‘“(A) shall be credited as offsetting collec-
tions to the account that finances the equip-
ment, services, technical assistance, or ex-
pertise for which the payment is received;
and

‘“(B) shall remain available until expended
for the purpose of providing for the security
interests of the homeland.
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‘‘(c) RULE OF CONSTRUCTION.—This section
shall not be construed to affect, augment, or
diminish the authority of the Secretary of
State.

¢“(d) CONGRESSIONAL REPORTING AND NOTIFI-
CATION.—

‘(1) REPORT ON ASSISTANCE.—Not later
than 1 year after the date of enactment of
the DHS International Cyber Partner Act of
2023, and every year thereafter, the Sec-
retary shall provide to the Committee on
Homeland Security and Governmental Af-
fairs of the Senate and the Committee on
Homeland Security of the House of Rep-
resentatives a report that includes, for each
instance in which assistance is provided
under subsection (b)—

“‘(A) the foreign government, international
organization, or international entity pro-
vided the assistance;

‘““(B) the reason for providing the assist-
ance;

‘(C) the equipment, services, technical as-
sistance, or expertise provided; and

‘(D) whether the equipment, services,
technical assistance, or expertise was pro-
vided on a reimbursable or nonreimbursable
basis, and the rational for why the assist-
ance was provided with or without reim-
bursement.

‘(2) COPIES OF AGREEMENTS.—Not later
than 30 days after the effective date, under
the authority under subsection (b), of a con-
tract, memorandum, or agreement with a
foreign government, international organiza-
tion, or international entity to provide as-
sistance, the Secretary shall provide to the
Committee on Homeland Security and Gov-
ernmental Affairs of the Senate and the
Committee on Homeland Security of the
House of Representatives a copy of the con-
tract, memorandum, or agreement.

‘“(3) NOTICE ON ASSIGNMENTS.—Not later
than 30 days after assigning personnel to a
duty station located outside the TUnited
States in accordance with subsection (a)(1),
the Secretary shall notify the Committee on
Homeland Security and Governmental Af-
fairs of the Senate and the Committee on
Homeland Security of the House of Rep-
resentatives regarding the assignment.”.

(b) CONFORMING AMENDMENT.—The table of
contents in section 1(b) of the Homeland Se-
curity Act of 2002 (Public Law 107-196; 116
Stat. 2135) is amended by inserting after the
item relating to section 103 the following:
““Sec. 104. International assignment and as-

sistance.”.
SEC. 6144. CISA ACTIVITIES.

(a) DIRECTOR.—Section 2202(c) of the Home-
land Security Act of 2002 (6 U.S.C. 652(c)), as
amended by section 6133(b), is amended by
inserting after paragraph (14) the following:

‘‘(16) provide support for the cybersecurity
and physical security of critical infrastruc-
ture of international partners and allies in
furtherance of the homeland security inter-
ests of the United States, which may in-
clude, consistent with section 104, assigning
personnel to a duty station that is located
outside the United States and providing
equipment, services, technical assistance, or
expertise; and”’.

(b) FOREIGN LOCATIONS.—Section 2202(g)(1)
of the Homeland Security Act of 2002 (6
U.S.C. 652(g)(1)) is amended by inserting °,
including locations outside the United
States’ before the period at the end.

(c) CYBER PLANNING.—Section 2216 of the
Homeland Security Act of 2002 (6 U.S.C. 665b)
is amended—

(1) in subsection (a), in the first sentence,
by inserting ¢, including international part-
ners, as appropriate’” after ‘‘for public and
private sector entities’; and

(2) in subsection (¢)(2)—

(A) in subparagraph (E), by striking ‘‘and”
at the end;
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(B) in subparagraph (F), by striking the pe-
riod at the end and inserting ‘‘; and”’; and

(C) by adding at the end the following

“(G) for planning with international part-
ners, the Department of State.”.

SEC. 6145. LIMITATIONS.

Under the authority provided under this
subtitle, or an amendment made by this sub-
title, the Secretary of Homeland Security
may not—

(1) engage in any activity that would cen-
sor a citizen of the United States;

(2) conduct surveillance of a citizen of the
United States; or

(3) interfere with an election in the United
States.

TITLE LXII—CYBERSECURITY AND
DIGITAL IDENTITY VERIFICATION
Subtitle A—Satellite Cybersecurity Act

SEC. 6201. SHORT TITLE.

This subtitle may be cited as the ‘‘Sat-
ellite Cybersecurity Act”.
SEC. 6202. DEFINITIONS.

In this subtitle:

(1) CLEARINGHOUSE.—The term ‘‘clearing-
house’” means the commercial satellite sys-
tem cybersecurity clearinghouse required to
be developed and maintained under section
6204(b)(1).

(2) COMMERCIAL SATELLITE SYSTEM.—The
term ‘‘commercial satellite system’—

(A) means a system that—

(i) is owned or operated by a non-Federal
entity based in the United States; and

(ii) is composed of not less than 1 earth
satellite; and

(B) includes—

(i) any ground support infrastructure for
each satellite in the system; and

(ii) any transmission link among and be-
tween any satellite in the system and any
ground support infrastructure in the system.

(3) CRITICAL INFRASTRUCTURE.—The term
“‘critical infrastructure’” has the meaning
given the term in subsection (e) of the Crit-
ical Infrastructure Protection Act of 2001 (42
U.S.C. 5195¢).

(4) CYBERSECURITY RISK.—The term ‘‘cyber-
security risk’ has the meaning given the
term in section 2200 of the Homeland Secu-
rity Act of 2002 (6 U.S.C. 650).

(5) CYBERSECURITY THREAT.—The term ‘‘cy-
bersecurity threat’” has the meaning given
the term in section 2200 of the Homeland Se-
curity Act of 2002 (6 U.S.C. 650).

(6) DIRECTOR.—The term ‘‘Director’ means
the Director of the Cybersecurity and Infra-
structure Security Agency.

(7) SECTOR RISK MANAGEMENT AGENCY.—The
term ‘‘sector risk management agency’’ has
the meaning given the term ‘Sector Risk
Management Agency’ in section 2200 of the
Homeland Security Act of 2002 (6 U.S.C. 650).
SEC. 6203. REPORT ON COMMERCIAL SATELLITE

CYBERSECURITY.

(a) STUDY.—The Comptroller General of
the United States shall conduct a study on
the actions the Federal Government has
taken to support the cybersecurity of com-
mercial satellite systems, including as part
of any action to address the cybersecurity of
critical infrastructure sectors.

(b) REPORT.—Not later than 2 years after
the date of enactment of this Act, the Comp-
troller General of the United States shall re-
port to the Committee on Homeland Secu-
rity and Governmental Affairs and the Com-
mittee on Commerce, Science, and Transpor-
tation of the Senate and the Committee on
Homeland Security and the Committee on
Science, Space, and Technology of the House
of Representatives on the study conducted
under subsection (a), which shall include in-
formation—

(1) on efforts of the Federal Government,
and the effectiveness of those efforts, to—
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(A) address or improve the cybersecurity of
commercial satellite systems; and

(B) support related efforts with inter-
national entities or the private sector;

(2) on the resources made available to the
public by Federal agencies to address cyber-
security risks and threats to commercial
satellite systems, including resources made
available through the clearinghouse;

(3) on the extent to which commercial sat-
ellite systems are reliant on, or relied on by,
critical infrastructure;

(4) that includes an analysis of how com-
mercial satellite systems and the threats to
those systems are integrated into Federal
and non-Federal critical infrastructure risk
analyses and protection plans;

(5) on the extent to which Federal agencies
are reliant on commercial satellite systems
and how Federal agencies mitigate cyberse-
curity risks associated with those systems;

(6) on the extent to which Federal agencies
are reliant on commercial satellite systems
that are owned wholly or in part or con-
trolled by foreign entities, or that have in-
frastructure in foreign countries, and how
Federal agencies mitigate associated cyber-
security risks;

(7) on the extent to which Federal agencies
coordinate or duplicate authorities and take
other actions focused on the cybersecurity of
commercial satellite systems; and

(8) as determined appropriate by the Comp-
troller General of the United States, that in-
cludes recommendations for further Federal
action to support the cybersecurity of com-
mercial satellite systems, including rec-
ommendations on information that should be
shared through the clearinghouse.

(c) CONSULTATION.—In carrying out sub-
sections (a) and (b), the Comptroller General
of the United States shall coordinate with
appropriate Federal agencies and organiza-
tions, including—

(1) the Office of the National Cyber Direc-
tor;

(2) the Department of Homeland Security;

(3) the Department of Commerce;

(4) the Department of Defense;

(5) the Department of Transportation;

(6) the Federal Communications Commis-
sion;

(7) the National Aeronautics and Space Ad-
ministration;

(8) the National Executive Committee for
Space-Based Positioning, Navigation, and
Timing; and

(9) the National Space Council.

(d) BRIEFING.—Not later than 2 years after
the date of enactment of this Act, the Comp-
troller General of the United States shall
provide a briefing to the appropriate con-
gressional committees on the study con-
ducted under subsection (a).

(e) CLASSIFICATION.—The report made
under subsection (b) shall be unclassified but
may include a classified annex.

SEC. 6204. RESPONSIBILITIES OF THE CYBERSE-
CURITY AND INFRASTRUCTURE SE-
CURITY AGENCY.

(a) SMALL BUSINESS CONCERN DEFINED.—In
this section, the term ‘‘small business con-
cern’ has the meaning given the term in sec-
tion 3 of the Small Business Act (156 U.S.C.
632).

(b) ESTABLISHMENT OF COMMERCIAL SAT-
ELLITE SYSTEM CYBERSECURITY CLEARING-
HOUSE.—

(1) IN GENERAL.—Not later than 180 days
after the date of enactment of this Act, the
Director shall develop and maintain a com-
mercial satellite system cybersecurity clear-
inghouse.

(2) REQUIREMENTS.—The clearinghouse—

(A) shall be publicly available online;

(B) shall contain publicly available com-
mercial satellite system cybersecurity re-
sources, including the voluntary rec-
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ommendations consolidated under sub-
section (¢)(1);

(C) shall contain appropriate materials for
reference by entities that develop, operate,
or maintain commercial satellite systems;

(D) shall contain materials specifically
aimed at assisting small business concerns
with the secure development, operation, and
maintenance of commercial satellite sys-
tems; and

(E) may contain controlled unclassified in-
formation distributed to commercial entities
through a process determined appropriate by
the Director.

(3) CONTENT MAINTENANCE.—The Director
shall maintain current and relevant cyberse-
curity information on the clearinghouse.

(4) EXISTING PLATFORM OR WEBSITE.—To the
extent practicable, the Director shall estab-
lish and maintain the clearinghouse using an
online platform, a website, or a capability in
existence as of the date of enactment of this
Act.

(c) CONSOLIDATION OF COMMERCIAL SAT-
ELLITE SYSTEM CYBERSECURITY RECOMMENDA-
TIONS.—

(1) IN GENERAL.—The Director shall con-
solidate voluntary cybersecurity rec-
ommendations designed to assist in the de-
velopment, maintenance, and operation of
commercial satellite systems.

(2) REQUIREMENTS.—The recommendations
consolidated under paragraph (1) shall in-
clude materials appropriate for a public re-
source addressing, to the greatest extent
practicable, the following:

(A) Risk-based, cybersecurity-informed en-
gineering, including continuous monitoring
and resiliency.

(B) Planning for retention or recovery of
positive control of commercial satellite sys-
tems in the event of a cybersecurity inci-
dent.

(C) Protection against unauthorized access
to vital commercial satellite system func-
tions.

(D) Physical protection measures designed
to reduce the vulnerabilities of a commercial
satellite system’s command, control, and te-
lemetry receiver systems.

(E) Protection against jamming, eaves-
dropping, hijacking, computer network ex-
ploitation, spoofing, threats to optical sat-
ellite communications, and electromagnetic
pulse.

(F) Security against threats throughout a
commercial satellite system’s mission life-
time.

(G) Management of supply chain risks that
affect the cybersecurity of commercial sat-
ellite systems.

(H) Protection against vulnerabilities
posed by ownership of commercial satellite
systems or commercial satellite system com-
panies by foreign entities.

(I) Protection against vulnerabilities posed
by locating physical infrastructure, such as
satellite ground control systems, in foreign
countries.

(J) As appropriate, and as applicable pursu-
ant to the maintenance requirement under
subsection (b)(3), relevant findings and rec-
ommendations from the study conducted by
the Comptroller General of the United States
under section 6203(a).

(K) Any other recommendations to ensure
the confidentiality, availability, and integ-
rity of data residing on or in transit through
commercial satellite systems.

(d) IMPLEMENTATION.—In implementing
this section, the Director shall—

(1) to the extent practicable, carry out the
implementation in partnership with the pri-
vate sector;

(2) coordinate with—

(A) the Office of the National Cyber Direc-
tor, the National Space Council, and the



S2936

head of any other agency determined appro-
priate by the Office of the National Cyber Di-
rector or the National Space Council; and

(B) the heads of appropriate Federal agen-
cies with expertise and experience in sat-
ellite operations, including the entities de-
scribed in section 6203(c), to enable—

(i) the alignment of Federal efforts on
commercial satellite system cybersecurity;
and

(ii) to the extent practicable, consistency
in Federal recommendations relating to
commercial satellite system cybersecurity;
and

(3) consult with non-Federal entities devel-
oping commercial satellite systems or other-
wise supporting the cybersecurity of com-
mercial satellite systems, including private,
consensus organizations that develop rel-
evant standards.

(e) REPORT.—Not later than 1 year after
the date of enactment of this Act, and every
2 years thereafter until the date that is 9
years after the date of enactment of this
Act, the Director shall submit to the Com-
mittee on Homeland Security and Govern-
mental Affairs and the Committee on Com-
merce, Science, and Transportation of the
Senate and the Committee on Homeland Se-
curity and the Committee on Science, Space,
and Technology of the House of Representa-
tives a report summarizing—

(1) any partnership with the private sector
described in subsection (d)(1);

(2) any consultation with a non-Federal en-
tity described in subsection (d)(3);

(3) the coordination carried out pursuant
to subsection (d)(2);

(4) the establishment and maintenance of
the clearinghouse pursuant to subsection (b);

(5) the recommendations consolidated pur-
suant to subsection (c)(1); and

(6) any feedback received by the Director
on the clearinghouse from non-Federal enti-
ties.

SEC. 6205. STRATEGY.

Not later than 120 days after the date of
the enactment of this Act, the National
Space Council, jointly with the Office of the
National Cyber Director, in coordination
with the Director of the Office of Space Com-
merce and the heads of other relevant agen-
cies, shall submit to the Committee on
Homeland Security and Governmental Af-
fairs and the Committee on Commerce,
Science, and Transportation of the Senate
and the Committee on Homeland Security
and the Committee on Science, Space, and
Technology of the House of Representatives
a strategy for the activities of Federal agen-
cies to address and improve the cybersecu-
rity of commercial satellite systems, which
shall include an identification of—

(1) proposed roles and responsibilities for
relevant agencies; and

(2) as applicable, the extent to which cy-
bersecurity threats to such systems are ad-
dressed in Federal and non-Federal critical
infrastructure risk analyses and protection
plans.

SEC. 6206. RULES OF CONSTRUCTION.

Nothing in this subtitle shall be construed
to—

(1) designate commercial satellite systems
or other space assets as a critical infrastruc-
ture sector; or

(2) infringe upon or alter the authorities of
the agencies described in section 6203(c).

SEC. 6207. SECTOR RISK MANAGEMENT AGENCY
TRANSFER.

If the President designates an infrastruc-
ture sector that includes commercial sat-
ellite systems as a critical infrastructure
sector pursuant to the process established
under section 9002(b)(3) of the William M.
(Mac) Thornberry National Defense Author-
ization Act for Fiscal Year 2021 (6 U.S.C.
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652a(b)(3)) and subsequently designates a sec-
tor risk management agency for that critical
infrastructure sector that is not the Cyberse-
curity and Infrastructure Security Agency,
the President may direct the Director to
transfer the authorities of the Director
under section 6204 of this subtitle to the head
of the designated sector risk management
agency.

Subtitle B—Rural Hospital Cybersecurity

Enhancement Act
SEC. 6211. SHORT TITLE.

This subtitle may be cited as the ‘“‘Rural
Hospital Cybersecurity Enhancement Act’’.
SEC. 6212. DEFINITIONS.

In this subtitle:

(1) AGENCY.—The term ‘‘agency’ has the
meaning given the term in section 551 of
title 5, United States Code.

(2) APPROPRIATE COMMITTEES OF CON-
GRESS.—The term ‘‘appropriate committees
of Congress’”” means—

(A) the Committee on Homeland Security
and Governmental Affairs of the Senate; and

(B) the Committee on Homeland Security
of the House of Representatives.

(3) DIRECTOR.—The term ‘‘Director’’ means
the Director of the Cybersecurity and Infra-
structure Security Agency.

(4) GEOGRAPHIC DIVISION.—The term ‘‘geo-
graphic division’ means a geographic divi-
sion that is among the 9 geographic divisions
determined by the Bureau of the Census.

(5) RURAL HOSPITAL.—The term ‘‘rural hos-
pital” means a healthcare facility that—

(A) is located in a non-urbanized area, as
determined by the Bureau of the Census; and

(B) provides inpatient and outpatient
healthcare services, including primary care,
emergency care, and diagnostic services.

(6) SECRETARY.—The term ‘‘Secretary”
means the Secretary of Homeland Security.
SEC. 6213. RURAL HOSPITAL CYBERSECURITY

WORKFORCE DEVELOPMENT STRAT-
EGY.

(a) IN GENERAL.—Not later than 1 year
after the date of enactment of this Act, the
Secretary, acting through the Director, shall
develop and transmit to the appropriate
committees of Congress a comprehensive
rural hospital cybersecurity workforce de-
velopment strategy to address the growing
need for skilled cybersecurity professionals
in rural hospitals.

(b) CONSULTATION.—

(1) AGENCIES.—In carrying out subsection
(a), the Secretary and Director may consult
with the Secretary of Health and Human
Services, the Secretary of Education, the
Secretary of Labor, and any other appro-
priate head of an agency.

(2) PROVIDERS.—In carrying out subsection
(a), the Secretary shall consult with not less
than 2 representatives of rural healthcare
providers from each geographic division in
the United States.

(c) CONSIDERATIONS.—The rural hospital
cybersecurity workforce development strat-
egy developed under subsection (a) shall, at a
minimum, consider the following compo-
nents:

(1) Partnerships between rural hospitals,
non-rural healthcare systems, educational
institutions, private sector entities, and non-
profit organizations to develop, promote, and
expand the rural hospital cybersecurity
workforce, including through education and
training programs tailored to the needs of
rural hospitals.

(2) The development of a cybersecurity
curriculum and teaching resources that
focus on teaching technical skills and abili-
ties related to cybersecurity in rural hos-
pitals for use in community colleges, voca-
tional schools, and other educational institu-
tions located in rural areas.

(3) Identification of—
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(A) cybersecurity workforce challenges
that are specific to rural hospitals, as well as
challenges that are relative to hospitals gen-
erally; and

(B) common practices to mitigate both
sets of challenges described in subparagraph
(A).

(4) Recommendations for legislation, rule-
making, or guidance to implement the com-
ponents of the rural hospital cybersecurity
workforce development strategy.

(d) ANNUAL BRIEFING.—Not later than 60
days after the date on which the first full fis-
cal year ends following the date on which the
Secretary transmits the rural hospital cy-
bersecurity workforce development strategy
developed under subsection (a), and not later
than 60 days after the date on which each fis-
cal year thereafter ends, the Secretary shall
provide a briefing to the appropriate com-
mittees of Congress that includes, at a min-
imum, information relating to—

(1) updates to the rural hospital cybersecu-
rity workforce development strategy, as ap-
propriate;

(2) any programs or initiatives established
pursuant to the rural hospital cybersecurity
workforce development strategy, as well as
the number of individuals trained or edu-
cated through such programs or initiatives;

(3) additional recommendations for legisla-
tion, rulemaking, or guidance to implement
the components of the rural hospital cyber-
security workforce development strategy:;
and

(4) the effectiveness of the rural hospital
cybersecurity workforce development strat-
egy in addressing the need for skilled cyber-
security professionals in rural hospitals.

SEC. 6214. INSTRUCTIONAL MATERIALS FOR
RURAL HOSPITALS.

(a) IN GENERAL.—Not later than 1 year
after the date of enactment of this Act, the
Director shall make available instructional
materials for rural hospitals that can be
used to train staff on fundamental cyberse-
curity efforts.

(b) DUTIES.—In carrying out subsection (a),
the Director shall—

(1) consult with appropriate heads of agen-
cies, experts in cybersecurity education, and
rural healthcare experts;

(2) identify existing cybersecurity instruc-
tional materials that can be adapted for use
in rural hospitals and create new materials
as needed; and

(3) conduct an awareness campaign to pro-
mote the materials available to rural hos-
pitals developed under subsection (a).

SEC. 6215. NO ADDITIONAL FUNDS.

No additional funds are authorized to be
appropriated for the purpose of carrying out
this subtitle.

TITLE LXIII—U.S. CUSTOMS AND BORDER
PROTECTION
Subtitle A—Non-Intrusive Inspection
Expansion
SEC. 6301. SHORT TITLE.

This subtitle may be cited as the ‘‘Non-In-
trusive Inspection Expansion Act”.

SEC. 6302. USE OF NON-INTRUSIVE INSPECTION
SYSTEMS AT LAND PORTS OF ENTRY.

(a) FISCAL YEAR 2026.—Using non-intrusive
inspection systems acquired through pre-
vious appropriations Acts, beginning not
later than September 30, 2026, U.S. Customs
and Border Protection shall use non-intru-
sive inspection systems at land ports of
entry to scan, cumulatively, at ports of
entry where systems are in place by the
deadline, not fewer than—

(1) 40 percent of passenger vehicles enter-
ing the United States; and

(2) 90 percent of commercial vehicles enter-
ing the United States.

(b) SUBSEQUENT FISCAL YEARS.—Beginning
in fiscal year 2027, U.S. Customs and Border
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Protection shall use non-intrusive inspection
systems at land ports of entry to reach the
next projected benchmark for incremental
scanning of passenger and commercial vehi-
cles entering the United States at such ports
of entry.

(c) BRIEFING.—Not later than May 30, 2026,
the Commissioner of U.S. Customs and Bor-
der Protection shall brief the Committee on
Homeland Security and Governmental Af-
fairs of the Senate and the Committee on
Homeland Security of the House of Rep-
resentatives regarding the progress made
during the first half of fiscal year 2026 in
achieving the scanning benchmarks de-
scribed in subsection (a).

(d) REPORT.—If the scanning benchmarks
described in subsection (a) are not met by
the end of fiscal year 2026, not later than 120
days after the end of that fiscal year, the
Commissioner of U.S. Customs and Border
Protection shall submit a report to the Com-
mittee on Homeland Security and Govern-
mental Affairs of the Senate and the Com-
mittee on Homeland Security of the House of
Representatives that—

(1) analyzes the causes for not meeting
such requirements;

(2) identifies any resource gaps and chal-
lenges; and

(3) details the steps that will be taken to
ensure compliance with such requirements in
the subsequent fiscal year.

SEC. 6303. NON-INTRUSIVE INSPECTION SYSTEMS
FOR OUTBOUND INSPECTIONS.

(a) STRATEGY.—Not later than 180 days
after the date of the enactment of this Act,
the Commissioner of U.S. Customs and Bor-
der Protection shall submit a strategy to the
Committee on Homeland Security and Gov-
ernmental Affairs of the Senate and the
Committee on Homeland Security of the
House of Representatives for increasing sus-
tained outbound inspection operations at
land ports of entry that includes—

(1) the number of existing and planned out-
bound inspection lanes at each port of entry;

(2) infrastructure limitations that limit
the ability of U.S. Customs and Border Pro-
tection to deploy non-intrusive inspection
systems for outbound inspections;

(3) the number of additional non-intrusive
inspection systems that are necessary to in-
crease scanning capacity for outbound in-
spections; and

(4) plans for funding and acquiring the sys-
tems described in paragraph (3).

(b) IMPLEMENTATION.—Beginning not later
than September 30, 2026, U.S. Customs and
Border Protection shall use non-intrusive in-
spection systems at land ports of entry to
scan not fewer than 10 percent of all vehicles
exiting the United States through land ports
of entry.

SEC. 6304. GAO REVIEW AND REPORT.

(a) REVIEW.—

(1) IN GENERAL.—The Comptroller General
of the United States shall conduct a review
of the use by U.S. Customs and Border Pro-
tection of non-intrusive inspection systems
for border security.

(2) ELEMENTS.—The review required under
paragraph (1) shall—

(A) identify—

(i) the number and types of non-intrusive
inspection systems deployed by U.S. Cus-
toms and Border Protection; and

(ii) the locations to which such systems
have been deployed; and

(B) examine the manner in which U.S. Cus-
toms and Border Protection—

(i) assesses the effectiveness of such sys-
tems; and

(ii) uses such systems in conjunction with
other border security resources and assets,
such as border barriers and technology, to
detect and interdict drug smuggling and
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trafficking at the southwest border of the
United States.

(b) REPORT.—Not later than 2 years after
the date of the enactment of this Act, the
Comptroller General shall submit a report to
the Committee on Homeland Security and
Governmental Affairs of the Senate and the
Committee on Homeland Security of the
House of Representatives containing the
findings of the review conducted pursuant to
subsection (a).

Subtitle B—Enhancing Department of
Homeland Security Drug Seizures
SEC. 6311. SHORT TITLE.

This subtitle may be cited as the ‘“‘Enhanc-
ing DHS Drug Seizures Act”.
SEC. 6312. COORDINATION AND

SHARING.

(a) PUBLIC-PRIVATE PARTNERSHIPS.—

(1) STRATEGY.—Not later than 180 days
after the date of enactment of this Act, the
Secretary of Homeland Security shall de-
velop a strategy to strengthen existing and
establish new public-private partnerships
with shipping, chemical, and pharmaceutical
industries to assist with early detection and
interdiction of illicit drugs and precursor
chemicals.

(2) CONTENTS.—The strategy required under
paragraph (1) shall contain goals and objec-
tives for employees of the Department of
Homeland Security to ensure the tactics,
techniques, and procedures gained from the
public-private partnerships described in
paragraph (1) are included in policies, best
practices, and training for the Department.

(3) IMPLEMENTATION PLAN.—Not later than
180 days after developing the strategy re-
quired under paragraph (1), the Secretary of
Homeland Security shall develop an imple-
mentation plan for the strategy, which shall
outline departmental lead and support roles,
responsibilities, programs, and timelines for
accomplishing the goals and objectives of
the strategy.

(4) BRIEFING.—The Secretary of Homeland
Security shall provide annual briefings to
the Committee on Homeland Security and
Governmental Affairs of the Senate and the
Committee on Homeland Security of the
House of Representatives regarding the
progress made in addressing the implementa-
tion plan developed pursuant to paragraph
3).

(b) ASSESSMENT OF DRUG TASK FORCES.—

(1) IN GENERAL.—The Secretary of Home-
land Security shall conduct an assessment of
the counterdrug task forces in which the De-
partment of Homeland Security, including
components of the Department, participates
in or leads, which shall include—

(A) areas of potential overlap;

(B) opportunities for sharing information
and best practices;

(C) how the Department’s processes for en-
suring accountability and transparency in
its vetting and oversight of partner agency
task force members align with best prac-
tices; and

(D) corrective action plans for any capa-
bility limitations and deficient or negative
findings identified in the report for any such
task forces led by the Department.

(2) REPORT.—Not later than 180 days after
the date of enactment of this Act, the Sec-
retary of Homeland Security shall submit a
report to the Committee on Homeland Secu-
rity and Governmental Affairs of the Senate
and the Committee on Homeland Security of
the House of Representatives that contains a
summary of the results of the assessment
conducted pursuant to paragraph (1).

(3) CORRECTIVE ACTION PLAN.—The Sec-
retary of Homeland Security shall—

(A) implement the corrective action plans
described in paragraph (1)(D) immediately
after the submission of the report pursuant
to paragraph (2); and
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(B) provide annual briefings to the Com-
mittee on Homeland Security and Govern-
mental Affairs of the Senate and the Com-
mittee on Homeland Security of the House of
Representatives regarding the progress made
in implementing the corrective action plans.

(c) COMBINATION OF BRIEFINGS.—The Sec-
retary of Homeland Security may combine
the briefings required under subsections
(a)(4) and (b)(3)(B) and provide such com-
bined briefings through fiscal year 2026.

SEC. 6313. DANGER PAY FOR DEPARTMENT OF
HOMELAND SECURITY PERSONNEL
DEPLOYED ABROAD.

(a) IN GENERAL.—Subtitle H of title VIII of
the Homeland Security Act of 2002 (6 U.S.C.
451 et seq.) is amended by inserting after sec-
tion 881 the following:

“SEC. 881A. DANGER PAY ALLOWANCE.

‘‘(a) AUTHORIZATION.—An employee of the
Department, while stationed in a foreign
area, may be granted a danger pay allow-
ance, not to exceed 35 percent of the basic
pay of such employee, for any period during
which such foreign area experiences a civil
insurrection, a civil war, ongoing terrorist
acts, or wartime conditions that threaten
physical harm or imminent danger to the
health or well-being of such employee.

‘““(b) NOTICE.—Before granting or termi-
nating a danger pay allowance to any em-
ployee pursuant to subsection (a), the Sec-
retary, after consultation with the Secretary
of State, shall notify the Committee on
Homeland Security and Governmental Af-
fairs of the Senate, the Committee on For-
eign Relations of the Senate, the Committee
on Homeland Security of the House of Rep-
resentatives, and the Committee on Foreign
Affairs of the House of Representatives of—

‘(1) the intent to make such payments and
the circumstances justifying such payments;
or

‘“(2) the intent to terminate such payments
and the circumstances justifying such termi-
nation.”.

SEC. 6314. IMPROVING TRAINING TO FOREIGN-
VETTED LAW ENFORCEMENT OR NA-
TIONAL SECURITY UNITS.

The Secretary of Homeland Security, or
the designee of the Secretary, may waive re-
imbursement for salary expenses of Depart-
ment of Homeland Security for personnel
providing training to foreign-vetted law en-
forcement or national security units in ac-
cordance with an agreement with the De-
partment of Defense pursuant to section 1535
of title 31, United States Code.

SEC. 6315. ENHANCING THE OPERATIONS OF U.S.
CUSTOMS AND BORDER PROTEC-
TION IN FOREIGN COUNTRIES.

Section 411(f) of the Homeland Security
Act of 2002 (6 U.S.C. 211(f)) is amended—

(1) by redesignating paragraph (4) as para-
graph (5); and

(2) by inserting after paragraph (3) the fol-
lowing:

*“(4) PERMISSIBLE ACTIVITIES.—

‘“‘(A) IN GENERAL.—Employees of U.S. Cus-
toms and Border Protection and other cus-
toms officers designated in accordance with
the authorities granted to officers and
agents of Air and Marine Operations may
provide the support described in subpara-
graph (B) to authorities of the government of
a foreign country, including by conducting
joint operations with appropriate govern-
ment officials within the territory of such
country, if an arrangement has been entered
into between the Government of the United
States and the government of such country
that permits such support by such employees
and officers.

‘‘(B) SUPPORT DESCRIBED.—The support de-
scribed in this subparagraph is support for—

‘(i) the monitoring, locating, tracking,
and deterrence of—
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“(I) illegal drugs to the United States;

““(IT) the illicit smuggling of persons and
goods into the United States;

“(ITI) terrorist threats to the TUnited
States; and

“(IV) other threats to the security or econ-
omy of the United States;

‘“(ii) emergency humanitarian efforts; and

‘‘(iii) law enforcement capacity-building
efforts.

¢(C) PAYMENT OF CLAIMS.—

‘(i) IN GENERAL.—Subject to clauses (ii)
and (iv), the Secretary may expend funds
that have been appropriated or otherwise
made available for the operating expenses of
the Department to pay claims for money
damages against the United States, in ac-
cordance with the first paragraph of section
2672 of title 28, United States Code, which
arise in a foreign country in connection with
U.S. Customs and Border Protection oper-
ations in such country.

‘‘(ii) SUBMISSION DEADLINE.—A claim may
be allowed under clause (i) only if it is pre-
sented not later than 2 years after it accrues.

‘“(iii) REPORT.—Not later than 90 days after
the date on which the expenditure authority
under clause (i) expires pursuant to clause
(iv), the Secretary shall submit a report to
Congress that describes, for each of the pay-
ments made pursuant to clause (i)—

“(I) the foreign entity that received such
payment;

“(IT) the amount paid to such foreign enti-
ty;

¢“(I1I) the country in which such foreign en-
tity resides or has its principal place of busi-
ness; and

“(IV) a detailed account of the
cumstances justify such payment.

‘“(iv) SUNSET.—The expenditure authority
under clause (i) shall expire on the date that
is 5 years after the date of the enactment of
the Enhancing DHS Drug Seizures Act.”.
SEC. 6316. DRUG SEIZURE DATA IMPROVEMENT.

(a) STUDY.—Not later than 180 days after
the date of the enactment of this Act, the
Secretary of Homeland Security shall con-
duct a study to identify any opportunities
for improving drug seizure data collection.

(b) ELEMENTS.—The study required under
subsection (a) shall—

(1) include a survey of the entities that use
drug seizure data; and

(2) address—

(A) any additional data fields or drug type
categories that should be added to U.S. Cus-
toms and Border Protection’s SEACATS,
U.S. Border Patrol’s e3 portal, and any other
systems deemed appropriate by the Commis-
sioner of U.S. Customs and Border Protec-
tion, in accordance with the first rec-
ommendation in the Government Account-
ability Office’s report GA0-22-104725, entitled
“Border Security: CBP Could Improve How
It Categorizes Drug Seizure Data and Evalu-
ates Training’’;

(B) how all the Department of Homeland
Security components that collect drug sei-
zure data can standardize their data collec-
tion efforts and deconflict drug seizure re-
porting;

(C) how the Department of Homeland Secu-
rity can better identify, collect, and analyze
additional data on precursor chemicals, syn-
thetic drugs, novel psychoactive substances,
and analogues that have been seized by U.S.
Customs and Border Protection and U.S. Im-
migration and Customs Enforcement; and

(D) how the Department of Homeland Se-
curity can improve its model of anticipated
drug flow into the United States.

(¢c) IMPLEMENTATION OF FINDINGS.—Fol-
lowing the completion of the study required
under subsection (a)—

(1) the Secretary of Homeland Security, in
accordance with the Office of National Drug

cir-
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Control Policy’s 2022 National Drug Control
Strategy, shall modify Department of Home-
land Security drug seizure policies and train-
ing programs, as appropriate, consistent
with the findings of such study; and

(2) the Commissioner of U.S. Customs and
Border Protection, in consultation with the
Director of U.S. Immigration and Customs
Enforcement, shall make any necessary up-
dates to relevant systems to include the re-
sults of confirmatory drug testing results.
SEC. 6317. DRUG PERFORMANCE MEASURES.

Not later than 180 days after the date of
enactment of this Act, the Secretary of
Homeland Security shall develop and imple-
ment a plan to ensure that components of
the Department of Homeland Security de-
velop and maintain outcome-based perform-
ance measures that adequately assess the
success of drug interdiction efforts and how
to utilize the existing drug-related metrics
and performance measures to achieve the
missions, goals, and targets of the Depart-
ment.

SEC. 6318. PENALTIES FOR HINDERING IMMIGRA-
TION, BORDER, AND CUSTOMS CON-
TROLS.

(a) PERSONNEL AND STRUCTURES.—Title II
of the Immigration and Nationality Act (8
U.S.C. 1151 et seq.) is amended by inserting
after section 274D the following:

“SECTION 274E. DESTROYING OR EVADING BOR-
DER CONTROLS.

‘“(a) IN GENERAL.—It shall be unlawful to
knowingly and without lawful authoriza-
tion—

‘“(1)(A) destroy or significantly damage
any fence, barrier, sensor, camera, or other
physical or electronic device deployed by the
Federal Government to control an inter-
national border of, or a port of entry to, the
United States; or

‘(B) otherwise construct, excavate, or
make any structure intended to defeat, cir-
cumvent or evade such a fence, barrier, sen-
sor camera, or other physical or electronic
device deployed by the Federal Government
to control an international border of, or a
port of entry to, the United States; and

“(2) in carrying out an act described in
paragraph (1), have the intent to knowingly
and willfully—

““(A) secure a financial gain;

‘(B) further the objectives of a criminal
organization; and

“(C) violate—

(1) section 274(a)(1)(A)(1);

‘“(ii) the customs and trade laws of the
United States (as defined in section 2(4) of
the Trade Facilitation and Trade Enforce-
ment Act of 2015 (Public Law 114-125));

‘(iii) any other Federal law relating to
transporting controlled substances, agri-
culture, or monetary instruments into the
United States; or

‘“(iv) any Federal law relating to border
controls measures of the United States.

‘““(b) PENALTY.—Any person who violates
subsection (a) shall be fined under title 18,
United States Code, imprisoned for not more
than 5 years, or both.”’.

(b) CLERICAL AMENDMENT.—The table of
contents for the Immigration and Nation-
ality Act (8 U.S.C. 1101 et seq.) is amended by
inserting after the item relating to section
274D the following:

‘“‘Sec. 274E. Destroying or evading border
controls.”.

TITLE LXIV—-MISCELLANEOUS
Subtitle A—Government-wide Study Relating
to High-security Leased Space

SEC. 6401. GOVERNMENT-WIDE STUDY.

(a) DEFINITIONS.—In this section:

(1) ADMINISTRATOR.—The term ‘‘Adminis-
trator’” means the Administrator of General
Services.
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(2) BENEFICIAL OWNER.—

(A) IN GENERAL.—The term ‘‘beneficial
owner’”’, with respect to a covered entity,
means each natural person who, directly or
indirectly, through any contract, arrange-
ment, understanding, relationship, or other-
wise—

(i) exercises substantial control over the
covered entity; or

(ii) owns or controls not less than 25 per-
cent of the ownership interests of, or re-
ceives substantial economic benefits from
the assets of, the covered entity.

(B) EXCLUSIONS.—The term ‘‘beneficial
owner’”’, with respect to a covered entity,
does not include—

(i) a minor;

(ii) a person acting as a nominee, inter-
mediary, custodian, or agent on behalf of an-
other person;

(iii) a person acting solely as an employee
of the covered entity and whose control over
or economic benefits from the covered entity
derives solely from the employment status of
the person;

(iv) a person whose only interest in the
covered entity is through a right of inherit-
ance, unless the person also meets the re-
quirements of subparagraph (A); or

(v) a creditor of the covered entity, unless
the creditor also meets the requirements of
subparagraph (A).

(C) ANTI-ABUSE RULE.—The exclusions
under subparagraph (B) shall not apply if, in
the determination of the Administrator, an
exclusion is used for the purpose of evading,
circumventing, or abusing the requirements
of this Act.

(3) CONTROL.—The term ‘‘control”, with re-
spect to a covered entity, means—

(A) having the authority or ability to de-
termine how the covered entity is utilized;
or

(B) having some decisionmaking power for
the use of the covered entity.

(4) COVERED ENTITY.—The term
entity” means—

(A) a person, corporation, company, busi-
ness association, partnership, society, trust,
or any other nongovernmental entity, orga-
nization, or group; or

(B) any governmental entity or instrumen-
tality of a government.

(5) EXECUTIVE AGENCY.—The term ‘‘Execu-
tive agency’’ has the meaning given the term
in section 105 of title 5, United States Code.

(6) FEDERAL AGENCY.—The term ‘‘Federal
agency’’ means—

(A) an Executive agency; and

(B) any establishment in the legislative or
judicial branch of the Federal Government.

(7) FEDERAL LESSEE.—

(A) IN GENERAL.—The term ‘‘Federal les-
see’”’ means—

(i) the Administrator;

(ii) the Architect of the Capitol; and

(iii) the head of any other Federal agency
that has independent statutory leasing au-
thority.

(B) EXCLUSIONS.—The term ‘‘Federal les-
see’” does not include—

(i) the head of an element of the intel-
ligence community; or

(ii) the Secretary of Defense.

(8) FEDERAL TENANT.—

(A) IN GENERAL.—The term ‘‘Federal ten-
ant” means a Federal agency that is occu-
pying or will occupy a high-security leased
space for which a lease agreement has been
secured on behalf of the Federal agency.

(B) EXCLUSION.—The term ‘‘Federal ten-
ant” does not include an element of the in-
telligence community.

(9) FOREIGN ENTITY.—The term ‘‘foreign en-
tity” means—

(A) a corporation, company, business asso-
ciation, partnership, society, trust, or any
other nongovernmental entity, organization,

‘“‘covered
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or group that is headquartered in or orga-
nized under the laws of—

(i) a country that is not the United States;
or

(ii) a State, unit of local government, or
Indian Tribe that is not located within or a
territory of the United States; or

(B) a government or governmental instru-
mentality that is not—

(i) the United States Government; or

(ii) a State, unit of local government, or
Indian Tribe that is located within or a terri-
tory of the United States.

(10) FOREIGN PERSON.—The term ‘‘foreign
person’ means an individual who is not a
United States person.

(11) HIGH-SECURITY LEASED ADJACENT
SPACE.—The term ‘‘high-security leased adja-
cent space’” means a building or office space
that shares a boundary with or surrounds a
high-security leased space.

(12) HIGH-SECURITY LEASED SPACE.—The
term ‘‘high-security leased space’” means a
space leased by a Federal lessee that—

(A) will be occupied by Federal employees
for nonmilitary activities; and

(B) has a facility security level of III, IV,
or V, as determined by the Federal tenant in
consultation with the Interagency Security
Committee, the Secretary of Homeland Se-
curity, and the Administrator.

(13) HIGHEST-LEVEL OWNER.—The term
““highest-level owner’”’ means an entity that
owns or controls—

(A) an immediate owner of the offeror of a
lease for a high-security leased adjacent
space; or

(B) 1 or more entities that control an im-
mediate owner of the offeror of a lease de-
scribed in subparagraph (A).

(14) IMMEDIATE OWNER.—The term ‘‘imme-
diate owner” means an entity, other than
the offeror of a lease for a high-security
leased adjacent space, that has direct control
of that offeror, including—

(A) ownership or interlocking manage-
ment;

(B) identity of interests among family
members;

(C) shared facilities and equipment; and

(D) the common use of employees.

(15) INTELLIGENCE COMMUNITY.—The term
“‘intelligence community’’ has the meaning
given the term in section 3 of the National
Security Act of 1947 (50 U.S.C. 3003).

(16) SUBSTANTIAL ECONOMIC BENEFITS.—The
term ‘‘substantial economic benefits’, with
respect to a natural person described in para-
graph (2)(A)(ii), means having an entitle-
ment to the funds or assets of a covered enti-
ty that, as a practical matter, enables the
person, directly or indirectly, to control,
manage, or direct the covered entity.

(17) UNITED STATES PERSON.—The term
“United States person’ means an individual
who—

(A) is a citizen of the United States; or

(B) is an alien lawfully admitted for per-
manent residence in the United States.

(b) GOVERNMENT-WIDE STUDY.—

(1) COORDINATION STUDY.—The Adminis-
trator, in coordination with the Director of
the Federal Protective Service, the Sec-
retary of Homeland Security, the Director of
the Office of Management and Budget, and
any other relevant entities, as determined by
the Administrator, shall carry out a Govern-
ment-wide study examining options to assist
agencies (as defined in section 551 of title 5,
United States Code) to produce a security as-
sessment process for high-security leased ad-
jacent space before entering into a lease or
novation agreement with a covered entity
for the purposes of accommodating a Federal
tenant located in a high-security leased
space.

(2) CONTENTS.—The study required under
paragraph (1)—
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(A) shall evaluate how to produce a secu-
rity assessment process that includes a proc-
ess for assessing the threat level of each oc-
cupancy of a high-security leased adjacent
space, including through—

(i) site-visits;

(ii) interviews; and

(iii) any other relevant activities deter-
mined necessary by the Director of the Fed-
eral Protective Service; and

(B) may include a process for collecting
and using information on each immediate
owner, highest-level owner, or beneficial
owner of a covered entity that seeks to enter
into a lease with a Federal lessee for a high-
security leased adjacent space, including—

(i) name;

(ii) current residential or business street
address; and

(iii) an identifying number or document
that verifies identity as a United States per-
son, a foreign person, or a foreign entity.

(3) WORKING GROUP.—

(A) IN GENERAL.—Not later than 90 days
after the date of enactment of this Act, the
Administrator, in coordination with the Di-
rector of Federal Protective Service, the
Secretary of Homeland Security, the Direc-
tor of the Office of Management and Budget,
and any other relevant entities, as deter-
mined by the Administrator, shall establish
a working group to assist in the carrying out
of the study required under paragraph (1).

(B) NO COMPENSATION.—A member of the
working group established under subpara-
graph (A) shall receive no compensation as a
result of serving on the working group.

(C) SUNSET.—The working group estab-
lished under subparagraph (A) shall termi-
nate on the date on which the report re-
quired under paragraph (6) is submitted.

(4) PROTECTION OF INFORMATION.—The Ad-
ministrator shall ensure that any informa-
tion collected pursuant to the study required
under paragraph (1) shall not be made avail-
able to the public.

(5) LIMITATION.—Nothing in this subsection
requires an entity located in the United
States to provide information requested pur-
suant to the study required under paragraph
D).

(6) REPORT.—Not later than 2 years after
the date of enactment of this Act, the Ad-
ministrator, in coordination with the Direc-
tor of Federal Protective Service, the Sec-
retary of Homeland Security, the Director of
the Office of Management and Budget, and
any other relevant entities, as determined by
the Administrator, shall submit to the Com-
mittee on Homeland Security and Govern-
mental Affairs of the Senate and the Com-
mittee on Transportation and Infrastructure
of the House of Representatives a report de-
scribing—

(A) the results of the study required under
paragraph (1); and

(B) how all applicable privacy laws and
rights relating to the First and Fourth
Amendments to the Constitution of the
United States would be upheld and followed
in—

(i) the security assessment process de-
scribed in subparagraph (A) of paragraph (2);
and

(ii) the information collection process de-
scribed in subparagraph (B) of that para-
graph.

(7) LIMITATION.—Nothing in this subsection
authorizes a Federal entity to mandate in-
formation gathering unless specifically au-
thorized by law.

(8) PROHIBITION.—No information collected
pursuant the security assessment process de-
scribed in paragraph (2)(A) may be used for
law enforcement purposes.

(9) NO ADDITIONAL FUNDING.—No additional
funds are authorized to be appropriated to
carry out this subsection.
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Subtitle B—Intergovernmental Critical
Minerals Task Force
SEC. 6411. SHORT TITLE.

This subtitle may be cited as the ‘‘Inter-
governmental Critical Minerals Task Force
Act”.

SEC. 6412. DEFINITIONS.

In this subtitle:

(1) APPROPRIATE COMMITTEES OF CON-
GRESS.—The term ‘‘appropriate committees
of Congress’ means—

(A) the Committees on Homeland Security
and Governmental Affairs, Energy and Nat-
ural Resources, Armed Services, Environ-
ment and Public Works, Commerce, Science,
and Transportation, and Foreign Relations
of the Senate; and

(B) the Committees on Oversight and Ac-

countability, Natural Resources, Armed
Services, and Foreign Affairs of the House of
Representatives.

(2) COVERED COUNTRY.—The term ‘‘covered
country’” means—

(A) a covered nation (as defined in section
4872(d) of title 10, United States Code); and

(B) any other country determined by the
task force to be a geostrategic competitor or
adversary of the United States with respect
to critical minerals.

(3) CRITICAL MINERAL.—The term ‘‘critical
mineral” has the meaning given the term in
section 7002(a) of the Energy Act of 2020 (30
U.S.C. 1606(a)).

(4) DIRECTOR.—The term ‘‘Director’” means
the Director of the Office of Management
and Budget.

(56) TASK FORCE.—The term ‘‘task force”
means the task force established under sec-
tion 6414(b).

SEC. 6413. FINDINGS.

Congress finds that—

(1) current supply chains of critical min-
erals pose a great risk to the homeland and
national security of the United States;

(2) critical minerals contribute to trans-
portation, technology, renewable energy,
military equipment and machinery, and
other relevant entities crucial for the home-
land and national security of the United
States;

(3) in 2022, the United States was 100 per-
cent import reliant for 12 out of 50 critical
minerals and more than 50 percent import
reliant for an additional 31 critical mineral
commodities classified as ‘‘critical’”’ by the
United States Geological Survey, and the
People’s Republic of China was the top pro-
ducing nation for 30 of those 50 critical min-
erals;

(4) companies based in the People’s Repub-
lic of China that extract rare earth minerals
around the world have received hundreds of
charges of human rights violations; and

(5) on March 26, 2014, the World Trade Or-
ganization ruled that the export restraints
by the People’s Republic of China on rare
earth metals violated obligations under the
protocol of accession to the World Trade Or-
ganization, which harmed manufacturers and
workers in the United States.

SEC. 6414. INTERGOVERNMENTAL CRITICAL MIN-
ERALS TASK FORCE.

(a) PURPOSES.—The purposes of the task
force are—

(1) to assess the reliance of the United
States on the People’s Republic of China,
and other covered countries, for critical min-
erals, and the resulting homeland and na-
tional security risks associated with that re-
liance, at each level of the Federal, State,
local, Tribal, and territorial governments;

(2) to make recommendations to onshore
and improve the domestic supply chain for
critical minerals; and

(3) to reduce the reliance of the United
States, and partners and allies of the United
States, on critical mineral supply chains in-
volving covered countries.
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(b) ESTABLISHMENT.—Not later than 90 days
after the date of enactment of this Act, the
Director shall establish a task force to facili-
tate cooperation, coordination, and mutual
accountability among each level of the Fed-
eral Government and State, local, Tribal,
and territorial governments on a holistic re-
sponse to the dependence on covered coun-
tries for critical minerals across the United
States.

(¢) COMPOSITION; MEETINGS.—

(1) APPOINTMENT.—The Director, in con-
sultation with key intergovernmental, pri-
vate, and public sector stakeholders, shall
appoint to the task force representatives
with expertise in critical mineral supply
chains from Federal agencies, State, local,
Tribal, and territorial governments, includ-
ing not less than 1 representative from each
of—

(A) the Bureau of Indian Affairs;

(B) the Bureau of Lhand Management;

(C) the Department of Agriculture;

(D) the Department of Commerce;

(E) the Department of Defense;

(F) the Department of Energy;

(G) the Department of Homeland Security;

(H) the Department of Housing and Urban
Development;

(I) the Department of the Interior;

(J) the Department of Liabor;

(K) the Department of State;

(L) the Department of Transportation;

(M) the Environmental Protection Agency;

(N) the General Services Administration;

(O) the National Science Foundation;

(P) the United States International Devel-
opment Finance Corporation;

(Q) the United States Geological Survey;
and

(R) any other relevant Federal entity, as
determined by the Director.

(2) CONSULTATION.—The task force shall
consult individuals with expertise in critical
mineral supply chains, individuals from
States whose communities, businesses, and
industries are involved in aspects of the crit-
ical mineral supply chain, including mining
and processing operations, and individuals
from a diverse and balanced cross-section
of—

(A) intergovernmental consultees, includ-
ing—

(i) State governments;

(ii) local governments;

(iii) Tribal governments; and

(iv) territorial governments; and

(B) other stakeholders, including—

(i) academic research institutions;

(ii) corporations;

(iii) nonprofit organizations;

(iv) private sector stakeholders;

(v) trade associations;

(vi) mining industry stakeholders; and

(vii) labor representatives.

(3) CHAIR.—The Director may serve as
chair of the task force, or designate a rep-
resentative of the task force to serve as
chair.

(4) MEETINGS.—

(A) INITIAL MEETING.—Not later than 90
days after the date on which all representa-
tives of the task force have been appointed,
the task force shall hold the first meeting of
the task force.

(B) FREQUENCY.—The task force shall meet
not less than once every 90 days.

(d) DUTIES.—

(1) IN GENERAL.—The duties of the task
force shall include—

(A) facilitating cooperation, coordination,
and mutual accountability for the Federal
Government and State, local, Tribal, and
territorial governments to enhance data
sharing and transparency in the supply
chains for critical minerals in support of the
purposes described in subsection (a);
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(B) providing recommendations with re-
spect to—

(i) research and development into emerg-
ing technologies used to expand existing
critical mineral supply chains in the United
States and to establish secure and reliable
critical mineral supply chains to the United
States;

(ii) increasing capacities for mining, proc-
essing, refinement, reuse, and recycling of
critical minerals in the United States to fa-
cilitate the environmentally responsible pro-
duction of domestic resources to meet na-
tional critical mineral needs, in consultation
with Tribal and local communities;

(iii) identifying how statutes, regulations,
and policies related to the critical mineral
supply chain could be modified to accelerate
environmentally responsible domestic pro-
duction of critical minerals, in consultation
with Tribal and local communities;

(iv) strengthening the domestic workforce
to support growing critical mineral supply
chains with good-paying, safe jobs in the
United States;

(V) identifying alternative domestic
sources to critical minerals that the United
States currently relies on the People’s Re-
public of China or other covered countries
for mining, processing, refining, and recy-
cling, including the availability, cost, and
quality of those domestic alternatives;

(vi) identifying critical minerals and crit-
ical mineral supply chains that the United
States can onshore, at a competitive avail-
ability, cost, and quality, for those minerals
and supply chains that the United States re-
lies on the People’s Republic of China or
other covered countries to provide; and

(vii) opportunities for the Federal Govern-
ment and State, local, Tribal, and territorial
governments to mitigate risks to the home-
land and national security of the United
States with respect to supply chains for crit-
ical minerals that the United States cur-
rently relies on the People’s Republic of
China or other covered countries for mining,
processing, refining, and recycling;

(C) prioritizing the recommendations in
subparagraph (B), taking into consideration
economic costs and focusing on the critical
mineral supply chains with vulnerabilities
posing the most significant risks to the
homeland and national security of the
United States;

(D) establishing specific strategies, to be
carried out in coordination with the Sec-
retary of State, to strengthen international
partnerships in furtherance of critical min-
erals supply chain security with inter-
national allies and partners, including—

(i) countries with which the United States
has a free trade agreement;

(ii) countries participating in the Indo-Pa-
cific Economic Framework for Prosperity;

(iii) countries participating in the Quad-
rilateral Security Dialogue;

(iv) countries that are signatories to the
Abraham Accords;

(v) countries designated as eligible sub-Sa-
haran Africa countries under section 104 of
the Africa Growth and Opportunity Act (19
U.S.C. 3701 et seq.); and

(vi) other countries or multilateral part-
nerships the Task Force determines to be ap-
propriate; and

(E) other duties, as determined by the Di-
rector.

(2) REPORT.—The Director shall—

(A) not later than 2 years after the date of
enactment of this Act, submit to the appro-
priate committees of Congress a report,
which shall be submitted in unclassified
form, but may include a classified annex,
that describes any findings, guidelines, and
recommendations created in performing the
duties under paragraph (1);
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(B) not later than 120 days after the date
on which the Director submits the report
under subparagraph (A), publish that report
in the Federal Register and on the website of
the Office of Management and Budget, ex-
cept that the Director shall redact informa-
tion from the report that the Director deter-
mines could pose a risk to the homeland and
national security of the United States by
being publicly available; and

(C) brief the appropriate committees of
Congress twice per year.

(e) SUNSET.—The task force shall termi-
nate on the date that is 90 days after the
date on which the task force completes the
requirements under subsection (d)(2).

(f) GAO STUDY.—

(1) IN GENERAL.—The Comptroller General
of the United States shall conduct a study
examining the Federal and State regulatory
landscape related to improving domestic
supply chains for critical minerals in the
United States.

(2) REPORT.—Not later than 18 months
after the date of enactment of this Act, the
Comptroller General of the United States
shall submit to the appropriate committees
of Congress a report that describes the re-
sults of the study under paragraph (1).

DIVISION G—COMMITTEE ON FOREIGN

RELATIONS
TITLE LXX—AUKUS MATTERS
SEC. 7001. DEFINITIONS.

In this title:

(1) APPROPRIATE CONGRESSIONAL COMMIT-
TEES.—The term ‘‘appropriate congressional
committees’” means—

(A) the Committee on Foreign Relations
and the Committee on Armed Services of the
Senate; and

(B) the Committee on Foreign Affairs and
the Committee on Armed Services of the
House of Representatives.

(2) AUKUS PARTNERSHIP.—

(A) IN GENERAL.—The term ‘‘AUKUS part-
nership’” means the enhanced trilateral secu-
rity partnership between Australia, the
United Kingdom, and the United States an-
nounced in September 2021.

(B) PILLARS.—The AUKUS partnership in-
cludes the following two pillars:

(i) Pillar One is focused on developing a
pathway for Australia to acquire convention-
ally armed, nuclear-powered submarines.

(ii) Pillar Two is focused on enhancing tri-
lateral collaboration on advanced defense ca-
pabilities, including hypersonic and counter
hypersonic capabilities, quantum tech-
nologies, undersea technologies, and artifi-
cial intelligence.

(3) DEPARTMENT.—The term ‘‘Department’’
means the Department of State.

(4) INTERNATIONAL TRAFFIC IN ARMS REGU-
LATIONS.—The term ‘‘International Traffic in
Arms Regulations” means subchapter M of
chapter I of title 22, Code of Federal Regula-
tions (or successor regulations).

(5) SECRETARY.—The term
means the Secretary of State.

Subtitle A—Outlining the AUKUS
Partnership
STATEMENT OF POLICY ON THE
AUKUS PARTNERSHIP.

(a) STATEMENT OF PoLICY.—It is the policy
of the United States that—

(1) the AUKUS partnership is integral to
United States national security, increasing
United States and allied capability in the
undersea domain of the Indo-Pacific, and de-
veloping cutting edge military capabilities;

(2) the transfer of conventionally armed,
nuclear-powered submarines to Australia
will position the United States and its allies
to maintain peace and security in the Indo-
Pacific;

(3) the transfer of conventionally armed,
nuclear-powered submarines to Australia

“Secretary”’

SEC. 7011.
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will be safely implemented with the highest
nonproliferation standards in alignment
with—

(A) safeguards established by the Inter-
national Atomic Energy Agency; and

(B) the Additional Protocol to the Agree-
ment between Australia and the Inter-
national Atomic Energy Agency for the ap-
plication of safeguards in connection with
the Treaty on the Non-Proliferation of Nu-
clear Weapons, signed at Vienna September
23, 1997;

(4) the United States will enter into a mu-
tual defense agreement with Australia, mod-
eled on the 1958 bilateral mutual defense
agreement with the United Kingdom, for the
sole purpose of facilitating the transfer of
naval nuclear propulsion technology to Aus-
tralia;

(5) working with the United Kingdom and
Australia to develop and provide joint ad-
vanced military capabilities to promote se-
curity and stability in the Indo-Pacific will
have tangible impacts on United States mili-
tary effectiveness across the world;

(6) in order to better facilitate cooperation
under Pillar 2 of the AUKUS partnership, it
is imperative that every effort be made to
streamline United States export controls
congsistent with necessary and reciprocal se-
curity safeguards on United States tech-
nology at least comparable to those of the
United States;

(7) the trade authorization mechanism for
the AUKUS partnership administered by the
Department is a critical first step in reimag-
ining the United States export control sys-
tem to carry out the AUKUS partnership and
expedite technology sharing and defense
trade among the United States, Australia,
and the United Kingdom; and

(8) the vast majority of United States de-
fense trade with Australia is conducted
through the Foreign Military Sales (FMS)
process, the preponderance of defense trade
with the United Kingdom is conducted
through Direct Commercial Sales (DCS), and
efforts to streamline United States export
controls should focus on both Foreign Mili-
tary Sales and Direct Commercial Sales.

SEC. 7012. SENIOR ADVISOR FOR THE AUKUS
PARTNERSHIP AT THE DEPARTMENT
OF STATE.

(a) IN GENERAL.—There shall be a Senior
Advisor for the AUKUS partnership at the
Department, who—

(1) shall report directly to the Secretary;
and

(2) may not hold another position in the
Department concurrently while holding the
position of Senior Advisor for the AUKUS
partnership.

(b) DUTIES.—The Senior Advisor shall—

(1) be responsible for coordinating efforts
related to the AUKUS partnership across the
Department, including the bureaus engaged
in nonproliferation, defense trade, security
assistance, and diplomatic relations in the
Indo-Pacific;

(2) serve as the lead within the Department
for implementation of the AUKUS partner-
ship in interagency processes, consulting
with counterparts in the Department of De-
fense, the Department of Commerce, the De-
partment of Energy, the Office of Naval Re-
actors, and any other relevant agencies;

(3) lead diplomatic efforts related to the
AUKUS partnership with other governments
to explain how the partnership will enhance
security and stability in the Indo-Pacific;
and

(4) consult regularly with the appropriate
congressional committees, and keep such
committees fully and currently informed, on
issues related to the AUKUS partnership, in-
cluding in relation to the AUKUS Pillar 1 ob-
jective of supporting Australia’s acquisition
of conventionally armed, nuclear-powered
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submarines and the Pillar 2 objective of
jointly developing advanced military capa-
bilities to support security and stability in
the Indo-Pacific, as affirmed by the Presi-
dent of the United States, the Prime Min-
ister of the United Kingdom, and the Prime
Minister of Australia on April 5, 2022.

(c) PERSONNEL TO SUPPORT THE SENIOR AD-
VISOR.—The Secretary shall ensure that the
Senior Advisor is adequately staffed, includ-
ing through encouraging details, or assign-
ment of employees of the Department, with
expertise related to the implementation of
the AUKUS partnership, including staff with
expertise in—

(1) nuclear policy, including nonprolifera-
tion;

(2) defense trade and security cooperation,
including security assistance; and

(3) relations with respect to political-mili-
tary issues in the Indo-Pacific and Europe.

(d) NOTIFICATION.—Not later than 180 days
after the date of the enactment of this Act,
and not later than 90 days after a Senior Ad-
visor assumes such position, the Secretary
shall notify the appropriate congressional
committees of the number of full-time equiv-
alent positions, relevant expertise, and du-
ties of any employees of the Department or
detailees supporting the Senior Advisor.

(e) SUNSET.—

(1) IN GENERAL.—The position of the Senior
Advisor for the AUKUS partnership shall
terminate on the date that is 8 years after
the date of the enactment of this Act.

(2) RENEWAL.—The Secretary may renew
the position of the Senior Advisor for the
AUKUS partnership for 1 additional period of
4 years, following notification to the appro-
priate congressional committees of the re-
newal.

Subtitle B—Authorization for Submarine
Transfers, Support, and Infrastructure Im-
provement Activities

SEC. 7021. AUSTRALIA, UNITED KINGDOM, AND

UNITED STATES SUBMARINE SECU-
RITY ACTIVITIES.

(a) AUTHORIZATION TO TRANSFER SUB-
MARINES.—

(1) IN GENERAL.—Subject to paragraphs (3),
(4), and (11), the President may, under sec-
tion 21 of the Arms Export Control Act (22
U.S.C. 2761)—

(A) transfer not more than two Virginia
class submarines from the inventory of the
United States Navy to the Government of
Australia on a sale basis; and

(B) transfer not more than one additional
Virginia class submarine to the Government
of Australia on a sale basis.

(2) REQUIREMENTS NOT APPLICABLE.—A sale
carried out under paragraph (1)(B) shall not
be subject to the requirements of—

(A) section 36 of the Arms Export Control
Act (22 U.S.C. 2776); or

(B) section 8677 of title 10, United States
Code.

(3) CERTIFICATION; BRIEFING.—

(A) PRESIDENTIAL  CERTIFICATION.—The
President may exercise the authority pro-
vided by paragraph (1) not earlier than 60
days after the date on which the President
certifies to the appropriate congressional
committees that any submarine transferred
under such authority shall be used to sup-
port the joint security interests and military
operations of the United States and Aus-
tralia.

(B) WAIVER OF CHIEF OF NAVAL OPERATIONS
CERTIFICATION.—The requirement for the
Chief of Naval Operations to make a certifi-
cation under section 8678 of title 10, United
States Code, shall not apply to a transfer
under paragraph (1).

(C) BRIEFING.—Not later than 90 days be-
fore the sale of any submarine under para-
graph (1), the Secretary of the Navy shall
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provide to the appropriate congressional
committees a briefing on—

(i) the impacts of such sale to the readiness
of the submarine fleet of the United States,
including with respect to maintenance
timelines, deployment-to-dwell ratios, train-
ing, exercise participation, and the ability to
meet combatant commander requirements;

(ii) the impacts of such sale to the sub-
marine industrial base of the United States,
including with respect to projected mainte-
nance requirements, acquisition timelines
for spare and replacement parts, and future
procurement of Virginia class submarines for
the submarine fleet of the United States; and

(iii) other relevant topics as determined by
the Secretary of the Navy.

(4) REQUIRED MUTUAL DEFENSE AGREE-
MENT.—Before any transfer occurs under sub-
section (a), the United States and Australia
shall have a mutual defense agreement in
place, which shall—

(A) provide a clear legal framework for the
sole purpose of Australia’s acquisition of
conventionally armed, nuclear-powered sub-
marines; and

(B) meet the highest nonproliferation
standards for the exchange of nuclear mate-
rials, technology, equipment, and informa-
tion between the United States and Aus-
tralia.

() SUBSEQUENT SALES.—A sale of a Vir-
ginia class submarine that occurs after the
sales described in paragraph (1) may occur
only if such sale is explicitly authorized in
legislation enacted after the date of the en-
actment of this Act.

(6) COSTS OF TRANSFER.—ANy expense in-
curred by the United States in connection
with a transfer under paragraph (1) shall be
charged to the Government of Australia.

(7) CREDITING OF RECEIPTS.—Notwith-
standing any provision of law pertaining to
the crediting of amounts received from a
sale under section 21 of the Arms Export
Control Act (22 U.S.C. 2761), any funds re-
ceived by the United States pursuant to a
transfer under paragraph (1) shall—

(A) be credited, at the discretion of the
President, to—

(i) the fund or account used in incurring
the original obligation for the acquisition of
submarines transferred under paragraph (1);

(ii) an appropriate fund or account avail-
able for the purposes for which the expendi-
tures for the original acquisition of sub-
marines transferred under paragraph (1) were
made; or

(iii) any other fund or account available
for the purpose specified in paragraph (8)(B);
and

(B) remain available for obligation until
expended.

(8) USE OF FUNDS.—Subject to paragraphs
(9) and (10), the President may use funds re-
ceived pursuant to a transfer under para-
graph (1)—

(A) for the acquisition of submarines to re-
place the submarines transferred to the Gov-
ernment of Australia; or

(B) for improvements to the submarine in-
dustrial base of the United States.

(9) PLAN FOR USE OF FUNDS.—Before any use
of any funds received pursuant to a transfer
under paragraph (1), the President shall sub-
mit to the appropriate congressional com-
mittees, the Committee on Appropriations of
the Senate, and the Committee on Appro-
priations of the House of Representatives a
plan detailing how such funds will be used,
including specific amounts and purposes.

(10) NOTIFICATION AND REPORT.—

(A) NOTIFICATION.—Not later than 30 days
after the date of any transfer under para-
graph (1), and upon any transfer or depos-
iting of funds received pursuant to such a
transfer, the President shall notify the ap-
propriate congressional committees, the
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Committee on Appropriations of the Senate,
and the Committee on Appropriations of the
House of Representatives of—

(i) the amount of funds received pursuant
to the transfer; and

(ii) the specific account or fund into which
the funds described in clause (i) are depos-
ited.

(B) ANNUAL REPORT.—Not later than No-
vember 30 of each year until 1 year after the
date on which all funds received pursuant to
transfers under paragraph (1) have been fully
expended, the President shall submit to the
committees described in subparagraph (A) a
report that includes an accounting of how
funds received pursuant to transfers under
paragraph (1) were used in the fiscal year
preceding the fiscal year in which the report
is submitted.

(11) APPLICABILITY OF EXISTING LAW TO
TRANSFER OF SPECIAL NUCLEAR MATERIAL AND
UTILIZATION FACILITIES FOR MILITARY APPLI-
CATIONS.—

(A) IN GENERAL.—With respect to any spe-
cial nuclear material for use in utilization
facilities or any portion of a submarine
transferred under paragraph (1) constituting
utilization facilities for military applica-
tions under section 91 of the Atomic Energy
Act of 1954 (42 U.S.C. 2121), transfer of such
material or such facilities shall occur only
in accordance with such section 91.

(B) USE OF FUNDS.—The President may use
proceeds from a transfer described in sub-
paragraph (A) for the acquisition of sub-
marine naval nuclear propulsion plants and
nuclear fuel to replace propulsion plants and
fuel transferred to the Government of Aus-
tralia.

(b) REPAIR AND REFURBISHMENT OF AUKUS
SUBMARINES.—Section 8680 of title 10, United
States Code, is amended—

(1) by redesignating subsection (c) as sub-
section (d); and

(2) by inserting after subsection (b) the fol-
lowing new subsection (c):

‘(c) REPAIR AND REFURBISHMENT OF CER-
TAIN SUBMARINES.—

“ SHIPYARD.—Notwithstanding any
other provision of this section, the President
shall—

‘‘(A) determine the appropriate shipyard in
the United States, Australia, or the United
Kingdom to perform any repair or refurbish-
ment of a United States submarine involved
in submarine security activities between the
United States, Australia, and the United
Kingdom; and

‘(B) in making a determination under sub-
paragraph (A) with respect whether a ship-
yard is appropriate, consider the significance
of the shipyard to strategically important
areas of operations.

‘‘(2) PERSONNEL.—Repair or refurbishment
described in paragraph (1)(A) may be carried
out by personnel of the United States, the
United Kingdom, or Australia in accordance
with the international arrangements gov-
erning the submarine security activities de-
scribed in such paragraph.’.

SEC. 7022. ACCEPTANCE OF CONTRIBUTIONS FOR
AUSTRALIA, UNITED KINGDOM, AND
UNITED STATES SUBMARINE SECU-
RITY ACTIVITIES; AUKUS SUB-
MARINE SECURITY ACTIVITIES AC-
COUNT.

(a) ACCEPTANCE AUTHORITY.—The President
may accept from the Government of Aus-
tralia contributions of money made by the
Government of Australia for use by the De-
partment of Defense in support of non-nu-
clear related aspects of submarine security
activities between Australia, the United
Kingdom, and the United States (AUKUS).

(b) ESTABLISHMENT OF AUKUS SUBMARINE
SECURITY ACTIVITIES ACCOUNT.—

(1) IN GENERAL.—There is established in the
Treasury of the United States a special ac-
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count to be known as the ‘““AUKUS Sub-
marine Security Activities Account’’.

(2) CREDITING OF CONTRIBUTIONS OF
MONEY.—Contributions of money accepted by
the President under subsection (a) shall be
credited to the AUKUS Submarine Security
Activities Account.

(3) AVAILABILITY.—Amounts credited to the
AUKUS Submarine Security Activities Ac-
count shall remain available until expended.

(¢c) USE OF AUKUS SUBMARINE SECURITY
ACTIVITIES ACCOUNT.—

(1) IN GENERAL.—Subject to paragraph (2),
the President may use funds in the AUKUS
Submarine Security Activities Account—

(A) for any purpose authorized by law that
the President determines would support sub-
marine security activities between Aus-
tralia, the United Kingdom, and the United
States; or

(B) to carry out a military construction
project related to the AUKUS partnership
that is not otherwise authorized by law.

(2) PLAN FOR USE OF FUNDS.—Before any use
of any funds in the AUKUS Submarine Secu-
rity Activities Account, the President shall
submit to the appropriate congressional
committees, the Committee on Appropria-
tions of the Senate, and the Committee on
Appropriations of the House of Representa-
tives a plan detailing—

(A) the amount of funds in the AUKUS
Submarine Security Activities Account; and

(B) how such funds will be used, including
specific amounts and purposes.

(d) TRANSFERS OF FUNDS.—

(1) IN GENERAL.—In carrying out subsection
(c) and subject to paragraphs (2) and (5), the
President may transfer funds available in
the AUKUS Submarine Security Activities
Account to an account or fund available to
the Department of Defense or any other ap-
propriate agency.

(2) DEPARTMENT OF ENERGY.—In carrying
out subsection (c), and in accordance with
the Atomic Energy Act of 1954 (42 U.S.C. 2011
et seq.), the President may transfer funds
available in the AUKUS Submarine Security
Activities Account to an account or fund
available to the Department of Energy to
carry out activities related to submarine se-
curity activities between Australia, the
United Kingdom, and the United States.

(3) AVAILABILITY FOR OBLIGATION.—Funds
transferred under this subsection shall be
available for obligation for the same time
period and for the same purpose as the ac-
count or fund to which transferred.

(4) TRANSFER BACK TO ACCOUNT.—Upon a de-
termination by the President that all or part
of the funds transferred from the AUKUS
Submarine Security Activities Account are
not necessary for the purposes for which
such funds were transferred, and subject to
paragraph (5), all or such part of such funds
shall be transferred back to the AUKUS Sub-
marine Security Activities Account.

(56) NOTIFICATION AND REPORT.—

(A) NOTIFICATION.—The President shall no-
tify the appropriate congressional commit-
tees, the Committee on Appropriations of
the Senate, and the Committee on Appro-
priations of the House of Representatives
of—

(i) before the transfer of any funds under
this subsection—

(I) the amount of funds to be transferred;
and

(IT) the planned or anticipated purpose of
such funds; and

(ii) before the obligation of any funds
transferred under this subsection—

(I) the amount of funds to be obligated; and

(IT) the purpose of the obligation.

(B) ANNUAL REPORT.—Not later than No-
vember 30 of each year until 1 year after the
date on which all funds transferred under
this subsection have been fully expended, the
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President shall submit to the committees de-
scribed in subparagraph (A) a report that in-
cludes a detailed accounting of—

(i) the amount of funds transferred under
this subsection during the fiscal year pre-
ceding the fiscal year in which the report is
submitted; and

(ii) the purposes for which such funds were
used.

(e) INVESTMENT OF MONEY.—

(1) AUTHORIZED INVESTMENTS.—The Presi-
dent may invest money in the AUKUS Sub-
marine Security Activities Account in secu-
rities of the United States or in securities
guaranteed as to principal and interest by
the United States.

(2) INTEREST AND OTHER INCOME.—Any in-
terest or other income that accrues from in-
vestment in securities referred to in para-
graph (1) shall be deposited to the credit of
the AUKUS Submarine Security Activities
Account.

(f) RELATIONSHIP TO OTHER LAWS.—The au-
thority to accept or transfer funds under this
section is in addition to any other authority
to accept or transfer funds.

SEC. 7023. AUSTRALIA, UNITED KINGDOM, AND

UNITED STATES SUBMARINE SECU-
RITY TRAINING.

(a) IN GENERAL.—The President may trans-
fer or export directly to private individuals
in Australia defense services that may be
transferred to the Government of Australia
under the Arms Export Control Act (22
U.S.C. 2751 et seq.) to support the develop-
ment of the submarine industrial base of
Australia necessary for submarine security
activities between Australia, the United
Kingdom, and the United States, including if
such individuals are not officers, employees,
or agents of the Government of Australia.

(b) SECURITY CONTROLS.—

(1) IN GENERAL.—Any defense service trans-
ferred or exported under subsection (a) shall
be subject to appropriate security controls
to ensure that any sensitive information
conveyed by such transfer or export is pro-
tected from disclosure to persons unauthor-
ized by the United States to receive such in-
formation.

(2) CERTIFICATION.—Not later than 30 days
before the first transfer or export of a de-
fense service under subsection (a), and annu-
ally thereafter, the President shall certify to
the Committee on Foreign Relations of the
Senate and the Committee on Foreign Af-
fairs of the House of Representatives that
the controls described in paragraph (1) will
protect the information described in such
paragraph for the defense services so trans-
ferred or exported.

(c) APPLICATION OF REQUIREMENTS FOR RE-
TRANSFER AND REEXPORT.—Any person who
receives any defense service transferred or
exported under subsection (a) may retransfer
or reexport such service to other persons
only in accordance with the requirements of
the Arms Export Control Act (22 U.S.C. 2751
et seq.).

Subtitle C—Streamlining and Protecting
Transfers of United States Military Tech-
nology From Compromise

SEC. 7031. PRIORITY FOR AUSTRALIA AND THE

UNITED KINGDOM IN FOREIGN MILI-
TARY SALES AND DIRECT COMMER-
CIAL SALES.

(a) IN GENERAL.—The President shall insti-
tute policies and procedures for letters of re-
quest from Australia and the United King-
dom to transfer defense articles and services
under section 21 of the Arms Export Control
Act (22 U.S.C. 2761) related to the AUKUS
partnership to receive expedited consider-
ation and processing relative to all other let-
ters of request other than from Taiwan and
Ukraine.

(b) TECHNOLOGY TRANSFER POLICY FOR AUS-
TRALIA, CANADA, AND THE UNITED KINGDOM.—
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(1) IN GENERAL.—The Secretary, in con-
sultation with the Secretary of Defense,
shall create an anticipatory release policy
for the transfer of technologies described in
paragraph (2) to Australia, the United King-
dom, and Canada through Foreign Military
Sales and Direct Commercial Sales that are
not covered by an exemption under the
International Traffic in Arms Regulations.

(2) CAPABILITIES DESCRIBED.—The capabili-
ties described in this paragraph are—

(A) Pillar One-related technologies associ-
ated with submarine and associated combat
systems; and

(B) Pillar Two-related technologies, in-
cluding hypersonic missiles, cyber capabili-
ties, artificial intelligence, quantum tech-
nologies, undersea capabilities, and other ad-
vanced technologies.

(3) EXPEDITED DECISION-MAKING.—Review of
a transfer under the policy established under
paragraph (1) shall be subject to an expedited
decision-making process.

(c) INTERAGENCY POLICY AND GUIDANCE.—
The Secretary and the Secretary of Defense
shall jointly review and update interagency
policies and implementation guidance re-
lated to requests for Foreign Military Sales
and Direct Commercial Sales, including by
incorporating the anticipatory release provi-
sions of this section.

SEC. 7032. IDENTIFICATION AND PRE-CLEARANCE
OF PLATFORMS, TECHNOLOGIES,
AND EQUIPMENT FOR SALE TO AUS-
TRALIA AND THE UNITED KINGDOM

THROUGH FOREIGN MILITARY
SALES AND DIRECT COMMERCIAL
SALES.

Not later than 90 days after the date of the
enactment of this Act, and on a biennial
basis thereafter for 8 years, the President
shall submit to the Committee on Foreign
Relations of the Senate and the Committee
on Foreign Affairs of the House of Represent-
atives a report that includes a list of ad-
vanced military platforms, technologies, and
equipment that are pre-cleared and
prioritized for sale and release to Australia,
the United Kingdom and Canada through the
Foreign Military Sales and Direct Commer-
cial Sales programs without regard to
whether a letter of request or license to pur-
chase such platforms, technologies, or equip-
ment has been received from any of such
country. Each list may include items that
are not related to the AUKUS partnership
but may not include items that are not cov-
ered by an exemption under the Inter-
national Traffic in Arms Regulations.

SEC. 7033. EXPORT CONTROL EXEMPTIONS AND
STANDARDS.

(a) IN GENERAL.—Section 38 of the Arms
Export Control Act of 1976 (22 U.S.C. 2778) is
amended by adding at the end the following
new subsection:

‘(1) AUKUS DEFENSE TRADE COOPERA-
TION.—

‘(1) EXEMPTION FROM LICENSING AND AP-
PROVAL REQUIREMENTS.—Subject to para-
graph (2) and notwithstanding any other pro-
vision of this section, the Secretary of State
may exempt from the licensing or other ap-
proval requirements of this section exports
and transfers (including reexports, retrans-
fers, temporary imports, and brokering ac-
tivities) of defense articles and defense serv-
ices between or among the United States,
the United Kingdom, and Australia that—

‘“(A) are not excluded by those countries;

“(B) are not vreferred to in sub-
section(j)(1)(C)(ii); and

‘(C) involve only persons or entities that
are approved by—

‘(i) the Secretary of State; and

‘“(ii) the Ministry of Defense, the Ministry
of Foreign Affairs, or other similar authority
within those countries.

‘(2) LIMITATION.—The authority provided
in subparagraph (1) shall not apply to any
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activity, including exports, transfers, reex-
ports, retransfers, temporary imports, or
brokering, of United States defense articles
and defense services involving any country
or a person or entity of any country other
than the United States, the United Kingdom,
and Australia.”.

(b) REQUIRED STANDARDS OF EXPORT CON-
TROLS.—The Secretary may only exercise the
authority under subsection (1)(1) of section 38
of the Arms Export Control Act of 1976, as
added by subsection (a) of this section, with
respect to the United Kingdom or Australia
30 days after the Secretary submits to the
appropriate congressional committees an un-
classified certification and detailed unclassi-
fied assessment (which may include a classi-
fied annex) that the country concerned has
implemented standards for a system of ex-
port controls that satisfies the elements of
section 38(j)(2) of the Arms Export Control
Act (22 U.S.C. 2778(j)(2)) for United States-or-
igin defense articles and defense services,
and for controlling the provision of military
training, that are comparable to those stand-
ards administered by the United States in ef-
fect on the date of the enactment of this Act.

(c) CERTAIN REQUIREMENTS NOT APPLICA-
BLE.—

(1) IN GENERAL.—Paragraphs (1), (2), and (3)
of section 3(d) of the Arms Export Control
Act (22 U.S.C. 2753(d)) shall not apply to any
export or transfer that is the subject of an
exemption under subsection (1)(1) of section
38 of the Arms Export Control Act of 1976, as
added by subsection (a) of this section.

(2) QUARTERLY REPORTS.—The Secretary
shall—

(A) require all exports and transfers that
would be subject to the requirements of
paragraphs (1), (2), and (3) of section 3(d) of
the Arms Export Control Act (22 U.S.C.
2753(d)) but for the application of subsection
(1)(1) of section 38 of the Arms Export Con-
trol Act of 1976, as added by subsection (a) of
this section, to be reported to the Secretary;
and

(B) submit such reports to the Committee
on Foreign Relations of the Senate and Com-
mittee on Foreign Affairs of the House of
Representatives on a quarterly basis.

(d) SUNSET.—Any exemption under sub-
section (1)(1) of section 38 of the Arms Export
Control Act of 1976, as added by subsection
(a) of this section, shall terminate on the
date that is 15 years after the date of the en-
actment of this Act. The Secretary of State
may renew such exemption for 5 years upon
a certification to the Committee on Foreign
Relations of the Senate and the Committee
on Foreign Affairs of the House of Represent-
atives that such exemption is in the vital na-
tional interest of the United States with a
detailed justification for such certification.

(e) REPORTS.—

(1) ANNUAL REPORT.—

(A) IN GENERAL.—Not later than one year
after the date of the enactment of this Act,
and annually thereafter until no exemptions
under subsection (1)(1) of section 38 of the
Arms Export Control Act of 1976, as added by
subsection (a) of this section, remain in ef-
fect, the Secretary shall submit to the Com-
mittee on Foreign Relations of the Senate
and the Committee on Foreign Affairs of the
House of Representatives a report on the op-
eration of exemptions issued under such sub-
section (1)(1), including whether any changes
to such exemptions are likely to be made in
the coming year.

(B) INITIAL REPORT.—The first report sub-
mitted under subparagraph (A) shall also in-
clude an assessment of key recommenda-
tions the United States Government has pro-
vided to the Governments of Australia and
the United Kingdom to revise laws, regula-
tions, and policies of such countries that are
required to implement the AUKUS partner-
ship.
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(2) REPORT ON EXPEDITED REVIEW OF EXPORT
LICENSES FOR EXPORTS OF ADVANCED TECH-
NOLOGIES.—Not later than 180 days after the
date of the enactment of this Act, the Sec-
retary of State, in coordination with the
Secretary of Defense, shall report on the
practical application of a possible ‘‘fast
track’ decision-making process for applica-
tions, classified or unclassified, to export de-
fense articles and defense services to Aus-
tralia, the United Kingdom, and Canada.

SEC. 7034. EXPEDITED REVIEW OF EXPORT LI-
CENSES FOR EXPORTS OF AD-
VANCED TECHNOLOGIES TO AUS-
TRALIA, THE UNITED KINGDOM, AND
CANADA.

(a) IN GENERAL.—Not later than 180 days
after the date of the enactment of this Act,
the Secretary, in coordination with the Sec-
retary of Defense, shall initiate a rule-
making to establish an expedited decision-
making process, classified or unclassified,
for applications to export to Australia, the
United Kingdom, and Canada commercial,
advanced-technology defense articles and de-
fense services that are not covered by an ex-
emption under the International Traffic in
Arms Regulations.

(b) ELIGIBILITY.—To qualify for the expe-
dited decision-making process described in
subsection (a), an application shall be for an
export of defense articles or defense services
that will take place wholly within or be-
tween the physical territory of Australia,
Canada, or the United Kingdom and the
United States and with governments or cor-
porate entities from such countries.

(¢) AVAILABILITY OF EXPEDITED PROCESS.—
The expedited decision-making process de-
scribed in subsection (a) shall be available
for both classified and unclassified items,
and the process must satisfy the following
criteria to the extent practicable:

(1) Any licensing application to export de-
fense articles and services that is related to
a government to government AUKUS agree-
ment must be approved, returned, or denied
withing 30 days of submission.

(2) For all other licensing requests, any re-
view shall be completed not later than 45 cal-
endar days after the date of application.

SEC. 7035. UNITED STATES MUNITIONS LIST.

(a) EXEMPTION FOR THE GOVERNMENTS OF
THE UNITED KINGDOM AND AUSTRALIA FROM
CERTIFICATION AND CONGRESSIONAL NOTIFICA-
TION REQUIREMENTS APPLICABLE TO CERTAIN
TRANSFERS.—Section 38(f)(3) of the Arms Ex-
port Control Act (22 U.S.C. 2778(f)(3)) is
amended by inserting ¢, the United King-
dom, or Australia’ after ‘‘Canada’.

(b) UNITED STATES MUNITIONS LIST PERI-
ODIC REVIEWS.—

(1) IN GENERAL.—The Secretary, acting
through authority delegated by the Presi-
dent to carry out periodic reviews of items
on the United States Munitions List under
section 38(f) of the Arms Export Control Act
(22 U.S.C. 2778(f)) and in coordination with
the Secretary of Defense, the Secretary of
Energy, the Secretary of Commerce, and the
Director of the Office of Management and
Budget, shall carry out such reviews not less
frequently than every 3 years.

(2) ScoPE.—The periodic reviews described
in paragraph (1) shall focus on matters in-
cluding—

(A) interagency resources to address cur-
rent threats faced by the United States;

(B) the evolving technological and eco-
nomic landscape;

(C) the widespread availability of certain
technologies and items on the United States
Munitions List; and

(D) risks of misuse of United States-origin
defense articles.

(3) CONSULTATION.—The Department of
State may consult with the Defense Trade
Advisory Group (DTAG) and other interested
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parties in conducting the periodic review de-
scribed in paragraph (1).
Subtitle D—Other AUKUS Matters
SEC. 7041. REPORTING RELATED TO THE AUKUS
PARTNERSHIP.

(a) REPORT ON INSTRUMENTS.—

(1) IN GENERAL.—Not later than 30 days
after the signature, conclusion, or other fi-
nalization of any non-binding instrument re-
lated to the AUKUS partnership, the Presi-
dent shall submit to the appropriate congres-
sional committees the text of such instru-
ment.

(2) NON-DUPLICATION OF EFFORTS; RULE OF
CONSTRUCTION.—To the extent the text of a
non-binding instrument is submitted to the
appropriate congressional committees pursu-
ant to subsection (a), such text does not need
to be submitted to Congress pursuant to sec-
tion 112b(a)(1)(A)(ii) of title 1, United States
Code, as amended by section 5947 of the
James M. Inhofe National Defense Author-
ization Act for Fiscal Year 2023 (Public Law
117-263; 136 Stat. 3476). Paragraph (1) shall
not be construed to relieve the executive
branch of any other requirement of section
112b of title 1, United States Code, as amend-
ed so amended, or any other provision of law.

(3) DEFINITIONS.—In this section:

(A) IN GENERAL.—The term ‘‘text’’, with re-
spect to a non-binding instrument, in-
cludes—

(i) any annex, appendix, codicil, side agree-
ment, side letter, or any document of similar
purpose or function to the aforementioned,
regardless of the title of the document, that
is entered into contemporaneously and in
conjunction with the non-binding instru-
ment; and

(ii) any implementing agreement or ar-
rangement, or any document of similar pur-
pose or function to the aforementioned, re-
gardless of the title of the document, that is
entered into contemporaneously and in con-
junction with the non-binding instrument.

(B) CONTEMPORANEOUSLY AND IN CONJUNC-
TION WITH.—As used in subparagraph (A), the
term ‘‘contemporaneously and in conjunc-
tion with’—

(i) shall be construed liberally; and

(i1) may not be interpreted to require any
action to have occurred simultaneously or
on the same day.

(b) REPORT ON AUKUS PARTNERSHIP.—

(1) IN GENERAL.—Not later than one year
after the date of the enactment of this Act,
and biennially thereafter, the Secretary, in
coordination with the Secretary of Defense
and other appropriate heads of agencies,
shall submit to the appropriate congres-
sional committees a report on the AUKUS
partnership.

(2) ELEMENTS.—Each report required under
paragraph (1) shall include the following ele-
ments:

(A) STRATEGY.—

(i) An identification of the defensive mili-
tary capability gaps and capacity shortfalls
that the AUKUS partnership seeks to offset.

(ii) An explanation of the total cost to the
United States associated with Pillar One of
the AUKUS partnership.

(iii) A detailed explanation of how en-
hanced access to the industrial base of Aus-
tralia is contributing to strengthening the
United States strategic position in Asia.

(iv) A detailed explanation of the military
and strategic benefit provided by the im-
proved access provided by naval bases of
Australia.

(v) A detailed assessment of how Aus-
tralia’s sovereign conventionally armed nu-
clear attack submarines contribute to
United States defense and deterrence objec-
tives in the Indo-Pacific region.

(B) IMPLEMENT THE AUKUS PARTNERSHIP.—

(i) Progress made on achieving the Optimal
Pathway established for Australia’s develop-
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ment of conventionally armed, nuclear-pow-
ered submarines, including the following ele-
ments:

(I) A description of progress made by Aus-
tralia, the United Kingdom, and the United
States to conclude an Article 14 arrangement
with the International Atomic Energy Agen-
cy.

(IT) A description of the status of efforts of
Australia, the United Kingdom, and the
United States to build the supporting infra-
structure to base conventionally armed, nu-
clear-powered attack submarines.

(III) Updates on the efforts by Australia,
the United Kingdom, and the United States
to train a workforce that can build, sustain,
and operate conventionally armed, nuclear-
powered attack submarines.

(IV) A description of progress in estab-
lishing submarine support facilities capable
of hosting rotational forces in western Aus-
tralia by 2027.

(V) A description of progress made in im-
proving United States submarine production
capabilities that will enable the United
States to meet—

(aa) its objectives of providing up to five
Virginia Class submarines to Australia by
the early to mid-2030’s; and

(bb) United States submarine production
requirements.

(ii) Progress made on Pillar Two of the
AUKUS partnership, including the following
elements:

(I) An assessment of the efforts of Aus-
tralia, the United Kingdom, and the United
States to enhance collaboration across the
following eight trilateral lines of effort:

(aa) Underseas capabilities.

(bb) Quantum technologies.

(ce) Artificial intelligence and autonomy.

(dd) Advanced cyber capabilities.

(ee) Hypersonic and counter-hypersonic ca-
pabilities.

(ff) Electronic warfare.

(gg) Innovation.

(hh) Information sharing.

(IT) An assessment of any new lines of ef-
fort established.

DIVISION H—COMMITTEE ON COMMERCE,
SCIENCE, AND TRANSPORTATION
TITLE LXXX—SECURING SEMICONDUCTOR
SUPPLY CHAINS ACT OF 2023

SEC. 8001. SHORT TITLE.

This title may be cited as the ‘‘Securing
Semiconductor Supply Chains Act of 2023”’.
SEC. 8002. SELECTUSA DEFINED.

In this title, the term ‘‘SelectUSA’ means
the SelectUSA program of the Department of
Commerce established by Executive Order
13577 (76 Fed. Reg. 35,715).

SEC. 8003. FINDINGS.

Congress makes the following findings:

(1) Semiconductors underpin the United
States and global economies, including man-
ufacturing sectors. Semiconductors are also
essential to the national security of the
United States.

(2) A shortage of semiconductors, brought
about by the COVID-19 pandemic and other
complex factors impacting the overall supply
chain, has threatened the economic recovery
of the United States and industries that em-
ploy millions of United States citizens.

(3) Addressing current challenges and
building resilience against future risks re-
quires ensuring a secure and stable supply
chain for semiconductors that will support
the economic and national security needs of
the United States and its allies.

(4) The supply chain for semiconductors is
complex and global. While the United States
plays a leading role in certain segments of
the semiconductor industry, securing the
supply chain requires onshoring, reshoring,
or diversifying vulnerable segments, such as
for—
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(A) fabrication;

(B) advanced packaging; and

(C) materials and equipment used to manu-
facture semiconductor products.

(56) The Federal Government can leverage
foreign direct investment and private dollars
to grow the domestic manufacturing and
production capacity of the United States for
vulnerable segments of the semiconductor
supply chain.

(6) The SelectUSA program of the Depart-
ment of Commerce, in coordination with
other Federal agencies and State-level eco-
nomic development organizations, is posi-
tioned to boost foreign direct investment in
domestic manufacturing and to help secure
the semiconductor supply chain of the
United States.

SEC. 8004. COORDINATION WITH STATE-LEVEL
ECONOMIC DEVELOPMENT ORGANI-
ZATIONS.

Not later than 180 days after the date of
the enactment of this Act, the Executive Di-
rector of SelectUSA shall solicit comments
from State-level economic development or-
ganizations—

(1) to review—

(A) what efforts the Federal Government
can take to support increased foreign direct
investment in any segment of semicon-
ductor-related production;

(B) what barriers to such investment may
exist and how to amplify State efforts to at-
tract such investment;

(C) public opportunities those organiza-
tions have identified to attract foreign di-
rect investment to help increase investment
described in subparagraph (A); and

(D) resource gaps or other challenges that
prevent those organizations from increasing
such investment; and

(2) to develop recommendations for—

(A) how SelectUSA can increase such in-
vestment independently or through partner-
ship with those organizations; and

(B) working with countries that are allies
or partners of the United States to ensure
that foreign adversaries (as defined in sec-
tion 8(c)(2) of the Secure and Trusted Com-
munications Networks Act of 2019 (47 U.S.C.
1607(c)(2))) do not benefit from United States
efforts to increase such investment.

SEC. 8005. REPORT ON INCREASING FOREIGN DI-
RECT INVESTMENT IN SEMICON-
DUCTOR-RELATED MANUFACTURING
AND PRODUCTION.

Not later than 2 years after the date of the
enactment of this Act, the Executive Direc-
tor of SelectUSA, in coordination with the
Federal Interagency Investment Working
Group established by Executive Order 13577
(76 Fed. Reg. 35,715; relating to establish-
ment of the SelectUSA Initiative), shall sub-
mit to the Committee on Commerce,
Science, and Transportation of the Senate
and the Committee on Energy and Commerce
of the House of Representatives a report that
includes—

(1) a review of the comments SelectUSA
received from State-level economic develop-
ment organizations under section 8004;

(2) a description of activities SelectUSA is
engaged in to increase foreign direct invest-
ment in semiconductor-related manufac-
turing and production; and

(3) an assessment of strategies SelectUSA
may implement to achieve an increase in
such investment and to help secure the
United States supply chain for semiconduc-
tors, including by—

(A) working with other relevant Federal
agencies; and

(B) working with State-level economic de-
velopment organizations and implementing
any strategies or recommendations
SelectUSA received from those organiza-
tions.
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SEC. 8006. NO ADDITIONAL FUNDS.

No additional funds are authorized to be
appropriated for the purpose of carrying out
this title. The Executive Director of
SelectUSA shall carry out this title using
amounts otherwise available to the Execu-
tive Director for such purposes.

DIVISION I—ENVIRONMENT AND PUBLIC
WORKS
ACCELERATING DEPLOYMENT OF
VERSATILE, ADVANCED NUCLEAR
FOR CLEAN ENERGY.

(a) SHORT TITLE.—This section may be
cited as the ‘‘Accelerating Deployment of
Versatile, Advanced Nuclear for Clean En-
ergy Act of 2023 or the ‘“‘ADVANCE Act of
2023’.

(b) DEFINITIONS.—In this section:

(1) ACCIDENT TOLERANT FUEL.—The term
‘“‘accident tolerant fuel’” has the meaning
given the term in section 107(a) of the Nu-
clear Energy Innovation and Modernization
Act (Public Law 115-439; 132 Stat. 5577).

(2) ADMINISTRATOR.—The term ‘‘Adminis-
trator’” means the Administrator of the En-
vironmental Protection Agency.

(3) ADVANCED NUCLEAR FUEL.—The term
‘“advanced nuclear fuel” means—

(A) advanced nuclear reactor fuel; and

(B) accident tolerant fuel.

(4) ADVANCED NUCLEAR REACTOR.—The term
‘“‘advanced nuclear reactor’ has the meaning
given the term in section 3 of the Nuclear
Energy Innovation and Modernization Act
(42 U.S.C. 2215 note; Public Law 115-439).

(5) ADVANCED NUCLEAR REACTOR FUEL.—The
term ‘‘advanced nuclear reactor fuel” has
the meaning given the term in section 3 of
the Nuclear Energy Innovation and Mod-
ernization Act (42 U.S.C. 2215 note; Public
Law 115-439).

(6) APPROPRIATE COMMITTEES OF
CONGRESS.—The term ‘‘appropriate commit-
tees of Congress’ means—

(A) the Committee on Environment and
Public Works of the Senate; and

(B) the Committee on Energy and Com-
merce of the House of Representatives.

(7) COMMISSION.—The term ‘‘Commission”
means the Nuclear Regulatory Commission.

(8) INSTITUTION OF HIGHER EDUCATION.—The
term ‘‘institution of higher education’” has
the meaning given the term in section 101(a)
of the Higher Education Act of 1965 (20 U.S.C.
1001(a)).

(9) NATIONAL LABORATORY.—The term ‘‘Na-
tional Laboratory’ has the meaning given
the term in section 2 of the Energy Policy
Act of 2005 (42 U.S.C. 15801).

(c) INTERNATIONAL NUCLEAR REACTOR EX-
PORT AND INNOVATION ACTIVITIES.—

(1) COORDINATION.—

(A) IN GENERAL.—The Commission shall—

(i) coordinate all work of the Commission
relating to—

(I) nuclear reactor import and export li-
censing; and

(IT) international regulatory cooperation
and assistance relating to nuclear reactors,
including with countries that are members
of—

(aa) the Organisation for Economic Co-op-
eration and Development; or

(bb) the Nuclear Energy Agency; and

(ii) support interagency and international
coordination with respect to—

(I) the consideration of international tech-
nical standards to establish the licensing and
regulatory basis to assist the design, con-
struction, and operation of nuclear systems;

(IT) efforts to help build competent nuclear
regulatory organizations and legal frame-
works in countries seeking to develop nu-
clear power; and

(ITIT) exchange programs and training pro-
vided to other countries relating to nuclear
regulation and oversight to improve nuclear

SEC. 9001.

CONGRESSIONAL RECORD — SENATE

technology licensing, in accordance with
subparagraph (B).

(B) EXCHANGE PROGRAMS AND TRAINING.—
With respect to the exchange programs and
training described in subparagraph
(A)({1)(III), the Commission shall coordinate,
as applicable, with—

(i) the Secretary of Energy;

(ii) National Laboratories;

(iii) the private sector; and

(iv) institutions of higher education.

(2) AUTHORITY TO ESTABLISH BRANCH.—The
Commission may establish within the Office
of International Programs a branch, to be
known as the ‘“‘International Nuclear Reac-
tor Export and Innovation Branch’, to carry
out such international nuclear reactor ex-
port and innovation activities as the Com-
mission determines to be appropriate and
within the mission of the Commission.

(3) EXCLUSION OF INTERNATIONAL ACTIVITIES
FROM THE FEE BASE.—

(A) IN GENERAL.—Section 102 of the Nuclear
Energy Innovation and Modernization Act
(42 U.S.C. 2215) is amended—

(i) in subsection (a), by adding at the end
the following:

““(A) INTERNATIONAL NUCLEAR REACTOR EX-
PORT AND INNOVATION ACTIVITIES.—The Com-
mission shall identify in the annual budget
justification international nuclear reactor
export and innovation activities described in
subsection (c)(1) of the ADVANCE Act of
2023.”’; and

(ii) in subsection (b)(1)(B), by adding at the
end the following:

‘“(I) Costs for international nuclear reactor
export and innovation activities described in
subsection (c)(1) of the ADVANCE Act of
2023.7".

(B) EFFECTIVE DATE.—The amendments
made by subparagraph (A) shall take effect
on October 1, 2024.

(4) SAVINGS CLAUSE.—Nothing in this sub-
section alters the authority of the Commis-
sion to license and regulate the civilian use
of radioactive materials.

(d) DENIAL OF CERTAIN DOMESTIC LICENSES
FOR NATIONAL SECURITY PURPOSES.—

(1) DEFINITION OF COVERED FUEL.—In this
subsection, the term ‘‘covered fuel’’ means
enriched uranium that is fabricated into fuel
assemblies for nuclear reactors by an entity
that—

(A) is owned or controlled by the Govern-
ment of the Russian Federation or the Gov-
ernment of the People’s Republic of China;
or

(B) is organized under the laws of, or other-
wise subject to the jurisdiction of, the Rus-
sian Federation or the People’s Republic of
China.

(2) PROHIBITION ON UNLICENSED POSSESSION
OR OWNERSHIP OF COVERED FUEL.—Unless spe-
cifically authorized by the Commission in a
license issued under section 53 of the Atomic
Energy Act of 1954 (42 U.S.C. 2073) and part 70
of title 10, Code of Federal Regulations (or
successor regulations), no person subject to
the jurisdiction of the Commission may pos-
sess or own covered fuel.

(3) LICENSE TO POSSESS OR OWN COVERED
FUEL.—

(A) CONSULTATION REQUIRED PRIOR TO
ISSUANCE.—The Commission shall not issue a
license to possess or own covered fuel under
section 53 of the Atomic Energy Act of 1954
(42 U.S.C. 2073) and part 70 of title 10, Code of
Federal Regulations (or successor regula-
tions), unless the Commission has first con-
sulted with the Secretary of Energy and the
Secretary of State before issuing the license.

(B) PROHIBITION ON ISSUANCE OF LICENSE.—

(i) IN GENERAL.—Subject to clause (iii), a
license to possess or own covered fuel shall
not be issued if the Secretary of Energy and
the Secretary of State make the determina-
tion described in clause (ii).
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(i1) DETERMINATION.—

(I) IN GENERAL.—The determination re-
ferred to in clause (i) is a determination that
possession or ownership, as applicable, of
covered fuel poses a threat to the national
security of the United States that adversely
impacts the physical and economic security
of the United States.

(II) JOINT DETERMINATION.—A determina-
tion described in subclause (I) shall be joint-
1y made by the Secretary of Energy and the
Secretary of State.

(IIT) TIMELINE.—

(aa) NOTICE OF APPLICATION.—Not later
than 30 days after the date on which the
Commission receives an application for a li-
cense to possess or own covered fuel, the
Commission shall notify the Secretary of En-
ergy and the Secretary of State of the appli-
cation.

(bb) DETERMINATION.—The Secretary of En-
ergy and the Secretary of State shall have a
period of 180 days, beginning on the date on
which the Commission notifies the Secretary
of Energy and the Secretary of State under
item (aa) of an application for a license to
possess or own covered fuel, in which to
make the determination described in sub-
clause (I).

(cc) COMMISSION NOTIFICATION.—On making
the determination described in subclause (I),
the Secretary of Energy and the Secretary of
State shall immediately notify the Commis-
sion.

(dd) CONGRESSIONAL NOTIFICATION.—Not
later than 30 days after the date on which
the Secretary of Energy and the Secretary of
State notify the Commission under item
(cc), the Commission shall notify the appro-
priate committees of Congress of the deter-
mination.

(ee) PUBLIC NOTICE.—Not later than 15 days
after the date on which the Commission no-
tifies Congress under item (dd) of a deter-
mination made under subclause (I), the Com-
mission shall make that determination pub-
licly available.

(iii) EFFECT OF NO DETERMINATION.—The
prohibition described in clause (i) shall not
apply if the Secretary of Energy and the Sec-
retary of State do not make the determina-
tion described in clause (ii) by the date de-
scribed in subclause (III)(bb) of that clause.

(4) SAVINGS CLAUSE.—Nothing in this sub-
section alters any treaty or international
agreement in effect on the date of enactment
of this Act.

(e) EXPORT LICENSE REQUIREMENTS.—

(1) DEFINITION OF LOW-ENRICHED URANIUM.—
In this subsection, the term ‘‘low-enriched
uranium” means uranium enriched to less
than 20 percent of the uranium-235 isotope.

(2) REQUIREMENT.—The Commission shall
not issue an export license for the transfer of
any item described in paragraph (4) to a
country described in paragraph (3) unless the
Commission makes a determination that
such transfer will not be inimical to the
common defense and security of the United
States.

(3) COUNTRIES DESCRIBED.—A country re-
ferred to in paragraph (2) is a country that—

(A) has not concluded and ratified an Addi-
tional Protocol to its safeguards agreement
with the International Atomic Energy Agen-
cy; or

(B) has not ratified or acceded to the
amendment to the Convention on the Phys-
ical Protection of Nuclear Material, adopted
at Vienna October 26, 1979, and opened for
signature at New York March 3, 1980 (TIAS
11080), described in the information circular
of the International Atomic Energy Agency
numbered INFCIRC/274/Rev.1/Mod.1 and
dated May 9, 2016 (TIAS 16-508).

(4) ITEMS DESCRIBED.—An item referred to
in paragraph (2) includes—
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(A) unirradiated nuclear fuel containing
special nuclear material (as defined in sec-
tion 11 of the Atomic Energy Act of 1954 (42
U.S.C. 2014)), excluding low-enriched ura-
nium;

(B) a nuclear reactor that uses nuclear fuel
described in subparagraph (A); and

(C) any plant or component listed in Ap-
pendix I to part 110 of title 10, Code of Fed-
eral Regulations (or successor regulations),
that is involved in—

(i) the reprocessing of irradiated nuclear
reactor fuel elements;

(ii) the separation of plutonium; or

(iii) the separation of the uranium-233 iso-
tope.

(56) NOTIFICATION.—If the Commission
makes a determination under paragraph (2)
that the transfer of any item described in
paragraph (4) to a country described in para-
graph (3) will not be inimical to the common
defense and security of the United States,
the Commission shall notify the appropriate
committees of Congress.

(f) COORDINATED INTERNATIONAL ENGAGE-
MENT.—

(1) DEFINITIONS.—In this subsection:

(A) EMBARKING CIVIL NUCLEAR NATION.—

(i) IN GENERAL.—The term ‘‘embarking
civil nuclear nation’ means a country that—
(I) does not have a civil nuclear program;

(IT) is in the process of developing or ex-
panding a civil nuclear program, including
safeguards and a legal and regulatory frame-
work; or

(ITI) is in the process of selecting, devel-
oping, constructing, or utilizing an advanced
nuclear reactor or advanced civil nuclear
technologies.

(ii) EXCLUSIONS.—The term ‘‘embarking
civil nuclear nation’ does not include—

(I) the People’s Republic of China;

(IT) the Russian Federation;

(ITI) the Republic of Belarus;

(IV) the Islamic Republic of Iran;

(V) the Democratic People’s Republic of
Korea;

(VI) the Republic of Cuba;

(VII) the Bolivarian Republic of Venezuela;

(VIII) the Syrian Arab Republic;

(IX) Burma; or

(X) any other country—

(aa) the property or interests in property
of the government of which are blocked pur-
suant to the International Emergency Eco-
nomic Powers Act (60 U.S.C. 1701 et seq.); or

(bb) the government of which the Sec-
retary of State has determined has repeat-
edly provided support for acts of inter-
national terrorism for purposes of—

(AA) section 620A(a) of the Foreign Assist-
ance Act of 1961 (22 U.S.C. 2371(a));

(BB) section 40(d) of the Arms Export Con-
trol Act (22 U.S.C. 2780(d));

(CC) section 1754(c)(1)(A)(i) of the Export
Control Reform Act of 2018 (60 U.S.C.
4813(c)(1)(A)(1)); or

(DD) any other relevant provision of law.

(B) SECRETARIES.—The term ‘‘Secretaries”
means the Secretary of Commerce and the
Secretary of Energy, acting—

(i) in consultation with each other; and

(ii) in coordination with—

(I) the Secretary of State;

(IT) the Commission;

(IIT) the Secretary of the Treasury;

(IV) the President of the Export-Import
Bank of the United States; and

(V) officials of other Federal agencies, as
the Secretary of Commerce determines to be
appropriate.

(C) U.S. NUCLEAR ENERGY COMPANY.—The
term ‘‘U.S. nuclear energy company’’ means
a company that—

(i) is organized under the laws of, or other-
wise subject to the jurisdiction of, the
United States; and
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(ii) is involved in the nuclear energy indus-
try.

(2) INTERNATIONAL CIVIL NUCLEAR MOD-
ERNIZATION INITIATIVE.—

(A) IN GENERAL.—The Secretaries shall es-
tablish and carry out, in accordance with ap-
plicable nuclear technology export laws (in-
cluding regulations), an international initia-
tive to modernize civil nuclear outreach to
embarking civil nuclear nations.

(B) ACTIVITIES.—In carrying out the initia-
tive described in subparagraph (A)—

(i) the Secretary of Commerce shall—

(I) expand outreach by the Executive
Branch to the private investment commu-
nity to create public-private financing rela-
tionships to assist in the export of civil nu-
clear technology to embarking civil nuclear
nations;

(IT) seek to coordinate, to the maximum
extent practicable, the work carried out by
each of—

(aa) the Commission;

(bb) the Department of Energy;

(cc) the Department of State;

(dd) the Nuclear Energy Agency;

(ee) the International Atomic Energy
Agency; and

(ff) other agencies, as the Secretary of
Commerce determines to be appropriate; and

(ITI) improve the regulatory framework to
allow for the efficient and expeditious ex-
porting and importing of items under the ju-
risdiction of the Secretary of Commerce; and

(ii) the Secretary of Energy shall—

(I) assist nongovernmental organizations
and appropriate offices, administrations,
agencies, laboratories, and programs of the
Federal Government in providing education
and training to foreign governments in nu-
clear safety, security, and safeguards—

(aa) through engagement with the Inter-
national Atomic Energy Agency; or

(bb) independently, if the applicable non-
governmental organization, office, adminis-
tration, agency, laboratory, or program de-
termines that it would be more advan-
tageous under the circumstances to provide
the applicable education and training inde-
pendently;

(IT) assist the efforts of the International
Atomic Energy Agency to expand the sup-
port provided by the International Atomic
Energy Agency to embarking civil nuclear
nations for nuclear safety, security, and
safeguards; and

(ITI) assist U.S. nuclear energy companies
to integrate security and safeguards by de-
sign in international outreach carried out by
those U.S. nuclear energy companies.

(3) REPORT.—Not later than 2 years after
the date of enactment of this Act, the Sec-
retary of Commerce, in consultation with
the Secretary of Emnergy, shall submit to
Congress a report describing the activities
carried out under this subsection.

(g) FEES FOR ADVANCED NUCLEAR REACTOR
APPLICATION REVIEW.—

(1) DEFINITIONS.—Section 3 of the Nuclear
Energy Innovation and Modernization Act
(42 U.S.C. 2215 note; Public Law 115-439) is
amended—

(A) by redesignating paragraphs (2)
through (15) as paragraphs (3), (6), (7), (8), (9),
(10), (12), (15), (16), (A7), (18), (19), (20), and (21),
respectively;

(B) by inserting after paragraph (1) the fol-
lowing:

‘(2) ADVANCED NUCLEAR REACTOR APPLI-
CANT.—The term ‘advanced nuclear reactor
applicant’ means an entity that has sub-
mitted to the Commission an application to
receive a license for an advanced nuclear re-
actor under the Atomic Energy Act of 1954
(42 U.S.C. 2011 et seq.).”’;

(C) by inserting after paragraph (3) (as so
redesignated) the following:
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‘“(4) ADVANCED NUCLEAR REACTOR PRE-AP-
PLICANT.—The term ‘advanced nuclear reac-
tor pre-applicant’ means an entity that has
submitted to the Commission a licensing
project plan for the purposes of submitting a
future application to receive a license for an
advanced nuclear reactor under the Atomic
Energy Act of 1954 (42 U.S.C. 2011 et seq.).

‘“(6) AGENCY SUPPORT.—The term ‘agency
support’ means the resources of the Commis-
sion that are located in executive, adminis-
trative, and other support offices of the Com-
mission, as described in the document of the
Commission entitled ‘FY 2023 Final Fee Rule
Work Papers’ (or a successor document).”’;

(D) by inserting after paragraph (10) (as so
redesignated) the following:

¢“(11) HOURLY RATE FOR MISSION-DIRECT PRO-
GRAM SALARIES AND BENEFITS FOR THE NU-
CLEAR REACTOR SAFETY PROGRAM.—The term
‘hourly rate for mission-direct program sala-
ries and benefits for the Nuclear Reactor
Safety Program’ means the quotient ob-
tained by dividing—

““(A) the full-time equivalent rate (within
the meaning of the document of the Commis-
sion entitled ‘FY 2023 Final Fee Rule Work
Papers’ (or a successor document)) for mis-
sion-direct program salaries and benefits for
the Nuclear Reactor Safety Program (as de-
termined by the Commission) for a fiscal
year; by

‘“(B) the productive hours assumption for
that fiscal year, determined in accordance
with the formula established in the docu-
ment referred to in subparagraph (A) (or a
successor document).”’; and

(E) by inserting after paragraph (12) (as so
redesignated) the following:

¢“(13) MISSION-DIRECT PROGRAM SALARIES
AND BENEFITS FOR THE NUCLEAR REACTOR
SAFETY PROGRAM.—The term ‘mission-direct
program salaries and benefits for the Nuclear
Reactor Safety Program’ means the re-
sources of the Commission that are allocated
to the Nuclear Reactor Safety Program (as
determined by the Commission) to perform
core work activities committed to fulfilling
the mission of the Commission, as described
in the document of the Commission entitled
‘FY 2023 Final Fee Rule Work Papers’ (or a
successor document).

‘(14) MISSION-INDIRECT PROGRAM  SUP-
PORT.—The term ‘mission-indirect program
support’ means the resources of the Commis-
sion that support the core mission-direct ac-
tivities for the Nuclear Reactor Safety Pro-
gram of the Commission (as determined by
the Commission), as described in the docu-
ment of the Commission entitled ‘FY 2023
Final Fee Rule Work Papers’ (or a successor
document).”.

2) EXCLUDED ACTIVITIES.—Section
102(b)(1)(B) of the Nuclear Energy Innovation
and Modernization Act (42 U.S.C.
2215(b)(1)(B)) (as amended by subsection
(c)(3)(A)(i1)) is amended by adding at the end
the following:

‘“(v) The total costs of mission-indirect
program support and agency support that,
under paragraph (2)(B), may not be included
in the hourly rate charged for fees assessed
to advanced nuclear reactor applicants.

‘(vi) The total costs of mission-indirect
program support and agency support that,
under paragraph (2)(C), may not be included
in the hourly rate charged for fees assessed
to advanced nuclear reactor pre-applicants.”.

(3) FEES FOR SERVICE OR THING OF VALUE.—
Section 102(b) of the Nuclear Energy Innova-
tion and Modernization Act (42 U.S.C.
2215(b)) is amended by striking paragraph (2)
and inserting the following:

¢“(2) FEES FOR SERVICE OR THING OF VALUE.—

“‘(A) IN GENERAL.—In accordance with sec-
tion 9701 of title 31, United States Code, the
Commission shall assess and collect fees
from any person who receives a service or
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thing of value from the Commission to cover
the costs to the Commission of providing the
service or thing of value.

‘(B) ADVANCED NUCLEAR REACTOR APPLI-
CANTS.—The hourly rate charged for fees as-
sessed to advanced nuclear reactor appli-
cants under this paragraph relating to the
review of a submitted application described
in section 3(1) shall not exceed the hourly
rate for mission-direct program salaries and
benefits for the Nuclear Reactor Safety Pro-
gram.

‘(C) ADVANCED NUCLEAR REACTOR PRE-AP-
PLICANTS.—The hourly rate charged for fees
assessed to advanced nuclear reactor pre-ap-
plicants under this paragraph relating to the
review of submitted materials as described
in the licensing project plan of an advanced
nuclear reactor pre-applicant shall not ex-
ceed the hourly rate for mission-direct pro-
gram salaries and benefits for the Nuclear
Reactor Safety Program.”.

(4) SUNSET.—Section 102 of the Nuclear En-
ergy Innovation and Modernization Act (42
U.S.C. 2215) is amended by adding at the end
the following:

‘(g) CESSATION OF EFFECTIVENESS.—Para-
graphs (1)(B)(vi) and (2)(C) of subsection (b)
shall cease to be effective on September 30,
2029.”.

(5) EFFECTIVE DATE.—The amendments
made by this subsection shall take effect on
October 1, 2024.

(h) ADVANCED NUCLEAR REACTOR PRIZES.—
Section 103 of the Nuclear Energy Innovation
and Modernization Act (Public Law 115-439;
132 Stat. 5571) is amended by adding at the
end the following:

“(f) PRIZES FOR ADVANCED NUCLEAR REAC-
TOR LICENSING.—

‘(1) DEFINITION OF ELIGIBLE ENTITY.—In
this subsection, the term ‘eligible entity’
means—

‘“(A) a non-Federal entity; and

‘“(B) the Tennessee Valley Authority.

*“(2) PRIZE FOR ADVANCED NUCLEAR REACTOR
LICENSING.—

“‘(A) IN GENERAL.—Notwithstanding section
169 of the Atomic Energy Act of 1954 (42
U.S.C. 2209) and subject to the availability of
appropriations, the Secretary is authorized
to make, with respect to each award cat-
egory described in subparagraph (C), an
award in an amount described in subpara-
graph (B) to the first eligible entity—

‘‘(i) to which the Commission issues an op-
erating license for an advanced nuclear reac-
tor under part 50 of title 10, Code of Federal
Regulations (or successor regulations), for
which an application has not been approved
by the Commission as of the date of enact-
ment of this subsection; or

‘‘(ii) for which the Commission makes a
finding described in section 52.103(g) of title
10, Code of Federal Regulations (or successor
regulations), with respect to a combined 1li-
cense for an advanced nuclear reactor—

“(D that is issued under subpart C of part
52 of that title (or successor regulations);
and

‘“(ITI) for which an application has not been
approved by the Commission as of the date of
enactment of this subsection.

‘(B) AMOUNT OF AWARD.—An award under
subparagraph (A) shall be in an amount
equal to the total amount assessed by the
Commission and collected under section
102(b)(2) from the eligible entity receiving
the award for costs relating to the issuance
of the license described in that subpara-
graph, including, as applicable, costs relat-
ing to the issuance of an associated con-
struction permit described in section 50.23 of
title 10, Code of Federal Regulations (or suc-
cessor regulations), or early site permit (as
defined in section 52.1 of that title (or suc-
cessor regulations)).
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“(C) AWARD CATEGORIES.—An award under
subparagraph (A) may be made for—

‘(i) the first advanced nuclear reactor for
which the Commission—

‘“(I) issues a license in accordance with
clause (i) of subparagraph (A); or

‘“(IT) makes a finding in accordance with
clause (ii) of that subparagraph;

‘(ii) an advanced nuclear reactor that—

‘“(I) uses isotopes derived from spent nu-
clear fuel (as defined in section 2 of the Nu-
clear Waste Policy Act of 1982 (42 U.S.C.
10101)) or depleted uranium as fuel for the ad-
vanced nuclear reactor; and

‘“(IT) is the first advanced nuclear reactor
described in subclause (I) for which the Com-
mission—

“‘(aa) issues a license in accordance with
clause (i) of subparagraph (A); or

‘““(bb) makes a finding in accordance with
clause (ii) of that subparagraph;

‘‘(iii) an advanced nuclear reactor that—

‘“(I) is a nuclear integrated energy sys-
tem—

‘‘(aa) that is composed of 2 or more co-lo-
cated or jointly operated subsystems of en-
ergy generation, energy storage, or other
technologies;

‘“(bb) in which not fewer than 1 subsystem
described in item (aa) is a nuclear energy
system; and

‘“(cc) the purpose of which is—

‘“(AA) to reduce greenhouse gas emissions
in both the power and nonpower sectors; and

“(BB) to maximize energy production and
efficiency; and

‘“(IT) is the first advanced nuclear reactor
described in subclause (I) for which the Com-
mission—

‘‘(aa) issues a license in accordance with
clause (i) of subparagraph (A); or

‘“(bb) makes a finding in accordance with
clause (ii) of that subparagraph;

‘“(iv) an advanced reactor that—

‘“(I) operates flexibly to generate elec-
tricity or high temperature process heat for
nonelectric applications; and

‘“(IT) is the first advanced nuclear reactor
described in subclause (I) for which the Com-
mission—

‘“(aa) issues a license in accordance with
clause (i) of subparagraph (A); or

‘“(bb) makes a finding in accordance with
clause (ii) of that subparagraph; and

‘“(v) the first advanced nuclear reactor for
which the Commission grants approval to
load nuclear fuel pursuant to the tech-
nology-inclusive regulatory framework es-
tablished under subsection (a)(4).

¢‘(3) FEDERAL FUNDING LIMITATIONS.—

“(A) EXCLUSION OF TVA FUNDS.—In this
paragraph, the term ‘Federal funds’ does not
include funds received under the power pro-
gram of the Tennessee Valley Authority.

“(B) LIMITATION ON AMOUNTS EXPENDED.—
An award under this subsection shall not ex-
ceed the total amount expended (excluding
any expenditures made with Federal funds
received for the applicable project and an
amount equal to the minimum cost-share re-
quired under section 988 of the Energy Policy
Act of 2005 (42 U.S.C. 16352)) by the eligible
entity receiving the award for licensing costs
relating to the project for which the award is
made.

“(C) REPAYMENT AND DIVIDENDS NOT RE-
QUIRED.—Notwithstanding section 9104(a)(4)
of title 31, United States Code, or any other
provision of law, an eligible entity that re-
ceives an award under this subsection shall
not be required—

‘(i) to repay that award or any part of that
award; or

‘“(ii) to pay a dividend, interest, or other
similar payment based on the sum of that
award.”.
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(i) REPORT ON UNIQUE LICENSING CONSIDER-
ATIONS RELATING TO THE USE OF NUCLEAR EN-
ERGY FOR NONELECTRIC APPLICATIONS.—

(1) IN GENERAL.—Not later than 270 days
after the date of enactment of this Act, the
Commission shall submit to the appropriate
committees of Congress a report (referred to
in this subsection as the ‘‘report’) address-
ing any unique licensing issues or require-
ments relating to—

(A) the flexible operation of nuclear reac-
tors, such as ramping power output and
switching between electricity generation and
nonelectric applications;

(B) the use of advanced nuclear reactors
exclusively for nonelectric applications; and

(C) the colocation of nuclear reactors with
industrial plants or other facilities.

(2) STAKEHOLDER INPUT.—In developing the
report, the Commission shall seek input
from—

(A) the Secretary of Energy;

(B) the nuclear energy industry;

(C) technology developers;

(D) the industrial, chemical, and medical
sectors;

(E) nongovernmental organizations; and

(F) other public stakeholders.

(3) CONTENTS.—

(A) IN GENERAL.—The report shall de-
scribe—

(i) any unique licensing issues or require-
ments relating to the matters described in
subparagraphs (A) through (C) of paragraph
(1), including, with respect to the nonelectric
applications referred to in subparagraphs (A)
and (B) of that paragraph, any licensing
issues or requirements relating to the use of
nuclear energy in—

(I) hydrogen or other liquid and gaseous
fuel or chemical production;

(IT) water desalination and wastewater
treatment;

(IIT) heat for industrial processes;

(IV) district heating;

(V) energy storage;

(VI) industrial or medical isotope produc-
tion; and

(VII) other applications, as identified by
the Commission;

(ii) options for addressing those issues or
requirements—

(I) within the existing regulatory frame-
work of the Commission;

(IT) as part of the technology-inclusive reg-
ulatory framework required under sub-
section (a)(4) of section 103 of the Nuclear
Energy Innovation and Modernization Act
(42 U.S.C. 2133 note; Public Law 115-439) or
described in the report required under sub-
section (e) of that section (Public Law 115-
439; 132 Stat. 5575); or

(IIT) through a new rulemaking; and

(iii) the extent to which Commission ac-
tion is needed to implement any matter de-
scribed in the report.

(B) COST ESTIMATES, BUDGETS, AND TIME-
FRAMES.—The report shall include cost esti-
mates, proposed budgets, and proposed time-
frames for implementing risk-informed and
performance-based regulatory guidance in
the licensing of nuclear reactors for nonelec-
tric applications.

(j) ENABLING PREPARATIONS FOR THE DEM-
ONSTRATION OF ADVANCED NUCLEAR REACTORS
ON DEPARTMENT OF ENERGY SITES OR CRIT-
ICAL NATIONAL SECURITY INFRASTRUCTURE
SITES.—

(1) IN GENERAL.—Section 102(b)(1)(B) of the
Nuclear Energy Innovation and Moderniza-
tion Act (42 U.S.C. 2215(b)(1)(B)) (as amended
by subsection (g)(2)) is amended by adding at
the end the following:

‘“(vi) Costs for—

““(I) activities to review and approve or dis-
approve an application for an early site per-
mit (as defined in section 52.1 of title 10,
Code of Federal Regulations (or a successor
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regulation)) to demonstrate an advanced nu-
clear reactor on a Department of Energy site
or critical national security infrastructure
(as defined in section 327(d) of the John S.
McCain National Defense Authorization Act
for Fiscal Year 2019 (Public Law 115-232; 132
Stat. 1722)) site; and

‘“(IT) pre-application activities relating to
an early site permit (as defined in section
52.1 of title 10, Code of Federal Regulations
(or a successor regulation)) to demonstrate
an advanced nuclear reactor on a Depart-
ment of Energy site or critical national secu-
rity infrastructure (as defined in section
327(d) of the John S. McCain National De-
fense Authorization Act for Fiscal Year 2019
(Public Law 115-232; 132 Stat. 1722)) site.”.

(2) EFFECTIVE DATE.—The amendment
made by paragraph (1) shall take effect on
October 1, 2024.

(k) CLARIFICATION ON FUSION REGULA-
TION.—Section 103(a)(4) of the Nuclear En-
ergy Innovation and Modernization Act (42
U.S.C. 2133 note; Public Law 115-439) is
amended—

(1) by striking ‘“Not later’” and inserting
the following:

‘‘(A) IN GENERAL.—Not later’’; and

(2) by adding at the end the following:

‘(B) EXCLUSION OF FUSION REACTORS.—For
purposes of subparagraph (A), the term ‘ad-
vanced reactor applicant’ does not include an
applicant seeking a license for a fusion reac-
tor.”.

(1) REGULATORY ISSUES FOR NUCLEAR FA-
CILITIES AT BROWNFIELD SITES.—

(1) DEFINITIONS.—

(A) BROWNFIELD SITE.—The term
“brownfield site’ has the meaning given the
term in section 101 of the Comprehensive En-
vironmental Response, Compensation, and
Liability Act of 1980 (42 U.S.C. 9601).

(B) PRODUCTION FACILITY.—The term ‘‘pro-
duction facility’” has the meaning given the
term in section 11 of the Atomic Energy Act
of 1954 (42 U.S.C. 2014).

(C) RETIRED FOSSIL FUEL SITE.—The term
“retired fossil fuel site’” means the site of 1
or more fossil fuel electric generation facili-
ties that are retired or scheduled to retire,
including multi-unit facilities that are par-
tially shut down.

(D) UTILIZATION FACILITY.—The term ‘‘uti-
lization facility’’ has the meaning given the
term in section 11 of the Atomic Energy Act
of 1954 (42 U.S.C. 2014).

(2) IDENTIFICATION OF REGULATORY ISSUES.—

(A) IN GENERAL.—Not later than 1 year
after the date of enactment of this Act, the
Commission shall evaluate the extent to
which modification of regulations, guidance,
or policy is needed to enable timely licensing
reviews for, and to support the oversight of,
production facilities or utilization facilities
at brownfield sites.

(B) REQUIREMENT.—In carrying out sub-
paragraph (A), the Commission shall con-
sider how licensing reviews for production
facilities or utilization facilities at
brownfield sites may be expedited by consid-
ering matters relating to siting and oper-
ating a production facility or a utilization
facility at or near a retired fossil fuel site to
support—

(i) the reuse of existing site infrastructure,
including—

(I) electric switchyard components and
transmission infrastructure;

(IT) heat-sink components;

(ITI) steam cycle components;

(IV) roads;

(V) railroad access; and

(VI) water availability;

(ii) the use of early site permits;

(iii) the utilization of plant parameter en-
velopes or similar standardized site param-
eters on a portion of a larger site; and
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(iv) the use of a standardized application
for similar sites.

(C) REPORT.—Not later than 14 months
after the date of enactment of this Act, the
Commission shall submit to the appropriate
committees of Congress a report describing
any regulations, guidance, and policies iden-
tified under subparagraph (A).

(3) LICENSING.—

(A) IN GENERAL.—Not later than 2 years
after the date of enactment of this Act, the
Commission shall—

(i) develop and implement strategies to en-
able timely licensing reviews for, and to sup-
port the oversight of, production facilities or
utilization facilities at brownfield sites, in-
cluding retired fossil fuel sites; or

(ii) initiate a rulemaking to enable timely
licensing reviews for, and to support the
oversight of, of production facilities or utili-
zation facilities at brownfield sites, includ-
ing retired fossil fuel sites.

(B) REQUIREMENTS.—In carrying out sub-
paragraph (A), consistent with the mission of
the Commission, the Commission shall con-
sider matters relating to—

(i) the use of existing site infrastructure;

(ii) existing emergency preparedness orga-
nizations and planning;

(iii) the availability of historical site-spe-
cific environmental data;

(iv) previously approved environmental re-
views required by the National Environ-
mental Policy Act of 1969 (42 U.S.C. 4321 et
seq.);

(v) activities associated with the potential
decommissioning of facilities or decon-
tamination and remediation at brownfield
sites; and

(vi) community engagement and historical
experience with energy production.

(4) REPORT.—Not later than 3 years after
the date of enactment of this Act, the Com-
mission shall submit to the appropriate com-
mittees of Congress a report describing the
actions taken by the Commission under
paragraph (3).

(m) APPALACHIAN REGIONAL COMMISSION
NUCLEAR ENERGY DEVELOPMENT.—

(1) IN GENERAL.—Subchapter I of chapter
145 of subtitle IV of title 40, United States
Code, is amended by adding at the end the
following:

“§14512. Appalachian Regional Commission
nuclear energy development

‘‘(a) DEFINITIONS.—In this section:

“ BROWNFIELD SITE.—The term
‘brownfield site’ has the meaning given the
term in section 101 of the Comprehensive En-
vironmental Response, Compensation, and
Liability Act of 1980 (42 U.S.C. 9601).

‘(2) PRODUCTION FACILITY.—The term ‘pro-
duction facility’ has the meaning given the
term in section 11 of the Atomic Energy Act
of 1954 (42 U.S.C. 2014).

“(3) RETIRED FOSSIL FUEL SITE.—The term
‘retired fossil fuel site’ means the site of 1 or
more fossil fuel electric generation facilities
that are retired or scheduled to retire, in-
cluding multi-unit facilities that are par-
tially shut down.

““(4) UTILIZATION FACILITY.—The term ‘uti-
lization facility’ has the meaning given the
term in section 11 of the Atomic Energy Act
of 1954 (42 U.S.C. 2014).

“(b) AUTHORITY.—The Appalachian Re-
gional Commission may provide technical
assistance to, make grants to, enter into
contracts with, or otherwise provide
amounts to individuals or entities in the Ap-
palachian region for projects and activities—

‘(1) to conduct research and analysis re-
garding the economic impact of siting, con-
structing, and operating a production facil-
ity or a utilization facility at a brownfield
site, including a retired fossil fuel site;

‘“(2) to assist with workforce training or
retraining to perform activities relating to
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the siting and operation of a production fa-
cility or a utilization facility at a brownfield
site, including a retired fossil fuel site; and

“(3) to engage with the Nuclear Regulatory
Commission, the Department of Energy, and
other Federal agencies with expertise in civil
nuclear energy.

“(c) LIMITATION ON AVAILABLE AMOUNTS.—
Of the cost of any project or activity eligible
for a grant under this section—

‘(1) except as provided in paragraphs (2)
and (3), not more than 50 percent may be pro-
vided from amounts made available to carry
out this section;

‘(2) in the case of a project or activity to
be carried out in a county for which a dis-
tressed county designation is in effect under
section 14526, not more than 80 percent may
be provided from amounts made available to
carry out this section; and

‘“(3) in the case of a project or activity to
be carried out in a county for which an at-
risk county designation is in effect under
section 14526, not more than 70 percent may
be provided from amounts made available to
carry out this section.

“(d) SOURCES OF ASSISTANCE.—Subject to
subsection (c), a grant provided under this
section may be provided from amounts made
available to carry out this section, in com-
bination with amounts made available—

‘(1) under any other Federal program; or

¢(2) from any other source.

‘‘(e) FEDERAL SHARE.—Notwithstanding
any provision of law limiting the Federal
share under any other Federal program,
amounts made available to carry out this
section may be used to increase that Federal
share, as the Appalachian Regional Commis-
sion determines to be appropriate.”.

(2) AUTHORIZATION OF APPROPRIATIONS.—
Section 14703 of title 40, United States Code,
is amended—

(A) by redesignating subsections (e) and (f)
as subsections (f) and (g), respectively; and

(B) by inserting after subsection (d) the
following:

‘“(e) APPALACHIAN REGIONAL COMMISSION
NUCLEAR ENERGY DEVELOPMENT.—Of the
amounts made available under subsection
(a), $5,000,000 may be used to carry out sec-
tion 14512 for each of fiscal years 2023
through 2026.”".

(3) CLERICAL AMENDMENT.—The analysis for
subchapter I of chapter 145 of subtitle IV of
title 40, United States Code, is amended by
striking the item relating to section 14511
and inserting the following:

¢‘14511. Appalachian regional energy hub ini-
tiative.

‘“14512. Appalachian Regional Commission
nuclear energy development.”.

(n) INVESTMENT BY ALLIES.—

(1) IN GENERAL.—The prohibitions against
issuing certain licenses for utilization facili-
ties to certain corporations and other enti-
ties described in the second sentence of sec-
tion 103 d. of the Atomic Energy Act of 1954
(42 U.S.C. 2133(d)) and the second sentence of
section 104 d. of that Act (42 U.S.C. 2134(d))
shall not apply to an entity described in
paragraph (2) if the Commission determines
that issuance of the applicable license to
that entity is not inimical to—

(A) the common defense and security; or

(B) the health and safety of the public.

(2) ENTITIES DESCRIBED.—

(A) IN GENERAL.—AnN entity referred to in
paragraph (1) is a corporation or other entity
that is owned, controlled, or dominated by—

(i) the government of—

(I) a country that is a member of the
Organisation for Economic Co-operation and
Development on the date of enactment of
this Act, subject to subparagraph (B); or

(IT) the Republic of India;
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(ii) a corporation that is incorporated in a
country described in subclause (I) or (II) of
clause (i); or

(iii) an alien who is a national of a country
described in subclause (I) or (II) of clause (i).

(B) EXCLUSION.—An entity described in
subparagraph (A)(A)(I) is not an entity re-
ferred to in paragraph (1), and paragraph (1)
shall not apply to that entity, if, on the date
of enactment of this Act—

(i) the entity (or any department, agency,
or instrumentality of the entity) is a person
subject to sanctions under section 231 of the
Countering America’s Adversaries Through
Sanctions Act (22 U.S.C. 9525); or

(ii) any citizen of the entity, or any entity
organized under the laws of, or otherwise
subject to the jurisdiction of, the entity, is a
person subject to sanctions under that sec-
tion.

(3) TECHNICAL AMENDMENT.—Section 103 d.
of the Atomic Energy Act of 1954 (42 U.S.C.
2133(d)) is amended, in the second sentence,
by striking ‘‘any any’ and inserting ‘‘any’’.

(4) SAVINGS CLAUSE.—Nothing in this sub-
section affects the requirements of section
721 of the Defense Production Act of 1950 (50
U.S.C. 4565).

(0) EXTENSION OF THE PRICE-ANDERSON
AcT.—

(1) EXTENSION.—Section 170 of the Atomic
Energy Act of 1954 (42 U.S.C. 2210) (com-
monly known as the ‘“‘Price-Anderson Act’)
is amended by striking ‘‘December 31, 2025
each place it appears and inserting ‘‘Decem-
ber 31, 2045”°.

(2) LIABILITY.—Section 170 of the Atomic
Energy Act of 1954 (42 U.S.C. 2210) (com-
monly known as the ‘“‘Price-Anderson Act’)
is amended—

(A) in subsection d. (b), by striking
‘$500,000,000" and inserting $2,000,000,000";
and

(B) in subsection e. (4), by striking
*‘$500,000,000’” and inserting ‘‘$2,000,000,000".

(3) REPORT.—Section 170 p. of the Atomic
Energy Act of 1954 (42 U.S.C. 2210(p)) (com-
monly known as the ‘“‘Price-Anderson Act’)
is amended by striking ‘‘December 31, 2021’
and inserting ‘‘December 31, 2041"°.

(4) DEFINITION OF NUCLEAR INCIDENT.—Sec-
tion 11 q. of the Atomic Energy Act of 1954
(42 U.S.C. 2014(q)) is amended, in the second
proviso, by striking ‘‘if such occurrence’ and
all that follows through ‘United States:”
and inserting a colon.

(p) REPORT ON ADVANCED METHODS OF MAN-
UFACTURING AND CONSTRUCTION FOR NUCLEAR
ENERGY APPLICATIONS.—

(1) IN GENERAL.—Not later than 180 days
after the date of enactment of this Act, the
Commission shall submit to the appropriate
committees of Congress a report (referred to
in this subsection as the ‘“‘report’’) on manu-
facturing and construction for nuclear en-
ergy applications.

(2) STAKEHOLDER INPUT.—In developing the
report, the Commission shall seek input
from—

(A) the Secretary of Energy;

(B) the nuclear energy industry;

(C) National Laboratories;

(D) institutions of higher education;

(E) nuclear and manufacturing technology
developers;

(F) the manufacturing and construction in-
dustries, including manufacturing and con-
struction companies with operating facilities
in the United States;

(G) standards development organizations;

(H) labor unions;

(I) nongovernmental organizations; and

(J) other public stakeholders.

(3) CONTENTS.—

(A) IN GENERAL.—The report shall—

(i) examine any unique licensing issues or
requirements relating to the use of innova-
tive—
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(I) advanced manufacturing processes;

(IT) advanced construction techniques; and

(ITI) rapid improvement or iterative inno-
vation processes;

(ii) examine—

(I) the requirements for nuclear-grade
components in manufacturing and construc-
tion for nuclear energy applications;

(IT) opportunities to use standard mate-
rials, parts, or components in manufacturing
and construction for nuclear energy applica-
tions;

(ITI) opportunities to use standard mate-
rials that are in compliance with existing
codes to provide acceptable approaches to
support or encapsulate new materials that
do not yet have applicable codes; and

(IV) requirements relating to the transport
of a fueled advanced nuclear reactor core
from a manufacturing licensee to a licensee
that holds a license to construct and operate
a facility at a particular site;

(iii) identify any safety aspects of innova-
tive advanced manufacturing processes and
advanced construction techniques that are
not addressed by existing codes and stand-
ards, so that generic guidance may be up-
dated or created, as necessary;

(iv) identify options for addressing the
issues, requirements, and opportunities ex-
amined under clauses (i) and (ii)—

(I) within the existing regulatory frame-
work; or

(IT) through a new rulemaking;

(v) identify how addressing the issues, re-
quirements, and opportunities examined
under clauses (i) and (ii) will impact oppor-
tunities for domestic nuclear manufacturing
and construction developers; and

(vi) describe the extent to which Commis-
sion action is needed to implement any mat-
ter described in the report.

(B) COST ESTIMATES, BUDGETS, AND TIME-
FRAMES.—The report shall include cost esti-
mates, proposed budgets, and proposed time-
frames for implementing risk-informed and
performance-based regulatory guidance for
manufacturing and construction for nuclear
energy applications.

(q) NUCLEAR ENERGY TRAINEESHIP.—Sec-
tion 313 of division C of the Omnibus Appro-

priations Act, 2009 (42 U.S.C. 16274a), is
amended—

(1) in subsection (a), by striking ‘‘Nuclear
Regulatory’’;

(2) in subsection (b)(1), in the matter pre-
ceding subparagraph (A), by inserting ‘‘and
subsection (c)”’ after ‘‘paragraph (2)’’;

(3) in subsection (¢c)—

(A) by redesignating paragraph (2) as para-
graph (5); and

(B) by striking paragraph (1) and inserting
the following:

‘(1 ADVANCED NUCLEAR REACTOR.—The
term ‘advanced nuclear reactor’ has the
meaning given the term in section 951(b) of
the Energy Policy Act of 2005 (42 U.S.C.
16271(b)).

‘(2) COMMISSION.—The term ‘Commission’
means the Nuclear Regulatory Commission.

¢“(3) INSTITUTION OF HIGHER EDUCATION.—
The term ‘institution of higher education’
has the meaning given the term in section 2
of the Energy Policy Act of 2005 (42 U.S.C.
15801).

‘“(4) NATIONAL LABORATORY.—The term ‘Na-
tional Laboratory’ has the meaning given
the term in section 951(b) of the Energy Pol-
icy Act of 2005 (42 U.S.C. 16271(b)).”’;

(4) in subsection (d)(2), by striking ‘Nu-
clear Regulatory’’;

(5) by redesignating subsections (c¢) and (d)
as subsections (d) and (e), respectively; and

(6) by inserting after subsection (b) the fol-
lowing:

“(c) NUCLEAR ENERGY TRAINEESHIP SUB-
PROGRAM.—
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‘(1) IN GENERAL.—The Commission shall
establish, as a subprogram of the Program, a
nuclear energy traineeship subprogram
under which the Commission, in coordina-
tion with institutions of higher education
and trade schools, shall competitively award
traineeships that provide focused training to
meet critical mission needs of the Commis-
sion and nuclear workforce needs, including
needs relating to the nuclear tradecraft
workforce.

‘(2) REQUIREMENTS.—In carrying out the
nuclear energy traineeship subprogram de-
scribed in paragraph (1), the Commission
shall—

‘“(A) coordinate with the Secretary of En-
ergy to prioritize the funding of traineeships
that focus on—

‘(i) nuclear workforce needs; and

‘“(ii) critical mission needs of the Commis-
sion;

‘“(B) encourage appropriate partnerships
among—

‘(i) National Laboratories;

‘‘(ii) institutions of higher education;

¢(iii) trade schools;

“(iv) the nuclear energy industry; and

‘‘(v) other entities, as the Commission de-
termines to be appropriate; and

‘(C) on an annual basis, evaluate nuclear
workforce needs for the purpose of imple-
menting traineeships in focused topical
areas that—

‘(i) address the workforce needs of the nu-
clear energy community; and

‘“(ii) support critical mission needs of the
Commission.”.

(r) REPORT ON COMMISSION READINESS AND
CAPACITY TO LICENSE ADDITIONAL CONVERSION
AND ENRICHMENT CAPACITY TO REDUCE RELI-
ANCE ON URANIUM FROM RUSSIA.—

(1) IN GENERAL.—Not later than 180 days
after the date of enactment of this Act, the
Commission shall submit to the appropriate
committees of Congress a report on the read-
iness and capacity of the Commission to li-
cense additional conversion and enrichment
capacity at existing and new fuel cycle fa-
cilities to reduce reliance on nuclear fuel
that is recovered, converted, enriched, or
fabricated by an entity that—

(A) is owned or controlled by the Govern-
ment of the Russian Federation; or

(B) is organized under the laws of, or other-
wise subject to the jurisdiction of, the Rus-
sian Federation.

(2) CONTENTS.—The report required under
paragraph (1) shall analyze how the capacity
of the Commission to license additional con-
version and enrichment capacity at existing
and new fuel cycle facilities may conflict
with or restrict the readiness of the Commis-
sion to review advanced nuclear reactor ap-
plications.

(8) ANNUAL REPORT ON THE SPENT NUCLEAR
FUEL AND HIGH-LEVEL RADIOACTIVE WASTE
INVENTORY IN THE UNITED STATES.—

(1) DEFINITIONS.—In this subsection:

(A) HIGH-LEVEL RADIOACTIVE WASTE.—The
term ‘‘high-level radioactive waste’ has the
meaning given the term in section 2 of the
Nuclear Waste Policy Act of 1982 (42 U.S.C.
10101).

(B) SPENT NUCLEAR FUEL.—The term ‘‘spent
nuclear fuel” has the meaning given the
term in section 2 of the Nuclear Waste Pol-
icy Act of 1982 (42 U.S.C. 10101).

(C) STANDARD CONTRACT.—The term
‘“‘standard contract’’ has the meaning given
the term ‘‘contract” in section 961.3 of title
10, Code of Federal Regulations (or a suc-
cessor regulation).

(2) REPORT.—Not later than January 1,
2025, and annually thereafter, the Secretary
of Energy shall submit to Congress a report
that describes—

(A) the annual and cumulative amount of
payments made by the United States to the
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holder of a standard contract due to a partial
breach of contract under the Nuclear Waste
Policy Act of 1982 (42 U.S.C. 10101 et seq.) re-
sulting in financial damages to the holder;

(B) the cumulative amount spent by the
Department of Energy since fiscal year 2008
to reduce future payments projected to be
made by the United States to any holder of
a standard contract due to a partial breach
of contract under the Nuclear Waste Policy
Act of 1982 (42 U.S.C. 10101 et seq.);

(C) the cumulative amount spent by the
Department of Energy to store, manage, and
dispose of spent nuclear fuel and high-level
radioactive waste in the United States as of
the date of the report;

(D) the projected lifecycle costs to store,
manage, transport, and dispose of the pro-
jected inventory of spent nuclear fuel and
high-level radioactive waste in the United
States, including spent nuclear fuel and
high-level radioactive waste expected to be
generated from existing reactors through
2050;

(E) any mechanisms for better accounting
of liabilities for the lifecycle costs of the
spent nuclear fuel and high-level radioactive
waste inventory in the United States;

(F) any recommendations for improving
the methods used by the Department of En-
ergy for the accounting of spent nuclear fuel
and high-level radioactive waste costs and li-
abilities;

(G) any actions taken in the previous fiscal
year by the Department of Energy with re-
spect to interim storage; and

(H) any activities taken in the previous fis-
cal year by the Department of Energy to de-
velop and deploy nuclear technologies and
fuels that enhance the safe transportation or
storage of spent nuclear fuel or high-level ra-
dioactive waste, including technologies to
protect against seismic, flooding, and other
extreme weather events.

(t) AUTHORIZATION OF APPROPRIATIONS FOR
SUPERFUND ACTIONS AT ABANDONED MINING
SITES ON TRIBAL LAND.—

(1) DEFINITIONS.—In this subsection:

(A) ELIGIBLE NON-NPL SITE.—The term ‘‘el-
igible non-NPL site’’ means a site—

(i) that is not on the National Priorities
List; but

(ii) with respect to which the Adminis-
trator determines that—

(I) the site would be eligible for listing on
the National Priorities List based on the
presence of hazards from contamination at
the site, applying the hazard ranking system
described in section 105(c) of the Comprehen-
sive Environmental Response, Compensa-
tion, and Liability Act of 1980 (42 U.S.C.
9605(c)); and

(IT) for removal site evaluations, engineer-
ing evaluations/cost analyses, remedial plan-
ning activities, remedial investigations and
feasibility studies, and other actions taken
pursuant to section 104(b) of that Act (42
U.S.C. 9604), the site—

(aa) has undergone a pre-CERCLA screen-
ing; and

(bb) is included in the Superfund Enter-
prise Management System.

(B) INDIAN TRIBE.—The term ‘‘Indian
Tribe” has the meaning given the term in
section 4 of the Indian Self-Determination
and Education Assistance Act (256 U.S.C.
5304).

(C) NATIONAL PRIORITIES LIST.—The term
‘“‘National Priorities List’”” means the Na-
tional Priorities List developed by the Presi-
dent in accordance with section 105(a)(8)(B)
of the Comprehensive Environmental Re-
sponse, Compensation, and Liability Act of
1980 (42 U.S.C. 9605(a)(8)(B)).

(D) REMEDIAL ACTION; REMOVAL; RE-
SPONSE.—The terms ‘‘remedial action’, ‘‘re-
moval’’, and ‘“‘response’ have the meanings
given those terms in section 101 of the Com-
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prehensive Environmental Response, Com-
pensation, and Liability Act of 1980 (42
U.S.C. 9601).

(E) TRIBAL LAND.—The term ‘‘Tribal land”’
has the meaning given the term ‘‘Indian
country” in section 1151 of title 18, United
States Code.

(2) AUTHORIZATION OF APPROPRIATIONS.—
There are authorized to be appropriated for
each of fiscal years 2023 through 2032, to re-
main available until expended—

(A) $97,000,000 to the Administrator to
carry out this subsection (except for para-
graph (4)); and

(B) $3,000,000 to the Administrator of the
Agency for Toxic Substances and Disease
Registry to carry out paragraph (4).

(3) USES OF AMOUNTS.—Amounts appro-
priated under paragraph (2)(A) shall be used
by the Administrator—

(A) to carry out removal actions on aban-
doned mine land located on Tribal land;

(B) to carry out response actions, including
removal and remedial planning activities, re-
moval and remedial studies, remedial ac-
tions, and other actions taken pursuant to
section 104(b) of the Comprehensive Environ-
mental Response, Compensation, and Liabil-
ity Act of 1980 (42 U.S.C. 9604(b)) on aban-
doned mine land located on Tribal land at—

(i) eligible non-NPL sites; and

(ii) sites listed on the National Priorities
List; and

(C) to make grants under paragraph (5).

(4) HEALTH ASSESSMENTS.—Subject to the
availability of appropriations, the Agency
for Toxic Substances and Disease Registry,
in coordination with Tribal health authori-
ties, shall perform 1 or more health assess-
ments at each eligible non-NPL site that is
located on Tribal land, in accordance with
section 104(i)(6) of the Comprehensive Envi-
ronmental Response, Compensation, and Li-
ability Act of 1980 (42 U.S.C. 9604(i)(6)).

(5) TRIBAL GRANTS.—

(A) IN GENERAL.—The Administrator may
use amounts appropriated under paragraph
(2)(A) to make grants to eligible entities de-
scribed in subparagraph (B) for the purposes
described in subparagraph (C).

(B) ELIGIBLE ENTITIES DESCRIBED.—An eli-
gible entity referred to in subparagraph (A)
is—

(i) the governing body of an Indian Tribe;
or

(ii) a legally established organization of In-
dians that—

(I) is controlled, sanctioned, or chartered
by the governing bodies of 2 or more Indian
Tribes to be served, or that is democratically
elected by the adult members of the Indian
community to be served, by that organiza-
tion; and

(IT) includes the maximum participation of
Indians in all phases of the activities of that
organization.

(C) USE OF GRANT FUNDS.—A grant under
this paragraph shall be used—

(i) in accordance with the second sentence
of section 117(e)(1) of the Comprehensive En-
vironmental Response, Compensation, and
Liability Act of 1980 (42 U.S.C. 9617(e)(1));

(ii) for obtaining technical assistance in
carrying out response actions under clause
(iii); or

(iii) for carrying out response actions, if
the Administrator determines that the In-
dian Tribe has the capability to carry out
any or all of those response actions in ac-
cordance with the criteria and priorities es-
tablished pursuant to section 105(a)(8) of the
Comprehensive Environmental Response,
Compensation, and Liability Act of 1980 (42
U.S.C. 9605(a)(8)).

(D) APPLICATIONS.—An eligible entity de-
siring a grant under this paragraph shall
submit to the Administrator an application
at such time, in such manner, and con-
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taining such information as the Adminis-
trator may require.

(E) LIMITATIONS.—A grant under this para-
graph shall be governed by the rules, proce-
dures, and limitations described in section
117(e)(2) of the Comprehensive Environ-
mental Response, Compensation, and Liabil-
ity Act of 1980 (42 U.S.C. 9617(e)(2)), except
that—

(i) ‘““Administrator of the Environmental
Protection Agency” shall be substituted for
“President’ each place it appears in that
section; and

(ii) in the first sentence of that section,
‘“‘under subsection (t) of the ADVANCE Act
of 2023 shall be substituted for ‘‘under this
subsection’.

(6) STATUTE OF LIMITATIONS.—If a remedial
action described in paragraph (3)(B) is sched-
uled at an eligible non-NPL site, no action
may be commenced for damages (as defined
in section 101 of the Comprehensive Environ-
mental Response, Compensation, and Liabil-
ity Act of 1980 (42 U.S.C. 9601)) with respect
to that eligible non-NPL site unless the ac-
tion is commenced within the timeframe
provided for such actions with respect to fa-
cilities on the National Priorities List in the
first sentence of the matter following sub-
paragraph (B) of section 113(g)(1) of that Act
(42 U.S.C. 9613(g)(1)).

(@) COORDINATION.—The Administrator
shall coordinate with the Indian Tribe on
whose land the applicable site is located in—

(A) selecting and prioritizing sites for re-
sponse actions under subparagraphs (A) and
(B) of paragraph (3); and

(B) carrying out those response actions.

(u) DEVELOPMENT, QUALIFICATION, AND LI-
CENSING OF ADVANCED NUCLEAR FUEL CON-
CEPTS.—

(1) IN GENERAL.—The Commission shall es-
tablish an initiative to enhance preparedness
and coordination with respect to the quali-
fication and licensing of advanced nuclear
fuel.

(2) AGENCY COORDINATION.—Not later than
180 days after the date of enactment of this
Act, the Commission and the Secretary of
Energy shall enter into a memorandum of
understanding—

(A) to share technical expertise and knowl-
edge through—

(i) enabling the testing and demonstration
of accident tolerant fuels for existing com-
mercial nuclear reactors and advanced nu-
clear reactor fuel concepts to be proposed
and funded, in whole or in part, by the pri-
vate sector;

(ii) operating a database to store and share
data and knowledge relevant to nuclear
science and engineering between Federal
agencies and the private sector;

(iii) leveraging expertise with respect to
safety analysis and research relating to ad-
vanced nuclear fuel; and

(iv) enabling technical staff to actively ob-
serve and learn about technologies, with an
emphasis on identification of additional in-
formation needed with respect to advanced
nuclear fuel; and

(B) to ensure that—

(i) the Department of Energy has sufficient
technical expertise to support the timely re-
search, development, demonstration, and
commercial application of advanced nuclear
fuel;

(ii) the Commission has sufficient tech-
nical expertise to support the evaluation of
applications for licenses, permits, and design
certifications and other requests for regu-
latory approval for advanced nuclear fuel;

(iii)(I) the Department of Energy main-
tains and develops the facilities necessary to
enable the timely research, development,
demonstration, and commercial application
by the civilian nuclear industry of advanced
nuclear fuel; and
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(IT) the Commission has access to the fa-
cilities described in subclause (I), as needed;
and

(iv) the Commission consults, as appro-
priate, with the modeling and simulation ex-
perts at the Office of Nuclear Energy of the
Department of Energy, at the National Lab-
oratories, and within industry fuel vendor
teams in cooperative agreements with the
Department of Energy to leverage physics-
based computer modeling and simulation ca-
pabilities.

(3) REPORT.—

(A) IN GENERAL.—Not later than 1 year
after the date of enactment of this Act, the
Commission shall submit to the appropriate
committees of Congress a report describing
the efforts of the Commission under para-
graph (1), including—

(i) an assessment of the preparedness of the
Commission to review and qualify for use—

(I) accident tolerant fuel;

(IT) ceramic cladding materials;

(IIT) fuels containing silicon carbide;

(IV) high-assay, low-enriched uranium
fuels;

(V) molten-salt based liquid fuels;

(VI) fuels derived from spent nuclear fuel
or depleted uranium; and

(VII) other related fuel concepts, as deter-
mined by the Commission;

(ii) activities planned or undertaken under
the memorandum of understanding described
in paragraph (2);

(iii) an accounting of the areas of research
needed with respect to advanced nuclear
fuel; and

(iv) any other challenges or considerations
identified by the Commission.

(B) CONSULTATION.—In developing the re-
port under subparagraph (A), the Commis-
sion shall seek input from—

(i) the Secretary of Energy;

(ii) National Laboratories;

(iii) the nuclear energy industry;

(iv) technology developers;

(v) nongovernmental organizations; and

(vi) other public stakeholders.

(v) COMMISSION WORKFORCE.—

(1) DEFINITION OF CHAIRMAN.—In this sub-
section, the term ‘‘Chairman’ means the
Chairman of the Commission.

(2) HIRING BONUS AND APPOINTMENT AUTHOR-
ITY.—

(A) IN GENERAL.—Notwithstanding section
161 d. of the Atomic Energy Act of 1954 (42
U.S.C. 2201(d)), any provision of Reorganiza-
tion Plan No. 1 of 1980 (94 Stat. 3585; 5 U.S.C.
app.), and any provision of title 5, United
States Code, governing appointments and
General Schedule classification and pay
rates, the Chairman may, subject to the lim-
itations described in subparagraph (C), and
without regard to the civil service laws—

(i) establish the positions described in sub-
paragraph (B); and

(ii) appoint persons to the positions estab-
lished under clause (i).

(B) POSITIONS DESCRIBED.—The positions
referred to in subparagraph (A)(i) are—

(i) permanent or term-limited positions
with highly specialized scientific, engineer-
ing, and technical competencies to address a
critical licensing or regulatory oversight
need for the Commission, including—

(I) health physicist;

(IT) reactor operations engineer;

(ITII) human factors analyst or engineer;

(IV) risk and reliability analyst or engi-
neer;

(V) licensing project manager;

(VI) reactor engineer for severe accidents;

(VII) geotechnical engineer;

(VIII) structural engineer;

(IX) reactor systems engineer;

(X) reactor engineer;

(XI) radiation scientist;

(XTII) seismic engineer; and
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(XIII) electronics engineer; or

(ii) permanent or term-limited positions to
be filled by exceptionally well-qualified indi-
viduals that the Chairman, subject to para-
graph (5), determines are necessary to fulfill
the mission of the Commission.

(C) LIMITATIONS.—

(i) IN GENERAL.—Appointments under sub-
paragraph (A)(ii) may be made to not more
than—

(D(aa) 15 permanent positions described in
subparagraph (B)(i) during fiscal year 2024;
and

(bb) 10 permanent positions described in
subparagraph (B)(i) during each fiscal year
thereafter;

(IT)(aa) 15 term-limited positions described
in subparagraph (B)(i) during fiscal year 2024;
and

(bb) 10 term-limited positions described in
subparagraph (B)(i) during each fiscal year
thereafter;

(III)(aa) 15 permanent positions described
in subparagraph (B)(@ii) during fiscal year
2024; and

(bb) 10 permanent positions described in
subparagraph (B)(ii) during each fiscal year
thereafter; and

(IV)(aa) 15 term-limited positions described
in subparagraph (B)(ii) during fiscal year
2024; and

(bb) 10 term-limited positions described in
subparagraph (B)(ii) during each fiscal year
thereafter.

(ii) TERM OF TERM-LIMITED APPOINTMENT.—
If a person is appointed to a term-limited po-
sition described in clause (i) or (ii) of sub-
paragraph (B), the term of that appointment
shall not exceed 4 years.

(iii) STAFF POSITIONS.—Subject to para-
graph (5), appointments made to positions
established under this paragraph shall be to
a range of staff positions that are of entry,
mid, and senior levels, to the extent prac-
ticable.

(D) HIRING BONUS.—The Commission may
pay a person appointed under subparagraph
(A) a 1-time hiring bonus in an amount not
to exceed the least of—

(1) $25,000;

(ii) the amount equal to 15 percent of the
annual rate of basic pay of the employee; and

(iii) the amount of the limitation that is
applicable for a calendar year under section
5307(a)(1) of title 5, United States Code.

(3) COMPENSATION AND APPOINTMENT AU-
THORITY.—

(A) IN GENERAL.—Notwithstanding section
161 d. of the Atomic Energy Act of 1954 (42
U.S.C. 2201(d)), any provision of Reorganiza-
tion Plan No. 1 of 1980 (94 Stat. 3585; 5 U.S.C.
app.), and chapter 51, and subchapter III of
chapter 53, of title 5, United States Code, the
Chairman, subject to the limitations de-
scribed in subparagraph (C) and without re-
gard to the civil service laws, may—

(i) establish and fix the rates of basic pay
for the positions described in subparagraph
(B); and

(ii) appoint persons to the positions estab-
lished under clause (i).

(B) POSITIONS DESCRIBED.—The positions
referred to in subparagraph (A)(i) are—

(i) positions with highly specialized sci-
entific, engineering, and technical com-
petencies to address a critical need for the
Commission, including—

(I) health physicist;

(IT) reactor operations engineer;

(IIT) human factors analyst or engineer;

(IV) risk and reliability analyst or engi-
neer;

(V) licensing project manager;

(VI) reactor engineer for severe accidents;

(VII) geotechnical engineer;

(VIII) structural engineer;

(IX) reactor systems engineer;

(X) reactor engineer;
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(XT) radiation scientist;

(X1II) seismic engineer; and

(XIII) electronics engineer; or

(ii) positions to be filled by exceptionally
well-qualified persons that the Chairman,
subject to paragraph (5), determines are nec-
essary to fulfill the mission of the Commis-
sion.

(C) LIMITATIONS.—

(i) IN GENERAL.—The annual rate of basic
pay for a position described in subparagraph
(B) may not exceed the per annum rate of
salary payable for level III of the Executive
Schedule under section 5314 of title 5, United
States Code.

(ii) NUMBER OF POSITIONS.—Appointments
under subparagraph (A)(ii) may be made to
not more than—

(I) 10 positions described in subparagraph
(B)(i) per fiscal year, not to exceed a total of
50 positions; and

(IT) 10 positions described in subparagraph
(B)(ii) per fiscal year, not to exceed a total of
50 positions.

(D) PERFORMANCE BONUS.—

(i) IN GENERAL.—Subject to clauses (ii) and
(iii), an employee may be paid a 1-time per-
formance bonus in an amount not to exceed
the least of—

(I) $25,000;

(IT) the amount equal to 15 percent of the
annual rate of basic pay of the person; and

(IIT) the amount of the limitation that is
applicable for a calendar year under section
5307(a)(1) of title 5, United States Code.

(ii) PERFORMANCE.—Any 1-time perform-
ance bonus under clause (i) shall be made to
a person who demonstrated exceptional per-
formance in the applicable fiscal year, in-
cluding—

(I) leading a project team in a timely, effi-
cient, and predictable licensing review to en-
able the safe use of nuclear technology;

(IT) making significant contributions to a
timely, efficient, and predictable licensing
review to enable the safe use of nuclear tech-
nology;

(III) the resolution of novel or first-of-a-
kind regulatory issues;

(IV) developing or implementing licensing
or regulatory oversight processes to improve
the effectiveness of the Commission; and

(V) other performance, as determined by
the Chairman, subject to paragraph (5).

(iii) LIMITATIONS.—The Commission may
pay a 1-time performance bonus under clause
(i) for not more than 15 persons per fiscal
year, and a person who receives a 1-time per-
formance bonus under that clause may not
receive another 1-time performance bonus
under that clause for a period of 5 years
thereafter.

(4) ANNUAL SOLICITATION FOR NUCLEAR REG-
ULATOR APPRENTICESHIP NETWORK APPLICA-
TIONS.—The Chairman, on an annual basis,
shall solicit applications for the Nuclear
Regulator Apprenticeship Network.

() APPLICATION OF MERIT SYSTEM PRIN-
CIPLES.—To the maximum extent prac-
ticable, appointments under paragraphs
(2)(A) and (3)(A) and any 1-time performance
bonus under paragraph (3)(D) shall be made
in accordance with the merit system prin-
ciples set forth in section 2301 of title 5,
United States Code.

(6) DELEGATION.—Pursuant to Reorganiza-
tion Plan No. 1 of 1980 (94 Stat. 3585; 5 U.S.C.
app.), the Chairman shall delegate, subject
to the direction and supervision of the Chair-
man, the authority provided by paragraphs
(2), (3), and (4) to the Executive Director for
Operations of the Commission.

(7) ANNUAL REPORT.—The Commission shall
include in the annual budget justification of
the Commission—

(A) information that describes—
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(i) the total number of and the positions of
the persons appointed under the authority
provided by paragraph (2);

(ii) the total number of and the positions
of the persons paid at the rate determined
under the authority provided by paragraph
3)(A);

(iii) the total number of and the positions
of the persons paid a 1-time performance
bonus under the authority provided by para-
graph (3)(D);

(iv) how the authority provided by para-
graphs (2) and (3) is being used, and has been
used during the previous fiscal year, to ad-
dress the hiring and retention needs of the
Commission with respect to the positions de-
scribed in those subsections to which that
authority is applicable;

(v) if the authority provided by paragraphs
(2) and (3) is not being used, or has not been
used, the reasons, including a justification,
for not using that authority; and

(vi) the attrition levels with respect to the
term-limited appointments made under para-
graph (2), including, with respect to persons
leaving a position before completion of the
applicable term of service, the average
length of service as a percentage of the term
of service;

(B) an assessment of—

(i) the current critical workforce needs of
the Commission, including any critical
workforce needs that the Commission antici-
pates in the subsequent 5 fiscal years; and

(ii) further skillsets that are or will be
needed for the Commission to fulfill the li-
censing and oversight responsibilities of the
Commission; and

(C) the plans of the Commission to assess,
develop, and implement updated staff per-
formance standards, training procedures, and
schedules.

(8) REPORT ON ATTRITION AND EFFECTIVE-
NESS.—Not later than September 30, 2032, the
Commission shall submit to the Committees
on Appropriations and Environment and
Public Works of the Senate and the Commit-
tees on Appropriations and Energy and Com-
merce of the House of Representatives a re-
port that—

(A) describes the attrition levels with re-
spect to the term-limited appointments
made under paragraph (2), including, with re-
spect to persons leaving a position before
completion of the applicable term of service,
the average length of service as a percentage
of the term of service;

(B) provides the views of the Commission
on the effectiveness of the authorities pro-
vided by paragraphs (2) and (3) in helping the
Commission fulfill the mission of the Com-
mission; and

(C) makes recommendations with respect
to whether the authorities provided by para-
graphs (2) and (3) should be continued, modi-
fied, or discontinued.

(w) COMMISSION CORPORATE SUPPORT FUND-
ING.—

(1) REPORT.—Not later than 3 years after
the date of enactment of this Act, the Com-
mission shall submit to the appropriate com-
mittees of Congress and make publicly avail-
able a report that describes—

(A) the progress on the implementation of
section 102(a)(3) of the Nuclear Energy Inno-
vation and Modernization Act (42 U.S.C.
2215(a)(3)); and

(B) whether the Commission is meeting
and is expected to meet the total budget au-
thority caps required for corporate support
under that section.

(2) LIMITATION ON CORPORATE SUPPORT
cosTs.—Section 102(a)(3) of the Nuclear En-
ergy Innovation and Modernization Act (42
U.S.C. 2215(a)(3)) is amended by striking sub-
paragraphs (B) and (C) and inserting the fol-
lowing:
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‘“(B) 30 percent for fiscal year 2024 and each
fiscal year thereafter.”.

(3) CORPORATE SUPPORT COSTS CLARIFICA-
TION.—Paragraph (9) of section 3 of the Nu-
clear Energy Innovation and Modernization
Act (42 U.S.C. 2215 note; Public Law 115-439)
(as redesignated by subsection (g)(1)(A)) is
amended—

(A) by striking ‘“The term’ and inserting
the following:

‘‘(A) IN GENERAL.—The term”’; and

(B) by adding at the end the following:

‘(B) EXCLUSIONS.—The term ‘corporate
support costs’ does not include—

‘(i) costs for rent and utilities relating to
any and all space in the Three White Flint
North building that is not occupied by the
Commission; or

‘(i) costs for salaries, travel, and other
support for the Office of the Commission.”’.

(x) PERFORMANCE AND REPORTING UP-
DATE.—Section 102(c) of the Nuclear Energy
Innovation and Modernization Act (42 U.S.C.
2215(c)) is amended—

(1) in paragraph (3)—

(A) in the paragraph heading, by striking
‘180"’ and inserting ‘“90’’; and

(B) by striking 180 and inserting ‘‘90’’;
and

(2) by adding at the end the following:

‘(4) PERIODIC UPDATES TO METRICS AND
SCHEDULES.—

“(A) REVIEW AND ASSESSMENT.—Not less
frequently than once every 3 years, the Com-
mission shall review and assess, based on the
licensing and regulatory activities of the
Commission, the performance metrics and
milestone schedules established under para-
graph (1).

‘(B) REVISIONS.—After each review and as-
sessment under subparagraph (A), the Com-
mission shall revise and improve, as appro-
priate, the performance metrics and mile-
stone schedules described in that subpara-
graph to provide the most efficient metrics
and schedules reasonably achievable.”.

(y) NUCLEAR CLOSURE COMMUNITIES.—

(1) DEFINITIONS.—In this subsection:

(A) COMMUNITY ADVISORY BOARD.—The term
‘‘community advisory board’” means a com-
munity committee or other advisory organi-
zation that aims to foster communication
and information exchange between a licensee
planning for and involved in decommis-
sioning activities and members of the com-
munity that decommissioning activities may
affect.

(B) DECOMMISSION.—The term ‘‘decommis-
sion’’ has the meaning given the term in sec-
tion 50.2 of title 10, Code of Federal Regula-
tions (or successor regulations).

(C) ELIGIBLE RECIPIENT.—The term ‘‘eligi-
ble recipient’” has the meaning given the
term in section 3 of the Public Works and
Economic Development Act of 1965 (42 U.S.C.
3122).

(D) LICENSEE.—The term ‘‘licensee” has
the meaning given the term in section 50.2 of
title 10, Code of Federal Regulations (or suc-
cessor regulations).

(E) NUCLEAR CLOSURE COMMUNITY.—The
term ‘‘nuclear closure community’’ means a
unit of local government, including a coun-
ty, city, town, village, school district, or spe-
cial district, that has been impacted, or rea-
sonably demonstrates to the satisfaction of
the Secretary that it will be impacted, by a
nuclear power plant licensed by the Commis-
sion that—

(i) is not co-located with an operating nu-
clear power plant;

(ii) is at a site with spent nuclear fuel; and

(iii) as of the date of enactment of this
Act—

(I) has ceased operations; or

(IT) has provided a written notification to
the Commission that it will cease oper-
ations.
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(F) SECRETARY.—The term ¢Secretary’”’
means the Secretary of Commerce, acting
through the Assistant Secretary of Com-
merce for Economic Development.

(2) ESTABLISHMENT.—Not later than 180
days after the date of enactment of this Act,
the Secretary shall establish a grant pro-
gram to provide grants to eligible recipi-
ents—

(A) to assist with economic development in
nuclear closure communities; and

(B) to fund community advisory boards in
nuclear closure communities.

(3) REQUIREMENT.—In carrying out this
subsection, to the maximum extent prac-
ticable, the Secretary shall implement the
recommendations described in the report
submitted to Congress under section 108 of
the Nuclear Energy Innovation and Mod-
ernization Act (Public Law 115-439; 132 Stat.
5577) entitled ‘‘Best Practices for Establish-
ment and Operation of Local Community Ad-
visory Boards Associated with Decommis-
sioning Activities at Nuclear Power Plants’’.

(4) DISTRIBUTION OF FUNDS.—The Secretary
shall establish a formula to ensure, to the
maximum extent practicable, geographic di-
versity among grant recipients under this
subsection.

(5) AUTHORIZATION OF APPROPRIATIONS.—

(A) IN GENERAL.—There are authorized to
be appropriated to the Secretary—

(i) to carry out paragraph (2)(A), $35,000,000
for each of fiscal years 2023 through 2028; and

(ii) to carry out paragraph (2)(B), $5,000,000
for each of fiscal years 2023 through 2025.

(B) AVAILABILITY.—Amounts made avail-
able under this subsection shall remain
available for a period of 5 years beginning on
the date on which the amounts are made
available.

(C) NO OFFSET.—None of the funds made
available under this subsection may be used
to offset the funding for any other Federal
program.

(z) TECHNICAL CORRECTION.—Section 104 c.
of the Atomic Energy Act of 1954 (42 U.S.C.
2134(c)) is amended—

(1) by striking the third sentence and in-
serting the following:

¢(3) LIMITATION ON UTILIZATION FACILI-
TIES.—The Commission may issue a license
under this section for a utilization facility
useful in the conduct of research and devel-
opment activities of the types specified in
section 31 if—

‘“(A) not more than 75 percent of the an-
nual costs to the licensee of owning and op-
erating the facility are devoted to the sale,
other than for research and development or
education and training, of—

‘(i) nonenergy services;

‘“(ii) energy; or

‘‘(iii) a combination of nonenergy services
and energy; and

‘“(B) not more than 50 percent of the an-
nual costs to the licensee of owning and op-
erating the facility are devoted to the sale of
energy.”’;

(2) in the second sentence, by striking
“The Commission’” and inserting the fol-
lowing:

‘(2) REGULATION.—The Commission’’; and

(3) by striking ‘‘c. The Commission” and
inserting the following:

‘‘c. RESEARCH AND DEVELOPMENT ACTIVI-
TIES.—

‘(1) IN GENERAL.—Subject to paragraphs (2)
and (3), the Commission”’.

(aa) REPORT ON ENGAGEMENT WITH THE
GOVERNMENT OF CANADA WITH RESPECT TO
NUCLEAR WASTE ISSUES IN THE GREAT LAKES
BASIN.—Not later than 1 year after the date
of enactment of this Act, the Commission
shall submit to Congress a report describing
any engagement between the Commission
and the Government of Canada with respect
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to nuclear waste issues in the Great Lakes
Basin.

SA 797. Mr. SCHUMER (for himself,
Mr. ROUNDS, Mr. RUBIO, Mrs. GILLI-
BRAND, Mr. YOUNG, and Mr. HEINRICH)
submitted an amendment intended to
be proposed by him to the bill S. 2226,
to authorize appropriations for fiscal
year 2024 for military activities of the
Department of Defense, for military
construction, and for defense activities
of the Department of Energy, to pre-
scribe military personnel strengths for
such fiscal year, and for other pur-
poses; which was ordered to lie on the
table; as follows:

At the appropriate place, insert the fol-
lowing:

TITLE —UNIDENTIFIED ANOMALOUS

PHENOMENA DISCLOSURE
SEC. 01. SHORT TITLE.

This title may be cited as the ‘“‘Unidenti-
fied Anomalous Phenomena Disclosure Act
of 2023”" or the “UAP Disclosure Act of 2023"".
SEC.  02. FINDINGS, DECLARATIONS, AND PUR-

POSES.

(a) FINDINGS AND DECLARATIONS.—Congress
finds and declares the following:

(1) All Federal Government records related
to unidentified anomalous phenomena
should be preserved and centralized for his-
torical and Federal Government purposes.

(2) All Federal Government records con-
cerning unidentified anomalous phenomena
should carry a presumption of immediate
disclosure and all records should be eventu-
ally disclosed to enable the public to become
fully informed about the history of the Fed-
eral Government’s knowledge and involve-
ment surrounding unidentified anomalous
phenomena.

(3) Legislation is necessary to create an en-
forceable, independent, and accountable
process for the public disclosure of such
records.

(4) Legislation is necessary because cred-
ible evidence and testimony indicates that
Federal Government unidentified anomalous
phenomena records exist that have not been
declassified or subject to mandatory declas-
sification review as set forth in Executive
Order 13526 (50 U.S.C. 3161 note; relating to
classified national security information) due
in part to exemptions under the Atomic En-
ergy Act of 1954 (42 U.S.C. 2011 et seq.), as
well as an over-broad interpretation of
“transclassified foreign nuclear informa-
tion”’, which is also exempt from mandatory
declassification, thereby preventing public
disclosure under existing provisions of law.

(5) Legislation is necessary because section
552 of title 5, United States Code (commonly
referred to as the ‘“‘Freedom of Information
Act”), as implemented by the Executive
branch of the Federal Government, has prov-
en inadequate in achieving the timely public
disclosure of Government unidentified anom-
alous phenomena records that are subject to
mandatory declassification review.

(6) Legislation is necessary to restore prop-
er oversight over unidentified anomalous
phenomena records by elected officials in
both the executive and legislative branches
of the Federal Government that has other-
wise been lacking as of the enactment of this
Act.

(7) Legislation is necessary to afford com-
plete and timely access to all knowledge
gained by the Federal Government con-
cerning unidentified anomalous phenomena
in furtherance of comprehensive open sci-
entific and technological research and devel-
opment essential to avoiding or mitigating
potential technological surprise in further-
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ance of urgent national security concerns
and the public interest.

(b) PURPOSES.—The purposes of this title
are—

(1) to provide for the creation of the un-
identified anomalous phenomena Records
Collection at the National Archives and
Records Administration; and

(2) to require the expeditious public trans-
mission to the Archivist and public disclo-
sure of such records.

SEC.  03. DEFINITIONS.

In this title:

(1) ARCHIVIST.—The term ‘‘Archivist”
means the Archivist of the United States.

(2) CLOSE OBSERVER.—The term ‘‘close ob-
server’” means anyone who has come into
close proximity to unidentified anomalous
phenomena or non-human intelligence.

(3) COLLECTION.—The term ‘‘Collection’
means the Unidentified Anomalous Phe-

nomena Records Collection established
under section  04.

(4) CONTROLLED DISCLOSURE CAMPAIGN
PLAN.—The term ‘‘Controlled Disclosure

Campaign Plan” means the Controlled Dis-
closure Campaign Plan required by section
09(c)(3).

(5) CONTROLLING AUTHORITY.—The term
‘“‘controlling authority’ means any Federal,
State, or local government department, of-
fice, agency, committee, commission, com-
mercial company, academic institution, or
private sector entity in physical possession
of technologies of unknown origin or biologi-
cal evidence of non-human intelligence.

(6) EXECUTIVE AGENCY.—The term ‘‘Execu-
tive agency’ means an Executive agency, as
defined in subsection 552(f) of title 5, United
States Code.

(7) GOVERNMENT OFFICE.—The term ‘‘Gov-
ernment office’” means any department, of-
fice, agency, committee, or commission of
the Federal Government and any inde-
pendent office or agency without exception
that has possession or control, including via
contract or other agreement, of unidentified
anomalous phenomena records.

(8) IDENTIFICATION AID.—The term ‘‘identi-
fication aid” means the written description
prepared for each record, as required in sec-
tion 04.

(9) LEADERSHIP OF CONGRESS.—The term
‘‘leadership of Congress’” means—

(A) the majority leader of the Senate;

(B) the minority leader of the Senate;

(C) the Speaker of the House of Represent-
atives; and

(D) the minority leader of the House of
Representatives.

(10) LEGACY PROGRAM.—The term ‘‘legacy
program’’ means all Federal, State, and local
government, commercial industry, academic,
and private sector endeavors to collect, ex-
ploit, or reverse engineer technologies of un-
known origin or examine biological evidence
of living or deceased non-human intelligence
that pre-dates the date of the enactment of
this Act.

(11) NATIONAL ARCHIVES.—The term ‘‘Na-
tional Archives” means the National Ar-
chives and Records Administration and all
components thereof, including presidential
archival depositories established under sec-
tion 2112 of title 44, United States Code.

(12) NON-HUMAN INTELLIGENCE.—The term
‘“‘non-human intelligence’” means any sen-
tient intelligent non-human lifeform regard-
less of nature or ultimate origin that may be
presumed responsible for unidentified anom-
alous phenomena or of which the Federal
Government has become aware.

(13) ORIGINATING BODY.—The term ‘‘origi-
nating body” means the Executive agency,
Federal Government commission, committee
of Congress, or other Governmental entity
that created a record or particular informa-
tion within a record.
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(14) PROSAIC ATTRIBUTION.—The term ‘‘pro-
saic attribution” means having a human (ei-
ther foreign or domestic) origin and oper-
ating according to current, proven, and gen-
erally understood scientific and engineering
principles and established laws-of-nature and
not attributable to non-human intelligence.

(15) PUBLIC INTEREST.—The term ‘‘public
interest’” means the compelling interest in
the prompt public disclosure of unidentified
anomalous phenomena records for historical
and Governmental purposes and for the pur-
pose of fully informing the people of the
United States about the history of the Fed-
eral Government’s knowledge and involve-
ment surrounding unidentified anomalous
phenomena.

(16) RECORD.—The term ‘‘record’ includes
a book, paper, report, memorandum, direc-
tive, email, text, or other form of commu-
nication, or map, photograph, sound or video
recording, machine-readable material, com-
puterized, digitized, or electronic informa-
tion, including intelligence, surveillance, re-
connaissance, and target acquisition sensor
data, regardless of the medium on which it is
stored, or other documentary material, re-
gardless of its physical form or characteris-
tics.

(17) REVIEW BOARD.—The term ‘‘Review
Board” means the Unidentified Anomalous
Phenomena Records Review Board estab-
lished by section  07.

(18) TECHNOLOGIES OF UNKNOWN ORIGIN.—
The term ‘‘technologies of unknown origin’’
means any materials or meta-materials,
ejecta, crash debris, mechanisms, machin-
ery, equipment, assemblies or sub-assem-
blies, engineering models or processes, dam-
aged or intact aerospace vehicles, and dam-
aged or intact ocean-surface and undersea
craft associated with unidentified anomalous
phenomena or incorporating science and
technology that lacks prosaic attribution or
known means of human manufacture.

(199 TEMPORARILY NON-ATTRIBUTED OB-
JECTS.—

(A) IN GENERAL.—The term ‘‘temporarily
non-attributed objects’” means the class of
objects that temporarily resist prosaic attri-
bution by the initial observer as a result of
environmental or system limitations associ-
ated with the observation process that nev-
ertheless ultimately have an accepted
human origin or known physical cause. Al-
though some unidentified anomalous phe-
nomena may at first be interpreted as tem-
porarily non-attributed objects, they are not
temporarily non-attributed objects, and the
two categories are mutually exclusive.

(B) INCLUSION.—The term ‘‘temporarily
non-attributed objects’ includes—

(i) natural celestial, meteorological, and
undersea weather phenomena;

(ii) mundane human-made airborne ob-
jects, clutter, and marine debris;

(iii) Federal, State, and local government,
commercial industry, academic, and private
sector aerospace platforms;

(iv) Federal, State, and local government,
commercial industry, academic, and private
sector ocean-surface and undersea vehicles;
and

(v) known foreign systems.

(20) THIRD AGENCY.—The term ‘‘third agen-
cy” means a Government agency that origi-
nated a unidentified anomalous phenomena
record that is in the possession of another
Government agency.

(21) UNIDENTIFIED
NOMENA.—

(A) IN GENERAL.—The term ‘‘unidentified
anomalous phenomena’ means any object
operating or judged capable of operating in
outer-space, the atmosphere, ocean surfaces,
or undersea lacking prosaic attribution due
to performance characteristics and prop-
erties not previously known to be achievable
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