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REMOVING OUR UNSECURE TECHNOLOGIES TO ENSURE

RELIABILITY AND SECURITY ACT

May 14, 2024.—Committed to the Committee of the Whole House on the State of

the Union and ordered to be printed

Mrs. RODGERS of Washington, from the Committee on Energy and

Commerce, submitted the following

REPORT

[To accompany H.R. 7589]

The Committee on Energy and Commerce, to whom was referred
the bill (H.R. 7589) to direct the Secretary of Commerce, acting
through the Assistant Secretary of Commerce for Communications
and Information, to conduct a study of the national security risks
posed by consumer routers, modems, and devices that combine a
modem and router, and for other purposes, having considered the
same, reports favorably thereon without amendment and rec-

ommends that the bill do pass.
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PURPOSE AND SUMMARY

H.R. 7589, the “Removing Our Unsecure Technologies to Ensure
Reliability and Security Act” or the “ROUTERS Act” would direct
the Secretary of Commerce (Secretary), acting through the Assist-
ant Secretary of Commerce for Communications and Information,
to conduct a study on the national security risks posed by con-
sumer routers, modems, and combined modem-router devices de-
signed, developed, manufactured, or supplied by entities with ties
to foreign adversaries. The Secretary would be required to submit
a report to Congress on the findings of this study within one year
of the enactment of the Act.

BACKGROUND AND NEED FOR LEGISLATION

Routers and modems are key components of the communications
ecosystem. They are the equipment through which users and de-
vices connect to the internet. As a result, they are critical to com-
munications networks and a significant amount of data flows
through this equipment.

But routers and modems can include cybersecurity
vulnerabilities, opening them up to attacks from bad actors. In-
deed, the Cybersecurity and Infrastructure Security Agency (CISA)
and the National Institute of Standards and Technology (NIST)
have found vulnerabilities in routers that could be exploited for
cyberattacks.!

These vulnerabilities are especially problematic with routers and
modems produced by entities with ties to foreign adversaries, par-
ticularly the Chinese Communist Party (CCP) in the People’s Re-
public of China (PRC). The PRC “probably currently represents the
broadest, most active, and persistent cyber espionage threat to U.S.
Government and private-sector networks.”2 Indeed, the CCP could
exploit several PRC laws to force China-based companies to share
the information that the companies collect on Americans or to sell
unsecure equipment in the United States that the CCP could ex-
ploit for cyberattacks or espionage. For example, under the PRC’s
National Intelligence Law of 2017, the government can require in-
dividuals and entities to support its intelligence services, including
by providing data without regard to where that data was collected
and without any mechanism of due process.3 Additionally, the 2021
Data Security Law expands the PRC’s access to and control of com-
panies and data within China and imposes strict penalties on
China-based businesses for non-compliance. And the 2021 Cyber
Vulnerability Reporting Law requires Chinese-based companies to
disclose cyber vulnerabilities found in their systems or software to
PRC authorities prior to any public disclosure or sharing overseas.*
Given this, the CCP has the ability to exploit these laws by forcing

1 https://www.cisa.gov/news-events/alerts/2023/05/01/cisa-adds-three-known-exploited-
vulnerabilities-catalog; “National Vulnerability Database,” National Institute of Standards and
Technology, March 23, 2023, https:/nvd.nist.gov/vuln/detail/CVE-2023-27078.

2 https://www.dni.gov/files/fODNI/documents/assessments/ATA-2023-Unclassified-Report.pdf at
10

3U.S. DEPARTMENT OF HOMELAND SECURITY, OFFICE OF STRATEGY, POLICY & PLANS, DATA SE-
CURITY BUSINESS ADVISORY: RISKS AND CONSIDERATION FOR BUSINESSES USING DATA SERVICES
AND EQUIPMENT FROM FIRMS LINKED TO THE PEOPLE’S REPUBLIC OF CHINA at 6 (December 22,
2020),df https://www.dhs.gov/sites/default/files/publications/20_1222_ data-security-business-advi-
sory.pdf.

4 https://www.dni.gov/files/NCSC/documents/SafeguardingOurFuture/FINAL NCSC _SOF
Bulletin PRC Laws.pdf.
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router and modem manufacturers in China to turn over data that
flows through the equipment they produce or to sell vulnerable
modem and router equipment to consumers in the United States.

COMMITTEE ACTION

On January 11, 2024, the Subcommittee on Communications and
Technology held a hearing on cybersecurity matters. The hearing
title was “Safeguarding Americans’ Communications: Strength-
ening Cybersecurity in a Digital Era.” The Subcommittee received
testimony from:

¢ Jim Richberg, Head of Cyber Policy, Fortinet;

e Tobin Richardson, President and CEO, Connectivity
Standards Alliance;

e Clete Johnson, Senior Fellow, Center for Strategic and
International Studies; and

e Alan Butler, Executive Director and President, Electronic
Privacy Information Center.

On February 15, 2024, the Subcommittee on Communications
and Technology held a hearing on H.R. 7589. The title of the hear-
ing was “Securing Communications Networks from Foreign Adver-
saries.” The Subcommittee received testimony from:

e James Lewis, Senior Vice President, Center for Strategic
and International Studies;

e Craig Singleton, China Program Senior Director and Sen-
ior Fellow, Foundation of Defense of Democracies; and

e Lindsay Gorman, Senior Fellow for Emerging Tech-
nologies, German Marshall Fund’s Alliance for Securing De-
mocracy.

On March 12, 2024, the Subcommittee on Communications and
Technology met in open markup session and forwarded H.R. 7589,
without amendment, to the full Committee by vote of 23 yeas and
0 nays.

On March 20, 2024, the full Committee on Energy and Com-
merce met in open markup session and ordered H.R. 7589, without
amendment, favorably reported to the House by a record vote of 43
yeas and 0 nays.

COMMITTEE VOTES

Clause 3(b) of rule XIII requires the Committee to list the record
votes on the motion to report legislation and amendments thereto.
The following reflects the record votes taken during the Committee
consideration:
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118TH CONGRESS

ROLL CALL VOTE # 4

COMMITTEE ON ENERGY AND COMMERCE

BILL: H.R. 7589, Removing Our Unsecure Technologies to Ensure Reliability and Security (ROUTERS) Act

AMENDMENT: A motion by Chair Rodgers to order H.R. 7589 favorably reported to the House, without
amendment (Final Passage)

DISPOSITION: AGREED TO, by aroll call vote of 43 yeas to 0 nays.

REPRESENTATIVE | YEAS | NAYS | PRESENT | REPRESENTATIVE | YEAS | NAYS | PRESENT
Rep. Rodgers X Rep. Pallone X
Rep. Burgess X Rep. Eshoo X
Rep. Latta X Rep. DeGette
Rep. Guthrie X Rep. Schakowsky X
Rep. Griffith X Rep. Matsui X
Rep. Bilirakis X Rep. Castor X
Rep. Bucshon X Rep. Sarbanes X
Rep. Hudson Rep. Tonko X
Rep. Walberg X Rep. Clarke X
Rep. Carter Rep. Cardenas X
Rep. Duncan X Rep. Ruiz X
Rep. Palmer X Rep. Peters X
Rep. Dunn X Rep. Dingell X
Rep. Curtis Rep. Veasey X
Rep. Lesko X Rep. Kuster X
Rep. Pence X Rep. Kelly
Rep. Crenshaw X Rep. Barragén X
Rep. Joyce X ch‘ Blunt Rochester
Rep. Armstrong Rep. Soto X
Rep. Weber Rep. Craig X
Rep. Allen X Rep. Schrier X
Rep. Balderson X Rep. Trahan X
Rep. Fulcher X Rep. Fletcher X
Rep. Pfluger X
Rep. Harshbarger X
Rep. Miller-Meeks X
Rep. Cammack X
Rep. Obernolte X

03/20/2024
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OVERSIGHT FINDINGS AND RECOMMENDATIONS

Pursuant to clause 2(b)(1) of rule X and clause 3(c)(1) of rule
XIII, the Committee held hearings and made findings that are re-
flected in this report.

NEW BUDGET AUTHORITY, ENTITLEMENT AUTHORITY, AND TAX
EXPENDITURES

Pursuant to clause 3(c)(2) of rule XIII, the Committee finds that
H.R. 7589 would result in no new or increased budget authority,
entitlement authority, or tax expenditures or revenues.

CONGRESSIONAL BUDGET OFFICE ESTIMATE

Pursuant to clause 3(c)(3) of rule XIII, the following is the cost
estimate provided by the Congressional Budget Office pursuant to
section 402 of the Congressional Budget Act of 1974. At the time
this report was filed, the cost estimate prepared by the Director of
the Congressional Budget Office pursuant to section 402 of the
Congressional Budget Act of 1974 was not available.

FEDERAL MANDATES STATEMENT

The Committee adopts as its own the estimate of Federal man-
dates prepared by the Director of the Congressional Budget Office
pursuant to section 423 of the Unfunded Mandates Reform Act.

STATEMENT OF GENERAL PERFORMANCE GOALS AND OBJECTIVES

Pursuant to clause 3(c)(4) of rule XIII, the general performance
goal or objective of this legislation is to study the national security
risks associated with routers, modems, and combined modem-rout-
er devices that are designed, developed, manufactured, or supplied
by entities affiliated with foreign adversaries.

DUPLICATION OF FEDERAL PROGRAMS

Pursuant to clause 3(c)(5) of rule XIII, no provision of H.R. 7589
is known to be duplicative of another Federal program, including
any program that was included in a report to Congress pursuant
to section 21 of Public Law 111-139 or the most recent Catalog of
Federal Domestic Assistance.

RELATED COMMITTEE AND SUBCOMMITTEE HEARINGS

Pursuant to clause 3(c)(6) of rule XIII, the following related hear-
ings were used to develop or consider H.R. 7589:

e On January 11, 2024, the Subcommittee on Communica-
tions and Technology held a hearing on cybersecurity matters.
The hearing title was “Safeguarding Americans’ Communica-
tions: Strengthening Cybersecurity in a Digital Era.” The Sub-
committee received testimony from:

© Jim Richberg, Head of Cyber Policy, Fortinet;

© Tobin Richardson, President and CEO, Connectivity
Standards Alliance;

© Clete Johnson, Senior Fellow, Center for Strategic
and International Studies; and

©o Alan Butler, Executive Director and President, Elec-
tronic Privacy Information Center.
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e On February 15, 2024, the Subcommittee on Communica-
tions and Technology held a hearing on H.R. 7589. The hearing
was title was “Securing Communications Networks from For-
eign Adversaries.” The Subcommittee received testimony from:

°o James Lewis, Senior Vice President, Center for Stra-
tegic and International Studies;

© Craig Singleton, China Program Senior Director and
Senior Fellow, Foundation of Defense of Democracies; and

© Lindsay Gorman, Senior Fellow for Emerging Tech-
nologies, German Marshall Fund’s Alliance for Securing
Democracy.

COMMITTEE COST ESTIMATE

Pursuant to clause 3(d)(1) of rule XIII, the Committee adopts as
its own the cost estimate prepared by the Director of the Congres-
sional Budget Office pursuant to section 402 of the Congressional
Budget Act of 1974. At the time this report was filed, the estimate
was not available.

EARMARK, LIMITED TAX BENEFITS, AND LIMITED TARIFF BENEFITS

Pursuant to clause 9(e), 9(f), and 9(g) of rule XXI, the Committee
finds that H.R. 7589 contains no earmarks, limited tax benefits, or
limited tariff benefits.

ADVISORY COMMITTEE STATEMENT

No advisory committees within the meaning of Section 5(b) of the
Federal Advisory Committee Act were created by this legislation.

APPLICABILITY TO LEGISLATIVE BRANCH

The Committee finds that the legislation does not relate to the
terms and conditions of employment or access to public services or
accommodations within the meaning of section 102(b)(3) of the Con-
gressional Accountability Act.

SECTION-BY-SECTION ANALYSIS OF THE LEGISLATION

Section 1. Short title

This section would provide that the Act may be cited as the “Re-
moving Our Unsecure Technologies to Ensure Reliability and Secu-
rity Act” or the “ROUTERS Act.”

Section 2. Study of national security risks posed by certain routers
and modems

Subsection (a) would direct the Secretary of Commerce (Sec-
retary) to conduct a study on the national security risks posed by
consumer routers, modems, and combined modem-router devices
that are designed, developed, manufactured, or supplied by entities
affiliated with foreign adversaries, which are defined to mean the
People’s Republic of China, the Russian Federation, the Islamic Re-
public of Iran, and the Democratic People’s Republic of North
Korea.

Subsection (b) would direct the Secretary to submit a detailed re-
port on the results of the study to the Committee on Energy and
Commerce of the House of Representatives and the Committee on
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Commerce, Science, and Transportation of the Senate within one
year of the Act’s enactment.

Subsection (¢) would define terms used in this section, including
that the term “Secretary” means the Secretary of Commerce acting
through the Assistant Secretary of Commerce for Communications
and Information.

CHANGES IN EXISTING LAW MADE BY THE BILL, AS REPORTED

This legislation does not amend any existing Federal statute.

O
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