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Furthermore, the following inter-
national agencies have recommended
the use of medical marijuana: the Ca-
nadian government, the British Med-
ical Association, the French Ministry
of Health, the Israel Health Ministry,
and the Australian National Task
Force on Cannabis.

Even the DEA has registered eight
researchers to further examine the pos-
sible medicinal benefits of smoking
marijuana.

This obviously is an ongoing debate.
The citizens and legislatures of ten
states have spoken. | believe the DEA
should suspend its raids of medical
marijuana providers in these states and
place such efforts at the bottom of its
list of priorities.

Since Ms. Tandy is unwilling to yield
at all on this point, | respectfully op-
pose her nomination.

———

LEGISLATIVE SESSION

The PRESIDING OFFICER. Under
the previous order, the Senate will re-
turn to legislative session.

———

STATE CHILDREN’S HEALTH
INSURANCE PROGRAM

Mr. SUNUNU. Mr. President, | ask
unanimous consent that the Senate
proceed to the immediate consider-
ation of H.R. 2854.

The PRESIDING OFFICER.
clerk will report the bill by title.

The legislative clerk read as follows:

A bill (H.R. 2854) to amend title XXI of the
Social Security Act to extend the avail-
ability of allotments for fiscal years 1998
through 2001 under the State Children’s
Health Insurance Program, and for other
purposes.

There being no objection, the Senate
proceeded to consider the bill.

Mr. SUNUNU. Mr. President, | ask
unanimous consent that the bill be
read a third time and passed, the mo-
tion to reconsider be laid upon the
table, and that any statements regard-
ing this matter be printed in the
RECORD.

The PRESIDING OFFICER. Without
objection, it is so ordered.

The bill (H.R. 2854) was read the third
time and passed.

——————

SOCIAL SECURITY ACT
AMENDMENT

Mr. SUNUNU. Mr. President, | ask
unanimous consent that the Senate
proceed to the immediate consider-
ation of S. 1547 introduced earlier
today by Senators BINGAMAN and
DOMENICI.

The PRESIDING OFFICER.
clerk will report the bill by title.

The legislative clerk read as follows:

A bill (S. 1547) to amend title XXI of the
Social Security Act to make a technical cor-
rection with respect to the definition of
qualifying State.

There being no objection, the Senate
proceeded to consider the bill.

Mr. SUNUNU. Mr. President, | ask
unanimous consent that the bill be
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read three times and passed, the mo-
tion to reconsider be laid upon the
table, and that any statements relating
thereto be printed in the RECORD, with-
out intervening action or debate.

The PRESIDING OFFICER. Without
objection, it is so ordered.

The bill (S. 1547) was read the third
time and passed as follows:

S. 1547

Be it enacted by the Senate and House of Rep-
resentatives of the United States of America in
Congress assembled,
SECTION 1. TECHNICAL CORRECTION RELATING

TO THE DEFINITION OF QUALIFYING

STATE UNDER TITLE XXI OF THE SO-
CIAL SECURITY ACT.

Effective as if included in the enactment of
H.R. 2854, 108th Congress, section 2105(g)(2) of
the Social Security Act, as added by section
1(b) of H.R. 2854, 108th Congress, as passed by
the House of Representatives on July 25,
2003, is amended by striking ‘185" the first
place it appears and inserting ‘“184”.

———

FAMILY FARMER BANKRUPTCY
RELIEF ACT OF 2003

Mr. SUNUNU. Mr. President, | ask
unanimous consent that the Senate im-
mediately proceed to the consideration
of H.R. 2465.

The PRESIDING OFFICER.
clerk will report the bill by title.

The legislative clerk read as follows:

A bill (H.R. 2465) to extend for six months
the period for which chapter 12 of title 11 the
United States Code is reenacted.

There being no objection, the Senate
proceeded to consider the bill.

Mr. SUNUNU. Mr. President, | ask
unanimous consent that the bill be
read a third time and passed, the mo-
tion to reconsider be laid upon the
table, and that any statements relating
thereto be printed in the RECORD.

The PRESIDING OFFICER. Without
objection, it is so ordered.

The bill (H.R. 2465) was read the third
time and passed.

——

INTELLIGENCE AUTHORIZATION
ACT FOR FISCAL YEAR 2004

Mr. SUNUNU. Mr. President, | ask
unanimous consent that the Senate
proceed to the immediate consider-
ation of Calendar No. 172, S. 1025.

The PRESIDING OFFICER.
clerk will report the bill by title.

The assistant legislative clerk read
as follows:

A bill (S. 1025) to authorize appropriations
for fiscal year 2004 for intelligence and intel-
ligence-related activities of the United
States Government, the Community Man-
agement Account, and the Central Intel-
ligence Agency Retirement and Disability
System, and for other purposes.

There being no objection, the Senate
proceeded to consider the bill, which
had been reported from the Select
Committee on Intelligence, with
amendments, as follows:

[Strike the parts shown in black brackets
and insert the part shown in italic.]

S. 1025

Be it enacted by the Senate and House of Rep-
resentatives of the United States of America in
Congress assembled,
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SECTION 1. SHORT TITLE; TABLE OF CONTENTS.
(a) SHORT TITLE.—This Act may be cited as
the “Intelligence Authorization Act for Fis-
cal Year 2004,
(b) TABLE OF CONTENTS.—The table of con-
tents for this Act is as follows:
Sec. 1. Short title; table of contents.
TITLE I—INTELLIGENCE ACTIVITIES

Sec. 101. Authorization of appropriations.

Sec. 102. Classified schedule of authoriza-
tions.

Sec. 103. Personnel ceiling adjustments.

Sec. 104. Intelligence Community Manage-
ment Account.

Sec. 105. Incorporation of reporting require-
ments.

Sec. 106. Preparation and submittal of re-
ports, reviews, studies, and
plans relating to intelligence
activities of Department of De-
fense or Department of Energy.

TITLE II—CENTRAL INTELLIGENCE

AGENCY RETIREMENT AND DIS-

ABILITY SYSTEM

Sec. 201. Authorization of appropriations.

TITLE I1I—GENERAL PROVISIONS
Subtitle A—Recurring General Provisions

Sec. 301. Increase in employee compensation

and benefits authorized by law.

Sec. 302. Restriction on conduct of intel-
ligence activities.

Subtitle B—Intelligence

Modification of authority to obli-
gate and expend certain funds
for intelligence activities.

Modification of notice and wait re-
quirements on projects to con-
struct or improve intelligence
community facilities.

Use of funds for counterdrug and
counterterrorism activities for
Colombia.

Pilot program on analysis of sig-
nals and other intelligence by
intelligence analysts of various
elements of the intelligence
community.

Pilot program on training for intel-
ligence analysts.

Extension of National Commission
for the Review of the Research
and Development Programs of
the United States Intelligence
Community.

Subtitle C—Surveillance

Clarification and modification of
sunset of surveillance-related
amendments made by USA PA-
TRIOT ACT of 2001.

Subtitle D—Reports

Report on cleared insider threat to
classified computer networks.

Report on security background in-
vestigations and security clear-
ance procedures of the Federal
Government.

Report on detail of civilian intel-
ligence personnel among ele-
ments of the intelligence com-
munity and the Department of
Defense.

Report on modifications of policy
and law on classified informa-
tion to facilitate sharing of in-
formation for national security
purposes.

Report of Secretary of Defense and
Director of Central Intelligence
on strategic planning.

Report on United States depend-
ence on computer hardware and
software manufactured over-
seas.

Report on lessons learned from
military operations in Irag.

Sec. 311.

Sec. 312.

Sec. 313.

Sec. 314.

Sec. 315.

Sec. 316.

Sec. 321.

Sec. 331.

Sec. 332.

Sec. 333.

Sec. 334.

Sec. 335.

Sec. 336.

Sec. 337.
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Sec. 338. Reports on conventional weapons
and ammunition obtained by
Irag in violation of certain
United Nations Security Coun-
cil resolutions.

Repeal of certain report require-
ments relating to intelligence
activities.

Subtitle E—Other Matters

Extension of suspension of reorga-
nization of Diplomatic Tele-
communications Service Pro-
gram Office.

Modifications of authorities on ex-
plosive materials.

Modification of prohibition on the
naturalization of certain per-
sons.

Modification to definition of finan-
cial institution in the Right to
Financial Privacy Act.

Coordination of Federal Govern-
ment research on security eval-
uations.

Sec. 356. Technical amendments.

TITLE IV—CENTRAL INTELLIGENCE
AGENCY

Sec. 401. Amendment to certain Central In-
telligence Agency Act of 1949
notification requirements.

Sec. 402. Protection of certain Central Intel-
ligence Agency personnel from
tort liability.

Sec. 403. Repeal of obsolete limitation on
use of funds in Central Services
Working Capital Fund.

Sec. 404. Technical amendment to Federal
Information Security Manage-
ment Act of 2002.

TITLE V-DEPARTMENT OF DEFENSE
INTELLIGENCE MATTERS

[Sec. 501. Protection of operational files of
the National Security Agency.l

Sec. 501. Protection of operational files of the
National Security Agency.

[Sec. 502. Provision of affordable living
quarters for certain students
working at National Security
Agency laboratory.]

Sec. [503] 502. Protection of certain National Security Agency
personnel from tort liability.

[Sec. 504. Authority for intelligence commu-
nity elements of Department of
Defense to award personal serv-
ice contracts.]

TITLE I—INTELLIGENCE ACTIVITIES

SEC. 101. AUTHORIZATION OF APPROPRIATIONS.

Funds are hereby authorized to be appro-
priated for fiscal year 2004 for the conduct of
the intelligence and intelligence-related ac-
tivities of the following elements of the
United States Government:

(1) The Central Intelligence Agency.

(2) The Department of Defense.

(3) The Defense Intelligence Agency.

(4) The National Security Agency.

(5) The Department of the Army, the De-
partment of the Navy, and the Department
of the Air Force.

(6) The Department of State.

(7) The Department of the Treasury.

(8) The Department of Energy.

(9) The Federal Bureau of Investigation.

(10) The National Reconnaissance Office.

(11) The National Imagery and Mapping
Agency.

(12) The Coast Guard.

(13) The Department of Homeland Secu-
rity.

SEC. 102. CLASSIFIED SCHEDULE OF AUTHORIZA-

TIONS.

(a) SPECIFICATIONS OF AMOUNTS AND PER-
SONNEL CEILINGS.—The amounts authorized
to be appropriated under section 101, and the
authorized personnel ceilings as of Sep-

Sec. 339.

Sec. 351.

Sec. 352.

Sec. 353.

Sec. 354.

Sec. 355.
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tember 30, 2004, for the conduct of the intel-
ligence and intelligence-related activities of
the elements listed in such section, are those
specified in the classified Schedule of Au-
thorizations prepared to accompany the con-
ference report on the bill of the One
Hundred Eighth Congress.

(b) AVAILABILITY OF CLASSIFIED SCHEDULE
OF AUTHORIZATIONS.—The Schedule of Au-
thorizations shall be made available to the
Committees on Appropriations of the Senate
and House of Representatives and to the
President. The President shall provide for
suitable distribution of the Schedule, or of
appropriate portions of the Schedule, within
the executive branch.

SEC. 103. PERSONNEL CEILING ADJUSTMENTS.

(a) AUTHORITY FOR ADJUSTMENTS.—With
the approval of the Director of the Office of
Management and Budget, the Director of
Central Intelligence may authorize employ-
ment of civilian personnel in excess of the
number authorized for fiscal year 2004 under
section 102 when the Director of Central In-
telligence determines that such action is
necessary to the performance of important
intelligence functions, except that the num-
ber of personnel employed in excess of the
number authorized under such section may
not, for any element of the intelligence com-
munity, exceed 2 percent of the number of ci-
vilian personnel authorized under such sec-
tion for such element.

(b) NOTICE TO INTELLIGENCE COMMITTEES.—
The Director of Central Intelligence shall
promptly notify the Select Committee on In-
telligence of the Senate and the Permanent
Select Committee on Intelligence of the
House of Representatives whenever the Di-
rector exercises the authority granted by
this section.

SEC. 104. INTELLIGENCE COMMUNITY MANAGE-
MENT ACCOUNT.

(a) AUTHORIZATION OF APPROPRIATIONS.—
There is authorized to be appropriated for
the Intelligence Community Management
Account of the Director of Central Intel-
ligence for fiscal year 2004 the sum of
$198,390,000. Within such amount, funds iden-
tified in the classified Schedule of Author-
izations referred to in section 102(a) for ad-
vanced research and development shall re-
main available until September 30, 2005.

(b) AUTHORIZED PERSONNEL LEVELS.—The
elements within the Intelligence Community
Management Account of the Director of Cen-
tral Intelligence are authorized 310 full-time
personnel as of September 30, 2004. Personnel
serving in such elements may be permanent
employees of the Intelligence Community
Management Account or personnel detailed
from other elements of the United States
Government.

() CLASSIFIED AUTHORIZATIONS.—

(1) AUTHORIZATION OF APPROPRIATIONS.—In
addition to amounts authorized to be appro-
priated for the Intelligence Community Man-
agement Account by subsection (a), there are
also authorized to be appropriated for the In-
telligence Community Management Account
for fiscal year 2004 such additional amounts
as are specified in the classified Schedule of
Authorizations referred to in section 102(a).
Such additional amounts for research and
development shall remain available until
September 30, 2005.

(2) AUTHORIZATION OF PERSONNEL.—INn addi-
tion to the personnel authorized by sub-
section (b) for elements of the Intelligence
Community Management Account as of Sep-
tember 30, 2004, there are also authorized
such additional personnel for such elements
as of that date as are specified in the classi-
fied Schedule of Authorizations.

(d) REIMBURSEMENT.—EXcept as provided in
section 113 of the National Security Act of
1947 (50 U.S.C. 404h), during fiscal year 2004
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any officer or employee of the United States
or a member of the Armed Forces who is de-
tailed to the staff of the Intelligence Com-
munity Management Account from another
element of the United States Government
shall be detailed on a reimbursable basis, ex-
cept that any such officer, employee, or
member may be detailed on a nonreimburs-
able basis for a period of less than one year
for the performance of temporary functions
as required by the Director of Central Intel-
ligence.

(e) NATIONAL DRUG INTELLIGENCE CENTER.—

(1) IN GENERAL.—Of the amount authorized
to be appropriated in subsection (a),
$37,090,000 shall be available for the National
Drug Intelligence Center. Within such
amount, funds provided for research, devel-
opment, testing, and evaluation purposes
shall remain available until September 30,
2005, and funds provided for procurement
purposes shall remain available until Sep-
tember 30, 2006.

(2) TRANSFER OF FUNDS.—The Director of
Central Intelligence shall transfer to the At-
torney General funds available for the Na-
tional Drug Intelligence Center under para-
graph (1). The Attorney General shall utilize
funds so transferred for the activities of the
National Drug Intelligence Center.

(3) LIMITATION.—Amounts available for the
National Drug Intelligence Center may not
be used in contravention of the provisions of
section 103(d)(1) of the National Security Act
of 1947 (50 U.S.C. 403-3(d)(1)).

4) AUTHORITY.—Notwithstanding any
other provision of law, the Attorney General
shall retain full authority over the oper-
ations of the National Drug Intelligence Cen-
ter.

SEC. 105. INCORPORATION OF REPORTING RE-
QUIREMENTS.

(a) IN GENERAL.—Each requirement to sub-
mit a report to the congressional intel-
ligence committees that is included in the
joint explanatory statement to accompany
the conference report on the bill  of the
One Hundred Eighth Congress, or in the clas-
sified annex to this Act, is hereby incor-
porated into this Act, and is hereby made a
requirement in law.

(b) CONGRESSIONAL INTELLIGENCE COMMIT-
TEES DEFINED.—INn this section, the term
‘““‘congressional intelligence committees”
means—

(1) the Select Committee on Intelligence of
the Senate; and

(2) the Permanent Select Committee on In-
telligence of the House of Representatives.
SEC. 106. PREPARATION AND SUBMITTAL OF RE-

PORTS, REVIEWS, STUDIES, AND
PLANS RELATING TO INTELLIGENCE
ACTIVITIES OF DEPARTMENT OF DE-
FENSE OR DEPARTMENT OF EN-
ERGY.

(a) CONSULTATION IN PREPARATION.—(1) The
Director of Central Intelligence shall ensure
that any report, review, study, or plan re-
quired to be prepared or conducted by a pro-
vision of this Act, including a provision of
the classified Schedule of Authorizations re-
ferred to in section 102(a) or the classified
annex to this Act, that involves the intel-
ligence or intelligence-related activities of
the Department of Defense or the Depart-
ment of Energy is prepared or conducted in
consultation with the Secretary of Defense
or the Secretary of Energy, as appropriate.

(2) The Secretary of Defense or the Sec-
retary of Energy may carry out any con-
sultation required by this subsection
through an official of the Department of De-
fense or the Department of Energy, as the
case may be, designated by such Secretary
for that purpose.

(b) SUBMITTAL.—AnNYy report, review, study,
or plan referred to in subsection (a) shall be
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submitted, in addition to any other com-

mittee of Congress specified for submittal in

the provision concerned, to the following
committees of Congress:

(1) The Committees on Armed Services and
Appropriations and the Select Committee on
Intelligence of the Senate.

(2) The Committees on Armed Services and
Appropriations and the Permanent Select
Committee on Intelligence of the House of
Representatives.

TITLE II—CENTRAL INTELLIGENCE AGEN-
CY RETIREMENT AND DISABILITY SYS-
TEM

SEC. 201. AUTHORIZATION OF APPROPRIATIONS.
There is authorized to be appropriated for

the Central Intelligence Agency Retirement

and Disability Fund for fiscal year 2004 the
sum of $226,400,000.

TITLE III—GENERAL PROVISIONS
Subtitle A—Recurring General Provisions
SEC. 301. INCREASE IN EMPLOYEE COMPENSA-
TION AND BENEFITS AUTHORIZED

BY LAW.

Appropriations authorized by this Act for
salary, pay, retirement, and other benefits
for Federal employees may be increased by
such additional or supplemental amounts as
may be necessary for increases in such com-
pensation or benefits authorized by law.

SEC. 302. RESTRICTION ON CONDUCT OF INTEL-
LIGENCE ACTIVITIES.

The authorization of appropriations by
this Act shall not be deemed to constitute
authority for the conduct of any intelligence
activity which is not otherwise authorized
by the Constitution or the laws of the United
States.

Subtitle B—Intelligence

SEC. 311. MODIFICATION OF AUTHORITY TO OB-
LIGATE AND EXPEND CERTAIN
FUNDS FOR INTELLIGENCE ACTIVI-
TIES.

Section 504(a)(3) of the National Security
Act of 1947 (50 U.S.C. 414(a)(3)) is amended—

(1) by inserting ““and’ at the end of sub-
paragraph (A);

(2) by striking subparagraph (B); and

(3) by redesignating subparagraph (C) as
subparagraph (B).

SEC. 312. MODIFICATION OF NOTICE AND WAIT
REQUIREMENTS ON PROJECTS TO
CONSTRUCT OR IMPROVE INTEL-
LIGENCE COMMUNITY FACILITIES.

(a) INCREASE OF THRESHOLDS FOR NOTICE.—
Subsection (a) of section 602 of the Intel-
ligence Authorization Act for Fiscal Year
1995 (Public Law 103-359; 108 Stat. 3432; 50
U.S.C. 403-2b(a)) is amended—

(1) by striking ““$750,000"" each place it ap-
pears and inserting ‘“$5,000,000""; and

(2) by striking ““$500,000"" each place it ap-
pears and inserting ‘$1,000,000"".

(b) NOTICE AND WAIT REQUIREMENTS FOR
EMERGENCY PROJECTS.—Subsection (b)(2) of
that section is amended—

(1) by redesignating subparagraphs (A), (B),
and (C) as clauses (i), (ii), and (iii), respec-
tively;

(2) by inserting ““(A)”’ after ‘“(2) REPORT.—

(3) by striking ‘‘21-day period” and insert-
ing ““7-day period’’; and

(4) by adding at the end the following new
subparagraph:

““(B) Notwithstanding subparagraph (A), a
project referred to in paragraph (1) may
begin on the date the notification is received
by the appropriate committees of Congress
under that paragraph if the Director of Cen-
tral Intelligence and the Secretary of De-
fense jointly determine that—

“(i) an emergency exists with respect to
the national security or the protection of
health, safety, or environmental quality; and

“(ii) any delay in the commencement of
the project would harm any or all of those
interests.”.
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SEC. 313. USE OF FUNDS FOR COUNTERDRUG
AND COUNTERTERRORISM ACTIVI-
TIES FOR COLOMBIA.

(&) AUTHORITY.—Funds designated for in-
telligence or intelligence-related purposes
for assistance to the Government of Colom-
bia for counterdrug activities for fiscal year
2004, and any unobligated funds available to
any element of the intelligence community
for such activities for a prior fiscal year,
shall be available—

(1) to support a unified campaign against
narcotics trafficking and against activities
by organizations designated as terrorist or-
ganizations (such as the Revolutionary
Armed Forces of Colombia (FARC), the Na-
tional Liberation Army (ELN), and the
United Self-Defense Forces of Colombia
(AUC)); and

(2) to take actions to protect human health
and welfare in emergency circumstances, in-
cluding undertaking rescue operations.

(b) TERMINATION OF AUTHORITY.—The au-
thority provided in subsection (a) shall cease
to be effective if the Secretary of Defense
has credible evidence that the Colombian
Armed Forces are not conducting vigorous
operations to restore government authority
and respect for human rights in areas under
the effective control of paramilitary and
guerrilla organizations.

(c) APPLICATION OF CERTAIN PROVISIONS OF
LAw.—Sections 556, 567, and 568 of Public
Law 107-115, section 8093 of the Department
of Defense Appropriations Act, 2002, and the
numerical limitations on the number of
United States military personnel and United
States individual civilian contractors in sec-
tion 3204(b)(1) of Public Law 106-246 shall be
applicable to funds made available pursuant
to the authority contained in subsection (a).

(d) LIMITATION ON PARTICIPATION OF UNITED
STATES PERSONNEL.—NoO United States
Armed Forces personnel or United States ci-
vilian contractor employed by the United
States will participate in any combat oper-
ation in connection with assistance made
available under this section, except for the
purpose of acting in self defense or rescuing
any United States citizen to include United
States Armed Forces personnel, United
States civilian employees, and civilian con-
tractors employed by the United States.

SEC. 314. PILOT PROGRAM ON ANALYSIS OF SIG-
NALS AND OTHER INTELLIGENCE BY
INTELLIGENCE ANALYSTS OF VAR-
IOUS ELEMENTS OF THE INTEL-
LIGENCE COMMUNITY.

(a) IN GENERAL.—The Director of Central
Intelligence shall carry out a pilot program
to assess the feasibility and advisability of
permitting intelligence analysts of various
elements of the intelligence community to
access and analyze intelligence from the
databases of other elements of the intel-
ligence community in order to achieve the
objectives set forth in subsection (c).

(b) COVERED INTELLIGENCE.—The intel-
ligence to be analyzed under the pilot pro-
gram under subsection (a) shall include the
following:

(1) Signals intelligence of the National Se-
curity Agency.

(2) Such intelligence of other elements of
the intelligence community as the Director
shall select for purposes of the pilot pro-
gram.

(c) OBJECTIVES.—The objectives set forth in
this subsection are as follows:

(1) To enhance the capacity of the intel-
ligence community to undertake so-called
““all source fusion’ analysis in support of the
intelligence and intelligence-related mis-
sions of the intelligence community.

(2) To reduce, to the extent practicable,
the amount of intelligence collected by the
intelligence community that is not assessed,
or reviewed, by intelligence analysts.
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(3) To reduce the burdens imposed on ana-
lytical personnel of the elements of the in-
telligence community by current practices
regarding the sharing of intelligence among
elements of the intelligence community.

(d) COMMENCEMENT.—The Director shall
commence the pilot program under sub-
section (a) not later than December 31, 2003.

(e) VARIOUS MECHANISMS REQUIRED.—In
carrying out the pilot program under sub-
section (a), the Director shall develop and
utilize various mechanisms to facilitate the
access to, and the analysis of, intelligence in
the databases of the intelligence community
by intelligence analysts of other elements of
the intelligence community, including the
use of so-called “‘detailees in place”.

(f) SECURITY.—(1) In carrying out the pilot
program under subsection (a), the Director
shall take appropriate actions to protect
against the disclosure and unauthorized use
of intelligence in the databases of the ele-
ments of the intelligence community which
may endanger sources and methods which (as
determined by the Director) warrant protec-
tion.

(2) The actions taken under paragraph (1)
shall include the provision of training on the
accessing and handling of information in the
databases of various elements of the intel-
ligence community and the establishment of
limitations on access to information in such
databases to United States persons.

(g) AssSessMENT.—Not later than February
1, 2004, after the commencement under sub-
section (d) of the pilot program under sub-
section (a), the Under Secretary of Defense
for Intelligence and the Assistant Director of
Central Intelligence for Analysis and Pro-
duction shall jointly carry out an assess-
ment of the progress of the pilot program in
meeting the objectives set forth in sub-
section (c).

(h) REPORT.—(1) The Director of Central
Intelligence and the Secretary of Defense
shall jointly submit to the appropriate com-
mittees of Congress a report on the assess-
ment carried out under subsection (g).

(2) The report shall include—

(A) a description of the pilot program
under subsection (a);

(B) the findings of the Under Secretary and
Assistant Director as a result of the assess-
ment;

(C) any recommendations regarding the
pilot program that the Under Secretary and
the Assistant Director jointly consider ap-
propriate in light of the assessment; and

(D) any recommendations that the Direc-
tor and Secretary consider appropriate for
purposes of the report.

(i) APPROPRIATE COMMITTEES OF CONGRESS
DEFINED.—INn this section, the term ‘‘appro-
priate committees of Congress’” means—

(1) the Select Committee on Intelligence,
the Committee on Armed Services, and the
Committee on Appropriations of the Senate;
and

(2) the Permanent Select Committee on In-
telligence, the Committee on Armed Serv-
ices, and the Committee on Appropriations
of the House of Representatives.

SEC. 315. PILOT PROGRAM ON TRAINING FOR IN-
TELLIGENCE ANALYSTS.

(a) PILOT PROGRAM REQUIRED.—(1) The Di-
rector of Central Intelligence shall carry out
a pilot program to assess the feasibility and
advisability of providing for the preparation
of selected students for availability for em-
ployment as intelligence analysts for the in-
telligence and intelligence-related activities
of the United States through a training pro-
gram similar to the Reserve Officers’ Train-
ing Corps programs of the Department of De-
fense.

(2) The pilot program shall be known as
the Intelligence Community Analyst Train-
ing Program.
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(b) ELEMENTS.—In carrying out the pilot
program under subsection (a), the Director
shall establish and maintain one or more
cadres of students who—

(1) participate in such training as intel-
ligence analysts as the Director considers
appropriate; and

(2) upon completion of such training, are
available for employment as intelligence an-
alysts under such terms and conditions as
the Director considers appropriate.

(c) DURATION.—The Director shall carry
out the pilot program under subsection (a)
during fiscal years 2004 through 2006.

(d) LIMITATION ON NUMBER OF MEMBERS
DURING FISCAL YEAR 2004.—The total number
of individuals participating in the pilot pro-
gram under subsection (a) during fiscal year
2004 may not exceed 150 students.

(e) RESPONSIBILITY.—The Director shall
carry out the pilot program under subsection
(a) through the Assistant Director of Central
Intelligence for Analysis and Production.

(f) REPORTS.—(1) Not later than 120 days
after the date of the enactment of this Act,
the Director shall submit to Congress a pre-
liminary report on the pilot program under
subsection (a), including a description of the
pilot program and the authorities to be uti-
lized in carrying out the pilot program.

(2) Not later than one year after the com-
mencement of the pilot program, the Direc-
tor shall submit to Congress a report on the
pilot program. The report shall include—

(A) a description of the activities under the
pilot program, including the number of indi-
viduals who participated in the pilot pro-
gram and the training provided such individ-
uals under the pilot program;

(B) an assessment of the effectiveness of
the pilot program in meeting the purpose of
the pilot program; and

(C) any recommendations for additional
legislative or administrative action that the
Director considers appropriate in light of the
pilot program.

(g) FUNDING.—Of the amounts authorized
to be appropriated by this Act, $8,000,000
shall be available in fiscal year 2004 to carry
out this section.

SEC. 316. EXTENSION OF NATIONAL COMMISSION
FOR THE REVIEW OF THE RE-
SEARCH AND DEVELOPMENT PRO-
GRAMS OF THE UNITED STATES IN-
TELLIGENCE COMMUNITY.

Section 1007(a) of the Intelligence Author-
ization Act for Fiscal Year 2003 (Public Law
107-306; 116 Stat. 2442; 50 U.S.C. 401 note) is
amended by striking ‘‘September 1, 2003,”’
and inserting ‘““September 1, 2004,”".

Subtitle C—Surveillance
SEC. 321. CLARIFICATION AND MODIFICATION OF
SUNSET OF SURVEILLANCE-RE-
LATED AMENDMENTS MADE BY USA
PATRIOT ACT OF 2001.

(a) CLARIFICATION.—Section 224 of the USA
PATRIOT ACT of 2001 (Public Law 107-56; 115
Stat. 295) is amended by adding at the end
the following new subsection:

““(c) EFFECT OF SUNSET.—Effective on De-
cember 31, 2005, each provision of law the
amendment of which is sunset by subsection
(a) shall be revived so as to be in effect as
such provision of law was in effect on Octo-
ber 25, 2001.”".

(b) MoODIFICATION.—Subsection (a) of that
section is amended by inserting ‘204, after
*203(c),”.

Subtitle D—Reports
SEC. 331. REPORT ON CLEARED INSIDER THREAT
TO CLASSIFIED COMPUTER NET-
WORKS.

(a) REPORT REQUIRED.—The Director of
Central Intelligence and the Secretary of De-
fense shall jointly submit to the appropriate
committees of Congress a report on the risks
to the national security of the United States
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of the current computer security practices of
the elements of the intelligence community
and of the Department of Defense.

(b) ASSESSMENTS.—The report under sub-
section (a) shall include an assessment of the
following:

(1) The vulnerability of the computers and
computer systems of the elements of the in-
telligence community, and of the Depart-
ment of Defense, to various threats from for-
eign governments, international terrorist or-
ganizations, and organized crime, including
information warfare (IW), Information Oper-
ations (10), Computer Network Exploitation
(CNE), and Computer Network Attack
(CNA).

(2) The risks of providing users of local
area networks (LANSs) or wide-area networks
(WANSs) of computers that include classified
information with capabilities for electronic
mail, upload and download, or removable
storage media without also deploying com-
prehensive computer firewalls, account-
ability procedures, or other appropriate se-
curity controls.

(3) Any other matters that the Director
and the Secretary jointly consider appro-
priate for purposes of the report.

(c) INFORMATION ON ACCESS TO NETWORKS.—
The report under subsection (a) shall also in-
clude information as follows:

(1) An estimate of the number of access
points on each classified computer or com-
puter system of an element of the intel-
ligence community or the Department of De-
fense that permit unsupervised uploading or
downloading of classified information, set
forth by level of classification.

(2) An estimate of the number of individ-
uals utilizing such computers or computer
systems who have access to input-output de-
vices on such computers or computer sys-
tems.

(3) A description of the policies and proce-
dures governing the security of the access
points referred to in paragraph (1), and an as-
sessment of the adequacy of such policies
and procedures.

(4) An assessment of viability of utilizing
other technologies (including so-called ‘‘thin
client servers’) to achieve enhanced security
of such computers and computer systems
through more rigorous control of access to
such computers and computer systems.

(d) RECOMMENDATIONS.—The report under
subsection (a) shall also include such rec-
ommendations for modifications or improve-
ments of the current computer security prac-
tices of the elements of the intelligence com-
munity, and of the Department of Defense,
as the Director and the Secretary jointly
consider appropriate as a result of the as-
sessments under subsection (b) and the infor-
mation under subsection (c).

(e) SuBMITTAL DATE.—The report under
subsection (a) shall be submitted not later
than February 15, 2004.

(f) FORM.—The report under subsection (a)
may be submitted in classified or unclassi-
fied form, at the election of the Director.

(9) DEFINITIONS.—In this section:

(1) The term ‘“‘appropriate committees of
Congress’’ means—

(A) the Select Committee on Intelligence
and the Committee on Armed Services of the
Senate; and

(B) the Permanent Select Committee on
Intelligence and the Committee on Armed
Services of the House of Representatives.

(2) The term ‘“‘elements of the intelligence
community’” means the elements of the in-
telligence community set forth in or des-
ignated under section 3(4) of the National Se-
curity Act of 1947 (50 U.S.C. 401a(4)).
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SEC. 332. REPORT ON SECURITY BACKGROUND
INVESTIGATIONS AND SECURITY
CLEARANCE PROCEDURES OF THE
FEDERAL GOVERNMENT.

(a) REPORT REQUIRED.—The Director of
Central Intelligence and the Secretary of De-
fense shall jointly submit to the appropriate
committees of Congress a report on the util-
ity and effectiveness of the current security
background investigations and security
clearance procedures of the Federal Govern-
ment in meeting the purposes of such inves-
tigations and procedures.

(b) PARTICULAR REPORT MATTERS.—In pre-
paring the report, the Director and the Sec-
retary shall address in particular the fol-
lowing:

(1) A comparison of the costs and benefits
of conducting background investigations for
Secret clearance with the costs and benefits
of conducting full field background inves-
tigations.

(2) The standards governing the revocation
of security clearances.

(c) RECOMMENDATIONS.—The report under
subsection (a) shall include such rec-
ommendations for modifications or improve-
ments of the current security background in-
vestigations or security clearance proce-
dures of the Federal Government as the Di-
rector and the Secretary jointly consider ap-
propriate as a result of the preparation of
the report under that subsection.

(d) SuBMITTAL DATE.—The report under
subsection (a) shall be submitted not later
than February 15, 2004.

(e) APPROPRIATE COMMITTEES OF CONGRESS
DEFINED.—In this section, the term ‘‘appro-
priate committees of Congress’” means—

(1) the Select Committee on Intelligence
and the Committees on Armed Services and
the Judiciary of the Senate; and

(2) the Permanent Select Committee on In-
telligence and the Committees on Armed
Services and the Judiciary of the House of
Representatives.

SEC. 333. REPORT ON DETAIL OF CIVILIAN INTEL-
LIGENCE PERSONNEL AMONG ELE-
MENTS OF THE INTELLIGENCE COM-
MUNITY AND THE DEPARTMENT OF
DEFENSE.

(a) REPORT REQUIRED.—The heads of the
elements of the intelligence community
shall jointly submit to the appropriate com-
mittees of Congress a report on means of im-
proving the detail or transfer of civilian in-
telligence personnel between and among the
various elements of the intelligence commu-
nity for the purpose of enhancing the flexi-
bility and effectiveness of the intelligence
community in responding to changes in re-
quirements for the collection, analysis, and
dissemination of intelligence.

(b) REPORT ELEMENTS.—The report under
subsection (a) shall—

(1) set forth a variety of proposals on
means of improving the detail or transfer of
civilian intelligence personnel as described
in that subsection;

(2) identify the proposal or proposals deter-
mined by the heads of the elements of the in-
telligence community to be most likely to
meet the purpose described in that sub-
section; and

(3) include such recommendations for such
legislative or administrative action as the
heads of the elements of the intelligence
community consider appropriate to imple-
ment the proposal or proposals identified
under paragraph (2).

(c) SuBMITTAL DATE.—The report under
subsection (a) shall be submitted not later
than February 15, 2004.

(d) DEFINITIONS.—In this section:

(1) The term ‘“‘appropriate committees of
Congress’”’ means—

(A) the Select Committee on Intelligence
and the Committees on Armed Services and
the Judiciary of the Senate; and
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(B) the Permanent Select Committee on
Intelligence and the Committees on Armed
Services and the Judiciary of the House of
Representatives.

(2) The term “‘elements of the intelligence
community’ means the elements of the in-
telligence community set forth in or des-
ignated under section 3(4) of the National Se-
curity Act of 1947 (50 U.S.C. 401a(4)).

(3) The term “*heads of the elements of the
intelligence community’ includes the Sec-
retary of Defense with respect to each ele-
ment of the intelligence community within
the Department of Defense or the military
departments.

SEC. 334. REPORT ON MODIFICATIONS OF POLICY
AND LAW ON CLASSIFIED INFORMA-
TION TO FACILITATE SHARING OF
INFORMATION FOR NATIONAL SECU-
RITY PURPOSES.

(a) ReEPORT.—Not later than four months
after the date of the enactment of this Act,
the President shall submit to the appro-
priate committees of Congress a report
that—

(1) identifies impediments in current pol-
icy and regulations to the sharing of classi-
fied information horizontally across and
among Federal departments and agencies,
and between Federal departments and agen-
cies and vertically to and from agencies of
State and local governments and the private
sector, for national security purposes, in-
cluding homeland security;

(2) proposes appropriate modifications of
policy, law, and regulations to eliminate
such impediments in order to facilitate such
sharing of classified information for home-
land security purposes, including homeland
security; and

(3) outlines a plan of action (including ap-
propriate milestones and funding) to estab-
lish the Terrorist Threat Integration Center
as called for in the Information on the State
of the Union given by the President to Con-
gress under section 3 of Article Il of the Con-
stitution of the United States in 2003.

(b) CONSIDERATIONS.—In preparing the re-
port under subsection (a), the President
shall—

(1) consider the extent to which the reli-
ance on a document-based approach to the
protection of classified information impedes
the sharing of classified information; and

(2) consider the extent to which the utiliza-
tion of a database-based approach, or other
electronic approach, to the protection of
classified information might facilitate the
sharing of classified information.

(c) COORDINATION WITH OTHER INFORMATION
SHARING ACTIVITIES.—In preparing the report
under subsection (a), the President shall, to
the maximum extent practicable, take into
account actions being undertaken under the
Homeland Security Information Sharing Act
(subtitle | of title VIII of Public Law 107-296;
116 Stat. 2252; 6 U.S.C. 481 et seq.).

(d) APPROPRIATE COMMITTEES OF CONGRESS
DEFINED.—INn this section, the term ‘‘appro-
priate committees of Congress’” means—

(1) the Select Committee on Intelligence
and the Committee on Armed Services of the
Senate; and

(2) the Permanent Select Committee on In-
telligence, the Select Committee on Home-
land Security, and the Committee on Armed
Services of the House of Representatives.
SEC. 335. REPORT OF SECRETARY OF DEFENSE

AND DIRECTOR OF CENTRAL INTEL-
LIGENCE ON STRATEGIC PLANNING.

(a) REPORT.—Not later than February 15,
2004, the Secretary of Defense and the Direc-
tor of Central Intelligence shall jointly sub-
mit to the appropriate committees of Con-
gress a report that assesses progress in the
following:

(1) The development by the Department of
Defense and the intelligence community of a
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comprehensive and uniform analytical capa-
bility to assess the utility and advisability
of various sensor and platform architectures
and capabilities for the collection of intel-
ligence.

(2) The improvement of coordination be-
tween the Department and the intelligence
community on strategic and budgetary plan-
ning.

(b% FORM.—The report under subsection (a)
may be submitted in classified form.

(c) APPROPRIATE COMMITTEES OF CONGRESS
DEFINED.—In this section, the term ‘‘appro-
priate committees of Congress’ means—

(1) the Select Committee on Intelligence
and the Committee on Armed Services of the
Senate; and

(2) the Permanent Select Committee on In-
telligence and the Committee on Armed
Services of the House of Representatives.
SEC. 336. REPORT ON UNITED STATES DEPEND-

ENCE ON COMPUTER HARDWARE
AND SOFTWARE MANUFACTURED
OVERSEAS.

(a) ReEPORT.—Not later than February 15,
2004, the Director of Central Intelligence
shall submit to the appropriate committees
of Congress a report on the extent of United
States dependence on computer hardware or
software that is manufactured overseas.

(b) ELEMENTS.—The report under
section (a) shall address the following:

(1) The extent to which the United States
currently depends on computer hardware or
software that is manufactured overseas.

(2) The extent to which United States de-
pendence on such computer hardware or soft-
ware is increasing.

(3) The vulnerabilities of the national secu-
rity and economy of the United States as a
result of United States dependence on such
computer hardware or software.

(4) Any other matters relating to United
States dependence on such computer hard-
ware or software that the Director considers
appropriate.

(c) CONSULTATION WITH PRIVATE SECTOR.—
In preparing the report under subsection (a),
the Director may consult, and is encouraged
to consult, with appropriate persons and en-
tities in the computer hardware or software
industry and with other appropriate persons
and entities in the private sector.

(d) FORM.—(1) The report under subsection
(a) shall be submitted in unclassified form,
but may include a classified annex.

(2) The report may be in the form of a Na-
tional Intelligence Estimate.

(e) APPROPRIATE COMMITTEES OF CONGRESS
DEFINED.—In this section, the term ‘‘appro-
priate committees of Congress’ means—

(1) the Select Committee on Intelligence
and the Committee on Armed Services of the
Senate; and

(2) the Permanent Select Committee on In-
telligence and the Committee on Armed
Services of the House of Representatives.
SEC. 337. REPORT ON LESSONS LEARNED FROM

MILITARY OPERATIONS IN IRAQ.

(a) REPORT.—Not later than one year after
the date of the enactment of this Act, the
Director of Central Intelligence shall submit
to the appropriate committees of Congress a
report on the intelligence lessons learned as
a result of Operation Iraqi Freedom.

(b) RECOMMENDATIONS.—The report under
subsection (a) shall include such rec-
ommendations on means of improving train-
ing, equipment, operations, coordination,
and collection of or for intelligence as the
Director considers appropriate.

(c) FORM.—The report under subsection (a)
shall be submitted in classified form.

(d) APPROPRIATE COMMITTEES OF CONGRESS
DEFINED.—In this section, the term ‘‘appro-
priate committees of Congress’” means—

(1) the Select Committee on Intelligence
and the Committee on Armed Services of the
Senate; and
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(2) the Permanent Select Committee on In-
telligence and the Committee on Armed
Services of the House of Representatives.
SEC. 338. REPORTS ON CONVENTIONAL WEAPONS

AND AMMUNITION OBTAINED BY
IRAQ IN VIOLATION OF CERTAIN
UNITED NATIONS SECURITY COUN-
CIL RESOLUTIONS.

(a) PRELIMINARY REPORT.—Not later than
120 days after the date of the cessation of
hostilities in Irag (as determined by the
President), the Director of the Defense Intel-
ligence Agency shall submit to the appro-
priate committees of Congress a preliminary
report on all information obtained by the
Department of Defense and the intelligence
community on the conventional weapons and
ammunition obtained by Iraq in violation of
applicable resolutions of the United Nations
Security Council adopted since the invasion
of Kuwait by Iraq in August 1990.

(b) FINAL REPORT.—(1) Not later than 270
days after the date of the cessation of hos-
tilities in Iraq (as so determined), the Direc-
tor shall submit to the appropriate commit-
tees of Congress a final report on the infor-
mation described in subsection (a).

(2) The final report under paragraph (1)
shall include such updates of the preliminary
report under subsection (a) as the Director
considers appropriate.

(c) ELEMENTS.—Each report under this sec-
tion shall set forth, to the extent prac-
ticable, with respect to each shipment of
weapons or ammunition addressed in such
report the following:

(1) The country of origin.

(2) Any country of transshipment.

(d) ForRM.—Each report under this section
shall be submitted in unclassified form, but
may include a classified annex.

(e) APPROPRIATE COMMITTEES OF CONGRESS
DEFINED.—INn this section, the term ‘‘appro-
priate committees of Congress’ means—

(1) the Select Committee on Intelligence
and the Committee on Armed Services of the
Senate; and

(2) the Permanent Select Committee on In-
telligence and the Committee on Armed
Services of the House of Representatives.
SEC. 339. REPEAL OF CERTAIN REPORT REQUIRE-

MENTS RELATING TO INTELLIGENCE
ACTIVITIES.

(a) ANNUAL EVALUATION OF PERFORMANCE
AND RESPONSIVENESS OF INTELLIGENCE COM-
MUNITY.—Section 105 of the National Secu-
rity Act of 1947 (50 U.S.C. 403-5) is amended
by striking subsection (d).

(b) PERIODIC AND SPECIAL REPORTS ON Dis-
CLOSURE OF INTELLIGENCE INFORMATION TO
UNITED NATIONS.—Section 112 of the Na-
tional Security Act of 1947 (50 U.S.C. 404g) is
amended—

(1) by striking subsection (b); and

(2) by redesignating subsections (c), (d),
and (e) as subsections (b), (c), and (d), respec-
tively.

(c) ANNUAL REPORT ON INTELLIGENCE COM-
MUNITY COOPERATION WITH COUNTERDRUG AcC-
TIVITIES.—Section 114 of the National Secu-
rity Act of 1947 (50 U.S.C. 404i) is amended—

(1) by striking subsection (a); and

(2) by redesignating subsections (b)
through (f) as subsections (a) through (e), re-
spectively.

(d) ANNUAL REPORT ON RUSSIAN NUCLEAR
FACILITIES AND FORCES.—Section 114 of the
National Security Act of 1947, as amended by
subsection (c) of this section, is further
amended—

(1) by striking subsection (a); and

(2) by redesignating subsections (b)
through (e) as subsections (a) through (d), re-
spectively.

(e) ANNUAL REPORT ON COVERT LEASES.—
Section 114 of the National Security Act of
1947, as amended by this section, is further
amended—
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(1) by striking subsection (c); and

(2) by striking subsection (d).

(f) ANNUAL REPORT ON PROTECTION OF COV-
ERT AGENTS.—Section 603 of the National Se-
curity Act of 1947 (50 U.S.C. 423) is repealed.

(@) ANNUAL REPORT ON CERTAIN FOREIGN
COMPANIES INVOLVED IN PROLIFERATION OF
WEAPONS OF MASS DESTRUCTION.—Section 827
of the Intelligence Authorization Act for Fis-
cal Year 2003 (Public Law 107-306; 116 Stat.
2430; 50 U.S.C. 404n-3) is repealed.

(h) ANNUAL REPORT ON INTELLIGENCE AcC-
TIVITIES OF PEOPLE’S REPUBLIC OF CHINA.—
Section 308 of the Intelligence Authorization
Act for Fiscal Year 1998 (Public Law 105-107;
111 Stat. 2253; 50 U.S.C. 402a note) is repealed.

(i) ANNUAL REPORT ON COORDINATION OF
COUNTERINTELLIGENCE MATTERS WITH FBIl.—
Section 811(c) of the Counterintelligence and
Security Enhancements Act of 1994 (title
VIl of Public Law 103-359; 50 U.S.C. 402a(c))
is amended—

(1) by striking paragraph (6); and

(2) by redesignating paragraphs (7) and (8)
as paragraphs (6) and (7), respectively.

J) REPORTS ON DECISIONS NOT To PROS-
ECUTE VIOLATIONS OF CLASSIFIED INFORMA-
TION PROCEDURES AcCT.—Section 13 of the
Classified Information Procedures Act (18
U.S.C. App.) is amended—

(1) by striking subsections (a) and (b); and

(2) by striking ““(c)”.

(k) REPORT ON POSTEMPLOYMENT ASSIST-
ANCE FOR TERMINATED INTELLIGENCE EMPLOY-
EES.—Section 1611 of title 10, United States
Code, is amended by striking subsection (e).

(I) ANNUAL REPORT ON ACTIVITIES OF FBI
PERSONNEL OUTSIDE THE UNITED STATES.—
Section 540C of title 18, United States Code,
is repealed.

(m) ANNUAL REPORT ON EXCEPTIONS TO CON-
SUMER DISCLOSURE REQUIREMENTS FOR NA-
TIONAL SECURITY INVESTIGATIONS.—Section
604(b)(4) of the Fair Credit Reporting Act (15
U.S.C. 1681b(b)(4)) is amended—

(1) by striking subparagraphs (D) and (E);
and

(2) by redesignating subparagraph (F) as
subparagraph (D).

(n) CONFORMING AMENDMENTS.—Section 507
of the National Security Act of 1947 (50
U.S.C. 415b) is amended—

(1) in subsection (a)—

(A) in paragraph (1)—

(i) by striking subparagraphs (A), (C), (D),
(G), (1), (J), and (L); and

(ii) by redesignating subparagraphs (B),
(E), (F), (H), (K), (M), and (N) as subpara-
graphs (A), (B), (C), (D), (B), (F), and (G), re-
spectively; and

(iii) in subparagraph (E), as so redesig-
nated, by striking ‘‘section 114(c)” and in-
serting ‘“‘section 114(a)’’; and

(B) in paragraph (2)—

(i) by striking subparagraphs (A), (E), and
(F);

(ii) by redesignating subparagraphs (B),
(D), and (G) as subparagraphs (A), (B), and
(C), respectively; and

(iii) in subparagraph (A), as so redesig-
nated, by striking ‘‘section 114(d)”’ and in-
serting ‘“‘section 114(b)’’; and

(2) in subsection (b)—

(A) by striking paragraph (1) and (3); and

(B) by redesignating paragraphs (2), (4), (5),
(6), (7), and (8) as paragraphs (1), (2), (3), (4),
(5), and (6), respectively.

(0) CLERICAL AMENDMENTS.—

(1) NATIONAL SECURITY ACT OF 1947.—The
table of contents for the National Security
Act of 1947 is amended by striking the item
relating to section 603.

(2) TITLE 18, UNITED STATES CODE.—The
table of sections at the beginning of chapter
33 of title 18, United States Code, is amended
by striking the item relating to section 540C.

(p) EFFECTIVE DATE.—The amendments
made by this section shall take effect on De-
cember 31, 2003.
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Subtitle E—Other Matters
SEC. 351. EXTENSION OF SUSPENSION OF REOR-
GANIZATION OF DIPLOMATIC TELE-
COMMUNICATIONS SERVICE PRO-
GRAM OFFICE.

Section 311 of the Intelligence Authoriza-
tion Act for Fiscal Year 2002 (Public Law
107-108; 22 U.S.C. 7301 note) is amended—

(1) in the heading, by striking ‘“TWO-
YEAR"” before “SUSPENSION OF REORGA-
NIZATION”’; and

(2) in the text, by striking “‘ending on Oc-
tober 1, 2003’ and inserting ‘‘ending on the
date that is 60 days after the appropriate
congressional committees of jurisdiction (as
defined in section 324(d) of that Act (22
U.S.C. 7304(d)) are notified jointly by the
Secretary of State (or the Secretary’s des-
ignee) and the Director of the Office of Man-
agement and Budget (or the Director’s des-
ignee) that the operational framework for
the office has been terminated”.

SEC. 352. MODIFICATIONS OF AUTHORITIES ON
EXPLOSIVE MATERIALS.

(a) CLARIFICATION OF ALIENS AUTHORIZED
To DISTRIBUTE EXPLOSIVE MATERIALS.—Sec-
tion 842(d)(7) of title 18, United States Code,
is amended—

(1) in subparagraph (A), by striking “‘or’” at
the end;

(2) in subparagraph (B)—

(A) by inserting ‘““or’’ at the end of clause
(i); and

(B) by striking clauses (iii) and (iv); and

(3) by adding the following new subpara-
graphs:

““(C) is a member of a North Atlantic Trea-
ty Organization (NATO) or other friendly
foreign military force, as determined by the
Attorney General in consultation with the
Secretary of Defense, who is present in the
United States under military orders for
training or other military purpose author-
ized by the United States and the shipping,
transporting, possession, or receipt of explo-
sive materials is in furtherance of the au-
thorized military purpose; or

“(D) is lawfully present in the United
States in cooperation with the Director of
Central Intelligence, and the shipment,
transportation, receipt, or possession of the
explosive materials is in furtherance of such
cooperation;”.

(b) CLARIFICATION OF ALIENS AUTHORIZED
To POSSESS OR RECEIVE EXPLOSIVE MATE-
RIALS.—Section 842(i)(5) of title 18, United
States Code, is amended—

(1) in subparagraph (A), by striking “‘or’” at
the end;

(2) in subparagraph (B)—

(A) by inserting ‘““or’’ at the end of clause
(i); and

(B) by striking clauses (iii) and (iv); and

(3) by adding the following new subpara-
graphs:

““(C) is a member of a North Atlantic Trea-
ty Organization (NATO) or other friendly
foreign military force, as determined by the
Attorney General in consultation with the
Secretary of Defense, who is present in the
United States under military orders for
training or other military purpose author-
ized by the United States and the shipping,
transporting, possession, or receipt of explo-
sive materials is in furtherance of the au-
thorized military purpose; or

“(D) is lawfully present in the United
States in cooperation with the Director of
Central Intelligence, and the shipment,
transportation, receipt, or possession of the
explosive materials is in furtherance of such
cooperation;”.

SEC. 353. MODIFICATION OF PROHIBITION ON
THE NATURALIZATION OF CERTAIN
PERSONS.

Section 313(e)(4) of the Immigration and
Nationality Act (8 U.S.C. 1424(e)(4)) is
amended—
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(1) by inserting “when Department of De-
fense activities are relevant to the deter-
mination’’ after ‘‘Secretary of Defense’’; and

(2) by inserting ‘“‘and the Secretary of
Homeland Security’ after ‘“Attorney Gen-
eral”.

SEC. 354. MODIFICATION TO DEFINITION OF FI-
NANCIAL INSTITUTION IN THE
RIGHT TO FINANCIAL PRIVACY ACT.

The Right to Financial Privacy Act of 1978
(12 U.S.C. 3401 et seq.) is amended—

(1) in section 1101(1) (12 U.S.C. 3401(1)), by
inserting “‘, except as provided in section
1114, before ‘“means any office’’; and

(2) in section 1114 (12 U.S.C. 3414), by adding
at the end the following:

“‘(c) For purposes of this section, the term
‘financial institution’ has the same meaning
as in section 5312(a)(2) of title 31, United
States Code, except that, for purposes of this
section, such term shall include only such a
financial institution any part of which is lo-
cated inside any State or territory of the
United States, the District of Columbia,
Puerto Rico, Guam, American Samoa, or the
United States Virgin Islands.”.

SEC. 355. COORDINATION OF FEDERAL GOVERN-
MENT RESEARCH ON SECURITY
EVALUATIONS.

(a) WORKSHOPS FOR COORDINATION OF RE-
SEARCH.—The National Science Foundation
and the Office of Science and Technology
Policy shall jointly sponsor not less than
two workshops on the coordination of Fed-
eral Government research on the use of be-
havioral, psychological, and physiological
assessments of individuals in the conduct of
security evaluations.

(b) DEADLINE FOR COMPLETION OF ACTIVI-
TIES.—The activities of the workshops spon-
sored under subsection (a) shall be completed
not later than March 1, 2004.

(c) PURPOSES.—The purposes of the work-
shops sponsored under subsection (a) are as
follows:

(1) To provide a forum for cataloging and
coordinating Federally-funded research ac-
tivities relating to the development of new
techniques in the behavioral, psychological,
or physiological assessment of individuals to
be used in security evaluations.

(2) To develop a research agenda for the
Federal Government on behavioral, psycho-
logical, and physiological assessments of in-
dividuals, including an identification of the
research most likely to advance the under-
standing of the use of such assessments of in-
dividuals in security evaluations.

(3) To distinguish between short-term and
long-term areas of research on behavioral,
psychological, and physiological assessments
of individuals in order maximize the utility
of short-term and long-term research on
such assessments.

(4) To identify the Federal agencies best
suited to support research on behavioral,
psychological, and physiological assessments
of individuals.

(5) To develop recommendations for coordi-
nating future Federally-funded research for
the development, improvement, or enhance-
ment of security evaluations.

(d) ADVISORY GROUP.—(1) In order to assist
the National Science Foundation and the Of-
fice of Science and Technology Policy in car-
rying out the activities of the workshops
sponsored under subsection (a), there is here-
by established an interagency advisory group
with respect to such workshops.

(2) The advisory group shall be composed of
the following:

(A) A representative of the Social, Behav-
ioral, and Economic Directorate of the Na-
tional Science Foundation.

(B) A representative of the Office of
Science, and Technology Policy.

(C) The Secretary of Defense, or a designee
of the Secretary.
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(D) The Secretary of State, or a designee of
the Secretary.

(E) The Attorney General, or a designee of
the Attorney General.

(F) The Secretary of Energy, or a designee
of the Secretary.

(G) The Secretary of Homeland Security,
or a designee of the Secretary.

(H) The Director of Central Intelligence, or
a designee of the Director.

(1) The Director of the Federal Bureau of
Investigation, or a designee of the Director.

(J) The National Counterintelligence Exec-
utive, or a designee of the National Counter-
intelligence Executive.

(K) Any other official assigned to the advi-
sory group by the President for purposes of
this section.

(3) The members of the advisory group
under subparagraphs (A) and (B) of para-
graph (2) shall jointly head the advisory
group.

(4) The advisory group shall provide the
Foundation and the Office such information,
advice, and assistance with respect to the
workshops sponsored under subsection (a) as
the advisory group considers appropriate.

(5) The advisory group shall not be treated

as an advisory committee for purposes of the
Federal Advisory Committee Act (5 U.S.C.
App.).
(e) REPORT.—Not later than March 1, 2004,
the National Science Foundation and the Of-
fice of Science and Technology Policy shall
jointly submit Congress a report on the re-
sults of activities of the workshops spon-
sored under subsection (a), including the
findings and recommendations of the Foun-
dation and the Office as a result of such ac-
tivities.

(f) FUNDING.—(1) Of the amount authorized
to be appropriated for the Intelligence Com-
munity Management Account by section
104(a), $500,000 shall be available to the Na-
tional Science Foundation and the Office of
Science and Technology Policy to carry out
this section.

(2) The amount authorized to be appro-
priated by paragraph (1) shall remain avail-
able until expended.

SEC. 356. TECHNICAL AMENDMENTS.

(@) NATIONAL SECURITY ACT OF 1947.—Sub-
section (c)(1) of section 112 of the National
Security Act of 1947, as redesignated by sec-
tion 339(b) of this Act, is further amended by
striking ‘‘section 103(c)(6)”” and inserting
“‘section 103(c)(7)”.

(b) CENTRAL INTELLIGENCE AGENCY ACT OF
1949.—(1) Section 6 of the Central Intel-
ligence Agency Act of 1949 (50 U.S.C. 403Q) is
amended by striking ‘‘section 103(c)(6) of the
National Security Act of 1947 (50 U.S.C. 403-
3(c)(6))” and inserting ‘‘section 103(c)(7) of
the National Security Act of 1947 (50 U.S.C.
403-3(c)(7))”.

(2) Section 15 of that Act (50 U.S.C. 4030) is
amended—

(A) in subsection (a)(1), by striking “‘spe-
cial policemen of the General Services Ad-
ministration perform under the first section
of the Act entitled ‘An Act to authorize the
Federal Works Administrator or officials of
the Federal Works Agency duly authorized
by him to appoint special policeman for duty
upon Federal property under the jurisdiction
of the Federal Works Agency, and for other
purposes’ (40 U.S.C. 318),” and inserting ‘‘offi-
cers and agents of the Department of Home-
land Security, as provided in section
1315(b)(2) of title 40, United States Code,”’;
and

(B) in subsection (b), by striking ‘‘the
fourth section of the Act referred to in sub-
section (a) of this section (40 U.S.C. 318c)”’
and inserting ‘‘section 1315(c)(2) of title 40,
United States Code”.

(c) NATIONAL SECURITY AGENCY ACT OF
1959.—Section 11 of the National Security
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Agency Act of 1959 (50 U.S.C. 402 note) is
amended—

(1) in subsection (a)(1), by striking “‘special
policemen of the General Services Adminis-
tration perform under the first section of the
Act entitled ‘An Act to authorize the Fed-
eral Works Administrator or officials of the
Federal Works Agency duly authorized by
him to appoint special policeman for duty
upon Federal property under the jurisdiction
of the Federal Works Agency, and for other
purposes’ (40 U.S.C. 318)" and inserting ‘‘offi-
cers and agents of the Department of Home-
land Security, as provided in section
1315(b)(2) of title 40, United States Code,”’;
and

(2) in subsection (b), by striking ‘‘the
fourth section of the Act referred to in sub-
section (a) (40 U.S.C. 318c)” and inserting
‘““section 1315(c)(2) of title 40, United States
Code”.

(d) INTELLIGENCE AUTHORIZATION ACT FOR
FISCAL YEAR 2003.—Section 343 of the Intel-
ligence Authorization Act for Fiscal Year
2003 (Public Law 107-306; 116 Stat. 2399; 50
U.S.C. 404n-2) is amended—

(1) in subsection (c), by striking ‘‘section
103(c)(6) of the National Security Act of 1947
(50 U.S.C. 403-3(c)(6))”” and inserting ‘‘section
103(c)(7) of the National Security Act of 1947
(50 U.S.C. 403-3(c)(7))”’; and

(2) in subsection (e)(2), by striking ‘‘section
103(c)(6)” and inserting ‘‘section 103(c)(7)"’.

(e) PuBLIC LAw 107-173.—Section
201(c)(3)(F) of the Enhanced Border Security
and Visa Entry Reform Act of 2002 (Public
Law 107-173; 116 Stat. 548, 8 U.S.C.
1721(c)(3)(F)) is amended by striking ‘“‘section
103(c)(6) of the National Security Act of 1947
(50 U.S.C. 403-3(c)(6))”” and inserting ‘‘section
103(c)(7) of the National Security Act of 1947
(50 U.S.C. 403-3(c)(7))".

TITLE IV—CENTRAL INTELLIGENCE
AGENCY
SEC. 401. AMENDMENT TO CERTAIN CENTRAL IN-
TELLIGENCE AGENCY ACT OF 1949
NOTIFICATION REQUIREMENTS.

Section 4(b)(5) of the Central Intelligence
Agency Act of 1949 (50 U.S.C. 403e(b)(5)) is
amended inserting “‘, other than regulations
under paragraph (1),”” after ““Regulations’.
SEC. 402. PROTECTION OF CERTAIN CENTRAL IN-

TELLIGENCE AGENCY PERSONNEL
FROM TORT LIABILITY.

Section 15 of the Central Intelligence
Agency Act of 1949 (50 U.S.C. 4030) is amend-
ed by adding at the end the following new
subsection:

“(d)(1) Notwithstanding any other provi-
sion of law, any Agency personnel designated
by the Director under subsection (a), or des-
ignated by the Director under section 5(a)(4)
to carry firearms for the protection of cur-
rent or former Agency personnel and their
immediate families, defectors and their im-
mediate families, and other persons in the
United States under Agency auspices, shall
be considered for purposes of chapter 171 of
title 28, United States Code, or any other
provision of law relating to tort liability, to
be acting within the scope of their office or
employment when such Agency personnel
take reasonable action, which may include
the use of force, to—

“(A) protect an individual in the presence
of such Agency personnel from a crime of vi-
olence;

‘“(B) provide immediate assistance to an
individual who has suffered or who is threat-
ened with bodily harm; or

““(C) prevent the escape of any individual
whom such Agency personnel reasonably be-
lieve to have committed a crime of violence
in the presence of such Agency personnel.

““(2) Paragraph (1) shall not affect the au-
thorities of the Attorney General under sec-
tion 2679(d)(1) of title 28, United States Code.
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““(3) In this subsection, the term ‘crime of
violence’ has the meaning given that term in
section 16 of title 18, United States Code.”.
SEC. 403. REPEAL OF OBSOLETE LIMITATION ON

USE OF FUNDS IN CENTRAL SERV-
ICES WORKING CAPITAL FUND.

Section 21(f)(2) of the Central Intelligence
Agency Act of 1949 (50 U.S.C. 403u(f)(2)) is
amended—

(1) in subparagraph (A), by striking “(A)
Subject to subparagraph (B), the Director”
and inserting “The Director’’; and

(2) by striking subparagraph (B).

SEC. 404. TECHNICAL AMENDMENT TO FEDERAL
INFORMATION SECURITY MANAGE-
MENT ACT OF 2002.

Section 3535(b)(1) of title 44, United States
Code, as added by section 1001(b)(1) of the
Homeland Security Act of 2002 (Public Law
107-296), and section 3545(b)(1) of title 44,
United States Code, as added by section
301(b)(1) of the E-Government Act of 2002
(Public Law 107-347), are each amended by
inserting ‘“‘or any other law’ after “1978"".

TITLE V—_DEPARTMENT OF DEFENSE
INTELLIGENCE MATTERS
[SEC. 501. PROTECTION OF OPERATIONAL FILES
OF THE NATIONAL SECURITY AGEN-
CY.

[(a) CONSOLIDATION OF CURRENT PROVISIONS
ON PROTECTION OF OPERATIONAL FILES.—The
National Security Act of 1947 (50 U.S.C. 401 et
seq.) is amended by transferring sections
105C and 105D to the end of title VII and re-
designating such sections, as so transferred,
as sections 703 and 704, respectively.

[(b) PROTECTION OF OPERATIONAL FILES OF
NSA.—Title VII of such Act, as amended by
subsection (a), is further amended by adding
at the end the following new section:

[‘OPERATIONAL FILES OF THE NATIONAL
SECURITY AGENCY

[*“SEC. 705. (a) EXEMPTION OF CERTAIN
OPERATIONAL FILES FROM SEARCH, REVIEW,
PUBLICATION, OR DISCLOSURE.—(1) The Direc-
tor of the National Security Agency, with
the coordination of the Director of Central
Intelligence, may exempt operational files of
the National Security Agency from the pro-
visions of section 552 of title 5, United States
Code, which require publication, disclosure,
search, or review in connection therewith.

[“(2)(A) Subject to subparagraph (B), in
this section, the term ‘operational files’
means files of the National Security Agency
(hereafter in this section referred to as
‘NSA’) which document the means by which
foreign intelligence or counterintelligence is
collected through technical systems.

[*“(B) Files which are the sole repository of
disseminated intelligence are not oper-
ational files.

[“(3) Notwithstanding paragraph (1), ex-
empted operational files shall continue to be
subject to search and review for information
concerning—

[““(A) United States citizens or aliens law-
fully admitted for permanent residence who
have requested information on themselves
pursuant to the provisions of section 552 or
552a of title 5, United States Code;

[““(B) any special activity the existence of
which is not exempt from disclosure under
the provisions of section 552 of title 5, United
States Code; or

[““(C) the specific subject matter of an in-
vestigation by any of the following for any
impropriety, or violation of law, Executive
order, or Presidential directive, in the con-
duct of an intelligence activity:

[““(i) The Permanent Select Committee on
Intelligence of the House of Representatives.

[“(ii) The Select Committee on Intel-
ligence of the Senate.

[““(iii) The Intelligence Oversight Board.

[““(iv) The Department of Justice.

[““(v) The Office of General Counsel of
NSA.
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[““(vi) The Office of the Director of NSA.

[“(4)(A) Files that are not exempted under
paragraph (1) which contain information de-
rived or disseminated from exempted oper-
ational files shall be subject to search and
review.

[““(B) The inclusion of information from
exempted operational files in files that are
not exempted under paragraph (1) shall not
affect the exemption under paragraph (1) of
the originating operational files from search,
review, publication, or disclosure.

[*“(C) The declassification of some of the
information contained in exempted oper-
ational files shall not affect the status of the
operational file as being exempt from search,
review, publication, or disclosure.

[“(D) Records from exempted operational
files which have been disseminated to and
referenced in files that are not exempted
under paragraph (1), and which have been re-
turned to exempted operational files for sole
retention shall be subject to search and re-
view.

[““(5) The provisions of paragraph (1) may
not be superseded except by a provision of
law which is enacted after the date of the en-
actment of the Intelligence Authorization
Act for Fiscal Year 2004, and which specifi-
cally cites and repeals or modifies such pro-
visions.

[“(6)(A) Except as provided in subpara-
graph (B), whenever any person who has re-
quested agency records under section 552 of
title 5, United States Code, alleges that NSA
has withheld records improperly because of
failure to comply with any provision of this
section, judicial review shall be available
under the terms set forth in section
552(a)(4)(B) of title 5, United States Code.

[““(B) Judicial review shall not be available
in the manner provided for under subpara-
graph (A) as follows:

[““(i) In any case in which information spe-
cifically authorized under criteria estab-
lished by an Executive order to be kept se-
cret in the interests of national defense or
foreign relations is filed with, or produced
for, the court by NSA, such information
shall be examined ex parte, in camera by the
court.

[““(ii) The court shall determine, to the
fullest extent practicable, the issues of fact
based on sworn written submissions of the
parties.

[““(iii) When a complainant alleges that re-
quested records are improperly withheld be-
cause of improper placement solely in ex-
empted operational files, the complainant
shall support such allegation with a sworn
written submission based wupon personal
knowledge or otherwise admissible evidence.

[“(iv)(I) When a complainant alleges that
requested records were improperly withheld
because of improper exemption of oper-
ational files, NSA shall meet its burden
under section 552(a)(4)(B) of title 5, United
States Code, by demonstrating to the court
by sworn written submission that exempted
operational files likely to contain respon-
sible records currently perform the functions
set forth in paragraph (2).

[*“(I1) The court may not order NSA to re-
view the content of any exempted oper-
ational file or files in order to make the
demonstration required under subclause (1),
unless the complainant disputes NSA’s show-
ing with a sworn written submission based
on personal knowledge or otherwise admis-
sible evidence.

[““(v) In proceedings under clauses (iii) and
(iv), the parties may not obtain discovery
pursuant to rules 26 through 36 of the Fed-
eral Rules of Civil Procedure, except that re-
quests for admissions may be made pursuant
to rules 26 and 36.

[““(vi) If the court finds under this para-
graph that NSA has improperly withheld re-
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quested records because of failure to comply
with any provision of this subsection, the
court shall order NSA to search and review
the appropriate exempted operational file or
files for the requested records and make such
records, or portions thereof, available in ac-
cordance with the provisions of section 552 of
title 5, United States Code, and such order
shall be the exclusive remedy for failure to
comply with this subsection.

[““(vii) If at any time following the filing of
a complaint pursuant to this paragraph NSA
agrees to search the appropriate exempted
operational file or files for the requested
records, the court shall dismiss the claim
based upon such complaint.

[““(viii) Any information filed with, or pro-
duced for the court pursuant to clauses (i)
and (iv) shall be coordinated with the Direc-
tor of Central Intelligence before submission
to the court.

[““(b) DECENNIAL REVIEW OF EXEMPTED
OPERATIONAL FILES.—(1) Not less than once
every 10 years, the Director of the National
Security Agency and the Director of Central
Intelligence shall review the exemptions in
force under subsection (a)(l) to determine
whether such exemptions may be removed
from a category of exempted files or any por-
tion thereof. The Director of Central Intel-
ligence must approve any determination to
remove such exemptions.

[*“(2) The review required by paragraph (1)
shall include consideration of the historical
value or other public interest in the subject
matter of a particular category of files or
portions thereof and the potential for declas-
sifying a significant part of the information
contained therein.

[““(3) A complainant that alleges that NSA
has improperly withheld records because of
failure to comply with this subsection may
seek judicial review in the district court of
the United States of the district in which
any of the parties reside, or in the District of
Columbia. In such a proceeding, the court’s
review shall be limited to determining the
following:

[““(A) Whether NSA has conducted the re-
view required by paragraph (1) before the ex-
piration of the 10-year period beginning on
the date of the enactment of the National
Defense Authorization Act for Fiscal Year
2004 or before the expiration of the 10-year
period beginning on the date of the most re-
cent review.

[““(B) Whether NSA, in fact, considered the
criteria set forth in paragraph (2) in con-
ducting the required review.”.

[(c) CONFORMING AMENDMENTS.—(1) Section
701(b) of the National Security Act of 1947 (50
U.S.C. 431(b)) is amended by striking ‘‘For
purposes of this title’” and inserting “‘In this
section and section 702,”’.

[(2) Section 702(c) of such Act (50 U.S.C.
432(c)) is amended by striking ‘‘enactment of
this title’” and inserting ‘‘October 15, 1984,"".

[(3)(A) The title heading for title VII of
such Act is amended to read as follows:

[“TITLE VII—PROTECTION OF
OPERATIONAL FILES”.

[(B) The section heading for section 701 of

such Act is amended to read as follows:
[*‘PROTECTION OF OPERATIONAL FILES OF THE
CENTRAL INTELLIGENCE AGENCY”".

[(C) The section heading for section 702 of
such Act is amended to read as follows:

[*‘DECENNIAL REVIEW OF EXEMPTED CENTRAL

INTELLIGENCE AGENCY OPERATIONAL FILES.”.

[(d) CLERICAL AMENDMENTS.—The table of
contents for the National Security Act of
1947 is amended—

[(1) by striking the items relating to sec-
tions 105C and 105D; and

[(2) by striking the items relating to title
VIl and inserting the following new items:
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[“TITLE VII—PROTECTION OF OPERATIONAL
FILES

[““Sec. 701. Protection of operational files of
the Central Intelligence Agen-
cy.

Decennial review of exempted
Central Intelligence Agency
operational files.

Protection of operational files of
the National Imagery and Map-
ping Agency.

Protection of operational files of
the National Reconnaissance
Office.

Protection of operational files of
the National Security Agen-
cy.”.1

SEC. 501. PROTECTION OF OPERATIONAL FILES

OF THE NATIONAL SECURITY AGEN-
CY.

(a) CONSOLIDATION OF CURRENT PROVISIONS
ON PROTECTION OF OPERATIONAL FILES.—The
National Security Act of 1947 (50 U.S.C. 401 et
seq.) is amended by transferring sections 105C
and 105D to the end of title VII and redesig-
nating such sections, as so transferred, as sec-
tions 703 and 704, respectively.

(b) PROTECTION OF OPERATIONAL FILES OF
NSA.—Title VII of such Act, as amended by sub-
section (@), is further amended by adding at the
end the following new section:

‘“OPERATIONAL FILES OF THE NATIONAL SECURITY

AGENCY

““SEC. 705. (a) EXEMPTION OF CERTAIN OPER-
ATIONAL FILES FROM SEARCH, REVIEW, PUBLICA-
TION, OR DISCLOSURE.—(1) Operational files of
the National Security Agency (hereafter in this
section referred to as ‘NSA’) may be exempted by
the Director of NSA, in coordination with the
Director of Central Intelligence, from the provi-
sions of section 552 of title 5, United States
Code, which require publication, disclosure,
search, or review in connection therewith.

“(2)(A) In this section, the term ‘operational
files’ means—

‘(i) files of the Signals Intelligence Direc-
torate, and its successor organizations, which
document the means by which foreign intel-
ligence or counterintelligence is collected
through technical systems; and

“(ii) files of the Research Associate Direc-
torate, and its successor organizations, which
document the means by which foreign intel-
ligence or counterintelligence is collected
through scientific and technical systems.

““(B) Files which are the sole repository of dis-
seminated intelligence, and files that have been
accessioned into NSA Archives, or its successor
organizations, are not operational files.

““(3) Notwithstanding paragraph (1), exempted
operational files shall continue to be subject to
search and review for information concerning—

““(A) United States citizens or aliens lawfully
admitted for permanent residence who have re-
quested information on themselves pursuant to
the provisions of section 552 or 552a of title 5,
United States Code;

“(B) any special activity the existence of
which is not exempt from disclosure under the
provisions of section 552 of title 5, United States
Code; or

““(C) the specific subject matter of an inves-
tigation by any of the following for any impro-
priety, or violation of law, Executive order, or
Presidential directive, in the conduct of an in-
telligence activity:

““(i) The Committee on Armed Services and the
Permanent Select Committee on Intelligence of
the House of Representatives.

““(ii) The Committee on Armed Services and
the Select Committee on Intelligence of the Sen-
ate.

““(iii) The Intelligence Oversight Board.

““(iv) The Department of Justice.

““(v) The Office of General Counsel of NSA.

““(vi) The Office of the Inspector General of
the Department of Defense.

[*“Sec. 702.

[““Sec. 703.
[““Sec. 704.

[““Sec. 705.
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“‘(vii) The Office of the Director of NSA.

“(4)(A) Files that are not exempted under
paragraph (1) which contain information de-
rived or disseminated from exempted operational
files shall be subject to search and review.

“(B) The inclusion of information from ex-
empted operational files in files that are not ex-
empted under paragraph (1) shall not affect the
exemption under paragraph (1) of the origi-
nating operational files from search, review,
publication, or disclosure.

““(C) The declassification of some of the infor-
mation contained in exempted operational files
shall not affect the status of the operational file
as being exempt from search, review, publica-
tion, or disclosure.

‘(D) Records from exempted operational files
which have been disseminated to and referenced
in files that are not exempted under paragraph
(1), and which have been returned to exempted
operational files for sole retention shall be sub-
ject to search and review.

““(5) The provisions of paragraph (1) may not
be superseded except by a provision of law
which is enacted after the date of the enactment
of the Intelligence Authorization Act for Fiscal
Year 2004, and which specifically cites and re-
peals or modifies such provisions.

““(6)(A) Except as provided in subparagraph
(B), whenever any person who has requested
agency records under section 552 of title 5,
United States Code, alleges that NSA has with-
held records improperly because of failure to
comply with any provision of this section, judi-
cial review shall be available under the terms set
forth in section 552(a)(4)(B) of title 5, United
States Code.

““(B) Judicial review shall not be available in
the manner provided for under subparagraph
(A) as follows:

“(i) In any case in which information specifi-
cally authorized under criteria established by
an Executive order to be kept secret in the inter-
ests of national defense or foreign relations is
filed with, or produced for, the court by NSA,
such information shall be examined ex parte, in
camera by the court.

“(ii) The court shall determine, to the fullest
extent practicable, the issues of fact based on
sworn written submissions of the parties.

“(iif) When a complainant alleges that re-
quested records are improperly withheld because
of improper placement solely in exempted oper-
ational files, the complainant shall support such
allegation with a sworn written submission
based upon personal knowledge or otherwise ad-
missible evidence.

“(iv)(1) When a complainant alleges that re-
quested records were improperly withheld be-
cause of improper exemption of operational files,
NSA shall meet its burden under section
552(a)(4)(B) of title 5, United States Code, by
demonstrating to the court by sworn written
submission that exempted operational files likely
to contain responsible records currently perform
the functions set forth in paragraph (2).

“(11) The court may not order NSA to review
the content of any exempted operational file or
files in order to make the demonstration re-
quired under subclause (1), unless the complain-
ant disputes NSA’s showing with a sworn writ-
ten submission based on personal knowledge or
otherwise admissible evidence.

“(v) In proceedings under clauses (iii) and
(iv), the parties may not obtain discovery pursu-
ant to rules 26 through 36 of the Federal Rules
of Civil Procedure, except that requests for ad-
missions may be made pursuant to rules 26 and
36.

“(vi) If the court finds under this paragraph
that NSA has improperly withheld requested
records because of failure to comply with any
provision of this subsection, the court shall
order NSA to search and review the appropriate
exempted operational file or files for the re-
quested records and make such records, or por-
tions thereof, available in accordance with the
provisions of section 552 of title 5, United States
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Code, and such order shall be the exclusive rem-
edy for failure to comply with this subsection.

“(vii) If at any time following the filing of a
complaint pursuant to this paragraph NSA
agrees to search the appropriate exempted oper-
ational file or files for the requested records, the
court shall dismiss the claim based upon such
complaint.

“(viii) Any information filed with, or pro-
duced for the court pursuant to clauses (i) and
(iv) shall be coordinated with the Director of
Central Intelligence before submission to the
court.

‘““(b) DECENNIAL REVIEW OF EXEMPTED OPER-
ATIONAL FILES.—(1) Not less than once every 10
years, the Director of the National Security
Agency and the Director of Central Intelligence
shall review the exemptions in force under sub-
section (a)(1) to determine whether such exemp-
tions may be removed from a category of exempt-
ed files or any portion thereof. The Director of
Central Intelligence must approve any deter-
mination to remove such exemptions.

““(2) The review required by paragraph (1)
shall include consideration of the historical
value or other public interest in the subject mat-
ter of a particular category of files or portions
thereof and the potential for declassifying a sig-
nificant part of the information contained
therein.

““(3) A complainant that alleges that NSA has
improperly withheld records because of failure
to comply with this subsection may seek judicial
review in the district court of the United States
of the district in which any of the parties reside,
or in the District of Columbia. In such a pro-
ceeding, the court’s review shall be limited to de-
termining the following:

““(A) Whether NSA has conducted the review
required by paragraph (1) before the expiration
of the 10-year period beginning on the date of
the enactment of the Intelligence Authorization
Act for Fiscal Year 2004 or before the expiration
of the 10-year period beginning on the date of
the most recent review.

““(B) Whether NSA, in fact, considered the cri-
teria set forth in paragraph (2) in conducting
the required review.”’.

(c) CONFORMING AMENDMENTS.—(1) Section
701(b) of the National Security Act of 1947 (50
U.S.C. 431(b)) is amended by striking ‘‘For pur-
poses of this title’” and inserting ““In this section
and section 702,”".

(2) Section 702(c) of such Act (50 U.S.C. 432(c))
is amended by striking ‘‘enactment of this title”
and inserting ‘‘October 15, 1984,”.

(3)(A) The title heading for title VII of such
Act is amended to read as follows:

“TITLE VII—PROTECTION OF
OPERATIONAL FILES”.

(B) The section heading for section 701 of
such Act is amended to read as follows:

““PROTECTION OF OPERATIONAL FILES OF THE

CENTRAL INTELLIGENCE AGENCY™’.

(C) The section heading for section 702 of such
Act is amended to read as follows:

‘‘“DECENNIAL REVIEW OF EXEMPTED CENTRAL

INTELLIGENCE AGENCY OPERATIONAL FILES”.

(d) CLERICAL AMENDMENTS.—The table of con-
tents for the National Security Act of 1947 is
amended—

(1) by striking the items relating to sections
105C and 105D; and

(2) by striking the items relating to title VII
and inserting the following new items:

“TITLE VII—PROTECTION OF OPERATIONAL
FILES

Protection of operational files of the
Central Intelligence Agency.

Decennial review of exempted Cen-
tral Intelligence Agency oper-
ational files.

Protection of operational files of the
National Imagery and Mapping
Agency.

Protection of operational files of the
National Reconnaissance Office.

““Sec. 701.

““Sec. 702.

““Sec. 703.

*‘Sec. 704.
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““‘Sec. 705. Protection of operational files of the
National Security Agency.”.
[SEC. 502. PROVISION OF AFFORDABLE LIVING
QUARTERS FOR CERTAIN STUDENTS
WORKING AT NATIONAL SECURITY
AGENCY LABORATORY.

[Section 2195 of title 10, United States
Code, is amended by adding at the end the
following new subsection:

[*“(d)(1) The Director of the National Secu-
rity Agency may provide affordable living
quarters to a student in the Student Edu-
cational Employment Program or similar
program (as prescribed by the Office of Per-
sonnel Management) while the student is
employed at the laboratory of the Agency.

[*“(2) Notwithstanding section 5911(c) of
title 5, living quarters may be provided
under paragraph (1) without charge, or at
rates or charges specified in regulations pre-
scribed by the Director.”.]

SEC. [503] 502. PROTECTION OF CERTAIN NA-
TIONAL SECURITY AGENCY PER-
SONNEL FROM TORT LIABILITY.

Section 11 of the National Security Agency
Act of 1959 (50 U.S.C. 402 note) is amended by
adding at the end the following new sub-
section:

“(d)(1) Notwithstanding any other provi-
sion of law, agency personnel designated by
the Director of the National Security Agen-
cy under subsection (a) shall be considered
for purposes of chapter 171 of title 28, United
States Code, or any other provision of law
relating to tort liability, to be acting within
the scope of their office or employment when
such agency personnel take reasonable ac-
tion, which may include the use of force, to—

“(A) protect an individual in the presence
of such agency personnel from a crime of vio-
lence;

“(B) provide immediate assistance to an
individual who has suffered or who is threat-
ened with bodily harm; or

“(C) prevent the escape of any individual
whom such agency personnel reasonably be-
lieve to have committed a crime of violence
in the presence of such agency personnel.

“(2) Paragraph (1) shall not affect the au-
thorities of the Attorney General under sec-
tion 2679(d)(1) of title 28, United States Code.

“(3) In this subsection, the term ‘crime of
violence’ has the meaning given that term in
section 16 of title 18, United States Code.”".
[SEC. 504. AUTHORITY FOR INTELLIGENCE COM-

MUNITY ELEMENTS OF DEPART-
MENT OF DEFENSE TO AWARD PER-
SONAL SERVICE CONTRACTS.

[(a) AuTHORITY.—Notwithstanding any
other provision of law, amounts appropriated
or otherwise made available to a covered
component of the Department of Defense
may be expended for personal service con-
tracts necessary to carry out the mission of
the covered component, including personal
services without regard to limitations on
types of persons to be employed.

[(b) COVERED COMPONENT OF THE DEPART-
MENT OF DEFENSE DEFINED.—In this section,
the term *“‘covered component of the Depart-
ment of Defense’”” means any element of the
Department of Defense that is a component
of the intelligence community as set forth in
or designated under section 3(4) of the Na-
tional Security Act of 1934 (50 U.S.C.
401a(4)).1

Mr. ROBERTS. Mr. President, | am
pleased to appear before my colleagues
to support early Senate passage of the
fiscal year 2004 intelligence authoriza-
tion bill. This is a good bill, crafted
within the unique bipartisan process
used for over a quarter century by the
Senate Intelligence Committee.

No bipartisan effort can be effective
without good personal cooperation. |
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have received such cooperation from
my friend and colleague, the distin-
guished Vice Chairman, Senator
ROCKEFELLER. It is a privilege to be
working with him on these important
national security issues.

This bill will serve our Nation’s secu-
rity interests during a time of trou-
bling international conflict. I would
like to review a few of the bill’s signifi-
cant provisions and some of the dif-
ficult budget choices which the Intel-
ligence Committee made.

The version of our bill which Sen-
ators are considering reflects changes
which the Armed Services Committee
made to the bill on sequential referral.
The Intelligence Committee and Armed
Services Committee reconciled dif-
ferences in the bills amicably and pro-
fessionally, with the equities of both
committees in mind.

The unclassified fiscal year 2004 in-
telligence bill contains reasonable new
management and national security au-
thorities for the intelligence commu-
nity.

For example, section 311 will give the
intelligence community additional
flexibility to act quickly to meet high-
er priority needs by eliminating the
“‘unforeseen requirements’ criterion
for reprogrammings.

Section 312 of the bill accounts for
increased construction costs by raising
(but not eliminating) the thresholds for
notification to Congress on certain in-
telligence community construction and
renovation projects and by shortening
or removing the waiting period for be-
ginning urgent or emergency projects.

Section 315 would set up a program
to cultivate and encourage college stu-
dents to become intelligence analysts.
Good analysts do not grow on trees. As
the intelligence community fights the
war on terrorism, good language and
area specialists are more important
than ever.

The bill also creates a series of ‘“‘one-
time” reporting requirements in crit-
ical areas. Many of these reports will
form the basis for committee efforts to
address the concerns outlined in the re-
port of the joint inquiry into the at-
tacks of September 11. For example, we
require reports on the following topics:
The threat that ‘“‘cleared insiders” like
Robert Hanssen pose to classified com-
puter networks; the adequacy and fu-
ture direction of U.S. Government se-
curity investigations and clearance
procedures; the creation of a ‘““‘commu-
nity of intelligence experts’ by trans-
ferring civilian intelligence personnel
among all elements of the intelligence
community; the modifications to law
and policy necessary to facilitate intel-
ligence sharing; the strategic planning
by the Director of Central Intelligence
and Secretary of Defense with respect
to the intelligence community; and the
growing dependence by the United
States on computer hardware and soft-
ware manufactured overseas.

Two of the reporting requirements
deal with Iraq.

Section 337 requires a report to the
Congress on Intelligence lessons
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learned in lrag—similar to a provision
in the current House intelligence bill.
Section 338 of the bill requires a report
on the conventional arms and ammuni-
tion acquired by Saddam Hussein in
violation of U.N. sanctions. Given the
subject matter, these reports will also
be made available to the Senate For-
eign Relations and House International
Relations Committees.

Section 339 reduces burdens on the
intelligence community and reconciles
oversight priorities by repealing a
number of recurring reporting require-
ments relating to intelligence activi-
ties. Reviewing reporting requirements
and clearing out the cobwebs is a
healty exercise for any committee.

In title IV of the bill, there are nota-
ble ““ClA-specific’’ provisions.

Section 401 removes the “‘prior notifi-
cation” requirement for a limited cat-
egory of CIA ‘‘quality of life’’ benefits
that have already been authorized by
law for members of the Foreign Serv-
ice. It does not disturb advance notifi-
cation requirements for agency-unique
benefits adopted under the CIA Act.

Section 402 affords tort immunity
benefits to CIA security protective offi-
cers (SPOs) and protective detail per-
sonnel designated by the DCI to pro-
tect certain agency employees, defec-
tors, their immediate families, and
other persons in the U.S. under CIA
auspices. The provision would afford to
SPOs and protective details the same
protection against liability for assault,
battery, false arrest, negligence, and
other common law torts that certain
law enforcement and Diplomatic Secu-
rity Service officers enjoy already.

Section 404 of our bill is a technical
amendment to the recently passed Fed-
eral Information Security Management
Act (FISMA) of 2002. The FISMA
amendment permits inspector generals
authorized by laws other than the In-
spector General Act, such as the CIA
inspector general, to perform security
evaluations on information systems at
their respective agencies.

Title V of the bill contains provisions
related to intelligence community ele-
ments residing in DOD.

Section 501 of the bill would exempt
certain National Security Agency oper-
ational files from disclosure under the
Freedom of Information Act and is
identical to the provision recently ap-
proved by the Senate in the Defense
Authorization bill.

Section 503 allows designated NSA
security officers to carry firearms
while on official duty to protect NSA
employees and property in the U.S.
This provision would provide virtually
identical protections to those in Sec-
tion 402 for CIA security protective of-
ficers.

Turning to the budget, when we
began to review the President’s fiscal
year 2004 request, | became very con-
cerned at the recent growth in intel-
ligence funding.

There is clearly not enough money in
future years to fully fund the intel-
ligence programs in this year’s budget
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request. That is the sad reality of this
budget. The intelligence community is
stretched thin, with far more require-
ments than available funds. Too many
projects and activities have been start-
ed that cannot be accommodated in the
top line. It does not matter what
caused this problem. The problem ex-
ists.

A significant issue that must be ad-
dressed by the executive branch is the
manner in which cost estimates for the
procurement of major intelligence
community systems are conducted.
The magnitude and consistency in the
cost growth on recent acquisitions in-
dicates a systemic intelligence commu-
nity bias to underestimate the cost of
major systems.

This “‘perceived affordability’ cre-
ates difficulties in the out hears as the
National Foreign Intelligence Program
becomes burdened with content that is
more costly than the budgeted funding.
This underestimation of future costs
has resulted in significant reshuffling
of the NFIP to meet emerging short-
falls.

Unless there is a dramatic and sus-
tained increase in the intelligence
budget, we face some hard choices. My
colleagues and | decided that there is
no time like the present to make them.
In the reported bill, we have made an
effort to address some of the shortfalls
that came to light as a result of the
joint inquiry into the September 11 at-
tacks. In this bill, the committee tries
to emphasize programs which begin to
correct those deficiencies.

We also sought to support the war on
terrorism by supporting related intel-
ligence community programs. We try,
in this measure, to accelerate advanced
technology programs to provide better
intelligence in the future. In the man-
agers’ amendment, we would statu-
torily mandate a fundamentally more
sound approach to cost estimates for
major systems.

In short, the committee made some
tough choices. It is our hope that some
of the additional programs we were
forced to cut can be funded through al-
ternative means.

In closing, we have vetted and pre-
pared a managers’ amendment that re-
flects a number of additional items
which Senator ROCKEFELLER and | rec-
ommend for Senate passage in this bill.
we have included some highly tech-
nical corrections to the bill and have
worked to address concerns expressed
by some Members regarding the com-
mittee’s attempt to relieve the intel-
ligence community from burdensome
and dated reporting requirements.

We have also added several sub-
stantive provisions, based on sup-
porting materials supplied by the ad-
ministration and further investigation
by the committee staff. Our amend-
ments would: create a one-time report
to examine the analytic arm of the De-
partment of Homeland Security and
the interaction between the Depart-
ment and the Terrorist Threat Integra-
tion Center (TTIC); require the prepa-
ration and submission of independent
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cost estimates to accompany budget
requests for major systems acquisi-
tions over $500,000,000, and require the
preparation of budgets consistent with
these estimates; help prevent money
laundering by ensuring ex parte and in
camera review by the presiding judge
of classified information used to iden-
tify jurisdictions, institutions, trans-
actions, and accounts that are of pri-
mary money laundering concern; and
permit Central Intelligence Agency
employees in the compensation reform
pilot program to contribute bonus pay
to their Thrift Savings Plan—an added
incentive for exceptional performers.

The committee staff and | will pro-
vide any member additional informa-
tion concerning any of the provisions
or programs in the intelligence bill.
Again, | urge my colleagues to support
the bill.

Mr. ROCKEFELLER. Mr. President, |
am pleased to join the distinguished
chairman of the Select Committee on
Intelligence in presenting S. 1025, the
proposed Intelligence Authorization
Act for fiscal year 2004, which will
begin on October 1, 2003. I would like to
join the chairman in noting the bipar-
tisan manner in which the committee
approaches its legislative work, and
congratulate him for his leadership in
maintaining that tradition.

The bill has two main functions.

First, the bill authorizes the appro-
priation of funds for the intelligence
and intelligence-related activities of
the Central Intelligence Agency, the
Defense Intelligence Agency, the Na-
tional Security Agency, the FBI, and
other intelligence elements of the U.S.
Government. For the first time, the in-
telligence component of the Depart-
ment of Homeland Security is included
in the annual intelligence authoriza-
tion. The actual appropriation of funds,
of course, must be made in separate ap-
propriation legislation that will follow,
within the parameters set by this au-
thorization legislation.

Second, the bill establishes or
amends legal authority for the intel-
ligence community or directs the prep-
aration of reports by the Director of
Central Intelligence or heads of compo-
nents of the intelligence community.

The classified nature of United
States intelligence activities prevents
us from disclosing publicly the details
of our budgetary recommendations. Ac-
cordingly, nearly all our budgetary rec-
ommendations are in a classified
annex. The annex is available to all
Members of the Senate, either at the
Intelligence Committee or S-407 in the
Capitol.

Ten years ago this November, |
joined a majority of Senate colleagues
in voting to express the sense of Con-
gress that the aggregate amount re-
quested, authorized, and spent for in-
telligence and intelligence-related ac-
tivities should be disclosed to the pub-
lic in an appropriate manner. The
House opposed the provision.

| continue to believe we should find a
means, consistent with national secu-
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rity, of sharing with the American tax-
payer information about the total
amount, although not the details, of
our intelligence spending. One reason
is illustrated by this year’s intelligence
authorization report in the House. The
House committee found that the U.S.
intelligence community has been re-
covering from cutbacks in budgets, per-
sonnel, and capabilities that followed
the cold war. But how can the Amer-
ican people know, in a timely way, not
years later, when there are cutbacks?
How can they make their opinions
known unless the President and Con-
gress give them basic information on
the overall size of the intelligence
budget? Further, in holding the intel-
ligence community accountable for
performance, citizens should know the
Nation’s overall investment in intel-
ligence.

We are on the threshold of important
decisions about the future of the U.S.
intelligence community. Last week’s
911 report of the congressional intel-
ligence committees has shed additional
light on major problems of U.S. intel-
ligence before the terrorist attacks of
September 11. As it works toward its
final report next year, the independent
National Commission on Terrorist At-
tacks Upon the United States, building
on the foundation laid by the joint in-
quiry, will be adding information and
insights. And the Senate and House In-
telligence Committees each are in the
midst of extensive examinations of
U.S. intelligence on lIraqg.

It is fair to say, | believe, that rarely
before have we had as much informa-
tion about the performance of U.S. in-
telligence. With that knowledge comes
a responsibility, for the intelligence
committees, Congress as a whole, the
intelligence community, and the Presi-
dent, to complete the improvements
that the facts show are required. But
we do not have the luxury to wait for
further reports to begin reforms. Al-
Qaida and other terrorist organizations
cannot be expected to take a holiday
while additional studies are done, and
so we must take critical initial steps
now.

The need for improving information
sharing and the need for enhancing in-
telligence community analyses were
high among the recommendations of
the joint 911 inquiry.

Last November, the Congress took a
key step in improving information
sharing in establishing, in the Depart-
ment of Homeland Security, a Direc-
torate for Information Analysis and In-
frastructure Protection. Last month,
on the favorable recommendation of
our committee, the Senate confirmed
retired Marine Corps General Frank
Libutti to be Under Secretary in
charge of that Directorate. As set forth
in the Homeland Security Act, he is to
have access to law enforcement, intel-
ligence information, and other infor-
mation from Federal, State, and local
agencies, and is to integrate that infor-
mation to identify terrorist threats to
the U.S. homeland. The President took
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a further and somewhat different step
in integrating threat information, in
ordering this past January the estab-
lishment of a Terrorist Threat Integra-
tion Center under the Director of Cen-
tral Intelligence.

The successful integration of ter-
rorism threat information—including
ensuring that terrorism threat matters
do not fall between a crack between
the Homeland Security Directorate es-
tablished by Congress and the Center
established by the President, is a great
organizational challenge facing the in-
telligence community this year. Our
managers’ amendment calls for a com-
prehensive report on the operations of
the Homeland Security Directorate and
the Terrorist Threat Integration Cen-
ter. The Congress should use that in-
formation as a basis for vigorous over-
sight and further legislation if needed.

Our need to integrate information is
not limited to terrorism threats. It ex-
tends across the spectrum of U.S. intel-
ligence. To that end, section 314 directs
the Director of Central Intelligence to
carry out a pilot program on the advis-
ability of permitting intelligence anal-
ysis of various elements of the intel-
ligence community to access and ana-
lyze intelligence from the databases of
other elements of the intelligence com-
munity. Our bill requires that the pro-
gram include National Security Agen-
cy signals intelligence, but also au-
thorizes the Director of Central Intel-
ligence to extend it to other intel-
ligence units. The program is to en-
hance the intelligence community’s ca-
pacity for ‘“‘all source fusion’ analysis
in support of its functions. The Direc-
tor of Central Intelligence and the Sec-
retary of Defense are to assess the pilot
program and report to Congress.

Another provision, section 334, will
start a process for Presidential review,
and then congressional consideration,
of policies and regulations that may
impede sharing, for national and home-
land security purposes, of classified in-
formation among Federal agencies, and
between them and State and local gov-
ernments or the private sector.

To increase the number of trained in-
telligence analysis, section 315 directs
the Director of Central Intelligence to
carry out and report to Congress on a
pilot program on the feasibility and ad-
visability of preparing selected stu-
dents, through a program similar to
the Department of Defense’s Reserve
Officers’ Training Corps, for employ-
ment as intelligence analysts.

Greater integration in the intel-
ligence community is an imperative
that goes beyond information sharing
and analysis. Another long-term objec-
tive of the bill, set forth in section 335,
is to improve coordination between the
Department of Defense and the intel-
ligence community concerning stra-
tegic and budgetary planning. With the
growing importance of intelligence to
military operations, the Department of
Defense should recognize the contribu-
tion the Director of Central Intel-
ligence can make in the development
of national military strategy.
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Three sections of our bill address im-
portant information security and coun-
terintelligence issues.

Section 331 addresses the danger
posed by disloyal cleared insiders who
have access to vulnerable computers
and computer systems, as exemplified
in the Brian Regan and Robert Hanssen
espionage cases. The bill directs the
submission of a report by the Director
of Central Intelligence and the Sec-
retary of Defense which describes in de-
tail what steps are being taken to
eliminate these threats, including any
budget requirements to address short-
falls.

Section 332 calls for a report on secu-
rity clearance procedures in the Fed-
eral Government. Our report notes that
most publicly known instances of for-
eign espionage in the United States
have involved persons who legitimately
obtained clearances before deciding to
betray our country. The committee has
identified as a subject for assessment,
the relative risks of disloyalty before
clearance and after clearance. We need
to learn from the experience of past be-
trayals. Accordingly, the committee is
asking that a joint report of the Direc-
tor of Central Intelligence and Sec-
retary of Defense recommend how
background investigations might in
the future be better targeted to histori-
cally verifiable counterintelligence
vulnerabilities.

Section 336 addressed a further secu-
rity vulnerability, namely, the extent
of the dependence of the United States
on computer hardware or software
manufactured overseas. Our report
notes that most leading suppliers of
hardware and software to the United
States are countries that the FBI indi-
cates are engaged in economic espio-
nage against us. Section 336 would di-
rect the Director of Central Intel-
ligence to submit a report to assist
Congress in developing policies that
address this new vulnerability.

Finally, | would like to make an ob-
servation about our committee’s future
work on intelligence legislation. There
are important issues identified by the
joint 9/11 inquiry, including funda-
mental ones about the leadership of the
intelligence community, that must be
on our agenda for future action.

The joint inquiry recommended that
Congress establish a Director of Na-
tional Intelligence who, in addition to
being the President’s principal adviser
on intelligence, shall have the manage-
ment, budgetary, and personnel powers
needed to make the entire U.S. intel-
ligence community operate as a coher-
ent whole. The joint inquiry rec-
ommended that in order to ensure this
leadership, Congress should require
that no person may simultaneously
serve as both the Director of National
Intelligence and as CIA Director or as
the director of any other specific intel-
ligence agency. Earlier this year, a
member of our committee, Senator
FEINSTEIN, introduced legislation on
that subject. And Senator GRAHAM has
now introduced legislation, which | am
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privileged to cosponsor, that includes
Senator FEINSTEIN’s bill as part of a
comprehensive measure to implement
the recommendations of the joint in-
quiry.

Our Committee’s present bill is a
good downpayment on the reforms that
we should be considering in the time
ahead. | urge both the passage of the
intelligence authorization bill as well
as renewal of our commitment to work
together on the continuing task of im-
proving our intelligence community.

Mr. SUNUNU. Mr. President, | ask
unanimous consent that the Armed
Services Committee amendments be
agreed to and considered as original
text for the purpose of further amend-
ment; that the managers’ amendment
be agreed to; that the bill, as amended,
be read a third time; that the Senate
then proceed to Calendar No. 184, H.R.
2417, the House companion, that all
after the enacting clause be stricken
and the text of S. 1025, as amended, be
inserted; that the bill, as amended, be
read a third time and passed, the mo-
tion to reconsider be laid upon the
table; and that any statements relating
to the bill be printed in the RECORD.

In addition, | ask unanimous consent
that the Senate insist upon its amend-
ments and request a conference with
the House.

I ask unanimous consent that the
Chair be authorized to appoint con-
ferees from the Intelligence Com-
mittee; further, that the Chair appoint
conferees from the Armed Services
Committee in the ratio of 1 to 1 for
matters that fall within their jurisdic-
tion.

Further, | ask consent that S. 1025 be
returned to the calendar.

The PRESIDING OFFICER. Without
objection, it is so ordered.

The committee amendments were
agreed to.

The amendment (No. 1538) was agreed
to.

(The amendment is printed in today’s
RECORD under ““Text of Amendments.’’)

The bill (S. 1025), as amended, was
read the third time.

The bill (H.R. 2417), as amended, was
read the third time and passed, as fol-
lows:

H.R. 2417

Resolved, That the bill from the House of
Representatives (H.R. 2417) entitled ““An Act
to authorize appropriations for fiscal year
2004 for intelligence and intelligence-related
activities of the United States Government,
the Community Management Account, and
the Central Intelligence Agency Retirement
and Disability System, and for other pur-
poses.”’, do pass with the following amend-
ment:

Strike out all after the enacting clause and
insert:

SECTION 1. SHORT TITLE; TABLE OF CONTENTS.

(a) SHORT TITLE.—This Act may be cited as
the ““Intelligence Authorization Act for Fiscal
Year 2004”".

(b) TABLE OF CONTENTS.—The table of con-
tents for this Act is as follows:

Sec. 1. Short title; table of contents.
TITLE I—INTELLIGENCE ACTIVITIES
Sec. 101. Authorization of appropriations.
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Sec. 102. Classified schedule of authorizations.

Sec. 103. Personnel ceiling adjustments.

Sec. 104. Intelligence Community Management
Account.

Sec. 105. Incorporation of reporting require-
ments.

Sec. 106. Preparation and submittal of reports,

reviews, studies, and plans relat-
ing to intelligence activities of De-
partment of Defense or Depart-
ment of Energy.

TITLE II—CENTRAL INTELLIGENCE AGEN-
CY RETIREMENT AND DISABILITY SYS-
TEM

Sec. 201. Authorization of appropriations.

TITLE 111—GENERAL PROVISIONS
Subtitle A—Recurring General Provisions

Sec. 301. Increase in employee compensation

and benefits authorized by law.

Sec. 302. Restriction on conduct of intelligence
activities.

Subtitle B—Intelligence

Modification of authority to obligate
and expend certain funds for in-
telligence activities.

Modification of notice and wait re-
quirements on projects to con-
struct or improve intelligence com-
munity facilities.

Pilot program on analysis of signals
and other intelligence by intel-
ligence analysts of various ele-
ments of the intelligence commu-
nity.

Pilot program on training for intel-
ligence analysts.

Extension of National Commission for
the Review of the Research and
Development Programs of the
United States Intelligence Com-
munity.

Budget treatment of costs of acquisi-
tion of major systems by the intel-
ligence community.

Subtitle C—Surveillance

Clarification and modification of sun-
set of surveillance-related amend-
ments made by USA PATRIOT
ACT of 2001.

Subtitle D—Reports

Report on cleared insider threat to
classified computer networks.

Report on security background inves-
tigations and security clearance
procedures of the Federal Govern-
ment.

Report on detail of civilian intelligence
personnel among elements of the
intelligence community and the
Department of Defense.

Report on modifications of policy and
law on classified information to
facilitate sharing of information
for national security purposes.

Report of Secretary of Defense and Di-
rector of Central Intelligence on
strategic planning.

Report on United States dependence
on computer hardware and soft-
ware manufactured overseas.

Report on lessons learned from mili-
tary operations in Iraq.

Reports on conventional weapons and
ammunition obtained by Iraq in
violation of certain United Na-
tions Security Council resolutions.

Repeal of certain report requirements
relating to intelligence activities.

Report on operations of Directorate of
Information Analysis and Infra-
structure Protection and Terrorist
Threat Integration Center.

Subtitle E—Other Matters

Extension of suspension of reorganiza-
tion of Diplomatic Telecommuni-
cations Service Program Office.

Sec. 311.

Sec. 312.

Sec. 313.

Sec. 314.

Sec. 315.

Sec. 316.

Sec. 321.

Sec. 331.

Sec. 332.

Sec. 333.

Sec. 334.

Sec. 335.

Sec. 336.

Sec. 337.

Sec. 338.

339.

Sec.

Sec. 340

Sec. 351.
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Sec. 352. Modifications of authorities on explo-
sive materials.

Modification of prohibition on the
naturalization of certain persons.

Modification to definition of financial
institution in the Right to Finan-
cial Privacy Act.

Coordination of Federal Government
research on security evaluations.

Technical amendments.

Treatment of classified information in
money laundering cases.

TITLE IV—CENTRAL INTELLIGENCE
AGENCY

Sec. 401. Amendment to certain Central Intel-
ligence Agency Act of 1949 notifi-
cation requirements.

Protection of certain Central
ligence Agency personnel
tort liability.

Repeal of obsolete limitation on use of
funds in Central Services Working
Capital Fund.

Technical amendment to Federal In-
formation Security Management
Act of 2002.

Contribution by Central Intelligence
Agency employees of certain
bonus pay to Thrift Savings Plan
accounts.

TITLE V—DEPARTMENT OF DEFENSE

INTELLIGENCE MATTERS

Sec. 501. Protection of operational files of the
National Security Agency.

Sec. 502. Protection of certain National Security
Agency personnel from tort liabil-
ity.

Sec. 503. Use of funds for counterdrug and
counterterrorism activities for Co-
lombia.

Sec. 504. Scene visualization technologies.

TITLE I—INTELLIGENCE ACTIVITIES

SEC. 101. AUTHORIZATION OF APPROPRIATIONS.

Funds are hereby authorized to be appro-
priated for fiscal year 2004 for the conduct of
the intelligence and intelligence-related activi-
ties of the following elements of the United
States Government:

(1) The Central Intelligence Agency.

(2) The Department of Defense.

(3) The Defense Intelligence Agency.

(4) The National Security Agency.

(5) The Department of the Army, the Depart-
ment of the Navy, and the Department of the
Air Force.

(6) The Department of State.

(7) The Department of the Treasury.

(8) The Department of Energy.

(9) The Federal Bureau of Investigation.

(10) The National Reconnaissance Office.

(11) The National Imagery and Mapping
Agency.

(12) The Coast Guard.

(13) The Department of Homeland Security.
SEC. 102. CLASSIFIED SCHEDULE OF AUTHORIZA-

TIONS.

(a) SPECIFICATIONS OF AMOUNTS AND PER-
SONNEL CEILINGS.—The amounts authorized to
be appropriated under section 101, and the au-
thorized personnel ceilings as of September 30,
2004, for the conduct of the intelligence and in-
telligence-related activities of the elements listed
in such section, are those specified in the classi-
fied Schedule of Authorizations prepared to ac-
company the conference report on the bill
of the One Hundred Eighth Congress.

(b) AVAILABILITY OF CLASSIFIED SCHEDULE OF
AUTHORIZATIONS.—The Schedule of Authoriza-
tions shall be made available to the Committees
on Appropriations of the Senate and House of
Representatives and to the President. The Presi-
dent shall provide for suitable distribution of
the Schedule, or of appropriate portions of the
Schedule, within the executive branch.

SEC. 103. PERSONNEL CEILING ADJUSTMENTS.

(a) AUTHORITY FOR ADJUSTMENTS.—With the
approval of the Director of the Office of Man-

Sec. 353.

Sec. 354.

Sec. 355.
Sec. 356.
Sec. 357.

402. Intel-

from

Sec.
Sec. 403.
Sec. 404.

Sec. 405.
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agement and Budget, the Director of Central In-
telligence may authorize employment of civilian
personnel in excess of the number authorized for
fiscal year 2004 under section 102 when the Di-
rector of Central Intelligence determines that
such action is necessary to the performance of
important intelligence functions, except that the
number of personnel employed in excess of the
number authorized under such section may not,
for any element of the intelligence community,
exceed 2 percent of the number of civilian per-
sonnel authorized under such section for such
element.

(b) NOTICE TO INTELLIGENCE COMMITTEES.—
The Director of Central Intelligence shall
promptly notify the Select Committee on Intel-
ligence of the Senate and the Permanent Select
Committee on Intelligence of the House of Rep-
resentatives whenever the Director exercises the
authority granted by this section.

SEC. 104. INTELLIGENCE COMMUNITY MANAGE-
MENT ACCOUNT.

(a) AUTHORIZATION OF APPROPRIATIONS.—
There is authorized to be appropriated for the
Intelligence Community Management Account
of the Director of Central Intelligence for fiscal
year 2004 the sum of $198,390,000. Within such
amount, funds identified in the classified Sched-
ule of Authorizations referred to in section
102(a) for advanced research and development
shall remain available until September 30, 2005.

(b) AUTHORIZED PERSONNEL LEVELS.—The ele-
ments within the Intelligence Community Man-
agement Account of the Director of Central In-
telligence are authorized 310 full-time personnel
as of September 30, 2004. Personnel serving in
such elements may be permanent employees of
the Intelligence Community Management Ac-
count or personnel detailed from other elements
of the United States Government.

(c) CLASSIFIED AUTHORIZATIONS.—

(1) AUTHORIZATION OF APPROPRIATIONS.—In
addition to amounts authorized to be appro-
priated for the Intelligence Community Manage-
ment Account by subsection (a), there are also
authorized to be appropriated for the Intel-
ligence Community Management Account for
fiscal year 2004 such additional amounts as are
specified in the classified Schedule of Author-
izations referred to in section 102(a). Such addi-
tional amounts for research and development
shall remain available until September 30, 2005.

(2) AUTHORIZATION OF PERSONNEL.—INn addi-
tion to the personnel authorized by subsection
(b) for elements of the Intelligence Community
Management Account as of September 30, 2004,
there are also authorized such additional per-
sonnel for such elements as of that date as are
specified in the classified Schedule of Author-
izations.

(d) REIMBURSEMENT.—Except as provided in
section 113 of the National Security Act of 1947
(50 U.S.C. 404h), during fiscal year 2004 any of-
ficer or employee of the United States or a mem-
ber of the Armed Forces who is detailed to the
staff of the Intelligence Community Manage-
ment Account from another element of the
United States Government shall be detailed on a
reimbursable basis, except that any such officer,
employee, or member may be detailed on a non-
reimbursable basis for a period of less than one
year for the performance of temporary functions
as required by the Director of Central Intel-
ligence.

(e) NATIONAL DRUG INTELLIGENCE CENTER.—

(1) IN GENERAL.—Of the amount authorized to
be appropriated in subsection (a), $37,090,000
shall be available for the National Drug Intel-
ligence Center. Within such amount, funds pro-
vided for research, development, testing, and
evaluation purposes shall remain available until
September 30, 2005, and funds provided for pro-
curement purposes shall remain available until
September 30, 2006.

(2) TRANSFER OF FUNDS.—The Director of Cen-
tral Intelligence shall transfer to the Attorney
General funds available for the National Drug
Intelligence Center under paragraph (1). The
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Attorney General shall utilize funds so trans-
ferred for the activities of the National Drug In-
telligence Center.

(3) LIMITATION.—Amounts available for the
National Drug Intelligence Center may not be
used in contravention of the provisions of sec-
tion 103(d)(1) of the National Security Act of
1947 (50 U.S.C. 403-3(d)(1)).

(4) AuTHORITY.—Notwithstanding any other
provision of law, the Attorney General shall re-
tain full authority over the operations of the
National Drug Intelligence Center.

SEC. 105. INCORPORATION OF REPORTING RE-

QUIREMENTS.

(a) IN GENERAL.—Each requirement to submit
a report to the congressional intelligence com-
mittees that is included in the joint explanatory
statement to accompany the conference report
on the bill  of the One Hundred Eighth Con-
gress, or in the classified annex to this Act, is
hereby incorporated into this Act, and is hereby
made a requirement in law.

(b) CONGRESSIONAL INTELLIGENCE COMMITTEES
DEFINED.—In this section, the term ‘‘congres-
sional intelligence committees’ means—

(1) the Select Committee on Intelligence of the
Senate; and

(2) the Permanent Select Committee on Intel-
ligence of the House of Representatives.

SEC. 106. PREPARATION AND SUBMITTAL OF RE-

PORTS, REVIEWS, STUDIES, AND
PLANS RELATING TO INTELLIGENCE
ACTIVITIES OF DEPARTMENT OF DE-
FENSE OR DEPARTMENT OF ENERGY.

(a) CONSULTATION IN PREPARATION.—(1) The
Director of Central Intelligence shall ensure
that any report, review, study, or plan required
to be prepared or conducted by a provision of
this Act, including a provision of the classified
Schedule of Authorizations referred to in section
102(a) or the classified annex to this Act, that
involves the intelligence or intelligence-related
activities of the Department of Defense or the
Department of Energy is prepared or conducted
in consultation with the Secretary of Defense or
the Secretary of Energy, as appropriate.

(2) The Secretary of Defense or the Secretary
of Energy may carry out any consultation re-
quired by this subsection through an official of
the Department of Defense or the Department of
Energy, as the case may be, designated by such
Secretary for that purpose.

(b) SUBMITTAL.—ANY report, review, study, or
plan referred to in subsection (a) shall be sub-
mitted, in addition to any other committee of
Congress specified for submittal in the provision
concerned, to the following committees of Con-
gress:

(1) The Committees on Armed Services and
Appropriations and the Select Committee on In-
telligence of the Senate.

(2) The Committees on Armed Services and
Appropriations and the Permanent Select Com-
mittee on Intelligence of the House of Represent-
atives.

TITLE II—CENTRAL INTELLIGENCE AGEN-
CY RETIREMENT AND DISABILITY SYS-
TEM

SEC. 201. AUTHORIZATION OF APPROPRIATIONS.
There is authorized to be appropriated for the

Central Intelligence Agency Retirement and Dis-

ability Fund for fiscal year 2004 the sum of

$226,400,000.

TITLE III—GENERAL PROVISIONS
Subtitle A—Recurring General Provisions
SEC. 301. INCREASE IN EMPLOYEE COMPENSA-
TION AND BENEFITS AUTHORIZED

BY LAW.

Appropriations authorized by this Act for sal-
ary, pay, retirement, and other benefits for Fed-
eral employees may be increased by such addi-
tional or supplemental amounts as may be nec-
essary for increases in such compensation or
benefits authorized by law.

SEC. 302. RESTRICTION ON CONDUCT OF INTEL-

LIGENCE ACTIVITIES.

The authorization of appropriations by this

Act shall not be deemed to constitute authority
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for the conduct of any intelligence activity

which is not otherwise authorized by the Con-

stitution or the laws of the United States.
Subtitle B—Intelligence

SEC. 311. MODIFICATION OF AUTHORITY TO OBLI-
GATE AND EXPEND CERTAIN FUNDS
FOR INTELLIGENCE ACTIVITIES.

Section 504(a)(3) of the National Security Act
of 1947 (50 U.S.C. 414(a)(3)) is amended—

(1) by inserting ‘‘and’’ at the end of subpara-
graph (A);

(2) by striking subparagraph (B); and

(3) by redesignating subparagraph (C) as sub-
paragraph (B).

SEC. 312. MODIFICATION OF NOTICE AND WAIT
REQUIREMENTS ON PROJECTS TO
CONSTRUCT OR IMPROVE INTEL-
LIGENCE COMMUNITY FACILITIES.

(a) INCREASE OF THRESHOLDS FOR NOTICE.—
Subsection (a) of section 602 of the Intelligence
Authorization Act for Fiscal Year 1995 (Public
Law 103-359; 108 Stat. 3432; 50 U.S.C. 403-2b(a))
is amended—

(1) by striking ‘“$750,000"" each place it ap-
pears and inserting ‘‘$5,000,000’; and

(2) by striking ‘‘$500,000”” each place it ap-
pears and inserting ‘‘$1,000,000"".

(b) NOTICE AND WAIT REQUIREMENTS FOR
EMERGENCY PROJECTS.—Subsection (b)(2) of
that section is amended—

(1) by redesignating subparagraphs (A), (B),
and (C) as clauses (i), (ii), and (iii), respectively;

(2) by inserting ‘“(A)”’ after ‘*(2) REPORT.—"";

(3) by striking ‘“21-day period’ and inserting
““7-day period’’; and

(4) by adding at the end the following new
subparagraph:

“(B) Notwithstanding subparagraph (A), a
project referred to in paragraph (1) may begin
on the date the notification is received by the
appropriate committees of Congress under that
paragraph if the Director of Central Intelligence
and the Secretary of Defense jointly determine
that—

“(i) an emergency exists with respect to the
national security or the protection of health,
safety, or environmental quality; and

“(ii) any delay in the commencement of the
project would harm any or all of those inter-
ests.”.

SEC. 313. PILOT PROGRAM ON ANALYSIS OF SIG-
NALS AND OTHER INTELLIGENCE BY
INTELLIGENCE ANALYSTS OF VAR-
IOUS ELEMENTS OF THE INTEL-
LIGENCE COMMUNITY.

(a) IN GENERAL.—The Director of Central In-
telligence shall, in coordination with the Sec-
retary of Defense, carry out a pilot program to
assess the feasibility and advisability of permit-
ting intelligence analysts of various elements of
the intelligence community to access and ana-
lyze intelligence from the databases of other ele-
ments of the intelligence community in order to
achieve the objectives set forth in subsection (c).

(b) COVERED INTELLIGENCE.—The intelligence
to be analyzed under the pilot program under
subsection (a) shall include the following:

(1) Signals intelligence of the National Secu-
rity Agency.

(2) Such intelligence of other elements of the
intelligence community as the Director shall se-
lect for purposes of the pilot program.

(c) OBJECTIVES.—The objectives set forth in
this subsection are as follows:

(1) To enhance the capacity of the intelligence
community to undertake so-called “‘all source
fusion” analysis in support of the intelligence
and intelligence-related missions of the intel-
ligence community.

(2) To reduce, to the extent practicable, the
amount of intelligence collected by the intel-
ligence community that is not assessed, or re-
viewed, by intelligence analysts.

(3) To reduce the burdens imposed on analyt-
ical personnel of the elements of the intelligence
community by current practices regarding the
sharing of intelligence among elements of the in-
telligence community.
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(d) COMMENCEMENT.—The Director shall com-
mence the pilot program under subsection (a)
not later than December 31, 2003.

(e) VARIOUS MECHANISMS REQUIRED.—In car-
rying out the pilot program under subsection
(a), the Director shall develop and utilize var-
ious mechanisms to facilitate the access to, and
the analysis of, intelligence in the databases of
the intelligence community by intelligence ana-
lysts of other elements of the intelligence com-
munity, including the use of so-called ‘‘detailees
in place”.

(f) SECURITY.—(1) In carrying out the pilot
program under subsection (a), the Director shall
take appropriate actions to protect against the
disclosure and unauthorized use of intelligence
in the databases of the elements of the intel-
ligence community which may endanger sources
and methods which (as determined by the Direc-
tor) warrant protection.

(2) The actions taken under paragraph (1)
shall include the provision of training on the
accessing and handling of information in the
databases of various elements of the intelligence
community and the establishment of limitations
on access to information in such databases to
United States persons.

(9) ASSESSMENT.—Not later than February 1,
2004, after the commencement under subsection
(d) of the pilot program under subsection (a),
the Under Secretary of Defense for Intelligence
and the Assistant Director of Central Intel-
ligence for Analysis and Production shall joint-
ly carry out an assessment of the progress of the
pilot program in meeting the objectives set forth
in subsection (c).

(h) REPORT.—(1) The Director of Central In-
telligence shall, in coordination with the Sec-
retary of Defense, submit to the appropriate
committees of Congress a report on the assess-
ment carried out under subsection (g).

(2) The report shall include—

(A) a description of the pilot program under
subsection (a);

(B) the findings of the Under Secretary and
Assistant Director as a result of the assessment;

(C) any recommendations regarding the pilot
program that the Under Secretary and the As-
sistant Director jointly consider appropriate in
light of the assessment; and

(D) any recommendations that the Director
and Secretary consider appropriate for purposes
of the report.

(i) APPROPRIATE COMMITTEES OF CONGRESS
DEFINED.—In this section, the term ‘‘appro-
priate committees of Congress’ means—

(1) the Select Committee on Intelligence, the
Committee on Armed Services, and the Com-
mittee on Appropriations of the Senate; and

(2) the Permanent Select Committee on Intel-
ligence, the Committee on Armed Services, and
the Committee on Appropriations of the House
of Representatives.

SEC. 314. PILOT PROGRAM ON TRAINING FOR IN-
TELLIGENCE ANALYSTS.

(a) PILOT PROGRAM REQUIRED.—(1) The Di-
rector of Central Intelligence shall carry out a
pilot program to assess the feasibility and advis-
ability of providing for the preparation of se-
lected students for availability for employment
as intelligence analysts for the intelligence and
intelligence-related activities of the United
States through a training program similar to the
Reserve Officers’ Training Corps programs of
the Department of Defense.

(2) The pilot program shall be known as the
Intelligence Community Analyst Training Pro-
gram.

(b) ELEMENTS.—In carrying out the pilot pro-
gram under subsection (a), the Director shall es-
tablish and maintain one or more cadres of stu-
dents who—

(1) participate in such training as intelligence
analysts as the Director considers appropriate;
and

(2) upon completion of such training, are
available for employment as intelligence ana-
lysts under such terms and conditions as the Di-
rector considers appropriate.
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(c) DURATION.—The Director shall carry out
the pilot program under subsection (a) during
fiscal years 2004 through 2006.

(d) LIMITATION ON NUMBER OF MEMBERS DUR-
ING FISCAL YEAR 2004.—The total number of in-
dividuals participating in the pilot program
under subsection (a) during fiscal year 2004 may
not exceed 150 students.

(e) RESPONSIBILITY.—The Director shall carry
out the pilot program under subsection (a)
through the Assistant Director of Central Intel-
ligence for Analysis and Production.

(f) REPORTS.—(1) Not later than 120 days after
the date of the enactment of this Act, the Direc-
tor shall submit to Congress a preliminary report
on the pilot program under subsection (a), in-
cluding a description of the pilot program and
the authorities to be utilized in carrying out the
pilot program.

(2) Not later than one year after the com-
mencement of the pilot program, the Director
shall submit to Congress a report on the pilot
program. The report shall include—

(A) a description of the activities under the
pilot program, including the number of individ-
uals who participated in the pilot program and
the training provided such individuals under
the pilot program;

(B) an assessment of the effectiveness of the
pilot program in meeting the purpose of the pilot
program; and

(C) any recommendations for additional legis-
lative or administrative action that the Director
considers appropriate in light of the pilot pro-
gram.

(9) FUNDING.—Of the amounts authorized to
be appropriated by this Act, $8,000,000 shall be
available in fiscal year 2004 to carry out this
section.

SEC. 315. EXTENSION OF NATIONAL COMMISSION
FOR THE REVIEW OF THE RESEARCH
AND DEVELOPMENT PROGRAMS OF
THE UNITED STATES INTELLIGENCE
COMMUNITY.

Section 1007(a) of the Intelligence Authoriza-
tion Act for Fiscal Year 2003 (Public Law 107-
306; 116 Stat. 2442; 50 U.S.C. 401 note) is amend-
ed by striking ‘“‘September 1, 2003,”” and insert-
ing ‘“‘September 1, 2004,”".

SEC. 316. BUDGET TREATMENT OF COSTS OF AC-
QUISITION OF MAJOR SYSTEMS BY
THE INTELLIGENCE COMMUNITY.

(a) FINDINGS.—Congress makes the following
findings:

(1) Funds within the National Foreign Intel-
ligence Program often must be shifted from pro-
gram to program and from fiscal year to fiscal
year to address funding shortfalls caused by sig-
nificant increases in the costs of acquisition of
major systems by the intelligence community.

(2) While some increases in the costs of acqui-
sition of major systems by the intelligence com-
munity are unavoidable, the magnitude of
growth in the costs of acquisition of many major
systems indicates a systemic bias within the in-
telligence community to underestimate the costs
of such acquisition, particularly in the prelimi-
nary stages of development and production.

(3) Decisions by Congress to fund the acquisi-
tion of major systems by the intelligence commu-
nity rely significantly upon initial estimates of
the affordability of acquiring such major sys-
tems and occur within a context in which funds
can be allocated for a variety of alternative pro-
grams. Thus, substantial increases in costs of
acquisition of major systems place significant
burdens on the availability of funds for other
programs and new proposals within the Na-
tional Foreign Intelligence Program.

(4) Independent cost estimates, prepared by
independent offices, have historically rep-
resented a more accurate projection of the costs
of acquisition of major systems.

(5) Recognizing the benefits associated with
independent cost estimates for the acquisition of
major systems, the Secretary of Defense has
built upon the statutory requirement in section
2434 of title 10, United States Code, to develop
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and consider independent cost estimates for the

acquisition of such systems by mandating the

use of such estimates in budget requests of the

Department of Defense.

(6) The mandatory use throughout the intel-
ligence community of independent cost estimates
for the acquisition of major systems will assist
the President and Congress in the development
and funding of budgets which more accurately
reflect the requirements and priorities of the
United States Government for intelligence and
intelligence-related activities.

(b) BUDGET TREATMENT OF COSTS OF ACQUISI-
TION OF MAJOR SYSTEMS.—Title V of the Na-
tional Security Act of 1947 (50 U.S.C. 413 et seq.)
is amended by inserting after section 506 the fol-
lowing new section:

““BUDGET TREATMENT OF COSTS OF ACQUISITION
OF MAJOR SYSTEMS BY THE INTELLIGENCE COM-
MUNITY
““SEC. 506A. (a) INDEPENDENT COST ESTI-

MATES.—(1) The Director of Central Intelligence
shall, in consultation with the head of each ele-
ment of the intelligence community concerned,
prepare an independent cost estimate of the full
life-cycle cost of development, procurement, and
operation of each major system to be acquired
by the intelligence community.

““(2) Each independent cost estimate for a
major system shall, to the maximum extent prac-
ticable, specify the amount required to be appro-
priated and obligated to develop, procure, and
operate the major system in each fiscal year of
the proposed period of development, procure-
ment, and operation of the major system.

“(3)(A) In the case of a program of the intel-
ligence community that qualifies as a major sys-
tem, an independent cost estimate shall be pre-
pared before the submission to Congress of the
budget of the President for the first fiscal year
in which appropriated funds are anticipated to
be obligated for the development or procurement
of such major system.

“(B) In the case of a program of the intel-
ligence community for which an independent
cost estimate was not previously required to be
prepared under this section, including a pro-
gram for which development or procurement
commenced before the date of the enactment of
the Intelligence Authorization Act for Fiscal
Year 2004, if the aggregate future costs of devel-
opment or procurement (or any combination of
such activities) of the program will exceed
$500,000,000 (in current fiscal year dollars), the
program shall qualify as a major system for pur-
poses of this section, and an independent cost
estimate for such major system shall be prepared
before the submission to Congress of the budget
of the President for the first fiscal year there-
after in which appropriated funds are antici-
pated to be obligated for such major system.

““(4) The independent cost estimate for a major
system shall be updated upon—

““(A) the completion of any preliminary design
review associated with the major system;

“(B) any significant modification to the an-
ticipated design of the major system; or

““(C) any change in circumstances that ren-
ders the current independent cost estimate for
the major system inaccurate.

““(5) Any update of an independent cost esti-
mate for a major system under paragraph (4)
shall meet all requirements for independent cost
estimates under this section, and shall be treat-
ed as the most current independent cost estimate
for the major system until further updated
under that paragraph.

““(b) PREPARATION OF INDEPENDENT COST Es-
TIMATES.—(1) The Director shall establish with-
in the Office of the Deputy Director of Central
Intelligence for Community Management an of-
fice which shall be responsible for preparing
independent cost estimates, and any updates
thereof, under subsection (a), unless a designa-
tion is made under paragraph (2).

““(2) In the case of the acquisition of a major
system for an element of the intelligence commu-
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nity within the Department of Defense, the Di-

rector and the Secretary of Defense shall pro-

vide that the independent cost estimate, and
any updates thereof, under subsection (a) be
prepared by an entity jointly designated by the

Director and the Secretary in accordance with

section 2434(b)(1)(A) of title 10, United States

Code.

““(c) UTILIZATION IN BUDGETS OF PRESIDENT.—
If the budget of the President requests appro-
priations for any fiscal year for the development
or procurement of a major system by the intel-
ligence community, the President shall request
in such budget an amount of appropriations for
the development or procurement, as the case
may be, of the major system that is equivalent to
the amount of appropriations identified in the
most current independent cost estimate for the
major system for obligation for each fiscal year
for which appropriations are requested for the
major system in such budget.

““(d) INCLUSION OF ESTIMATES IN BUDGET JUS-
TIFICATION MATERIALS.—The budget justifica-
tion materials submitted to Congress in support
of the budget of the President shall include the
most current independent cost estimate under
this section for each major system for which ap-
propriations are requested in such budget for
any fiscal year.

‘‘(e) DEFINITIONS.—In this section:

““(1) The term ‘budget of the President’ means
the budget of the President for a fiscal year as
submitted to Congress under section 1105(a) of
title 31, United States Code.

““(2) The term ‘independent cost estimate’
means a pragmatic and neutral analysis, assess-
ment, and quantification of all costs and risks
associated with the acquisition of a major sys-
tem, which shall be based on programmatic and
technical specifications provided by the office
within the element of the intelligence commu-
nity with primary responsibility for the develop-
ment, procurement, or operation of the major
system.

““(3) The term ‘major system’ means any sig-
nificant program of an element of the intel-
ligence community with projected total develop-
ment and procurement costs exceeding
$500,000,000 (in current fiscal year dollars),
which costs shall include all end-to-end pro-
gram costs, including costs associated with the
development and procurement of the program
and any other costs associated with the develop-
ment and procurement of systems required to
support or utilize the program.”.

(c) CLERICAL AMENDMENT.—The table of con-
tents for the National Security Act of 1947 is
amended by inserting after the item relating to
section 506 the following new item:

‘“‘Sec. 506A. Budget treatment of costs of acquisi-
tion of major systems by the intel-
ligence community.”.

Subtitle C—Surveillance

SEC. 321. CLARIFICATION AND MODIFICATION OF
SUNSET OF SURVEILLANCE-RE-
LATED AMENDMENTS MADE BY USA
PATRIOT ACT OF 2001.

(a) CLARIFICATION.—Section 224 of the USA
PATRIOT ACT of 2001 (Public Law 107-56; 115
Stat. 295) is amended by adding at the end the
following new subsection:

‘“(c) EFFECT OF SUNSET.—Effective on Decem-
ber 31, 2005, each provision of law the amend-
ment of which is sunset by subsection (a) shall
be revived so as to be in effect as such provision
of law was in effect on October 25, 2001.”".

(b) MODIFICATION.—Subsection (a) of that sec-
tion is amended by inserting 204, after
203(c),”.

Subtitle D—Reports
SEC. 331. REPORT ON CLEARED INSIDER THREAT
TO CLASSIFIED COMPUTER NET-
WORKS.

(a) REPORT REQUIRED.—The Director of Cen-
tral Intelligence and the Secretary of Defense
shall jointly submit to the appropriate commit-
tees of Congress a report on the risks to the na-
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tional security of the United States of the cur-

rent computer security practices of the elements

of the intelligence community and of the De-
partment of Defense.

(b) ASSESSMENTS.—The report under sub-
section (a) shall include an assessment of the
following:

(1) The vulnerability of the computers and
computer systems of the elements of the intel-
ligence community, and of the Department of
Defense, to various threats from foreign govern-
ments, international terrorist organizations, and
organized crime, including information warfare
(IW), Information Operations (10), Computer
Network Exploitation (CNE), and Computer Net-
work Attack (CNA).

(2) The risks of providing users of local area
networks (LANs) or wide-area networks (WANS)
of computers that include classified information
with capabilities for electronic mail, upload and
download, or removable storage media without
also deploying comprehensive computer fire-
walls, accountability procedures, or other ap-
propriate security controls.

(3) Any other matters that the Director and
the Secretary jointly consider appropriate for
purposes of the report.

(c) INFORMATION ON ACCESS TO NETWORKS.—
The report under subsection (a) shall also in-
clude information as follows:

(1) An estimate of the number of access points
on each classified computer or computer system
of an element of the intelligence community or
the Department of Defense that permit unsuper-
vised uploading or downloading of classified in-
formation, set forth by level of classification.

(2) An estimate of the number of individuals
utilizing such computers or computer systems
who have access to input-output devices on
such computers or computer systems.

(3) A description of the policies and proce-
dures governing the security of the access points
referred to in paragraph (1), and an assessment
of the adequacy of such policies and procedures.

(4) An assessment of viability of utilizing
other technologies (including so-called “‘thin cli-
ent servers’) to achieve enhanced security of
such computers and computer systems through
more rigorous control of access to such com-
puters and computer systems.

(d) RECOMMENDATIONS.—The report under
subsection (a) shall also include such rec-
ommendations for modifications or improve-
ments of the current computer security practices
of the elements of the intelligence community,
and of the Department of Defense, as the Direc-
tor and the Secretary jointly consider appro-
priate as a result of the assessments under sub-
section (b) and the information under subsection
c).
( )(e) SUBMITTAL DATE.—The report under sub-
section (a) shall be submitted not later than
February 15, 2004.

(f) FORM.—The report under subsection (a)
may be submitted in classified or unclassified
form, at the election of the Director.

(g) DEFINITIONS.—In this section:

(1) The term “‘appropriate committees of Con-
gress’” means—

(A) the Select Committee on Intelligence and
the Committee on Armed Services of the Senate;
and

(B) the Permanent Select Committee on Intel-
ligence and the Committee on Armed Services of
the House of Representatives.

(2) The term “‘elements of the intelligence com-
munity’”” means the elements of the intelligence
community set forth in or designated under sec-
tion 3(4) of the National Security Act of 1947 (50
U.S.C. 401a(4)).

SEC. 332. REPORT ON SECURITY BACKGROUND
INVESTIGATIONS AND SECURITY
CLEARANCE PROCEDURES OF THE
FEDERAL GOVERNMENT.

(a) REPORT REQUIRED.—The Director of Cen-
tral Intelligence and the Secretary of Defense
shall jointly submit to the appropriate commit-
tees of Congress a report on the utility and ef-
fectiveness of the current security background
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investigations and security clearance procedures
of the Federal Government in meeting the pur-
poses of such investigations and procedures.

(b) PARTICULAR REPORT MATTERS.—In pre-
paring the report, the Director and the Sec-
retary shall address in particular the following:

(1) A comparison of the costs and benefits of
conducting background investigations for Secret
clearance with the costs and benefits of con-
ducting full field background investigations.

(2) The standards governing the revocation of
security clearances.

(c) RECOMMENDATIONS.—The report under
subsection (a) shall include such recommenda-
tions for modifications or improvements of the
current security background investigations or
security clearance procedures of the Federal
Government as the Director and the Secretary
jointly consider appropriate as a result of the
preparation of the report under that subsection.

(d) SuBMITTAL DATE.—The report under sub-
section (@) shall be submitted not later than
February 15, 2004.

(e) APPROPRIATE COMMITTEES OF CONGRESS
DEFINED.—In this section, the term ‘‘appro-
priate committees of Congress’” means—

(1) the Select Committee on Intelligence and
the Committees on Armed Services and the Judi-
ciary of the Senate; and

(2) the Permanent Select Committee on Intel-
ligence and the Committees on Armed Services
and the Judiciary of the House of Representa-
tives.

SEC. 333. REPORT ON DETAIL OF CIVILIAN INTEL-
LIGENCE PERSONNEL AMONG ELE-
MENTS OF THE INTELLIGENCE COM-
MUNITY AND THE DEPARTMENT OF
DEFENSE.

(a) REPORT REQUIRED.—The Director of Cen-
tral Intelligence shall, in consultation with the
heads of the elements of the intelligence commu-
nity, submit to the appropriate committees of
Congress a report on means of improving the de-
tail or transfer of civilian intelligence personnel
between and among the various elements of the
intelligence community for the purpose of en-
hancing the flexibility and effectiveness of the
intelligence  community in responding to
changes in requirements for the collection, anal-
ysis, and dissemination of intelligence.

(b) REPORT ELEMENTS.—The report under sub-
section (a) shall—

(1) set forth a variety of proposals on means
of improving the detail or transfer of civilian in-
telligence personnel as described in that sub-
section;

(2) identify the proposal or proposals deter-
mined by the heads of the elements of the intel-
ligence community to be most likely to meet the
purpose described in that subsection; and

(3) include such recommendations for such
legislative or administrative action as the heads
of the elements of the intelligence community
consider appropriate to implement the proposal
or proposals identified under paragraph (2).

(c) SUBMITTAL DATE.—The report under sub-
section (a) shall be submitted not later than
February 15, 2004.

(d) DEFINITIONS.—In this section:

(1) The term “‘appropriate committees of Con-
gress’’ means—

(A) the Select Committee on Intelligence and
the Committees on Armed Services and the Judi-
ciary of the Senate; and

(B) the Permanent Select Committee on Intel-
ligence and the Committees on Armed Services
and the Judiciary of the House of Representa-
tives.

(2) The term “‘elements of the intelligence com-
munity’”” means the elements of the intelligence
community set forth in or designated under sec-
tion 3(4) of the National Security Act of 1947 (50
U.S.C. 401a(4)).

(3) The term ‘“*heads of the elements of the in-
telligence community’” includes the Secretary of
Defense with respect to each element of the in-
telligence community within the Department of
Defense or the military departments.
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SEC. 334. REPORT ON MODIFICATIONS OF POLICY
AND LAW ON CLASSIFIED INFORMA-
TION TO FACILITATE SHARING OF
INFORMATION FOR NATIONAL SECU-
RITY PURPOSES.

(a) REPORT.—Not later than four months after
the date of the enactment of this Act, the Presi-
dent shall submit to the appropriate committees
of Congress a report that—

(1) identifies impediments in current policy
and regulations to the sharing of classified in-
formation horizontally across and among Fed-
eral departments and agencies, and between
Federal departments and agencies and vertically
to and from agencies of State and local govern-
ments and the private sector, for national secu-
rity purposes, including homeland security;

(2) proposes appropriate modifications of pol-
icy, law, and regulations to eliminate such im-
pediments in order to facilitate such sharing of
classified information for homeland security
purposes, including homeland security; and

(3) outlines a plan of action (including appro-
priate milestones and funding) to establish the
Terrorist Threat Integration Center as called for
in the Information on the State of the Union
given by the President to Congress under section
3 of Article Il of the Constitution of the United
States in 2003.

(b) CONSIDERATIONS.—INn preparing the report
under subsection (a), the President shall—

(1) consider the extent to which the reliance
on a document-based approach to the protection
of classified information impedes the sharing of
classified information; and

(2) consider the extent to which the utilization
of a database-based approach, or other elec-
tronic approach, to the protection of classified
information might facilitate the sharing of clas-
sified information.

(c) COORDINATION WITH OTHER INFORMATION
SHARING ACTIVITIES.—In preparing the report
under subsection (a), the President shall, to the
maximum extent practicable, take into account
actions being undertaken under the Homeland
Security Information Sharing Act (subtitle 1 of
title VIII of Public Law 107-296; 116 Stat. 2252;
6 U.S.C. 481 et seq.).

(d) APPROPRIATE COMMITTEES OF CONGRESS
DEFINED.—In this section, the term ‘‘appro-
priate committees of Congress’ means—

(1) the Select Committee on Intelligence and
the Committees on Armed Services and the Judi-
ciary of the Senate; and

(2) the Permanent Select Committee on Intel-
ligence, the Select Committee on Homeland Se-
curity, and the Committees on Armed Services
and the Judiciary of the House of Representa-
tives.

SEC. 335. REPORT OF SECRETARY OF DEFENSE
AND DIRECTOR OF CENTRAL INTEL-
LIGENCE ON STRATEGIC PLANNING.

(a) REPORT.—Not later than February 15,
2004, the Secretary of Defense and the Director
of Central Intelligence shall jointly submit to
the appropriate committees of Congress a report
that assesses progress in the following:

(1) The development by the Department of De-
fense and the intelligence community of a com-
prehensive and uniform analytical capability to
assess the utility and advisability of various
sensor and platform architectures and capabili-
ties for the collection of intelligence.

(2) The improvement of coordination between
the Department and the intelligence community
on strategic and budgetary planning.

(b) FORM.—The report under subsection (a)
may be submitted in classified form.

(c) APPROPRIATE COMMITTEES OF CONGRESS
DEFINED.—In this section, the term ‘‘appro-
priate committees of Congress’ means—

(1) the Select Committee on Intelligence and
the Committee on Armed Services of the Senate;
and

(2) the Permanent Select Committee on Intel-
ligence and the Committee on Armed Services of
the House of Representatives.
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SEC. 336. REPORT ON UNITED STATES DEPEND-
ENCE ON COMPUTER HARDWARE
AND SOFTWARE MANUFACTURED
OVERSEAS.

(a) REPORT.—Not later than February 15,
2004, the Director of Central Intelligence shall
submit to the appropriate committees of Con-
gress a report on the extent of United States de-
pendence on computer hardware or software
that is manufactured overseas.

(b) ELEMENTS.—The report under subsection
(a) shall address the following:

(1) The extent to which the United States cur-
rently depends on computer hardware or soft-
ware that is manufactured overseas.

(2) The extent to which United States depend-
ence on such computer hardware or software is
increasing.

(3) The vulnerabilities of the national security
and economy of the United States as a result of
United States dependence on such computer
hardware or software.

(4) Any other matters relating to United States
dependence on such computer hardware or soft-
ware that the Director considers appropriate.

(c) CONSULTATION WITH PRIVATE SECTOR.—In
preparing the report under subsection (a), the
Director may consult, and is encouraged to con-
sult, with appropriate persons and entities in
the computer hardware or software industry
and with other appropriate persons and entities
in the private sector.

(d) FORM.—(1) The report under subsection
(a) shall be submitted in unclassified form, but
may include a classified annex.

(2) The report may be in the form of a Na-
tional Intelligence Estimate.

(e) APPROPRIATE COMMITTEES OF CONGRESS
DEFINED.—In this section, the term ‘‘appro-
priate committees of Congress’” means—

(1) the Select Committee on Intelligence and
the Committee on Armed Services of the Senate;
and

(2) the Permanent Select Committee on Intel-
ligence and the Committee on Armed Services of
the House of Representatives.

SEC. 337. REPORT ON LESSONS LEARNED FROM
MILITARY OPERATIONS IN IRAQ.

(a) REPORT.—Not later than one year after
the date of the enactment of this Act, the Direc-
tor of Central Intelligence shall submit to the
appropriate committees of Congress a report on
the intelligence lessons learned as a result of
Operation Iraqi Freedom.

(b) RECOMMENDATIONS.—The report under
subsection (a) shall include such recommenda-
tions on means of improving training, equip-
ment, operations, coordination, and collection of
or for intelligence as the Director considers ap-
propriate.

(c) FORM.—The report under subsection (a)
shall be submitted in classified form.

(d) APPROPRIATE COMMITTEES OF CONGRESS
DEFINED.—In this section, the term ‘‘appro-
priate committees of Congress’ means—

(1) the Select Committee on Intelligence and
the Committee on Armed Services of the Senate;
and

(2) the Permanent Select Committee on Intel-
ligence and the Committee on Armed Services of
the House of Representatives.

SEC. 338. REPORTS ON CONVENTIONAL WEAPONS
AND AMMUNITION OBTAINED BY
IRAQ IN VIOLATION OF CERTAIN
UNITED NATIONS SECURITY COUN-
CIL RESOLUTIONS.

(a) PRELIMINARY REPORT.—Not later than 120
days after the date of the cessation of hostilities
in Iraq (as determined by the President), the Di-
rector of the Defense Intelligence Agency shall,
after such consultation with the Secretary of
State and the Attorney General as the Director
considers appropriate, submit to the appropriate
committees of Congress a preliminary report on
all information obtained by the Department of
Defense and the intelligence community on the
conventional weapons and ammunition obtained
by Iraq in violation of applicable resolutions of
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the United Nations Security Council adopted

since the invasion of Kuwait by Irag in August

1990.

(b) FINAL REPORT.—(1) Not later than 270
days after the date of the cessation of hostilities
in Irag (as so determined), the Director shall
submit to the appropriate committees of Con-
gress a final report on the information described
in subsection (a).

(2) The final report under paragraph (1) shall
include such updates of the preliminary report
under subsection (a) as the Director considers
appropriate.

(c) ELEMENTS.—Each report under this section
shall set forth, to the extent practicable, with
respect to each shipment of weapons or ammuni-
tion addressed in such report the following:

(1) The country of origin.

(2) Any country of transshipment.

(d) FOorRM.—Each report under this section
shall be submitted in unclassified form, but may
include a classified annex.

(e) APPROPRIATE COMMITTEES OF CONGRESS
DEFINED.—In this section, the term ‘‘appro-
priate committees of Congress’” means—

(1) the Select Committee on Intelligence and
the Committees on Armed Services and Foreign
Relations of the Senate; and

(2) the Permanent Select Committee on Intel-
ligence and the Committees on Armed Services
and International Relations of the House of
Representatives.

SEC. 339. REPEAL OF CERTAIN REPORT REQUIRE-
MENTS RELATING TO INTELLIGENCE
ACTIVITIES.

(a) ANNUAL EVALUATION OF PERFORMANCE
AND RESPONSIVENESS OF INTELLIGENCE COMMU-
NITY.—Section 105 of the National Security Act
of 1947 (50 U.S.C. 403-5) is amended by striking
subsection (d).

(b) PERIODIC AND SPECIAL REPORTS ON Dis-
CLOSURE OF INTELLIGENCE INFORMATION TO
UNITED NATIONS.—Section 112 of the National
Security Act of 1947 (50 U.S.C. 404g) is amend-
ed—

(1) by striking subsection (b); and

(2) by redesignating subsections (c), (d), and
(e) as subsections (b), (c), and (d), respectively.

(c) ANNUAL REPORT ON INTELLIGENCE COMMU-
NITY COOPERATION WITH COUNTERDRUG ACTIVI-
TIES.—Section 114 of the National Security Act
of 1947 (50 U.S.C. 404i) is amended—

(1) by striking subsection (a); and

(2) by redesignating subsections (b) through
(f) as subsections (a) through (e), respectively.

(d) ANNUAL REPORT ON COVERT LEASES.—Sec-
tion 114 of the National Security Act of 1947, as
amended by this section, is further amended—

(1) by striking subsection (d); and

(2) by redesignating subsection (e) as sub-
section (d).

(e) ANNUAL REPORT ON PROTECTION OF COV-
ERT AGENTS.—Section 603 of the National Secu-
rity Act of 1947 (50 U.S.C. 423) is repealed.

(f) ANNUAL REPORT ON CERTAIN FOREIGN
COMPANIES INVOLVED IN PROLIFERATION OF
WEAPONS OF MASS DESTRUCTION.—Section 827
of the Intelligence Authorization Act for Fiscal
Year 2003 (Public Law 107-306; 116 Stat. 2430; 50
U.S.C. 404n-3) is repealed.

(g) ANNUAL REPORT ON INTELLIGENCE ACTIVI-
TIES OF PEOPLE’S REPUBLIC OF CHINA.—Section
308 of the Intelligence Authorization Act for Fis-
cal Year 1998 (Public Law 105-107; 111 Stat.
2253; 50 U.S.C. 402a note) is repealed.

(h) ANNUAL REPORT ON COORDINATION OF
COUNTERINTELLIGENCE MATTERS WITH FBI.—
Section 811(c) of the Counterintelligence and Se-
curity Enhancements Act of 1994 (title VIII of
Public Law 103-359; 50 U.S.C. 402a(c)) is amend-
ed—

(1) by striking paragraph (6); and

(2) by redesignating paragraphs (7) and (8) as
paragraphs (6) and (7), respectively.

(i) REPORT ON POSTEMPLOYMENT ASSISTANCE
FOR TERMINATED INTELLIGENCE EMPLOYEES.—
Section 1611 of title 10, United States Code, is
amended by striking subsection (e).
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(J) ANNUAL REPORT ON ACTIVITIES OF FBI
PERSONNEL OUTSIDE THE UNITED STATES.—Sec-
tion 540C of title 18, United States Code, is re-
pealed.

(k) ANNUAL REPORT ON EXCEPTIONS TO CON-
SUMER DISCLOSURE REQUIREMENTS FOR NA-
TIONAL  SECURITY  INVESTIGATIONS.—Section
604(b)(4) of the Fair Credit Reporting Act (15
U.S.C. 1681b(b)(4)) is amended—

(1) by striking subparagraphs (D) and (E);
and

(2) by redesignating subparagraph (F) as sub-
paragraph (D).

(I) CONFORMING AMENDMENTS.—Section 507 of
the National Security Act of 1947 (50 U.S.C.
415b) is amended—

(1) in subsection (a)—

(A) in paragraph (1)—

(i) by striking subparagraphs (A), (C), (D),
(G), (1), (J9), and (L); and

(ii) by redesignating subparagraphs (B), (E),
(F), (H), (K), (M), and (N) as subparagraphs
(A), (B), (C), (D), (E), (F), and (G), respectively;
and

(iii) in subparagraph (G), as so redesignated,
by striking ‘‘section 114(c)”’ and inserting ‘‘sec-
tion 114(b)™".

(B) in paragraph (2)—

(i) in subparagraph (A), by striking ‘‘section
114(b)’’ and inserting ‘‘section 114(a)’’;

(ii) in subparagraph (B), by striking ‘‘section
114(d)’” and inserting ‘‘section 114(c)’’;

(iii) by striking subparagraphs (C), (E), and
(F); and

(iv) by redesignating subparagraphs (D) and
(G) as subparagraphs (C) and (D), respectively;
and

(2) in subsection (b)—

(A) by striking paragraph (1); and

(B) by redesignating paragraphs (2) through
(8) as paragraphs (1) through (7), respectively.

(m) CLERICAL AMENDMENTS.—

(1) NATIONAL SECURITY ACT OF 1947.—The table
of contents for the National Security Act of 1947
is amended by striking the item relating to sec-
tion 603.

(2) TITLE 18, UNITED STATES CODE.—The table
of sections at the beginning of chapter 33 of title
18, United States Code, is amended by striking
the item relating to section 540C.

(n) EFFECTIVE DATE.—The amendments made
by this section shall take effect on December 31,
2003.

SEC. 340. REPORT ON OPERATIONS OF DIREC-
TORATE OF INFORMATION ANALYSIS
AND INFRASTRUCTURE PROTECTION
AND TERRORIST THREAT INTEGRA-
TION CENTER.

(a) REPORT REQUIRED.—The Secretary of
Homeland Security shall submit to the appro-
priate committees of Congress a report on the
operations of the Directorate of Information
Analysis and Infrastructure Protection of the
Department of Homeland Security and the Ter-
rorist Threat Integration Center. The report
shall include the following:

(1) An assessment of the operations of the Di-
rectorate, including the capability of the Direc-
torate—

(A) to meet personnel requirements, including
requirements to employ qualified analysts, and
the status of efforts to employ qualified ana-
lysts;

(B) to share intelligence information with the
other elements of the intelligence community, in-
cluding the sharing of intelligence information
through secure information technology connec-
tions between the Directorate and the other ele-
ments of the intelligence community;

(C) to disseminate intelligence information, or
analyses of intelligence information, to other de-
partments and agencies of the Federal Govern-
ment and, as appropriate, to State and local
governments;

(D) to coordinate with State and local
counterterrorism and law enforcement officials;

(E) to access information, including intel-
ligence and law enforcement information, from
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the departments and agencies of the Federal
Government, including the ability to access, in a
timely and efficient manner, all information au-
thorized by section 202 of the Homeland Security
Act of 2002 (Public Law 107-296; 6 U.S.C. 122);
and

(F) to fulfill, given the current assets and ca-
pabilities of the Directorate, the responsibilities
set forth in section 201 of the Homeland Security
Act of 2002 (6 U.S.C. 121);

(2) A delineation of the responsibilities and
duties of the Directorate and of the responsibil-
ities and duties of the Center.

(3) A delineation and summary of the areas in
which the responsibilities and duties of the Di-
rectorate and the Center overlap.

(4) An assessment of whether the areas of
overlap, if any, delineated under paragraph (3)
represent an inefficient utilization of the limited
resources of the Directorate and the intelligence
community.

(5) Such information as the Secretary, in co-
ordination with the Director of Central Intel-
ligence and the Director of the Federal Bureau
of Investigation, considers appropriate to ex-
plain the basis for the establishment and oper-
ation of the Center as a “‘joint venture’’ of par-
ticipating agencies rather than as an element of
the Directorate reporting directly to the Sec-
retary through the Under Secretary of Home-
land Security for Information Analysis and In-
frastructure Protection.

(b) SuBMITTAL DATE.—The report required by
this section shall be submitted not later than
May 1, 2004.

(c) FORM.—The report required by this section
shall be submitted in unclassified form, but may
include a classified annex.

(d) APPROPRIATE COMMITTEES OF CONGRESS
DEFINED.—In this section, the term ‘‘appro-
priate committees of Congress’” means—

(1) the Select Committee on Intelligence and
the Committees on Governmental Affairs, the
Judiciary, and Appropriations of the Senate;
and

(2) the Permanent Select Committee on Intel-
ligence, the Select Committee on Homeland Se-
curity, and the Committees on the Judiciary and
Appropriations of the House of Representatives.

Subtitle E—Other Matters
SEC. 351. EXTENSION OF SUSPENSION OF REOR-
GANIZATION OF DIPLOMATIC TELE-
COMMUNICATIONS SERVICE PRO-
GRAM OFFICE.

Section 311 of the Intelligence Authorization
Act for Fiscal Year 2002 (Public Law 107-108; 22
U.S.C. 7301 note) is amended—

(1) in the heading, by striking “TWO-YEAR”’
before “SUSPENSION OF REORGANIZA-
TION’’; and

(2) in the text, by striking ‘‘ending on October
1, 2003’ and inserting “‘ending on the date that
is 60 days after the appropriate congressional
committees of jurisdiction (as defined in section
324(d) of that Act (22 U.S.C. 7304(d)) are notified
jointly by the Secretary of State (or the Sec-
retary’s designee) and the Director of the Office
of Management and Budget (or the Director’s
designee) that the operational framework for the
office has been terminated”’.

SEC. 352. MODIFICATIONS OF AUTHORITIES ON
EXPLOSIVE MATERIALS.

(a) CLARIFICATION OF ALIENS AUTHORIZED TO
DISTRIBUTE EXPLOSIVE MATERIALS.—Section
842(d)(7) of title 18, United States Code, is
amended—

(1) in subparagraph (A), by striking “‘or’” at
the end;

(2) in subparagraph (B)—

(A) by inserting ‘‘or’” at the end of clause (i);
and

(B) by striking clauses (iii) and (iv); and

(3) by adding the following new subpara-
graphs:

“(C) is a member of a North Atlantic Treaty
Organization (NATO) or other friendly foreign
military force, as determined by the Attorney
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General in consultation with the Secretary of
Defense, who is present in the United States
under military orders for training or other mili-
tary purpose authorized by the United States
and the shipping, transporting, possession, or
receipt of explosive materials is in furtherance
of the authorized military purpose; or

“(D) is lawfully present in the United States
in cooperation with the Director of Central In-
telligence, and the shipment, transportation, re-
ceipt, or possession of the explosive materials is
in furtherance of such cooperation;”’.

(b) CLARIFICATION OF ALIENS AUTHORIZED TO
POSSESS OR RECEIVE EXPLOSIVE MATERIALS.—
Section 842(i)(5) of title 18, United States Code,
is amended—

(1) in subparagraph (A), by striking “‘or’” at
the end;

(2) in subparagraph (B)—

(A) by inserting “‘or’’” at the end of clause (i);
and

(B) by striking clauses (iii) and (iv); and

(3) by adding the following new subpara-
graphs:

“(C) is a member of a North Atlantic Treaty
Organization (NATO) or other friendly foreign
military force, as determined by the Attorney
General in consultation with the Secretary of
Defense, who is present in the United States
under military orders for training or other mili-
tary purpose authorized by the United States
and the shipping, transporting, possession, or
receipt of explosive materials is in furtherance
of the authorized military purpose; or

“(D) is lawfully present in the United States
in cooperation with the Director of Central In-
telligence, and the shipment, transportation, re-
ceipt, or possession of the explosive materials is
in furtherance of such cooperation;’’.

SEC. 353. MODIFICATION OF PROHIBITION ON
THE NATURALIZATION OF CERTAIN
PERSONS.

Section 313(e)(4) of the Immigration and Na-
tionality Act (8 U.S.C. 1424(e)(4)) is amended—

(1) by inserting ‘‘when Department of Defense
activities are relevant to the determination”
after “‘Secretary of Defense’’; and

(2) by inserting ‘‘and the Secretary of Home-
land Security’” after ‘‘Attorney General’.

SEC. 354. MODIFICATION TO DEFINITION OF FI-
NANCIAL INSTITUTION IN THE
RIGHT TO FINANCIAL PRIVACY ACT.

The Right to Financial Privacy Act of 1978 (12
U.S.C. 3401 et seq.) is amended—

(1) in section 1101(1) (12 U.S.C. 3401(1)), by in-
serting ‘‘, except as provided in section 1114,”’
before ‘““‘means any office’’; and

(2) in section 1114 (12 U.S.C. 3414), by adding
at the end the following:

“‘(c) For purposes of this section, the term ‘fi-
nancial institution’ has the same meaning as in
section 5312(a)(2) of title 31, United States Code,
except that, for purposes of this section, such
term shall include only such a financial institu-
tion any part of which is located inside any
State or territory of the United States, the Dis-
trict of Columbia, Puerto Rico, Guam, American
Samoa, or the United States Virgin Islands.”.
SEC. 355. COORDINATION OF FEDERAL GOVERN-

MENT RESEARCH ON SECURITY
EVALUATIONS.

(&) WORKSHOPS FOR COORDINATION OF RE-
SEARCH.—The National Science Foundation and
the Office of Science and Technology Policy
shall jointly sponsor not less than two work-
shops on the coordination of Federal Govern-
ment research on the use of behavioral, psycho-
logical, and physiological assessments of indi-
viduals in the conduct of security evaluations.

(b) DEADLINE FOR COMPLETION OF ACTIVI-
TIES.—The activities of the workshops sponsored
under subsection (a) shall be completed not later
than March 1, 2004.

(c) PURPOSES.—The purposes of the work-
shops sponsored under subsection (a) are as fol-
lows:

(1) To provide a forum for cataloging and co-
ordinating federally-funded research activities
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relating to the development of new techniques in
the behavioral, psychological, or physiological
assessment of individuals to be used in security
evaluations.

(2) To develop a research agenda for the Fed-
eral Government on behavioral, psychological,
and physiological assessments of individuals, in-
cluding an identification of the research most
likely to advance the understanding of the use
of such assessments of individuals in security
evaluations.

(3) To distinguish between short-term and
long-term areas of research on behavioral, psy-
chological, and physiological assessments of in-
dividuals in order maximize the utility of short-
term and long-term research on such assess-
ments.

(4) To identify the Federal agencies best suit-
ed to support research on behavioral, psycho-
logical, and physiological assessments of indi-
viduals.

(5) To develop recommendations for coordi-
nating future federally-funded research for the
development, improvement, or enhancement of
security evaluations.

(d) ADVISORY GROUP.—(1) In order to assist
the National Science Foundation and the Office
of Science and Technology Policy in carrying
out the activities of the workshops sponsored
under subsection (a), there is hereby established
an interagency advisory group with respect to
such workshops.

(2) The advisory group shall be composed of
the following:

(A) A representative of the Social, Behavioral,
and Economic Directorate of the National
Science Foundation.

(B) A representative of the Office of Science,
and Technology Policy.

(C) The Secretary of Defense, or a designee of
the Secretary.

(D) The Secretary of State, or a designee of
the Secretary.

(E) The Attorney General, or a designee of the
Attorney General.

(F) The Secretary of Energy, or a designee of
the Secretary.

(G) The Secretary of Homeland Security, or a
designee of the Secretary.

(H) The Director of Central Intelligence, or a
designee of the Director.

(1) The Director of the Federal Bureau of In-
vestigation, or a designee of the Director.

(J) The National Counterintelligence Execu-
tive, or a designee of the National Counterintel-
ligence Executive.

(K) Any other official assigned to the advisory
group by the President for purposes of this sec-
tion.

(3) The members of the advisory group under
subparagraphs (A) and (B) of paragraph (2)
shall jointly head the advisory group.

(4) The advisory group shall provide the
Foundation and the Office such information,
advice, and assistance with respect to the work-
shops sponsored under subsection (a) as the ad-
visory group considers appropriate.

(5) The advisory group shall not be treated as
an advisory committee for purposes of the Fed-
eral Advisory Committee Act (5 U.S.C. App.).

(e) REPORT.—Not later than March 1, 2004,
the National Science Foundation and the Office
of Science and Technology Policy shall jointly
submit Congress a report on the results of activi-
ties of the workshops sponsored under sub-
section (@), including the findings and rec-
ommendations of the Foundation and the Office
as a result of such activities.

(f) FUNDING.—(1) Of the amount authorized to
be appropriated for the Intelligence Community
Management Account by section 104(a), $500,000
shall be available to the National Science Foun-
dation and the Office of Science and Tech-
nology Policy to carry out this section.

(2) The amount authorized to be appropriated
by paragraph (1) shall remain available until
expended.

SEC. 356. TECHNICAL AMENDMENTS.

(a) NATIONAL SECURITY ACT OF 1947.—Sub-

section (c)(1) of section 112 of the National Secu-
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rity Act of 1947, as redesignated by section
339(b) of this Act, is further amended by striking
“‘section 103(c)(6)”” and inserting ‘‘section
103(c)(7).

(b) CENTRAL INTELLIGENCE AGENCY ACT OF
1949.—(1) Section 5(a)(1) of the Central Intel-
ligence Agency Act of 1949 (50 U.S.C. 403f(a)(1))
is amended by striking “‘(c)(6)”’ each place it ap-
pears and inserting ““(c)(7)"".

(2) Section 6 of that Act (50 U.S.C. 403g) is
amended by striking ‘‘section 103(c)(6) of the
National Security Act of 1947 (50 U.S.C. 403-
3(c)(6))” and inserting ‘‘section 103(c)(7) of the
National Security Act of 1947 (50 U.S.C. 403-
3(M).

(2) Section 15 of that Act (50 U.S.C. 4030) is
amended—

(A) in subsection (a)(1), by striking ‘‘special
policemen of the General Services Administra-
tion perform under the first section of the Act
entitled ‘An Act to authorize the Federal Works
Administrator or officials of the Federal Works
Agency duly authorized by him to appoint spe-
cial policeman for duty upon Federal property
under the jurisdiction of the Federal Works
Agency, and for other purposes’(40 U.S.C.
318),” and inserting ‘‘officers and agents of the
Department of Homeland Security, as provided
in section 1315(b)(2) of title 40, United States
Code,”’; and

(B) in subsection (b), by striking ‘‘the fourth
section of the Act referred to in subsection (a) of
this section (40 U.S.C. 318c)”’ and inserting ‘‘sec-
tion 1315(c)(2) of title 40, United States Code”’.

(c) NATIONAL SECURITY AGENCY ACT OF
1959.—Section 11 of the National Security Agen-
cy Act of 1959 (50 U.S.C. 402 note) is amended—

(1) in subsection (a)(1), by striking ‘‘special
policemen of the General Services Administra-
tion perform under the first section of the Act
entitled ‘An Act to authorize the Federal Works
Administrator or officials of the Federal Works
Agency duly authorized by him to appoint spe-
cial policeman for duty upon Federal property
under the jurisdiction of the Federal Works
Agency, and for other purposes’ (40 U.S.C. 318)”’
and inserting ‘‘officers and agents of the De-
partment of Homeland Security, as provided in
section 1315(b)(2) of title 40, United States
Code,”’; and

(2) in subsection (b), by striking ‘“the fourth
section of the Act referred to in subsection (a)
(40 U.S.C. 318c)” and inserting ‘‘section
1315(c)(2) of title 40, United States Code’.

(d) INTELLIGENCE AUTHORIZATION ACT FOR
FISCAL YEAR 2003.—Section 343 of the Intel-
ligence Authorization Act for Fiscal Year 2003
(Public Law 107-306; 116 Stat. 2399; 50 U.S.C.
404n-2) is amended—

(1) in subsection (c), by striking ‘‘section
103(c)(6) of the National Security Act of 1947 (50
U.S.C. 403-3(c)(6))” and inserting ‘‘section
103(c)(7) of the National Security Act of 1947 (50
U.S.C. 403-3(c)(7))""; and

(2) in subsection (e)(2), by striking ‘‘section
103(c)(6)”” and inserting ‘‘section 103(c)(7)"".

(e) PuBLIC LAW 107-173.—Section 201(c)(3)(F)
of the Enhanced Border Security and Visa
Entry Reform Act of 2002 (Public Law 107-173;
116 Stat. 548; 8 U.S.C. 1721(c)(3)(F)) is amended
by striking ‘‘section 103(c)(6) of the National Se-
curity Act of 1947 (50 U.S.C. 403-3(c)(6))”’ and
inserting ‘‘section 103(c)(7) of the National Secu-
rity Act of 1947 (50 U.S.C. 403-3(c)(7))"".

SEC. 357. TREATMENT OF CLASSIFIED INFORMA-
TION IN MONEY LAUNDERING
CASES.

Section 5318A of title 31, United States Code,
is amended by adding at the end the following:

“‘(f) CLASSIFIED INFORMATION.—INn any judi-
cial review of a finding of the existence of a pri-
mary money laundering concern, or of the re-
quirement for 1 or more special measures with
respect to a primary money laundering concern,
made under this section, if the designation or
imposition, or both, were based on classified in-
formation (as defined in section 1(a) of the Clas-
sified Information Procedures Act (18 U.S.C.
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App.), such information may be submitted by
the Secretary to the reviewing court ex parte
and in camera. This subsection does not confer
or imply any right to judicial review of any
finding made or required under this section.””.
TITLE IV—CENTRAL INTELLIGENCE
AGENCY
SEC. 401. AMENDMENT TO CERTAIN CENTRAL IN-
TELLIGENCE AGENCY ACT OF 1949
NOTIFICATION REQUIREMENTS.

Section 4(b)(5) of the Central Intelligence
Agency Act of 1949 (50 U.S.C. 403e(b)(5)) is
amended inserting ‘‘, other than regulations
under paragraph (1),”” after ‘‘Regulations’.

SEC. 402. PROTECTION OF CERTAIN CENTRAL IN-
TELLIGENCE AGENCY PERSONNEL
FROM TORT LIABILITY.

Section 15 of the Central Intelligence Agency
Act of 1949 (50 U.S.C. 4030) is amended by add-
ing at the end the following new subsection:

“(d)(1) Notwithstanding any other provision
of law, any Agency personnel designated by the
Director under subsection (a), or designated by
the Director under section 5(a)(4) to carry fire-
arms for the protection of current or former
Agency personnel and their immediate families,
defectors and their immediate families, and
other persons in the United States under Agency
auspices, shall be considered for purposes of
chapter 171 of title 28, United States Code, or
any other provision of law relating to tort liabil-
ity, to be acting within the scope of their office
or employment when such Agency personnel
take reasonable action, which may include the
use of force, to—

“(A) protect an individual in the presence of
such Agency personnel from a crime of violence;

“(B) provide immediate assistance to an indi-
vidual who has suffered or who is threatened
with bodily harm; or

“(C) prevent the escape of any individual
whom such Agency personnel reasonably believe
to have committed a crime of violence in the
presence of such Agency personnel.

““(2) Paragraph (1) shall not affect the au-
thorities of the Attorney General under section
2679(d)(1) of title 28, United States Code.

“(3) In this subsection, the term ‘crime of vio-
lence’ has the meaning given that term in sec-
tion 16 of title 18, United States Code.”".

SEC. 403. REPEAL OF OBSOLETE LIMITATION ON
USE OF FUNDS IN CENTRAL SERV-
ICES WORKING CAPITAL FUND.

Section 21(f)(2) of the Central Intelligence
Agency Act of 1949 (50 U.S.C. 403u(f)(2)) is
amended—

(1) in subparagraph (A), by striking “‘(A) Sub-
ject to subparagraph (B), the Director’” and in-
serting ‘“The Director’’; and

(2) by striking subparagraph (B).

SEC. 404. TECHNICAL AMENDMENT TO FEDERAL
INFORMATION SECURITY MANAGE-
MENT ACT OF 2002.

Section 3535(b)(1) of title 44, United States
Code, as added by section 1001(b)(1) of the
Homeland Security Act of 2002 (Public Law 107-
296), and section 3545(b)(1) of title 44, United
States Code, as added by section 301(b)(1) of the
E-Government Act of 2002 (Public Law 107-347),
are each amended by inserting ‘“‘or any other
law’” after ““1978’.

SEC. 405. CONTRIBUTION BY CENTRAL INTEL-
LIGENCE AGENCY EMPLOYEES OF
CERTAIN BONUS PAY TO THRIFT
SAVINGS PLAN ACCOUNTS.

(a) CSRS PARTICIPANTS.—Section 8351(d) of
title 5, United States Code, is amended—

(1) by inserting ““(1)”" after ““(d)”’; and

(2) by adding at the end the following new
paragraph:

“(2)(A) An employee of the Central Intel-
ligence Agency making contributions to the
Thrift Savings Fund out of basic pay may also
contribute (by direct transfer to the Fund) any
part of bonus pay received by the employee as
part of the pilot project required by section
402(b) of the Intelligence Authorization Act for
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Fiscal Year 2003 (Public Law 107-306; 116 Stat.
2403; 50 U.S.C. 403-4 note).

““(B) Contributions under this paragraph are
subject to section 8432(d) of this title.”.

(b) FERS PARTICIPANTS.—Section 8432 of title
5, United States Code, is amended by adding at
the end the following new subsection:

“(k)(1) An employee of the Central Intel-
ligence Agency making contributions to the
Thrift Savings Fund out of basic pay may also
contribute (by direct transfer to the Fund) any
part of bonus pay received by the employee as
part of the pilot project required by section
402(b) of the Intelligence Authorization Act for
Fiscal Year 2003 (Public Law 107-306; 116 Stat.
2403; 50 U.S.C. 403-4 note).

““(2) Contributions under this subsection are
subject to subsection (d).

*“(3) For purposes of subsection (c), basic pay
of an employee of the Central Intelligence Agen-
cy shall include bonus pay received by the em-
ployee as part of the pilot project referred to in
paragraph (1).”.

TITLE V—DEPARTMENT OF DEFENSE
INTELLIGENCE MATTERS
SEC. 501. PROTECTION OF OPERATIONAL FILES
OF THE NATIONAL SECURITY AGEN-
CY.

(a) CONSOLIDATION OF CURRENT PROVISIONS
ON PROTECTION OF OPERATIONAL FILES.—The
National Security Act of 1947 (50 U.S.C. 401 et
seq.) is amended by transferring sections 105C
and 105D to the end of title VII and redesig-
nating such sections, as so transferred, as sec-
tions 703 and 704, respectively.

(b) PROTECTION OF OPERATIONAL FILES OF
NSA.—Title VII of such Act, as amended by sub-
section (a), is further amended by adding at the
end the following new section:

‘“OPERATIONAL FILES OF THE NATIONAL SECURITY
AGENCY

““SEC. 705. (a) EXEMPTION OF CERTAIN OPER-
ATIONAL FILES FROM SEARCH, REVIEW, PUBLICA-
TION, OR DISCLOSURE.—(1) Operational files of
the National Security Agency (hereafter in this
section referred to as ‘NSA’) may be exempted by
the Director of NSA, in coordination with the
Director of Central Intelligence, from the provi-
sions of section 552 of title 5, United States
Code, which require publication, disclosure,
search, or review in connection therewith.

“(2)(A) In this section, the term ‘operational
files’ means—

“(i) files of the Signals Intelligence Direc-
torate, and its successor organizations, which
document the means by which foreign intel-
ligence or counterintelligence is collected
through technical systems; and

““(ii) files of the Research Associate Direc-
torate, and its successor organizations, which
document the means by which foreign intel-
ligence or counterintelligence is collected
through scientific and technical systems.

““(B) Files which are the sole repository of dis-
seminated intelligence, and files that have been
accessioned into NSA Archives, or its successor
organizations, are not operational files.

““(3) Notwithstanding paragraph (1), exempted
operational files shall continue to be subject to
search and review for information concerning—

““(A) United States citizens or aliens lawfully
admitted for permanent residence who have re-
quested information on themselves pursuant to
the provisions of section 552 or 552a of title 5,
United States Code;

“(B) any special activity the existence of
which is not exempt from disclosure under the
provisions of section 552 of title 5, United States
Code; or

““(C) the specific subject matter of an inves-
tigation by any of the following for any impro-
priety, or violation of law, Executive order, or
Presidential directive, in the conduct of an in-
telligence activity:

(i) The Committee on Armed Services and the
Permanent Select Committee on Intelligence of
the House of Representatives.
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“(ii) The Committee on Armed Services and
the Select Committee on Intelligence of the Sen-
ate.

““(iii) The Intelligence Oversight Board.

“‘(iv) The Department of Justice.

““(v) The Office of General Counsel of NSA.

““(vi) The Office of the Inspector General of
the Department of Defense.

“‘(vii) The Office of the Director of NSA.

“(4)(A) Files that are not exempted under
paragraph (1) which contain information de-
rived or disseminated from exempted operational
files shall be subject to search and review.

“(B) The inclusion of information from ex-
empted operational files in files that are not ex-
empted under paragraph (1) shall not affect the
exemption under paragraph (1) of the origi-
nating operational files from search, review,
publication, or disclosure.

““(C) The declassification of some of the infor-
mation contained in exempted operational files
shall not affect the status of the operational file
as being exempt from search, review, publica-
tion, or disclosure.

‘(D) Records from exempted operational files
which have been disseminated to and referenced
in files that are not exempted under paragraph
(1), and which have been returned to exempted
operational files for sole retention shall be sub-
ject to search and review.

““(5) The provisions of paragraph (1) may not
be superseded except by a provision of law
which is enacted after the date of the enactment
of the Intelligence Authorization Act for Fiscal
Year 2004, and which specifically cites and re-
peals or modifies such provisions.

““(6)(A) Except as provided in subparagraph
(B), whenever any person who has requested
agency records under section 552 of title 5,
United States Code, alleges that NSA has with-
held records improperly because of failure to
comply with any provision of this section, judi-
cial review shall be available under the terms set
forth in section 552(a)(4)(B) of title 5, United
States Code.

““(B) Judicial review shall not be available in
the manner provided for under subparagraph
(A) as follows:

“(i) In any case in which information specifi-
cally authorized under criteria established by
an Executive order to be kept secret in the inter-
ests of national defense or foreign relations is
filed with, or produced for, the court by NSA,
such information shall be examined ex parte, in
camera by the court.

““(ii) The court shall determine, to the fullest
extent practicable, the issues of fact based on
sworn written submissions of the parties.

“(iii) When a complainant alleges that re-
quested records are improperly withheld because
of improper placement solely in exempted oper-
ational files, the complainant shall support such
allegation with a sworn written submission
based upon personal knowledge or otherwise ad-
missible evidence.

“(iv)(1) When a complainant alleges that re-
quested records were improperly withheld be-
cause of improper exemption of operational files,
NSA shall meet its burden under section
552(a)(4)(B) of title 5, United States Code, by
demonstrating to the court by sworn written
submission that exempted operational files likely
to contain responsible records currently perform
the functions set forth in paragraph (2).

“(I11) The court may not order NSA to review
the content of any exempted operational file or
files in order to make the demonstration re-
quired under subclause (1), unless the complain-
ant disputes NSA’s showing with a sworn writ-
ten submission based on personal knowledge or
otherwise admissible evidence.

““(v) In proceedings under clauses (iii) and
(iv), the parties may not obtain discovery pursu-
ant to rules 26 through 36 of the Federal Rules
of Civil Procedure, except that requests for ad-
missions may be made pursuant to rules 26 and
36.

““(vi) If the court finds under this paragraph
that NSA has improperly withheld requested
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records because of failure to comply with any
provision of this subsection, the court shall
order NSA to search and review the appropriate
exempted operational file or files for the re-
quested records and make such records, or por-
tions thereof, available in accordance with the
provisions of section 552 of title 5, United States
Code, and such order shall be the exclusive rem-
edy for failure to comply with this subsection.

“(vii) If at any time following the filing of a
complaint pursuant to this paragraph NSA
agrees to search the appropriate exempted oper-
ational file or files for the requested records, the
court shall dismiss the claim based upon such
complaint.

“(viii) Any information filed with, or pro-
duced for the court pursuant to clauses (i) and
(iv) shall be coordinated with the Director of
Central Intelligence before submission to the
court.

““(b) DECENNIAL REVIEW OF EXEMPTED OPER-
ATIONAL FILES.—(1) Not less than once every 10
years, the Director of the National Security
Agency and the Director of Central Intelligence
shall review the exemptions in force under sub-
section (a)(1) to determine whether such exemp-
tions may be removed from a category of exempt-
ed files or any portion thereof. The Director of
Central Intelligence must approve any deter-
mination to remove such exemptions.

“(2) The review required by paragraph (1)
shall include consideration of the historical
value or other public interest in the subject mat-
ter of a particular category of files or portions
thereof and the potential for declassifying a sig-
nificant part of the information contained
therein.

““(3) A complainant that alleges that NSA has
improperly withheld records because of failure
to comply with this subsection may seek judicial
review in the district court of the United States
of the district in which any of the parties reside,
or in the District of Columbia. In such a pro-
ceeding, the court’s review shall be limited to de-
termining the following:

“(A) Whether NSA has conducted the review
required by paragraph (1) before the expiration
of the 10-year period beginning on the date of
the enactment of the Intelligence Authorization
Act for Fiscal Year 2004 or before the expiration
of the 10-year period beginning on the date of
the most recent review.

““(B) Whether NSA, in fact, considered the cri-
teria set forth in paragraph (2) in conducting
the required review.”.

(c) CONFORMING AMENDMENTS.—(1) Section
701(b) of the National Security Act of 1947 (50
U.S.C. 431(b)) is amended by striking ‘‘For pur-
poses of this title’” and inserting ““In this section
and section 702,”.

(2) Section 702(c) of such Act (50 U.S.C. 432(c))
is amended by striking ‘‘enactment of this title”’
and inserting ‘‘October 15, 1984,”.

(3)(A) The title heading for title VII of such
Act is amended to read as follows:

“TITLE VII—PROTECTION OF
OPERATIONAL FILES™.

(B) The section heading for section 701 of
such Act is amended to read as follows:

‘“PROTECTION OF OPERATIONAL FILES OF THE

CENTRAL INTELLIGENCE AGENCY™.

(C) The section heading for section 702 of such
Act is amended to read as follows:

““DECENNIAL REVIEW OF EXEMPTED CENTRAL

INTELLIGENCE AGENCY OPERATIONAL FILES™.

(d) CLERICAL AMENDMENTS.—The table of con-
tents for the National Security Act of 1947 is
amended—

(1) by striking the items relating to sections
105C and 105D; and

(2) by striking the items relating to title VII
and inserting the following new items:

“TITLE VII—PROTECTION OF OPERATIONAL
FILES
““‘Sec. 701. Protection of operational files of the
Central Intelligence Agency.
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““Sec. 702. Decennial review of exempted Cen-
tral Intelligence Agency oper-
ational files.

‘“‘Sec. 703. Protection of operational files of the
National Imagery and Mapping
Agency.

‘“‘Sec. 704. Protection of operational files of the
National Reconnaissance Office.

‘“‘Sec. 705. Protection of operational files of the
National Security Agency.”.

SEC. 502. PROTECTION OF CERTAIN NATIONAL

SECURITY AGENCY PERSONNEL
FROM TORT LIABILITY.

Section 11 of the National Security Agency
Act of 1959 (50 U.S.C. 402 note) is amended by
adding at the end the following new subsection:

““(d)(1) Notwithstanding any other provision
of law, agency personnel designated by the Di-
rector of the National Security Agency under
subsection (a) shall be considered for purposes
of chapter 171 of title 28, United States Code, or
any other provision of law relating to tort liabil-
ity, to be acting within the scope of their office
or employment when such agency personnel
take reasonable action, which may include the
use of force, to—

““(A) protect an individual in the presence of
such agency personnel from a crime of violence;

““(B) provide immediate assistance to an indi-
vidual who has suffered or who is threatened
with bodily harm; or

“(C) prevent the escape of any individual
whom such agency personnel reasonably believe
to have committed a crime of violence in the
presence of such agency personnel.

‘“(2) Paragraph (1) shall not affect the au-
thorities of the Attorney General under section
2679(d)(1) of title 28, United States Code.

““(3) In this subsection, the term ‘crime of vio-
lence’ has the meaning given that term in sec-
tion 16 of title 18, United States Code.”.

SEC. 503. USE OF FUNDS FOR COUNTERDRUG

AND COUNTERTERRORISM ACTIVI-
TIES FOR COLOMBIA.

(a) AUTHORITY.—Funds designated for intel-
ligence or intelligence-related purposes for as-
sistance to the Government of Colombia for
counterdrug activities for fiscal year 2004 or
2005, and any unobligated funds available to
any element of the intelligence community for
such activities for a prior fiscal year, shall be
available—

(1) to support a unified campaign against nar-
cotics trafficking and against activities by orga-
nizations designated as terrorist organizations
(such as the Revolutionary Armed Forces of Co-
lombia (FARC), the National Liberation Army
(ELN), and the United Self-Defense Forces of
Colombia (AUC)); and

(2) to take actions to protect human health
and welfare in emergency circumstances, includ-
ing undertaking rescue operations.

(b) TERMINATION OF AUTHORITY.—The au-
thority provided in subsection (a) shall cease to
be effective if the Secretary of Defense has cred-
ible evidence that the Colombian Armed Forces
are not conducting vigorous operations to re-
store government authority and respect for
human rights in areas under the effective con-
trol of paramilitary and guerrilla organizations.

(c) APPLICATION OF CERTAIN PROVISIONS OF
LAw.—Sections 556, 567, and 568 of Public Law
107-115, section 8093 of the Department of De-
fense Appropriations Act, 2002, and the numer-
ical limitations on the number of United States
military personnel and United States individual
civilian contractors in section 3204(b)(1) of Pub-
lic Law 106-246 shall be applicable to funds
made available pursuant to the authority con-
tained in subsection (a).

(d) LIMITATION ON PARTICIPATION OF UNITED
STATES PERSONNEL.—No United States Armed
Forces personnel or United States civilian con-
tractor employed by the United States will par-
ticipate in any combat operation in connection
with assistance made available under this sec-
tion, except for the purpose of acting in self de-
fense or rescuing any United States citizen to
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include United States Armed Forces personnel,
United States civilian employees, and civilian
contractors employed by the United States.
SEC. 504. SCENE VISUALIZATION TECHNOLOGIES.
Of the amount authorized to be appropriated
by this Act, $2,500,000 shall be available for the
National Imagery and Mapping Agency (NIMA)
for scene visualization technologies.

———

HIGHER EDUCATION RELIEF OP-

PORTUNITIES FOR STUDENTS
ACT OF 2003
Mr. SUNUNU. Mr. President, | ask

unanimous consent that the HELP
Committee be discharged from further
consideration of H.R. 1412, and that the
Senate proceed to its immediate con-
sideration.

The PRESIDING OFFICER. Without
objection, it is so ordered. The clerk
will report the bill by title.

The legislative clerk read as follows:

A bill (H.R. 1412) to provide the Secretary
of Education with specific waiver authority
to respond to a war or other military oper-
ation or national emergency.

There being no objection, the Senate
proceeded to consider the bill.

Mr. SUNUNU. Mr. President, | ask
unanimous consent that the bill be
read a third time and passed, that the
motion to reconsider be laid upon the
table, and that any statements regard-
ing this matter be printed in the
RECORD.

The PRESIDING OFFICER. Without
objection, it is so ordered.

The bill (H.R. 1412) was read the third
time and passed.

——
JAMES L. WATSON UNITED
STATES COURT OF INTER-

NATIONAL TRADE BUILDING

Mr. SUNUNU. Mr. President, | ask
unanimous consent that the Environ-
ment and Public Works Committee be
discharged from further consideration
of H.R. 1018, and that the Senate pro-
ceed to its immediate consideration.

The PRESIDING OFFICER. Without
objection, it is so ordered. The clerk
will report the bill by title.

The legislative clerk read as follows:

A bill (H.R. 1018) to designate the building
located at 1 Federal Plaza in New York, New
York, as the ‘“James L. Watson United
States Court of International Trade Build-
ing.”

There being no objection, the Senate
proceeded to consider the bill.

Mr. SUNUNU. Mr. President, | ask
unanimous consent that the bill be
read a third time and passed, that the
motion to reconsider be laid upon the
table, and that any statements regard-
ing this matter be printed in the
RECORD.

The PRESIDING OFFICER. Without
objection, it is so ordered.

The bill (H.R. 1018) was read the third
time and passed.

————

PROVIDING FOR ADDITIONAL
SPACE AND RESOURCES FOR NA-
TIONAL COLLECTIONS HELD BY
THE SMITHSONIAN INSTITUTION

Mr. SUNUNU. Mr. President, | ask
unanimous consent that the Senate
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