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companies, under section 215, in a tar-
geted fashion. These kinds of records
are routinely obtained by prosecutors
in criminal investigations, though the
use of grand jury subpoenas. It makes
no sense for the government to be able
to collect these records to investigate
bank fraud, insider trading and public
corruption, but not to help keep the
country safe from terrorists.

While we must reauthorize these au-
thorities, however, it is equally impor-
tant that we reform them. But we don’t
yet have a reform bill that I am satis-
fied with.

The American people have made
clear that they want the government
to stop indiscriminately collecting
their telephone metadata in bulk under
section 215. They also want more trans-
parency from the government and from
the private sector about how section
215 and other national security au-
thorities are being used. They want
real reform.

I want to be clear that I emphati-
cally agree with these goals. They can
be achieved responsibly, and doing so
will restore an important measure of
trust in our intelligence community.

I agree with these reforms because
the civil liberties implications of the
collection of this type of bulk tele-
phone metadata are concerning. This is
especially so, given the scope and na-
ture of the metadata collected through
this program.

Now, there haven’t been any cases of
this metadata being intentionally
abused for political or other ends. That
is good. I recognize that the over-
whelming majority of those who work
in the intelligence community are law-
abiding American heroes to whom we
owe a great debt for helping to keep us
safe.

But other national security authori-
ties have been abused. Unfortunately,
to paraphrase James Madison, all men
aren’t angels. I've been critical, for ex-
ample, of the Department of Justice’s
handling of the so-called LOVEINT
cases uncovered by the NSA’s Inspector
General.

Given human nature, then, the mere
potential for abuse makes the status
quo concerning the bulk collection of
telephone metadata under section 215
unsustainable, especially when meas-
ured against the real yet modest intel-
ligence value the program has pro-
vided.

The USA FREEDOM Act would in
some ways reauthorize and reform sec-
tion 215 along these lines. It would end
the ©bulk collection of telephone
metadata in 6 months, and transition
the program to a system where the
phone companies hold the data for tar-
geted searching by the government.

But the bill’s serious flaws cause me
to believe that we can do better. Let
me discuss just a few.

First, while the system to which the
bill would transition the program
sounds promising, it does not exist at
present, and may well not exist in 6
months. Intelligence community lead-
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ers don’t know for sure how long it will
take to build. They don’t know for sure
how fast it will be able to return search
results to the government. They don’t
know for sure whether the phone com-
panies will voluntarily Kkeep the
metadata for later searching by the
government.

On this score, then, this bill feels like
a leap into the dark when we can least
afford it. While we need certainty that
the ©bulk collection of telephone
metadata under section 215 will end, we
also need more certainty that the new
system proposed will work and be ef-
fective.

Second, the bill contains reforms to
the FISA Court that are unneeded and
risky. I am strongly in favor of reform-
ing the court to make clear that it can
appoint a traditional amicus, or a
friend of the court, to help it get the
law right. This is a well understood
legal concept.

But this bill goes further—poten-
tially dangerously so. Under certain
circumstances, the bill directs the
FISA Court to name a panel of outside
experts who would, in the words of the
New York Times, ‘‘challenge the gov-
ernment’s pleadings’ before the court.

Especially when the bill already ends
the kind of dragnet intelligence collec-
tion under section 215 that affects so
many innocent Americans, this is
wholly unnecessary. And for this rea-
son, the Administrative Office of the
U.S. Courts sent a letter alerting Con-
gress to its concerns that this outside
advocate could ‘‘impede the court’s
work” by delaying the process and
chilling the government’s candor.

In addition, this proposed advocate is
contrary to our legal traditions, in
which judges routinely make similar
decisions on an ex parte basis, hearing
only from the government. Mobsters
don’t get a public defender when the
government seeks to wiretap their
phones. Crooked bankers don’t get a
public defender when the government
seeks a search warrant for their offices.
There is no need to give ISIS a public
defender when the government seeks to
spy on its terrorists to keep the coun-
try safe.

Third, the bill also contains language
that amends the federal criminal code
to implement a series of important and
widely-supported treaties aimed at pre-
venting nuclear terrorism and pro-
liferation. However, the bill doesn’t au-
thorize the death penalty for nuclear
terrorists. Nor does it permit the gov-
ernment to request authorization from
a judge to wiretap the telephones of
these terrorists or allow those who pro-
vide them material support to be pros-
ecuted. These common-sense provisions
were requested by both the Bush and
Obama Administrations, but for un-
known reasons they were omitted from
the bill.

In fact, Senator WHITEHOUSE and I
have introduced separate legislation,
the Nuclear Terrorism Conventions Im-
plementation and Safety of Maritime
Navigation Act of 2015, which would
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implement these treaties with these
provisions included.

Recently, I have been heartened that
there is a bipartisan group of members
of the Judiciary and Intelligence Com-
mittees who share these and other con-
cerns. We have been discussing an al-
ternative reform bill that would also
end the bulk collection of telephone
metadata under section 215. But it
would also do a better job of ensuring
that our national security is still pro-
tected.

So I support a short, temporary reau-
thorization with the hope that an al-
ternative reform bill can be crafted
that addresses the core reform goals of
the American people and that appro-
priately balances mnational security
with the privacy and civil liberties of
all Americans. There is work ahead,
but it is important that we get this re-
form right.

———
USA FREEDOM ACT

Mrs. FEINSTEIN. Mr. President, I
rise today to discuss the votes the Sen-
ate will soon take relating to three ex-
piring provisions in the Foreign Intel-
ligence Surveillance Act.

I will vote to support the USA FREE-
DOM Act, the bill passed by the House
last week by a vote of 338 to 88, and
strongly urge my colleagues to do the
same. In my view, this is the only ac-
tion that we can take right now that
will prevent important intelligence au-
thorities from expiring at the end of
next week.

Let me describe the situation in a lit-
tle more detail.

On Monday morning at 12:01 a.m. on
June 1, three separate sections of the
Foreign Intelligence Surveillance Act,
or FISA, will expire. Two of those pro-
visions were first added to FISA in 2001
in the USA PATRIOT Act, shortly
after the terrorist attacks of Sep-
tember 11. They are the business
records section, also known as section
215, and the roving wiretap provision.

The business records provision was
originally intended to allow the gov-
ernment to go to the FISA Court to get
an order to be able to obtain a variety
of records relevant to an investigation.
The authority was, and remains, very
important for the FBI.

Since 2006, the business records au-
thority in FISA has also been used by
the NSA to get telephone metadata
records from telephone companies—the
records of the telephone numbers and
the time and duration of a call.
Metadata does not include the content
or the location or names of the individ-
uals on the phone.

The roving wiretap provision allows
the government to use surveillance au-
thorities under FISA, pursuant to a
court order, against an individual who
seeks to evade surveillance by switch-
ing communication devices. If a ter-
rorist gets a new cell phone or changes
an email address, the government can
continue surveillance on that indi-
vidual under the same probable cause
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warrant from the FISA court rather
than having to go back to the Court for
authority to collect information from
each new phone number or email ad-
dress.

The third provision, the so-called
“lone wolf”’ provision, was added in
2004 over concern that the intelligence
community may not be able to gather
information on a known terrorist if it
could not demonstrate his membership
in a specific terrorist group. Given the
threat we face today from individuals
inspired by ISIL, for example, that
threat is even more real today than it
was a decade ago.

These provisions have been reviewed
by the Intelligence and the Judiciary
Committees for many years and have
been subject to enormous public scru-
tiny.

For more than a year, there has been
a strong desire by the American public,
supported by the President and by the
House of Representatives, to make a
basic change in the use of the business
records authority. That change is to
end the bulk collection of phone
records by the NSA and to replace it
with a system for the government to
get a FISA Court order to be able to
obtain a much more specific set of
records from the telecommunications
providers when there is a ‘‘reasonable,
articulable suspicion’” that a phone
number is associated with a foreign
terrorist group.

The Director of National Intelligence
and the Attorney General have written
to the Senate to indicate their support
for this change, which they state ‘‘pre-
serves essential operational capabili-
ties of the telephone metadata program
and enhances other intelligence capa-
bilities needed to protect our nation
and its partners.”

I would also note that the USA
FREEDOM Act will allow private com-
panies that receive requests and orders
from the government to produce infor-
mation, at their own discretion, that
allows them to be more transparent
about those requests and orders from
the government. I support this addi-
tional transparency and thank the
sponsors of the USA FREEDOM legisla-
tion for including it.

I have spoken to a number of tech-
nology companies, including several
founded and based in California, that
believe that transparency is not only
good policy but that it will help them
show publicly that their products and
services are secure and independent
from government control.

So the choice before the Senate
today is a clear one: whether to vote
for the only sure way to continue the
use of important intelligence authori-
ties in a way that has the support of
the American people, the President,
the intelligence community, and the
Department of Justice or to hope that
the authorities will be renewed for 2
months despite clear communications
from the House that it will not support
such an extension.

FBI Director Comey said earlier this
week that the expiration of the busi-
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ness records and roving wiretap au-
thorities would be a ‘‘huge problem,”’
and I believe him.

Given the wide range of threats fac-
ing Americans, both at home and
abroad—particularly from ISIL and Al
Qaeda—we should not allow these valu-
able authorities to expire.

To me, this is an easy choice, and I
will support the USA FREEDOM Act.

Mr. BROWN. Mr. President, I ask
unanimous consent to engage in a col-
loquy with Senator CORNYN and Sen-
ator LEAHY, ranking member of the Ju-
diciary Committee, regarding impor-
tant aspects of S. 337, the FOIA Im-
provement Act of 2015, that could af-
fect the essential work of our financial
regulators.

The PRESIDING OFFICER. Without
objection, it is so ordered.

———

FOIA IMPROVEMENT ACT OF 2015

Mr. BROWN. I recognize the prin-
ciples of this legislation, which seeks
to increase government transparency,
but as the ranking member of the Sen-
ate Banking Committee, I also recog-
nize the need for regulatory agencies to
thoroughly fulfill their oversight and
supervisory responsibilities over our
Nation’s financial institutions and the
health and welfare of our financial sys-
tem. The financial regulatory agencies
are responsible for ensuring the safety
and soundness of the financial system,
compliance with Federal consumer fi-
nancial law, and promoting fair, or-
derly, and efficient financial markets.
Effective regulation requires that fi-
nancial regulators have full access to
information from regulated entities,
and regulated entities should be con-
fident that regulators will be able to
protect an entity’s confidential infor-
mation from disclosure. Congress pro-
vided for this important exchange of
information in the Freedom of Infor-
mation Act, FOIA, by protecting super-
visory information specifically in 5
U.S.C. §5562(b)(8), commonly referred to
as exemption 8, and more generally in
other exemptions. Accordingly, I ap-
preciate that S. 337 does not intend to
limit the scope of the protections
under exemption 8, or other exemp-
tions relevant to financial regulators;
nor does the bill intend to require re-
lease of confidential information about
individuals, or information that a fi-
nancial institution may have, the re-
lease of which could compromise the
stability of the financial institution or
the financial system, or undermine reg-
ulators’ consumer protection efforts.
Because the release of confidential or
sensitive information relating to the
supervision of regulated entities could
cause harm to such entities, their cus-
tomers, or the financial system, a fi-
nancial regulatory agency could rea-
sonably foresee that disclosure of such
information requested under FOIA may
harm an interest protected by exemp-
tion 8. This is precisely why Congress
continues to provide these statutory
exemptions.
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Mr. LEAHY. I thank Senator BROWN
for his interest and support for this
legislation. I agree that the safety and
soundness of our financial system and
financial institutions depends on our
financial regulators’ ability to perform
effective oversight and supervision of
financial institutions. I also agree that
the free flow of information between
regulators and financial institutions is
important to this process. Exemption 8
was intended by Congress, and has been
interpreted by the courts, to be very
broadly construed to ensure the secu-
rity of financial institutions and to
safeguard the relationship between fi-
nancial institutions and their super-
vising agencies. The proposed amend-
ments to FOIA are not intended to un-
dermine the broad protection in ex-
emption 8 or to undermine the integ-
rity of the supervisory examination
process. In addition, I note that some
information that the government may
withhold under exemption 8 is also pro-
tected under exemption 4, which ex-
empts from disclosure commercial and
financial information that is privileged
or confidential. Exemption 4 covers in-
formation prohibited from disclosure
under the Trade Secrets Act and simi-
lar laws, and as such does not provide
for discretionary disclosure under
FOIA. As with other exemptions that
are based on separate legal restric-
tions, it is understood that the foresee-
able harm standard will not apply to
most of the information falling under
exemption 4. I will continue to work
with the banking committee and finan-
cial regulatory agencies to clarify the
scope of the bill as we move forward in
the legislative process and address any
remaining concerns.

Mr. CORNYN. I, too, thank Senator
BRrROWN for his remarks and for his in-
terest and support for this legislation.
I agree with Senator LEAHY that the
important goals of this bill are not in-
tended to impede regulatory agencies’
oversight and supervisory responsibil-
ities, nor are they meant to hinder
communication between financial reg-
ulators and the institutions that they
regulate. I agree that it is important to
ensure that our financial regulators
are able to do the work required to
maintain the safety and soundness of
our financial system. I will also work
with the chair and ranking member of
the banking committee and the finan-
cial regulatory agencies to address any
remaining concerns on this issue as we
advance this very important piece of
legislation.

Mr. BROWN. I thank Senator CORNYN
and Senator LEAHY for their work on
this important legislation and for
working with me to clarify the scope of
this bill. I hope Senator CORNYN and
Senator LEAHY continue to work on
these issues with the financial regu-
latory agencies, including if the bill is
considered in any conference with the
House of Representatives, to ensure
that this new standard will not under-
mine the broad protections currently
afforded to confidential supervisory in-
formation and in turn undermine the
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