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fewer judicial nominations than any 
time in recent history, and because of 
this inaction by the chairman of the 
Judiciary Committee, the Senate has 
confirmed fewer judges than in dec-
ades. We heard the report yesterday of 
how the Federal system of courts in 
our country is in disrepair. Why? Be-
cause the Judiciary Committee is proc-
essing none of the appointments Presi-
dent Obama has made. 

What has the Judiciary Committee 
done instead? It has spent its time car-
rying out a political hit job on Sec-
retary Clinton. Senator GRASSLEY has 
wasted countless dollars and staff time 
developing partisan opposition re-
search that he hoped could be used to 
help Trump’s candidacy against Sec-
retary Clinton. It hasn’t helped, but it 
has shortened the pocketbook of the 
American people. Senator GRASSLEY 
has been so desperate to drag Secretary 
Clinton’s name through the mud that 
he even encouraged the FBI to leak an 
independent review of Secretary Clin-
ton’s use of email. 

At every turn, the senior Senator 
from Iowa has used his committee for 
partisan purposes that benefit only one 
person: Donald Trump. There is no bet-
ter example than the current vacancy 
on the Supreme Court. Rather than 
doing his constitutional duty and proc-
essing Merrick Garland’s nomination, 
Chairman GRASSLEY took his marching 
orders from Trump, and Trump said: 
Delay, delay, delay. And that is exactly 
what the Senator from Iowa has done— 
delay, delay, delay. 

Chairman GRASSLEY is hoping to run 
out the clock. He is hoping President 
Trump gets to nominate the next Su-
preme Court Justice. That is why last 
month Senator GRASSLEY said of 
Trump: ‘‘I think I would expect the 
right type of people to be nominated by 
[Trump] to the Supreme Court.’’ 

After Donald Trump’s latest attack 
on the Judiciary, does Senator GRASS-
LEY really believe that Trump is the 
right man to pick nominees to the Su-
preme Court or any court? Donald 
Trump said that a Federal judge should 
be disqualified from presiding over a 
case because of his Mexican heritage, 
even though he was born in Indiana. He 
said the same would apply if the judge 
were Muslim. Does Senator GRASSLEY 
believe Trump’s comments were racist? 
This is a place for the senior Senator 
from Iowa to start his quest for fair-
ness. 

The Republican junior Senator from 
Nebraska agrees it was racist. This is 
what he tweeted yesterday: ‘‘Public 
Service Announcement: Saying some-
one can’t do a specific job because of 
his or her race is the literal definition 
of ‘racism.’ ’’ The junior Senator from 
South Carolina, also a Republican, 
called Trump’s remarks ‘‘racially 
toxic,’’ but what does the senior Sen-
ator from Iowa say? Zero, nothing. 

Does the chairman of the Judiciary 
Committee agree with Donald Trump? 
Does Senator GRASSLEY also believe 
judges should face a religious test? The 

senior Senator from Iowa said he trusts 
Donald Trump’s judgment. He said, and 
I repeat: ‘‘He’s building confidence 
with me.’’ 

After everything we have heard from 
Donald Trump—all of his vile, un-
hinged rants—does Senator GRASSLEY 
honestly have confidence that Donald 
Trump should pick the next Supreme 
Court Justice? I don’t trust Trump to 
make that decision, the people of Iowa 
don’t, and America doesn’t. Senator 
GRASSLEY must stop using his com-
mittee to do Trump’s bidding. He must 
stop using the once-proud Judiciary 
Committee as an extension of the 
Trump political campaign. 

Instead of continuous delay, delay, 
delay, Chairman GRASSLEY should give 
Merrick Garland a hearing and a vote, 
but do it now. Waiting for Donald 
Trump to choose the ninth member of 
the Supreme Court is not the answer. 

I yield the floor. 

f 

RESERVATION OF LEADER TIME 

The PRESIDING OFFICER. Under 
the previous order, the leadership time 
is reserved. 

f 

NATIONAL DEFENSE AUTHORIZA-
TION ACT FOR FISCAL YEAR 2017 

The PRESIDING OFFICER. Under 
the previous order, the Senate will re-
sume consideration of S. 2943, which 
the clerk will report. 

The senior assistant legislative clerk 
read as follows: 

A bill (S. 2943) to authorize appropriations 
for fiscal year 2017 for military activities of 
the Department of Defense, for military con-
struction, and for defense activities of the 
Department of Energy, to prescribe military 
personnel strengths for such fiscal year, and 
for other purposes. 

Pending: 
McCain amendment No. 4229, to address 

unfunded priorities of the Armed Forces. 

The PRESIDING OFFICER. The Sen-
ator from Maine. 

CYBER SECURITY AND OUR ELECTRIC GRID 

Mr. KING. Mr. President, at 3:30 in 
the afternoon on December 23 of last 
year, about a half hour before sunset, 
the lights started to go out in western 
Ukraine. The power started to go out. 
The operator in one of the Ukrainian 
powerplants noticed, to his horror, 
that he no longer controlled the cursor 
on his computer screen. The cursor 
moved of its own accord and started 
opening dialogue boxes and opening 
breakers. 

The operator tried frantically to get 
back into the computer, only to find he 
was locked out and the password had 
been changed. At the same time, the 
call center of this utility in Ukraine 
was blocked by thousands of fake calls, 
so the utility itself could not know 
what was happening in the country-
side. The backup generators around 
western Ukraine also went down. 
Malware was installed on the operating 
computers and a system called 

KillDisk was installed, which wiped the 
disks and rendered the computers use-
less. 

As a final insult, the power in the 
power control system itself went off 
and the operators were literally left in 
the dark. This was the first major 
cyber attack of a public utility any-
where in the world. It was sophisti-
cated, it was well planned, and it was 
devastating. Within a few minutes, 
230,000 people in the country of Ukraine 
were without power. 

That attack could have occurred in 
Kansas City, in San Jose, in New York, 
or here in Washington. Ever since I 
have served in this body as a member 
of the Armed Services and Intelligence 
Committees, I have heard repeated 
warnings from every public official in-
volved with intelligence and national 
security that an attack on our critical 
infrastructure is not possible, it is like-
ly. 

How many shots across our bow, how 
many warning shots do we have to en-
dure? Sony, the OPM, insurance com-
panies, and now the nightmare sce-
nario of an electric grid attack. 

We can learn something from what 
happened in the Ukraine, and there is a 
piece of good news and a lesson for us. 
The attack, which left 230,000 people 
without power, only persisted for about 
6 hours. The interesting part of the sce-
nario of this development was that one 
of the reasons they were able to get the 
power back on so fast was because the 
Ukrainian grid was not up to modern— 
I hesitate to say ‘‘standards’’—prac-
tices in terms of its interconnectedness 
and its digitization. There were old- 
fashioned analog switches, and the 
most old-fashioned analog switch of 
all, a human being, who could actually 
throw breakers and get the system 
back online. 

However, in this country we are not 
so lucky, and I use that in a very sort 
of backward way because we have the 
most advanced grid structure in the 
world. We are more digital, we are 
more automated, we are more inter-
connected, but that makes us more 
vulnerable. That makes us more vul-
nerable. We are asymmetrically vul-
nerable because we are asymmetrically 
interconnected. We keep getting these 
warning shots. A lot is being done by 
our utilities and by our government 
agencies to work on protecting this 
country from a devastating cyber at-
tack. But I know of no one who would 
assert that enough is being done and 
that we are ahead of this threat. 

I introduced a bill yesterday, along 
with three cosponsors: Senator RISCH 
from Idaho, Senator COLLINS from 
Maine, and Senator HEINRICH from New 
Mexico—all of whom, along with my-
self, are members of the Intelligence 
Committee, where we hear about these 
threats practically weekly. The bill is 
pretty straightforward. It tasks our 
great National Labs with working with 
the utilities over a 2-year period to de-
termine, not new software patches and 
new complexity, but if we can protect 
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