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Lujan Grisham, 

M. 
Luján, Ben Ray 
Lynch 
Maloney, 

Carolyn B. 
Maloney, Sean 
Matsui 
McCollum 
McEachin 
McGovern 
McNerney 
Meeks 
Meng 
Moore 
Moulton 
Murphy (FL) 
Nadler 
Napolitano 
Neal 
Nolan 
Norcross 
O’Halleran 
O’Rourke 
Pallone 
Panetta 
Pascrell 
Payne 
Pelosi 

Perlmutter 
Peters 
Peterson 
Pingree 
Pocan 
Polis 
Price (NC) 
Quigley 
Raskin 
Rice (NY) 
Richmond 
Rosen 
Roybal-Allard 
Ruiz 
Ruppersberger 
Rush 
Ryan (OH) 
Sánchez 
Sarbanes 
Schakowsky 
Schiff 
Schneider 
Schrader 
Scott (VA) 
Scott, David 
Serrano 
Sewell (AL) 
Shea-Porter 
Sherman 

Sinema 
Sires 
Slaughter 
Smith (WA) 
Soto 
Speier 
Suozzi 
Swalwell (CA) 
Takano 
Thompson (MS) 
Titus 
Tonko 
Torres 
Tsongas 
Vargas 
Veasey 
Vela 
Velázquez 
Visclosky 
Walz 
Wasserman 

Schultz 
Waters, Maxine 
Watson Coleman 
Welch 
Wilson (FL) 
Yarmuth 

NOT VOTING—16 

Barletta 
Bridenstine 
Connolly 
DesJarlais 
Hanabusa 
Huffman 

Kelly (PA) 
Long 
Marchant 
Marino 
McCaul 
Meehan 

Perry 
Smucker 
Thompson (CA) 
Webster (FL) 
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Messrs. ELLISON and LYNCH 
changed their vote from ‘‘yea’’ to 
‘‘nay.’’ 

Messrs. JONES and BRADY of Texas 
changed their vote from ‘‘nay’’ to 
‘‘yea.’’ 

So the previous question was ordered. 
The result of the vote was announced 

as above recorded. 
The SPEAKER pro tempore. The 

question is on the resolution. 
The question was taken; and the 

Speaker pro tempore announced that 
the ayes appeared to have it. 

RECORDED VOTE 

Mr. POLIS. Mr. Speaker, I demand a 
recorded vote. 

A recorded vote was ordered. 
The SPEAKER pro tempore. This 

will be a 5-minute vote. 
The vote was taken by electronic de-

vice, and there were—ayes 234, noes 185, 
not voting 14, as follows: 

[Roll No. 561] 

AYES—234 

Abraham 
Aderholt 
Allen 
Amodei 
Arrington 
Babin 
Bacon 
Banks (IN) 
Barr 
Barton 
Bergman 
Biggs 
Bilirakis 
Bishop (MI) 
Bishop (UT) 
Black 
Blackburn 
Blum 
Bost 
Brady (TX) 
Brat 
Brooks (AL) 
Brooks (IN) 
Buck 
Bucshon 
Budd 
Burgess 

Byrne 
Calvert 
Carter (GA) 
Carter (TX) 
Chabot 
Cheney 
Coffman 
Cole 
Collins (GA) 
Collins (NY) 
Comer 
Comstock 
Conaway 
Cook 
Costa 
Costello (PA) 
Cramer 
Crawford 
Crist 
Culberson 
Curbelo (FL) 
Davidson 
Davis, Rodney 
Denham 
Dent 
DeSantis 
Diaz-Balart 

Donovan 
Duffy 
Duncan (SC) 
Duncan (TN) 
Dunn 
Emmer 
Estes (KS) 
Farenthold 
Faso 
Ferguson 
Fitzpatrick 
Fleischmann 
Flores 
Fortenberry 
Foxx 
Franks (AZ) 
Frelinghuysen 
Gaetz 
Gallagher 
Garrett 
Gianforte 
Gibbs 
Gohmert 
Goodlatte 
Gosar 
Gottheimer 
Gowdy 

Granger 
Graves (GA) 
Graves (LA) 
Graves (MO) 
Griffith 
Grothman 
Guthrie 
Handel 
Harper 
Harris 
Hartzler 
Hensarling 
Herrera Beutler 
Hice, Jody B. 
Higgins (LA) 
Hill 
Holding 
Hollingsworth 
Hudson 
Huizenga 
Hultgren 
Hunter 
Hurd 
Issa 
Jenkins (KS) 
Jenkins (WV) 
Johnson (LA) 
Johnson (OH) 
Johnson, Sam 
Jones 
Jordan 
Joyce (OH) 
Katko 
Kelly (MS) 
King (IA) 
King (NY) 
Kinzinger 
Knight 
Kustoff (TN) 
Labrador 
LaHood 
LaMalfa 
Lamborn 
Lance 
Latta 
Lewis (MN) 
LoBiondo 
Loudermilk 
Love 
Lucas 
Luetkemeyer 
MacArthur 

Marchant 
Marshall 
Mast 
McCarthy 
McCaul 
McClintock 
McHenry 
McKinley 
McMorris 

Rodgers 
McSally 
Meadows 
Messer 
Mitchell 
Moolenaar 
Mooney (WV) 
Mullin 
Murphy (FL) 
Murphy (PA) 
Newhouse 
Noem 
Norman 
Nunes 
Olson 
Palazzo 
Palmer 
Paulsen 
Pearce 
Peters 
Pittenger 
Poe (TX) 
Poliquin 
Posey 
Ratcliffe 
Reed 
Reichert 
Renacci 
Rice (SC) 
Roby 
Roe (TN) 
Rogers (AL) 
Rogers (KY) 
Rohrabacher 
Rokita 
Rooney, Francis 
Rooney, Thomas 

J. 
Ros-Lehtinen 
Rosen 
Roskam 
Ross 
Rothfus 

Rouzer 
Royce (CA) 
Russell 
Rutherford 
Sanford 
Scalise 
Schweikert 
Scott, Austin 
Sensenbrenner 
Sessions 
Shimkus 
Shuster 
Simpson 
Sinema 
Smith (MO) 
Smith (NE) 
Smith (NJ) 
Smith (TX) 
Stefanik 
Stewart 
Stivers 
Taylor 
Tenney 
Thompson (PA) 
Thornberry 
Tiberi 
Tipton 
Trott 
Turner 
Upton 
Valadao 
Wagner 
Walberg 
Walden 
Walker 
Walorski 
Walters, Mimi 
Weber (TX) 
Webster (FL) 
Wenstrup 
Westerman 
Williams 
Wilson (SC) 
Wittman 
Womack 
Woodall 
Yoder 
Yoho 
Young (AK) 
Young (IA) 
Zeldin 

NOES—185 

Adams 
Aguilar 
Amash 
Barragán 
Bass 
Beatty 
Bera 
Beyer 
Bishop (GA) 
Blumenauer 
Blunt Rochester 
Bonamici 
Boyle, Brendan 

F. 
Brady (PA) 
Brown (MD) 
Brownley (CA) 
Bustos 
Butterfield 
Capuano 
Carbajal 
Cárdenas 
Carson (IN) 
Cartwright 
Castor (FL) 
Castro (TX) 
Chu, Judy 
Cicilline 
Clark (MA) 
Clarke (NY) 
Clay 
Cleaver 
Clyburn 
Cohen 
Conyers 
Cooper 
Correa 
Courtney 
Crowley 
Cuellar 
Cummings 
Davis (CA) 
Davis, Danny 
DeFazio 
DeGette 

Delaney 
DeLauro 
DelBene 
Demings 
DeSaulnier 
Deutch 
Dingell 
Doggett 
Doyle, Michael 

F. 
Ellison 
Engel 
Eshoo 
Espaillat 
Esty (CT) 
Evans 
Foster 
Frankel (FL) 
Fudge 
Gabbard 
Gallego 
Garamendi 
Gomez 
Gonzalez (TX) 
Green, Al 
Green, Gene 
Grijalva 
Gutiérrez 
Hastings 
Heck 
Higgins (NY) 
Himes 
Hoyer 
Jackson Lee 
Jayapal 
Jeffries 
Johnson (GA) 
Johnson, E. B. 
Kaptur 
Keating 
Kelly (IL) 
Kennedy 
Khanna 
Kihuen 
Kildee 

Kilmer 
Kind 
Krishnamoorthi 
Kuster (NH) 
Langevin 
Larsen (WA) 
Larson (CT) 
Lawrence 
Lawson (FL) 
Lee 
Levin 
Lewis (GA) 
Lieu, Ted 
Lipinski 
Loebsack 
Lofgren 
Lowenthal 
Lowey 
Lujan Grisham, 

M. 
Luján, Ben Ray 
Lynch 
Maloney, 

Carolyn B. 
Maloney, Sean 
Massie 
Matsui 
McCollum 
McEachin 
McGovern 
McNerney 
Meeks 
Meng 
Moore 
Moulton 
Nadler 
Napolitano 
Neal 
Nolan 
Norcross 
O’Halleran 
O’Rourke 
Pallone 
Panetta 
Pascrell 

Payne 
Pelosi 
Perlmutter 
Peterson 
Pingree 
Pocan 
Polis 
Price (NC) 
Quigley 
Raskin 
Rice (NY) 
Richmond 
Roybal-Allard 
Ruiz 
Ruppersberger 
Rush 
Ryan (OH) 
Sánchez 
Sarbanes 

Schakowsky 
Schiff 
Schneider 
Schrader 
Scott (VA) 
Scott, David 
Serrano 
Sewell (AL) 
Shea-Porter 
Sherman 
Sires 
Slaughter 
Smith (WA) 
Soto 
Speier 
Suozzi 
Swalwell (CA) 
Takano 
Thompson (MS) 

Titus 
Tonko 
Torres 
Tsongas 
Vargas 
Veasey 
Vela 
Velázquez 
Visclosky 
Walz 
Wasserman 

Schultz 
Waters, Maxine 
Watson Coleman 
Welch 
Wilson (FL) 
Yarmuth 

NOT VOTING—14 

Barletta 
Bridenstine 
Buchanan 
Connolly 
DesJarlais 

Hanabusa 
Huffman 
Kelly (PA) 
Long 
Marino 

Meehan 
Perry 
Smucker 
Thompson (CA) 
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So the resolution was agreed to. 
The result of the vote was announced 

as above recorded. 
A motion to reconsider was laid on 

the table. 

f 

ANNOUNCEMENT BY THE SPEAKER 
PRO TEMPORE 

The SPEAKER pro tempore. Pursu-
ant to clause 8 of rule XX, the Chair 
will postpone further proceedings 
today on motions to suspend the rules 
on which a recorded vote or the yeas 
and nays are ordered, or votes objected 
to under clause 6 of rule XX. 

The House will resume proceedings 
on postponed questions at a later time. 

f 

NIST SMALL BUSINESS 
CYBERSECURITY ACT 

Mr. WEBSTER of Florida. Mr. Speak-
er, I move to suspend the rules and 
pass the bill (H.R. 2105) to require the 
Director of the National Institute of 
Standards and Technology to dissemi-
nate guidance to help reduce small 
business cybersecurity risks, and for 
other purposes, as amended. 

The Clerk read the title of the bill. 
The text of the bill is as follows: 

H.R. 2105 

Be it enacted by the Senate and House of 
Representatives of the United States of 
America in Congress assembled, 
SECTION 1. SHORT TITLE. 

This Act may be cited as the ‘‘NIST Small 
Business Cybersecurity Act’’. 
SEC. 2. IMPROVING CYBERSECURITY OF SMALL 

BUSINESSES. 
(a) DEFINITIONS.—In this section: 
(1) DIRECTOR.—The term ‘‘Director’’ means 

the Director of the National Institute of 
Standards and Technology. 

(2) RESOURCES.—The term ‘‘resources’’ 
means guidelines, tools, best practices, 
standards, methodologies, and other ways of 
providing information. 

(3) SMALL BUSINESS CONCERN.—The term 
‘‘small business concern’’ has the meaning 
given such term in section 3 of the Small 
Business Act (15 U.S.C. 632). 

(b) SMALL BUSINESS CYBERSECURITY.—Sec-
tion 2(e)(1)(A) of the National Institute of 
Standards and Technology Act (15 U.S.C. 
272(e)(1)(A)) is amended— 
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(1) in clause (vii), by striking ‘‘and’’ at the 

end; 
(2) by redesignating clause (viii) as clause 

(ix); and 
(3) by inserting after clause (vii) the fol-

lowing: 
‘‘(viii) consider small business concerns (as 

defined in section 3 of the Small Business 
Act (15 U.S.C. 632)); and’’. 

(c) DISSEMINATION OF RESOURCES FOR 
SMALL BUSINESSES.— 

(1) IN GENERAL.—Not later than one year 
after the date of the enactment of this Act, 
the Director, in carrying out section 
2(e)(1)(A)(viii) of the National Institute of 
Standards and Technology Act, as added by 
subsection (b) of this Act, in consultation 
with the heads of other appropriate Federal 
agencies, shall disseminate clear and concise 
resources to help small business concerns 
identify, assess, manage, and reduce their 
cybersecurity risks. 

(2) REQUIREMENTS.—The Director shall en-
sure that the resources disseminated pursu-
ant to paragraph (1)— 

(A) are generally applicable and usable by 
a wide range of small business concerns; 

(B) vary with the nature and size of the im-
plementing small business concern, and the 
nature and sensitivity of the data collected 
or stored on the information systems or de-
vices of the implementing small business 
concern; 

(C) include elements, that promote aware-
ness of simple, basic controls, a workplace, 
cybersecurity culture, and third-party stake- 
holder relationships, to assist small business 
concerns in mitigating common cybersecu-
rity risks; 

(D) include case studies of practical appli-
cation; 

(E) are technology-neutral and can be im-
plemented using technologies that are com-
mercial and off-the-shelf; and 

(F) are based on international standards to 
the extent possible, and are consistent with 
the Stevenson-Wydler Technology Innova-
tion Act of 1980 (15 U.S.C. 3701 et seq.). 

(3) NATIONAL CYBERSECURITY AWARENESS 
AND EDUCATION PROGRAM.—The Director shall 
ensure that the resources disseminated 
under paragraph (1) are consistent with the 
efforts of the Director under section 401 of 
the Cybersecurity Enhancement Act of 2014 
(15 U.S.C. 7451). 

(4) SMALL BUSINESS DEVELOPMENT CENTER 
CYBER STRATEGY.—In carrying out paragraph 
(1), the Director, to the extent practicable, 
shall consider any methods included in the 
Small Business Development Center Cyber 
Strategy developed under section 
1841(a)(3)(B) of the National Defense Author-
ization Act for Fiscal Year 2017 (Public Law 
114–328). 

(5) VOLUNTARY RESOURCES.—The use of the 
resources disseminated under paragraph (1) 
shall be considered voluntary. 

(6) UPDATES.—The Director shall review 
and, if necessary, update the resources dis-
seminated under paragraph (1) in accordance 
with the requirements under paragraph (2). 

(7) PUBLIC AVAILABILITY.—The Director and 
the head of each Federal agency that so 
elects shall make prominently available on 
the respective agency’s public Internet 
website information about the resources and 
updates to the resources disseminated under 
paragraph (1). The Director and the heads 
shall each ensure that the information they 
respectively make prominently available is 
consistent, clear, and concise. 

(d) OTHER FEDERAL CYBERSECURITY RE-
QUIREMENTS.—Nothing in this section may be 
construed to supersede, alter, or otherwise 
affect any cybersecurity requirements appli-
cable to Federal agencies. 

(e) FUNDING.—This Act shall be carried out 
using funds otherwise authorized to be ap-

propriated or made available to the National 
Institute of Standards and Technology. 

The SPEAKER pro tempore. Pursu-
ant to the rule, the gentleman from 
Florida (Mr. WEBSTER) and the gen-
tleman from Illinois (Mr. LIPINSKI) 
each will control 20 minutes. 

The Chair recognizes the gentleman 
from Florida. 

GENERAL LEAVE 
Mr. WEBSTER of Florida. Mr. Speak-

er, I ask unanimous consent that all 
Members have 5 legislative days to re-
vise and extend their remarks and in-
clude any extraneous material on H.R. 
2105. 

The SPEAKER pro tempore. Is there 
objection to the request of the gen-
tleman from Florida? 

There was no objection. 
Mr. WEBSTER of Florida. Mr. Speak-

er, I yield myself such time as I may 
consume. 

Mr. Speaker, I thank the leadership 
for giving us this time to debate this 
important bill. It is especially timely 
as October is National Cyber Security 
Awareness Month, so taking up this 
bill at this time is a perfect time. We 
must come together to protect all busi-
nesses—large, small, and medium— 
from the constant threat of cyber at-
tacks. 

America’s small businesses are the 
backbone of our economy, accounting 
for 54 percent of all American sales and 
55 percent of American jobs. Unfortu-
nately, small businesses are especially 
vulnerable, with some reports noting 
that 43 percent of cyber attacks specifi-
cally target them. These small busi-
nesses are more susceptible to attacks 
due to the limited access to the tools 
they need to prepare for such an event. 
Implementation of the NIST Frame-
work into these small businesses will 
protect small business owners, their 
employees, and their customer base all 
while contributing positively to the 
economy. 

H.R. 2105, the National Institute of 
Standards and Technology Small Busi-
ness Cybersecurity Act, will help small 
businesses better address their cyberse-
curity risks to help them survive and 
thrive in the face of such adversity. 

As an owner of a multigenerational 
family air-conditioning and heating 
business, I understand firsthand the 
importance of equipping and empow-
ering small businesses to tackle these 
challenges so that they can grow and 
prosper. 

About 10 months ago, my sons called 
me and said that there was a message 
on the screen of one of our computers 
that said: ‘‘Your data has been frozen. 
You have been attacked.’’ It had a lit-
tle clock on there ticking down. ‘‘If 
you don’t pay a ransom by a certain 
time, then we will destroy your data. It 
is inaccessible.’’ 

Well, there was something we had 
done, fortunately—not that we do 
every day, but we had done several 
days before—which protected us from 
that. We were able to fix our problem 
and wipe it clean and get started all 

over. But most small businesses may or 
may not—including ourselves—have 
done that just a few days before. 

Thus, I introduced H.R. 2105 with the 
support and cosponsorship of many of 
my colleagues on the committee, in-
cluding Chairman SMITH, Chairwoman 
COMSTOCK, and Ranking Member LIPIN-
SKI. 

H.R. 2105 would provide small busi-
nesses in my district, State, and across 
the country with the tools they need to 
meet the threats and challenges of the 
modern world. 

This bill describes the vital role 
played by small businesses in the U.S. 
economy, the devastating impact of 
cyber attacks on a majority of small 
businesses and large businesses and 
what they need to develop to specifi-
cally help themselves. 

It directs the NIST Director—within 
a year of the act’s enactment—to dis-
seminate clear and concise resources, 
which are defined as guidelines, tools, 
best practices, standards, methodolo-
gies, and other ways of providing this 
information. 

Dissemination would be in consulta-
tion with heads of other Federal agen-
cies. These resources—based on the 
NIST Framework for Improving Crit-
ical Infrastructure Cybersecurity—will 
help small businesses identify, assess, 
manage, and reduce their cybersecurity 
risks. 

b 1400 

H.R. 2105 also clarifies that use of the 
resources by small businesses is vol-
untary, directs the NIST Director and 
heads of Federal agencies that so elect 
to make the resources available on 
their government websites, and speci-
fies that no new funds are authorized 
to carry out this act. 

This bill is very similar to S. 770, the 
MAIN STREET Cybersecurity Act, 
which is supported by the National 
Small Business Association, National 
Restaurant Association, U.S. Chamber 
of Commerce, and the International 
TechneGroup. The Chamber and Inter-
national TechneGroup have also come 
out in support H.R. 2105. 

On September 28, 2017, the Senate 
passed S. 770 by unanimous consent, 
and I ask my colleagues to similarly 
support H.R. 2105. 

Mr. Speaker, I reserve the balance of 
my time. 

Mr. LIPINSKI. Mr. Speaker, I yield 
myself such time as I may consume. 

Mr. Speaker, I rise in support of H.R. 
2105, the NIST Small Business Cyberse-
curity Act of 2017, a bipartisan effort to 
help small businesses implement the 
NIST Cybersecurity Framework for 
Critical Infrastructure. 

I thank Mr. WEBSTER for his work on 
the bill and all of my colleagues on the 
Science, Space, and Technology Com-
mittee for their support of the bill. 

I would also like to thank Senator 
SCHATZ and my colleagues in the Sen-
ate for working to pass the companion 
version over there, which I hope that 
we can follow suit on here today. 
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The NIST cybersecurity framework 

provides valuable guidance on cyberse-
curity best practices for organizations 
of all sizes, but small businesses often 
don’t have the time or resources to fig-
ure out how to adapt it to their needs 
and implement it. This bill directs 
NIST to create clear guidelines, tools, 
and best practices specifically for 
small businesses so that they can pro-
tect their networked resources. 

Most small businesses do not have 
significant IT departments. Some do 
not even have any dedicated informa-
tion security personnel. Thus, they 
may be more at risk of cyber attack 
than large enterprises. 

According to data released last 
month, 53 percent of American busi-
nesses of all sizes suffered a cyber at-
tack in the past year. Of those, 72 per-
cent spent more than $5,000 to inves-
tigate and recover. A 2016 report found 
that 42 percent of businesses suffered a 
cyber attack of some kind. 

Incidents like these do not only hurt 
individual small-business owners, em-
ployees, and customers, they hurt 
American competitiveness. 

In my district in the southwest sub-
urbs of Chicago, there is a fourth-gen-
eration family manufacturing business 
that has suffered multiple sophisti-
cated phishing attacks. The few times 
they have fallen victim to these at-
tacks, the costs have been significant. 
The owners have told me that they 
would welcome guidance on affordable, 
off-the-shelf resources to strengthen 
their cyber defenses and let them get 
back to focusing on their business. 

This is a story repeated across the 
country. That is why we must act, and 
we must pass this bill for our small 
businesses. The guidelines created 
under this bill, like the NIST frame-
work, will be voluntary, so we won’t be 
adding to the regulatory burden on 
small businesses. Instead, we will be of-
fering them an opportunity to secure 
their networks so that they can com-
pete on a level playing field. 

Mr. Speaker, I urge my colleagues to 
support this bill, and I reserve the bal-
ance of my time. 

Mr. WEBSTER of Florida. Mr. Speak-
er, I yield 2 minutes to the gentleman 
from Florida (Mr. DUNN). 

Mr. DUNN. Mr. Speaker, today I rise 
in support of H.R. 2105, the National In-
stitute of Standards and Technology 
Small Business Cybersecurity Act. 
This bipartisan legislation instructs 
the Director of NIST, in consultation 
with other Federal agencies, to dis-
seminate guidance to help small busi-
nesses identify, assess, manage, and re-
duce their cybersecurity risks. As a 
small-business owner, I am honored to 
be a cosponsor of this bill. 

We know the importance of keeping 
all records safe and secure from outside 
threats. With the recent hacking of 
Equifax and many others, there is 
clearly a growing risk of online hack-
ing and cyber warfare in the world 
today. It is imperative that we ensure 
that the backbone of our economy, our 

small- and medium-size businesses, 
have the resources they need to stay 
safe. 

I strongly believe that the businesses 
in Florida’s Second District would ben-
efit from this vital information, which 
will help them keep their data safe and 
secure. By increasing cybersecurity ef-
forts, we are protecting both small 
businesses and their millions of cus-
tomers across the country. 

This bill doesn’t cost the taxpayers 
anything, but it could potentially save 
small-business owners and consumers 
both their privacy and livelihoods. 

Mr. LIPINSKI. Mr. Speaker, I yield 
such time as she may consume to the 
gentlewoman from Texas (Ms. EDDIE 
BERNICE JOHNSON), the ranking mem-
ber of the Science, Space, and Tech-
nology Committee. 

Ms. EDDIE BERNICE JOHNSON of 
Texas. Mr. Speaker, I rise in support of 
H.R. 2105, the NIST Small Business Cy-
bersecurity Act of 2017, which directs 
the National Institute of Standards 
and Technology to provide more guid-
ance, resources, and tools to small 
businesses to improve their cybersecu-
rity and protect the personal informa-
tion of their customers. 

According to the Small Business Ad-
ministration, the 28 million small busi-
nesses in America account for 54 per-
cent of all U.S. sales and 55 percent of 
all U.S. jobs. Small businesses play a 
central role in our economy. 

Unfortunately, the information sys-
tems and networks of small businesses 
are especially vulnerable to an increas-
ing volume and sophistication of cyber 
attacks. Small businesses rarely have 
employees or leadership with education 
or training in cybersecurity. Further, 
small businesses typically have limited 
resources to invest in cybersecurity. 

The National Institute of Standards 
and Technology, or NIST, is a leader in 
developing standards and guidelines for 
cybersecurity in both the public and 
private sectors. In 2009, NIST developed 
a guidance document called, ‘‘Small 
Business Information Security: The 
Fundamentals.’’ The document de-
scribed the fundamentals of an effec-
tive small-business information secu-
rity program in nontechnical language. 

In 2014, in response to an executive 
order from President Obama, NIST 
published the Cybersecurity Frame-
work for Critical Infrastructure. The 
cybersecurity framework, as written, is 
most useful for larger businesses with 
at least some cybersecurity expertise. 
Therefore, in November 2016, NIST pub-
lished an update of their small-business 
guidance document using the frame-
work as a template. 

These are just two examples of how 
NIST has long privatized supporting 
small-business efforts to strengthen cy-
bersecurity. The requirements of H.R. 
2105 are consistent with these ongoing 
efforts and help ensure that they will 
continue. 

Ideally, H.R. 2105 would have also 
provided resources for NIST to expand 
these activities because the need is 

very clear. We cannot effectively sup-
port small business in this country un-
less we provide the relevant govern-
ment agencies the resources to help 
protect those businesses from cyber 
threats. 

Mr. Speaker, I support H.R. 2105, and 
I thank the sponsors, including Mr. 
WEBSTER, Mr. LIPINSKI, and Ms. ROSEN, 
for their strong support for small busi-
nesses and NIST’s important role in cy-
bersecurity. However, I am concerned 
that the House bill contains an explicit 
unfunded mandate clause and that the 
Senate passed a version that is silent 
in funding. I hope Congress will provide 
NIST the adequate resources to fulfill 
the mandates in this legislation. 

Mr. Speaker, I urge passage of the 
bill. 

Mr. WEBSTER of Florida. Mr. Speak-
er, I yield 4 minutes to the gentleman 
from Texas (Mr. SMITH), chairman of 
the committee. 

Mr. SMITH of Texas. Mr. Speaker, I 
thank the gentleman from Florida (Mr. 
WEBSTER) for yielding me time and for 
introducing H.R. 2105, the NIST Small 
Business Cybersecurity Act. 

This important and timely bipartisan 
bill, cosponsored by 17 Members of Con-
gress and approved by the Science 
Committee by voice vote, directs the 
National Institute of Standards and 
Technology to provide small businesses 
with cybersecurity guidelines, tools, 
best practices, standards, and meth-
odologies necessary to better protect 
themselves from cyber attacks. 

Small businesses help produce a 
thriving economy that benefits our en-
tire country. They bring innovative 
ideas, cutting-edge products and serv-
ices, and jobs to the marketplace. In 
my home State, for example, there are 
more than 2.4 million small businesses 
that employ almost 4.5 million Texans. 

Major cyber attacks dominate news 
coverage, such as the Equifax or Yahoo 
hacks that impacted millions and bil-
lions of people. But small businesses, 
which often do not have sufficient in-
formation to adequately monitor and 
protect their computer systems, are 
frequently the target of cyber attacks, 
as well. 

A 2016 Symantec report notes that 
cyber attacks against businesses with 
fewer than 250 employees have grown 
from 18 percent in 2011 to 43 percent in 
2015. This bill can help those busi-
nesses. 

October is National Cybersecurity 
Awareness Month, so it is appropriate 
that we consider a bill designed to help 
protect small businesses from cyberse-
curity attacks. Today’s legislation pro-
vides small businesses with NIST ex-
pertise to reduce their cybersecurity 
risk. 

NIST experts developed a cybersecu-
rity framework through collaboration 
between the government and the pri-
vate sector. This framework is accept-
ed and used by many private organiza-
tions to address and manage their in-
formation technology vulnerabilities 
in a cost-effective way. 
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The guidance described in this bill to 

help small businesses is based on the 
NIST cybersecurity framework. H.R. 
2105 prioritizes dissemination of this 
guidance by NIST within its almost $1 
billion budget. 

Mr. Speaker, I urge my colleagues to 
show their support for small business 
by approving Mr. WEBSTER’s fiscally 
responsible, innovation protection bill 
today. 

Mr. LIPINSKI. Mr. Speaker, I have 
no further speakers, and I reserve the 
balance of my time. 

Mr. WEBSTER of Florida. Mr. Speak-
er, I yield 2 minutes to the gentle-
woman from Virginia (Mrs. COMSTOCK), 
the chairwoman of the subcommittee. 

Mrs. COMSTOCK. Mr. Speaker, I rise 
in support of H.R. 2105. 

When I travel around my district, 
which is rich with technology workers, 
the thing that I hear repeated concern 
about is the increasing need for indi-
viduals with the skill set, education, 
training, and knowledge of cybersecu-
rity matters. 

With the recent events with Equifax, 
WannaCry, and OPM breaches, it is 
clear that our cybersecurity infrastruc-
ture needs to be strengthened. 

In December 2016, the Commission on 
Enhancing National Cybersecurity spe-
cifically recommended that the admin-
istration should ‘‘develop concrete ef-
forts to support and strengthen the cy-
bersecurity of small- and medium-sized 
businesses.’’ 

With small businesses accounting for 
most of the U.S. economy’s jobs and 
sales, it is imperative that we provide 
guidance to help them identify, assess, 
manage, and reduce their cybersecurity 
risks. By making these resources read-
ily available to small businesses across 
the country, this commonsense legisla-
tion will help them protect their sen-
sitive data and business from cyber 
threats so they can grow our economy 
and provide more jobs instead. 

I am proud to be an original cospon-
sor of this measure, the NIST Small 
Business Cybersecurity Act, and I urge 
my colleagues to vote ‘‘yes’’ on its pas-
sage. 

Mr. Speaker, I thank my colleague 
from Florida (Mr. WEBSTER) for his 
leadership on this legislation. 

Mr. LIPINSKI. Mr. Speaker, I con-
tinue to reserve the balance of my 
time. 

Mr. WEBSTER of Florida. Mr. Speak-
er, I yield 1 minute to the gentleman 
from South Carolina (Mr. NORMAN). 

b 1415 

Mr. NORMAN. Mr. Speaker, I rise 
today in support of H.R. 2105, the Na-
tional Institute of Standards and Tech-
nology Small Business Cybersecurity 
Act. This bill directs the National In-
stitute of Standards and Technology to 
issue guidance for small businesses to 
use voluntarily to assist them in iden-
tifying and assessing, managing, and 
reducing the cybersecurity risk. 

As has been said, small businesses in 
the U.S. account for 54 percent of sales 

and 55 percent of U.S. jobs. However, a 
2016 Symantec Internet Security 
Threat Report indicated that busi-
nesses with less than 250 employees are 
facing increased cybersecurity threats, 
up from 18 percent in 2011 to 43 percent 
in 2015. 

Mr. Speaker, I recently passed our 
real estate small business to my son 
Warren, so I understand the impor-
tance of equipping small businesses 
with the tools that will enable them to 
meet the emerging challenges. 

I urge passage of H.R. 2105, which will 
help prepare small businesses in the fu-
ture, and I urge my colleagues to pass 
it. 

Mr. LIPINSKI. Mr. Speaker, I con-
tinue to reserve the balance of my 
time. 

Mr. WEBSTER of Florida. Mr. Speak-
er, I yield 1 minute to the gentleman 
from Nebraska (Mr. BACON). 

Mr. BACON. Mr. Speaker, I rise in 
support of the National Institute of 
Standards and Technology Small Busi-
ness Cybersecurity Act, a bill that I am 
proud to cosponsor. This legislation 
will help promote stronger cybersecu-
rity practices amongst our Nation’s 
small businesses, and it is fiscally re-
sponsible. 

The well-being of our small busi-
nesses is important to the overall 
health of our economy. According to 
the Small Business Administration, 
small businesses account for 55 percent 
of total jobs in the United States. In 
my home State of Nebraska, small 
businesses employed 390,000 people in 
2016. 

Some small businesses are not able 
to prioritize cybersecurity efforts over 
other aspects of their business or they 
lack the resources to secure their net-
works and systems. We must promote 
greater preparedness to protect small 
businesses from cyber attacks. 

H.R. 2105 directs NIST to disseminate 
guidance to help small businesses iden-
tify, assess, manage, and reduce their 
cyber risks based off NIST’s extensive 
expertise. This is a big step towards 
promoting better cybersecurity prac-
tices amongst our Nation’s small busi-
nesses. 

I urge my colleagues to support H.R. 
2105. 

Mr. LIPINSKI. Mr. Speaker, I yield 
myself such time as I may consume. 

Mr. Speaker, we all have come down 
here and talked about the importance 
of small business. We know how impor-
tant small businesses are to our coun-
try, the real engine of our economic 
growth. 

We also know that, in most small 
businesses today, they don’t have the 
capabilities to have an IT department 
or the expertise that they need to pro-
tect themselves from the continual 
cyber attacks, the theft of data that we 
hear about. But those attacks and that 
theft of data does not only happen for 
large companies; it is also a threat to 
small businesses. Therefore, we need to 
do all that we can to make sure that 
they are capable of protecting them-

selves so that our small businesses can 
continue to thrive and be the economic 
engine that they are. 

I urge my colleagues to support this 
bill. We get something good done for 
our small businesses. I urge them to 
support this, and I yield back the bal-
ance of my time. 

Mr. WEBSTER of Florida. Mr. Speak-
er, I thank those from both sides— 
Ranking Member LIPINSKI, Chairman 
SMITH, and others—who have supported 
this bill. It is a great idea. It is an op-
portunity to not only have available 
for us, it has bipartisan support and 
also bicameral support. This is a good 
opportunity to help all small busi-
nesses. 

I know personally from my business 
and I know others who have small busi-
nesses who know that there is, in a 
sense, very little help right now for 
small businesses in this area of cyber-
security. The larger businesses cer-
tainly have their own IT people; we 
don’t. So I am excited about the fact 
that this could happen, and I move pas-
sage. 

Mr. Speaker, I yield back the balance 
of my time. 

The SPEAKER pro tempore (Mr. 
BARTON). The question is on the motion 
offered by the gentleman from Florida 
(Mr. WEBSTER) that the House suspend 
the rules and pass the bill, H.R. 2105, as 
amended. 

The question was taken; and (two- 
thirds being in the affirmative) the 
rules were suspended and the bill, as 
amended, was passed. 

A motion to reconsider was laid on 
the table. 

f 

THE SMALL BUSINESS INNOVA-
TION RESEARCH AND SMALL 
BUSINESS TECHNOLOGY TRANS-
FER IMPROVEMENTS ACT OF 2017 

Mr. CHABOT. Mr. Speaker, I move to 
suspend the rules and pass the bill 
(H.R. 2763) to amend the Small Busi-
ness Act to improve the Small Business 
Innovation Research program and 
Small Business Technology Transfer 
program, and for other purposes, as 
amended. 

The Clerk read the title of the bill. 
The text of the bill is as follows: 

H.R. 2763 
Be it enacted by the Senate and House of Rep-

resentatives of the United States of America in 
Congress assembled, 
SECTION 1. SHORT TITLE; TABLE OF CONTENTS. 

(a) SHORT TITLE.—This Act may be cited as 
‘‘The Small Business Innovation Research 
and Small Business Technology Transfer Im-
provements Act of 2017’’. 

(b) TABLE OF CONTENTS.—The table of con-
tents for this Act is as follows: 
Sec. 1. Short title, table of contents. 
Sec. 2. Requiring insertion incentives. 
Sec. 3. Additional SBIR and STTR tech-

nology insertion reporting re-
quirement. 

Sec. 4. Encouraging innovation in United 
States manufacturing. 

Sec. 5. Encouraging innovation in cyberse-
curity. 

Sec. 6. Compliance of Phase III awards with 
competitive procedures. 
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